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ABSTRACT

andKazakstan. In Ukraine, surveys were performed at a
WWR-M research reactor, at a nuclear materials research
facility, and at VVER-1000 reactors in a nuclear power
plant site. In Kazakstan, site surveys were performed at
a nuclear fuel fabrication facility, at a BN-350 power
reactor and at IGR, IWG and RA research reactors.
Existing MC&A and PP systems at each facility were
reviewed. Areas having deficiencies or not conforming
withIAEAguidelines were noted and potential upgrades
were recommended.

The United States is one of several donor states
providing technical assistance to the Newly Independent
States (NIS) of the Former Soviet Union (FSU) for
improving their systems for control of nuclear materials.
Ukraine and Kazakstan have sigdkant nuclear energy
Both countries have committed to
programs.
nonproliferation of nuclear weapons. They have signed
the NPT and have safeguards agreements with the U.S.
concerning development of state systems of control,
accounting and physical protection of nuclear materials.

-

As directed by the DOE International Safeguards

Division ( now the DOE - Russia / NIS Nuclear
Materials Security Task Force ), technical specialists
from several national laboratories, including Argonne,
Los Alamos, Oak Ridge, Pacific Northwest and Sandia,

as well as representatives of other U.S. Government
organizations, such as the NRC, DODDNA and the New
Brunswick Laboratory, are interacting with government
regulatory and facility personnel of Ukraine and
Kazakstan.
Argonne has program coordination
responsibilitiesfor both countries.

In support of agreements between the U.S. and
Ukraine and the U.S. and Kazakstan, the DOE is
responsible for providing technical assistance and
training to aid in the evaluation, design, development, and
implementation of nuclear material safeguards. This
assistance includes: 1) information systems for tracking
and reporting the location of nuclear materials, 2)
application of nuclear measurement techniques for
vetifying inventories, 3) material control and accounting
(MC&A) systems, and 4) physical protection (PP)
systems.
Site survey teams, including both MC&A and PP
experts from several national labs, have visited Ukraine

Delegations of specialists fiom Ukraine and
Kazakstan have visited the U.S. to discuss results of the
site surveys. The visits included tours of a typical nuclear
power plant, research reactor, and other appropriate

facilitiesto review current U.S.MC&A and PP practices.
Visits with the NRC to develop safeguards regulatov
systems have also occurred.

Following the initial site surveys, design packages
were prepared for upgrades at each of the surveyed
facilities. Multi-laboratory design teams have been
formed to carry out these tasks. Mer the design phase,
agreed upon equipment will be procured and installed.
U.S. technical experts will assist in the installation and
testing of equipment. In parallel with the upgrade tasks,
various training courses relevant to MC&A and PP will
be provided to Uhainian and Kazakstani personnel. This
paper summarizes activities to date and future plans.

I.

INTRODUCTION

Under the Soviet Nuclear Threat Reduction Act of
1991' (Nunn-Lugar Act), the Former Soviet Union
Demilitarization Act of 1992, and The Cooperative
Threat Reduction Act of 1993, DOE may provide
assistance to States of the FSU in areas of MC&A and
PP. At the time of the passage of the Nunn-Lugar Act,
Congress also ensured the availability of appropriated
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funds to implement the program.* In subsequent defense
authorization acts, Congress increased the levels of
funding for these programs.’

In April 1992, discussions were initiated between
the govements of the United States and Ukraine on
U.S. assistance in the area of Nuclear Material
Protection, Conh-oland Accounting (MPCA). As a result
of these talks, U.S. technical experts visited the
Khmel’nitski Nuclear Power Plant to assess Ukrainian
requirements at the facility level. Also, in order to
observe how MPCA issues are addressed in the U.S.,
members of the Ukrainian State Committee on Nuclear
and Radiation Safety (SCNRS) visited a U.S. power
plant, a fuel fabricationfacility and two DOE labs. These
activities were followed by development of a draft

statement of requirements for US-Ukraine cooperation
in the fall of 1992. Under the program for the Safe and

Secure Dismantlement (SSD) of Nuclear Weapons,
Umbrella and Implementing Agreements were signed on
October 25,1993, and December 18, 1993, respectively.
In March 1994 and June 1995, the Implementing
Agreement was amended to provide additional funds for
the MPCA program. Cooperation with Ukraine
continues under the CooperativeThreat Reduction (CTR)
Program.

In 1993,the U.S. Department of Energy was invited
to visit Kazakstan by the Atomic Energy Agency of the
Republic of Kazakstan (AEARK) for the purpose of
preparing a program of cooperation with the MARK to
improve MPCA During this visit, DOE representatives
were provided a tourof the nuclear fuel pellet fabrication
facility operated by the Ulba State Holding Company at
Ust Kamenogorsk. Meetings were also held with
MARK senior s t a i n Almaty. FolIowing this visit, an
agreement for MPCA cooperation at Ulba and a draft
program plan to implement this effort were formulated.
The Umbrella and MPCA Implementing Agreements
under the Cooperative Threat Reduction (CTR) Program
were both signed on December 13,1993. It is expected
that the MPCA Implementing Agreement will be
modified in the near future to include other Kazakstani
facilities in addition to Ulba.

facilitiesin both Kazakstan and Ukraine as well as other
sites in the FSU.
11. PROGRAM DEVELOPMENT

In order to implement the U.S.-Ukraine and U.S.Kazakstan agreements, DOE has prepared program plans
detailing the process by which assistance in MPCA
would be performed, the type of assistance to be provided
and the facilitiesat which these efforts would occur. By
necessity, these program plans must be “living
documents” which are customized to the specific
circumstances of each facility. In light of the information
obtained during the site surveys, and subsequent meetings
with the operators of the facilities, the initial plans have
been revised to provide detailed schedules and cost
estimates for the upgrade activities at the selected

facilities.
The initial Program Plan for Ukraine was completed
in the spring of 1994 and was reviewed at the first
Technical Working Group (TWG) meeting held in Kiev
in April 1994. The status of the nuclear power program
and the state of preparation for IAEA safeguards
implementation in Ukraine were also discussed at this
meeting. A second TWG meeting occurred in
Washington, DC, during the week of May 3 1,1994. At
this meeting the Kiev Institute for Nuclear Research
(KTNR) and the South Ukraine Nuclear Power Plant
(SUNPP) were identified as the facilities at which the
U.S. would concentrate its initial efforts to evaluate and
upgrade safeguards systems. Information on nuclear
materials at these facilitieswas provided at this meeting.
The possibility of including other facilities in this
program was also discussed.
Site Surveys were conducted at KINR and SUNPP
late in the summer of 1994. The U.S. Site Survey team
included technical specialists in both MC&A and PP
from U.S. laboratories. The teams observed the MPCA
systems and reviewed procedures at the facilities. At the
conclusion of the survey, Summary Statements were
issued which included preliminary lists of areas in which
MPCA practices could be improved and suggested
possible upgrades. Observations and recommendations

U,S. programs for MPCA assistance to both

were presented in the Final Site Survey Reports which

Kazakstan and Ukraine are coordinated with similar
programs of other donor countries through the W A .
Among the countries providing assistance are Finland,
Hungary, Japan, Sweden and the United Kingdom. U.S.
representativeshave participated in IAEA familiarization
visits with other donor country representatives to

were delivered to Ukrainian officials in February 1995.
Theserecommendationsformed the basis for the present
version of the program plan for MPCA assistance to
Ukraine.
A TWG meeting between U.S. and Kazakstani
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safeguards experts was held in July 1994 in Almaty and
Ust Kamenogorsk. At this time the AEARK officials
prioritized their request for assistance 1) the Ulba fuel
fabrication plant, 2) the BN-350 breeder reactor at
Aktau, 3) the research reactors at Semipalatinsk and

avoid duplication of effort, and to leverage individual
strengths. Sweden is providing software for a
Ukrainian Government system which will report to
the MEA. The U.S. is developing facility level
systems which supply the data needed for the IAEA

Almaty, and 4) physical protection upgrades at the

reports. The meeting focused on interface issues

The TWG meeting led
to identification of technical training that could be
provided by the U.S., and to a formal site survey of the
Ulba plant in September 1994 by MPCA experts. This
site survey and the resulting report identified MPCA
upgrades that are desirable, if the Ulba plant is to meet
international standards. A program plan was then
developed for MPCA assistance.

between the two projects. The Swedish and U.S.
experts agreed to exchange file formats and to
maintain contact on the status of developments in
their systems.

AEARK headquarters at Almaty.

Thephysical Protection Design team met with their
Ukrainian counterparts at KINR and SUNPP on
February 6 - 17, 1995. In these meetings PP
upgrade recommendations were reviewed, near-term
equipment specifications were developed and
additional information was collected to prepare
documentation for the design of the PP upgrades.

111. PROGRAM IMPLEMENTATION
A. UKRAINE

A DOE/NRC delegation met with the newly
appointed officials of the Ukraine Ministry of
Environmental Protection and Nuclear Safety
(MEPNS) on March 27 30,1995. This meeting
followed the reorganizationof the SCNRS on March
1, 1995. DOE officials received a request fiom
plant officials fiom the Kharkiv Institute of Physics
and Technology (IUPT) and Sevastopol Naval
Institute (SNI) for MPCA assistance.

While the site survey data were being analyzed and
the Final Site Survey Reports were being written,
activitiescontinued to prepare for implementationof the
MPCA upgrades. For Ukraine, the following activities
have occuned:

-

A delegation fiom Ukraine, including
representativesfrom GosKomAtom, SCNRS, KINR,
and S W P , visited the U.S. in November 1994, to
discuss physical protection. The delegation toured
Sandia National Laboratories (SNL.), the DOE
Central Training Academy, Waterford Nuclear
Power Plant and Argonne National Laboratory
(ANL).These tours demonstrated PP methodology
in actual operation with an emphasis on its
applicability to KNR and SUNPP. A presentation
of the findings of the draft physical protection
assessment report for KINR and SUNPP was made
at ANL, on December 5 6,1994.

Initial shipments of computer hardware and software
for MC&A systems were delivered to KINR and
SUNPP in June 1995. Prototype MC&A inventory
software for Ukrainian nuclear facilities has been
developed and installed on these PCs. The s o h a r e
prototype was designed to provide a starting point
for joint US.-Ukraine system development.

-

An initial shipment ofphysical protection equipment
was also delivered to KINR and SUNPP in June
1995. The shipment included a Polaroid badge
imaging system for SUNPP and a walk-through
metal detector for each facility. Additional walkthrough metal detectors and SNM detectors are
planned for these facilities.

Representatives from the U.S. and Finland met in
Washington, DC, in January 1995, to review the
status of their assistance programs to Ukraine in the
area of facility physical protection. Discussions
centered on physical protection systems at VVER
power plants.

A Site Survey was conducted at the Kharkiv Institute
of Physics and Technology (KIPT) fiom June 22
26,1995. As with the other site surveys, the survey
team consisted of specialists from several
laboratories. A site survey report documenting
physical
protection
observations
and
recommendations
has
been
prepared.

-

-

OnJanuary 11 13, 1995, U.S. representatives met
with representatives fiom the Swedish Nuclear
Power Inspectorate in Stockholm to discuss issues
relating to their countries’ MC&A assistance
programs to Ukraine. The objectives of this meeting
were to look for opportunities for cooueration, to
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requested assistanceh m the U.S. DOE in their first
physical inventory taking (PIT). MC&A experts,
h m Los Alamos and Oak Ridge, spent three weeks
in December 1994 at the Ulba plant to provide
training in PIT procedures and the use of NDA
equipment in performing a PIT. A follow-up visit
,to continue preparations and training for the PIT,
occurred in July 1995.

Recommendations on possible MC&A upgrades
await additional data on facility inventory.
A workshop on MC&A procedures and nuclear
material accounting software was held at ANL-W at
the end of July 1995. Representatives &om KINR,
SUNPP and KIPT met with U.S. MC&A specialists
to review their experiences with the prototype
accounting software delivered to Ukraine in June
and to relay information on facility specific
modifications.

In April and August of 1995, U.S. Physical
Protection specialists visited the Ulba and
Semipalatinsksites respectively. The goal of these
meetings was to exchange information needed for
the design of the physical protection upgrades.
Equipment and training were discusses and initial
shipments of hand-held metal detectors and SNM
detectors were delivered.

B. KAZAKSTAN
For Kazakstan, the followingMPCA implementation
activities occurred:

In September 1994 MC&A specialists from LANL

presented a training course on Fundamentals of
MC&A at the Ulba facility to safeguards personnel.

The course was taught with participation by the
IAEA facility officer. The following topics were
covered. Requirements for Safeguards, MBA
Structure at Ulba, Measurement Methods, NDA
Methods, Measurement Control, Physical Inventory
Taking, Statistics in the MC&A Process, and Data
Treatment.

In January 1995 a course on NDA was presented at
the Los Alamos National Laboratory for Ulba and

AEARK personnel. The course included M I A
measurement of uranium. The course also included
a lecture on IAEA use of NDA equipment in LEU
fie1 fabrication plants by the IAEA facility officer.
A training course on Use of Seals was presented to
Ulba and AEARK personnel during a visit to the
United States in the spring of 1995.
Many of the requirements of nuclear material
safeguards, as practiced in western countries, were
not observed in the FSU. Among these omissions
was the requirement for maintaining a measured

physical inventory of the nuclear material in a
facility. The Ulba facility had never been required to

perform a physical inventory during its over 40 years
of producing fuel pellets. Therefore, upon acceding
to IAEA safeguards, one of the first tasks the facility
is required to undertake is a declaration of initial
inventory. The facility had never been shut down
and cleaned out. Additionally, hundreds of
containers of UO,, uranyl nitrate, and
had
accumulated at the facility. As a result, the AEARK

A site survey team, included technical specialists in
both MC&A and PP fiom U.S. laboratories, visited

the BN-350 reactor at Aktau from August 31 to
September 12, 1995. The teams observed the
MPCA systems and reviewed procedures at the
facility.
IV. ASSISTANCE IN PHYSICAL PROTECTION

Programsto upgrade the physical protection systems
of the KINR and SUNPP facilities in Ukraine and the
Ulba facility in Kazakstan are well under way.
Guidelinesused for physical protection upgrades of these
facilities are based on INFCIRC/225, Rev. 3; threat
concepts are based on those used in the U.S. (10 CFR
73.1). The primary objectives of the upgrades are to
protect against radiological sabotage and theft or
diversion of special nuclear materials.
At KINR the facility of interest is the 10-MW,
WWR-M research reactor, which is fueled with HEXJ.
Recommended upgrades include a new Protected Area
perimeter (fences, intrusion detection system, and CCTV
assessment system), new personnel portal (with metal
and SNM detectors), implementation of an Inner Area
(with a hardened perimeter, entry control, intrusion
detection, and CCTV assessment), a hardened storage
area, and a new Central Alarm Station (including a new
computer-based alarm monitoring, entry control, and
CCTV switching system and a radio communication
system). A design review was held at KINR on June 1617, 1995. At this review the US. team presented a
documentation package which included a system design
description and engineering drawings describing the
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designs for the recommended upgrades. Procurement of
the Central Alarm Station monitoring hardware, entry
control and CCTV switching system, the radio
communication system, and all interior intrusion
detection, CCTV cameras, and entry central devices has
begun.
At SUNPP the facilities of interest are the three
VVER- 1000 nuclear reactors and associated facilities.
Recommended upgrades included provision of additional
intrusion detection and CCTV assessment for portions of
the Protected Area perimeter, upgrades of portals to
include metal and SNM detectors and vehicle barriers,
implementation of PP systems for vital areas, provision of
computer-based alarm monitoring and display, entry
control, CCTV switching systems and a radio
communication system for the Central Alarm Station, and
provision of a camera system for producing identification
badges. Design documentation for the recommended
upgrades is under preparation. A design review is
scheduled for the fall of 1995. Equipment, such as the
badge system and the radio system have already been
delivered to the SUNPP. Much of the portal equipment
has been ordered.
Representativesof the Ulba State Holding Company
and DOE technical specialists met in Kazakstan to
exchange information necessary for the joint design of
physical protection upgrades for the nuclear material
located at Ulba. Based on the information gathered, a
prioritized list of equipment and training to be provided
by the U.S. has been developed. A list of recommended
facility upgrade activities to be performed by the Ulba
staff has also been developed. DOE and Ulba technical
specialists have produced a preliminary conceptual
design of an alarm system for the Uranium buildings at
the site. Technical specifications have been developed
for the equipmentneeded to implement the alarm design.
DOE technical specialists have also developed
recommendations for improving the capabilities of the
Ulba guard force to respond to intrusion alarms. An
initial shipment of hand-held metal detectors and SNM
detectors has been delivered to the Ulba facility.
V. ASSISTANCE IN MC&A
Facility level assistancein MC&A for both countries
includes upgrades in the areas of computer based
accounting systems and nondestructive assay (NDA)
instrumentation.
A software prototype has been developed for an

MC&A inventory system for Ukrainian facilities. This
software has been installed on computers delivered to
KINR and SUNPP in June 1995. The software prototype
is designed to provide a starting point for joint U.S.Ukrainesystem development. The prototype was created
using Microsoft Access, a relational data base
management system in a graphical environment. The
current prototype offers basic, generic hctionality for
tracking physical inventory, maintaining a historical
record of additions or changes to the inventory, and
provides basic reporting capabilities. The MC&A
software prototype design allows for the integration of
other independently developed components which may be
supplied by Ukraine or by donor states.

Use of unique seals for identificationof items has not
been a past requirement at the facilities surveyed .
Tamper IndicatingDevices (TIDS) have been procured
and delivered to the KTNR and SUNPP facilities in
Ukraine and the Ulba facility and MARK inspectorate in
Kazakstan.
Since verification of the nuclear material inventory
by measurement was not a safeguards requirement in the
FSU,many nuclear facilities never had a need for NDA
equipment. This was observed by the MC&A teams
during the site surveys. In August 1994 the US.DOE,
through Los Alamos, provided the Ulba facility in
Kazakstan with a portable multichannel analyzer with a
NaI(T1) detector, and training for its use in LEU
measurements. The site surveys also revealed that scales
in use often did not meet international standards for
accuracy and precision. Consequently, provision of
modem scales was recommended as a fibre facility
upgrade.
In view of the deficiencies in measurement
capabilities observed during the site surveys the
following instrumentationwas recommended for one or
more of the facilities visited
gamma-ray spectroscopy systems
including
portable multichannel analyzer, NaI detectors, laptop
computer, Ge detectors;
enrichmentcalibration materials;
ultrasonic thickness gauge;
precision balances;
certified weights;
automatictitrators;
handheld gamma monitors;
handheld alpha monitors; and
Cherenkov radiation viewing systems for in-pool
spent fuel verification by regulators.

-
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Training courses have been developed to improve
skills of specialists in MC&A in the following areas :
Fundamentals of MC&A,
Fundamentals of NDA,
Statistics, Variance Propagation, and Measurement
Control, and
Structure and Management of a Safeguards Seals

upgrades. Discussions are in progress with the staff of
the Sevastopol Naval Institute for possible MPCA
assistance.

Computer Based Training in MPCA is also being
investigated.

program at the Ulba fuel fabrication plant. The PP team
has begun security system design and procurement of
equipment. Initial equipment to implement the upgrade
designs was shipped to Ulba in July 1995. The MC&A
team has identified and is procuring hardware to build a
computer-based accounting and control network
throughout the process buildings. The network will
include two servers and over forty PC terminals
interconnectedby twisted pair or fiber optic cable. The
major scales and NDA instrumentsmay in the future be
interfaced to the network to input data directly to the
accoUntingdatabase. Operator terminals will be located
at building input, output, and storage areas and at process
and flow key measurement points (KMPs). Basic system
softwaremay be pmhased commercially and the nuclear
material accounting system will be assembled using
existing software. The accountingsystem will support a
near-real-time nuclear material database. Installation of
the computer network is planned to begin the last quarter
of 1995.

.

(TIDs) Program.

VI. FUTURE ACTIVITIES
A. UKRAINE
Improvement in the safeguards systems at Ukrainian
facilitiesis an on-going effort involving both the U.S. and
Ukraine. One of the major objectives of the MPCA
assistance programs is that a host country be able to
maintain the systems supplied by the donor countries. In
order to improve the material accountingcapabilities of
the Ukrainian MC&A specialists, the U.S. will sponsor
relational data base (RDB) softwaredevelopment training
in Ukraine. The objectiveof this training is to familiarize
Ukrainian specialists in computerized nuclear material
accounting with the software development tools needed
to create automated MC&A programs for their facilities.
Additional computer hardware will be supplied to
implement these systems.
Upgrades to the physical protection systems at KINR
are scheduledto start in the summer of 1995. Completion
of PP upgrades is expected at this facility by the end of
the following year. Initial shipments of equipment have
been delivered to the facility. Negotiations are
proceeding with subcontractors to install the upgrades

identified in the Design Review documents. The design

for SUNPP is expected to be complete by the fall of
1995. Installation of the PPS upgrades at SUNPP will
continue through the summer of 1997.
A Site Survey was recently performed at KIPT by a
team of MC&A and PP specialists. The U.S. team is now
analyzing the MPCA systems fiom data supplied and
observations made during the survey. MPCA upgrade
recommendations, are being developed. Based on
Ukrainian acceptanceof the recommendations the design
process will commence and equipment will be procured
for the safeguards upgrades.
Additional sites in Ukraine are also under
consideration for site surveys and possible MPCA

B.KAZAKSTAN
The U.S. MPCA team has begun the process of

designing,implementing, and assessing a new safeguards

Although the present MPCA program in Kazakstan
is focused on Ulba, the U.S. has offered to cooperate in
upgrading safeguards at other facilities. A site survey by
a U.S. MPCA team was recently completed at the BN350 breeder reactor at Aktau The MPCA team included
experts in various aspects of breeder reactors from
severalUS.laboratories. Currently, the Power Reactor
and Nuclear Fuel Development Corporation (FNC) of
Japan is providing a gate monitor to Aktau for detection
of movement of spent fuel fiom the reactor core to the
spent fuel storage pond. The system is similar to a
system previously installed at the MONJU breeder
reactor in Japan. The U.S. DOE,through LANL,,will
provide software support for the system, similar to
supportprovided for the MONJU system. The system is
scheduled to be installed at the reactor in 1995. It is
anticipated that physical protection assistance also will be
provided to the facility by the U.S.
An MPCA site survey was performed in October
1994 at Semipalatinsk-21 near Kurchatov, Kazakstan.
This facility, which was an underground test site for the
Soviet Union, houses three research reactors ( IGR, IWG
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and RA) and associated fie1 storage facilities. The
primary upgrades For this site will likely be in the PP
system with illesser emphasis on MC&A than at Ulba.
A PP team traveled to Semipalatinsk in the late summer
of 1995 for a design meeting and to deliver some initial
MPCA equipment. Further work at this site requires
modification of the existing implementing agreement
between the United States and the Republic of Kazakstan.
There is also a 10 Mw WWR-K research reactor in
Almaty at which an MPCA systems evaluation and
upgrade effort have been proposed.
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