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Vladimir Yuferev, VNIIEF, Giorgy Skripka, VNIIEF, Arzamas-16, Russia; Ronald H. Augustson, Los Alamos 
National Laboratory; Ivan Waddoups, Sandia National Laboratory; Robert M e r ,  Lawrence Livermore National 

Laboratory; James Griggs, Pacific Northwest Laboratory; Michael Ehinger, Oak Ridge National Laboratory; Brad 
Weil, Oak Ridge National Laboratory; and Alan Bieber, Brookhaven National Laboratory 

ABSTRACT 

As part of the US-Russian Lab-to-Lab program 
for strengthening nuclear material protection, control, 
and accounting (MPC&A), a testbed facility has been 
established in a laboratory of the VNIIEF to 
demonstrate safeguards technology to nuclear facility 
operators. The design of the testbed W C & A  system 
provides the functions of nondestructive 
measurements for plutonium and highly enriched 
uranium, item control, personnel access control, 
radiation portal monitoring, search equipment, and 
computerized on-line accounting. The system 
controls, monitors, and accounts for nuclear material 
and people as the material moves through three 
MBAs. It also assists with physical inventory 
taking. A total of 39 instruments and control 
systems are being demonstrated in the present version 
of the testbed. Of these, about half are of Russian 
design and fabrication, including the software for the 
item monitoring and the accounting systems. These 
two computer systems are on an ethernet network and 
connected in a client-server local area architecture. 
The item monitoring system is integrated with the 
accounting system, providing alarm and status 
information to a central dispatcher terminal. 

The operation of the MPC&A testbed has been 
demonstrated under routine and alarm conditions in 
collaboration with safeguards staff from the six 
participating US national labs. Workshops and 
training for Russian nuclear facility operators are in 
progress. As needs for additional MPC&A 
technology at specific plants are identified, these are 
incorporated into the testbed and used to certify the 
hardware and software for implementation at the 
plant.) 

* This work is supported by the US Department of 
Energy, Ofice of Nonproliferation and National 
Security, International Safeguards Division. 

INTRODUCTION 

In order to evaluate the feasibility of introducing 
specific safeguards equipment and systems into 
Russian nuclear material processing facilities, a 
testbed facility has been constructed within the 
Arzamas-16 laboratory at a site where pulsed reactor 
experimentation is done. Through a joint 
collaboration between the All-Russian Institute for 
Experimental Physics (VNIIEF) and six US national 
laboratories, Russian and US equipment have been 
assembled and integrated into a representative 
MPC&A system. Russian facility managers are 
being invited to witness the demonstrations of the 
system and discuss how such technology could be 
implemented in their plants to complement and 
improve the present nuclear material safeguards 
measures. 

The collaboration is sponsored by the DOE 
through the RussianAJS Lab-to-Lab Program for 
Material Protection, Control, and Accounting 
(MPC&A). 

DESCRIPTION OF TESTBED FACILITY 

Figure 1 is a floor plan of the facility showing 
the physical arrangement of the nuclear material 
handling area and the separate Manager’s office where 
the on-line nuclear material data base is monitored. 
Personnel enter through an access control station 
which identifies staff according to their allowed area 
access. For example, workers who handle nuclear 
material are not allowed in the Manager’s office and 
only workers with special access are allowed into the 
nuclear material handling area. The handling area is 
divided into 3 material balance areas: Entry/Exit 
Control, AssemblyDisassembly, and Storage. This 
models many of the operations found in an item 
facility such as a weapons disassembly plant. 
Various confirmation checks are made on items as 
they enter or leave MBAs and the transit time 
between MBAs is monitored. Even though the focus 
is on item operations, much of the technology is 
applicable to bulk facilities. 



* 

Fig. I. Equipment arrangement for the testbed facility. 

Figure 2 schematically shows the 39 components 
which make up the demonstration MPC&A system. 
These cover the safeguards functions of computerized 
accounting and reporting, radiation measurements 
including nondestructive assay methods, personnel 
access and monitoring, item control, and nuclear 
material search capability. Half of the equipment is 
of Russian design and fabrication. The computerized 
accounting and the item control system software were 
written by VNlIEF staff using software tools provided 
by the US. An actual MPC&A system in an 
operating plant will not include all the components 
incorporated in this testbed facility . The present 
purpose is to expose operators to a wide spectrum of 
possibilities from which an optimal system can be 
designed depending on specific conditions at a given 
site. Also, in some cases, we wanted to compare 
features of two systems providing similar functions. 
This is the situation with the digital processing of 
video surveillance images. The testbed includes both 
a Russian and a US system which are being 
compared side by side. 

Figure 3 shows where the various subsystems are 
incorporated into the MBA structure. As can be seen, 
extensive use is made of bar code reading to track and 
inventory the items as they move through the 
process. The readers are connected to the network 
allowing the data to be transmitted to the main server 
in the Manager’s office in real-time. A gamma-ray 
spectral measurement is made with the Radiation 
Passport System to confirm the nuclear material in 
a container before and after “disassembly”. 

Redundant, independent surveillance methods are used 
in the storage area to allow for extended periods 
between physical inventories. 

DEMONSTRATION ACTIVITIES 

In the first quarter of 1995, the testbed facility 
systems were reviewed by Russian and US technical 
experts during three separate demonstrations. These 
demonstration included moving nuclear material into 
the facility, through the 3 MBAs and into storage. 
While in storage, the material was under continual 
surveillance and a physical inventory was made. 
Following these normal operations, a series of 
unauthorized actions were made to test if the system 
would detect them and alert the MPC&A 
organization. In addition, attempts were made to 
enter data that did not agree with information in the 
data base for a given item. The results of these 
technical reviews were that the individual subsystems 
and the overall integrated MPC&A system performed 
as designed and did detect the alarm conditions. 

In March and April, VNIIEF invited managers of 
Russian nuclear material enterprises to witness 
demonstrations at the testbed and discuss application 
of these safeguards technologies at their processing 
facilities. In May, the equipment from the testbed 
facility was moved to Moscow by directive from 
MINATOM in order to involve a wider audience of 
plant operators and government officials. A number 
of demonstrations were held in Moscow during May 
through July for more than 100 attendees. The 
equipment is scheduled to be returned to Arzamas-16 
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Fig, 2. List of equipment and methods. 

Fig. 3. Control and accountability 
operations in the testbed demonstration 
model. 



in August.; As a result of these activities, two 
processing sites will begin implementation of 
selected subsystems in the near future and three other 
enterprises have begun active participation in the Lab- 
to-Lab meetings. 

VNIIEF has produced a video tape showing the 
demonstration and explaining the functions and 
purpose of the testbed. This tape has been shown to 
many audiences in the US and in Russia. 

FOLLOW-ON ACTIVITIES 

The testbed will continue to be used to 
familiarize facility operators from Russian nuclear 
material enterprises with modern safeguards 
technologies. VNIIEF staff will take the lead in 
working with the operators to implement individual 
pieces of equipment such as radiation portal monitors 
and bar code readers as well as integrated systems such 
as the on-line computerized accounting systems. As 
needs for additional MPC&A technology at specific 

plants are identified, these can be incorporated into the 
testbed and used to certify the hardware and software 
as robust enough for implementation at the operating 
plants. The testbed will also be the core of a training 
center for processing plant operators. 

CONCLUSION 

Through demonstrations at the testbed facility, 
VNIIEF has successfully introduced both Russian and 
US safeguards equipment and concepts to nuclear 
material facility operators. The next important step 
is to begin implementation of individual components 
and integrated systems at the processing sites. This 
will be accomplished by collaboration between 
technical institutes like VNIIEF and Russian nuclear 
material processing facilities. Technical support is 
being provided by US national laboratories through 
the DOE Lab-to-Lab program. 


