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INTRODUCTION 

Cryptography, the science of secret communications, is becoming increasingly important 
with the growth of computer networks and electronic transactions. When sensitive information is 
transferred from place-to-place it becomes vulnerable to eavesdropping or tampering with potentially 
catastrophic consequences. Thus, two of the main goals of cryptography are: the encryption of a 
message to render it unintelligible to a third party; and authentication of a message to certify to the 
legitimate recipient that it has not been altered in transit. Both of these objectives can be accom- 
pIished, with provable security, if the sender (conventionally referred to as “Alice”) and recipient 
(“Bob”) possess a secret random bit sequence (“key” material), which is therefore a valuable re- 
source. For example, Alice may encrypt her messages to Bob by first rendering them into binary 
numbers and then adding the random key bits to the message modulo 2 (no “carries”). Bob can de- 
crypt this communication by subtracting his key bits. This encryption system is known as the “one- 
time pad” and is secure because the encrypted transmission from Alice to Bob has all the characteris- 
tics of purely random numbers, and therefore gives no clue as to how it is to be decrypted. 

The initial step of key distribution, in which the two parties acquire the key material, must be 
accomplished with a high level of confidence that a third party (“Eve”) cannot acquire even partial 
information about the random bit sequence. If Alice and Bob communicate solely through classical 
messages it is impossible for them to generate a certifiably secret key owing to the possibility of 
passive eavesdropping. However, secure key distribution becomes possible if they communicate with 
single-photon transmissions using the emerging technology of quantum cryptography, or more accu- 
rately, quantum key distribution (QKD).” 

The security of QKD is derived from the fundamental principles of quantum physics, which, 
furthermore, guarantee that attempted eavesdropping will be detectable: Heisenberg’s uncertainty 
principle ensures that Eve’s measurements can yield only incomplete information about the quantum 
states used for key generation, and irreversibly alter these states in a way detectable by the sender 
and intended recipient. Several QKD prototypes have been constructed, the first of which demon- 
strated the technique with a propagation distance of 30 cm in free-space? Since then four 
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gr0ups,4.~*~ including our own? have constructed prototype optical-fiber based QKD systems, 
reaching propagation distances of up to lOkm over optical fibers in a laboratory environment. 
However, we have recently demonstrated for the first time the feasibility of low-error rate QKD over 
installed optical fibers at Los Alamos, with the longest transmission distance to date (14km). 

QUANTUM CRYPTOGRAPHY: THEORY 

To understand QKD we must first move away from the traditional key distribution metaphor 
of Alice sending particular key data to Bob. Instead, we should have in mind a more symmetrical 
starting point, in which Alice and Bob initially generate their own, independent random number sets, 
containing more numbers than they need for the key material that they will ultimately share. Next, 
they compare these sets of numbers to distill a shared subset, which will become the key material. It 
is important to appreciate that they do not need to identify all of their shared numbers, or even par- 
ticular ones, because the only requirements on the key material are that the numbers should be secret 
and random. They can attempt to accomplish a secret distillation if Alice prepares a sequence of 
tokens, one kind for a “0” and a different kind for a “l”, and sends a token to Bob for each bit in her 
set. Bob proceeds through his set bit-by-bit in synchronization with Alice, and compares Alice’s to- 
ken with his bit. He then replies to Alice telling her whether the token is the same as his number (but 
not the value of his bit). With Bob’s information Alice and Bob can identify the bits they have in 
common. ?hey keep these bits, forming the key, and discard the others. If one of Alice’s tokens fails 
to reach Bob this does not spoil the procedure, because it is only tokens that anive which are used in 
the distillation process. 

The obvious problem with this procedure is that if the tokens are classical objects they carry 
the bit values before they are observed by Bob, and so they could be passively monitored by Eve. 
However, it is possible to generate a secure key using the transmission of non-orthogonal quantum 
states. Several QKD protocols have been developed, but for simplicity we shall describe a minimal 
QKD protocol8   OWT TI as B92) in terns of the preparation and measurement of states in a two-di- 
mensional Hilbert space such as that of a spin-l/2 particle. The spin operators ol, 02, 03, obey the 
algebra 

[oi,oj] = 2kij,o, , i, j , k  = l,2,3 , 

and we may introduce a basis of states with spin-up (IT)) or spin-down (I -I>) along the z-axis 

satisfying the orthonormality relations 

(V) =(W = 

(TIL) = 0 

From these states we can also make eigenstates with spin-up or spin-down along the x-axis 

(3) 
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where 4) = ~ ” ( 1  T) + I J,)) and I t) = 2-*[ T) - I J,)) - 
A (von Neumann) measurement in quantum theory is a projection operator in Hilbert space. 

For example, a measurement for spin-down along the z-axis is represented by the projection operator 

and similarly a measurement for spin-down along the x-axis is represented by 

The result of a measurement P on a state I v) is given by the “collapse of the wavefunction” 

pl ’) with probability (~14 y) i m  (7) 

where we shall describe the first outcome as a “pass” and the second as “fail.” Here we have delined 
the norm as 

For the B92 protocol Alice has two non-orthogonal state preparations: IT) or I +); and Bob 
can make non-orthogonal projections onto I t) or I J,). In the first step of the B92 protocol Alice and 
Bob generate their own independent sets of random binary numbers. In the second step they proceed 
through their sets bit-by-bit in synchronization, with Alice preparing a state for each of her bits ac- 
cording to the rules: 

Alice sends each state over a “quantum channel” to Bob. (The quantum channel is a transmission 
medium that isolates the quantum state from hteractions with the ‘‘envir0nmenL’’) Next, Bob makes 
a measurement of each state he receives, according to the value of his bit as given by: 

and records the result (“pass” = Y, “fail“ = N). Note that Bob will never record a “pass” if his bit is 
different from Alice’s, and that he records a “pass” on 50% of the bits that they have in common. In 
the example in Figure 1 
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Figure 1. An example of B92 quantum key distribution 

we see that for the first and fourth bits Alice and Bob had different bit values, so that Bob’s result is 
a definite “fail“ in each case. However, for the second and third bits, Alice and Bob have the same bit 
values and the protocol is such that there is a probability of 0.5 that Bob’s result is a “pass” in each 
case. Of course, we cannot predict in any particular experiment which one wil l  be a “pass,” but the 
chances are that one wiU pass and the other fail. In this example we choose the “pass” to be the third 
bit. 

To complete the protocol Bob sends a copy of his results to Alice (but not the measurement 
that he made on each bit). He may send this information over a conventional (public) channel which 
may be subject to eavesdropping. Now Alice and Bob retain only those bits for which Bob’s result 
was “Y” and these bits become the shared key material. (In the example of Figure 1 the third bit be- 
comes the first bit of the shared key.) This procedure distills one shared bit from four initial bits 
because it only identifies 50% of the bits that Alice and Bob actually have in common. However, this 
inefficiency is the price that Alice and Bob must pay for secrecy. 

The most obvious aspect of the immunity of QKD to eavesdropping is that it is impossible to 
split a quantum and so the key transmissions cannot be “tapped” in the conventional sense. An 
eavesdropper could attempt to measure Alice’s states and fabricate a new state to send to Bob. How- 
ever, non-orthogonal quantum states cannot be reliably distinguished in a single measurement, and 
the measurement process produces an irreversible “collapse” of the wavefunction, which in turn pro- 
duces a readily detectable, large error rate in Alice and Bob’s key data.* 

QKD is potentially an enabling technology for the encryption of communications using the 
unbreakable “one-time pad” method, which has previously been largely impractical because of the 
cumbersome physical security measures required to ensure the secrecy of the key material. However, 
the key material could equally well be used by Alice and Bob in any other symmetric key cryptosys- 
tem (where they both use the same key to encrypt and decrypt a particular message). For example, 
they could use the popular DES procedure in which a 56-bit key is used for an entire message. They 
could also use a short string of their key bits as an input “seed” to a cryptographically secure random 
number generator, whose output would provide a “key expansion” to many secure bits for use in 
subsequent encryption. 

QUANTUM CRYPTOGRAPHY: EXPERIMENTAL REALIZATION 

Any two state quantum system may be used for QKD. Perhaps the most obvious way is to 
use single-photon polarization states. However, other states which have the properties required for 
quantum cryptography and are more suited to long fiber propagation distances, can be constructed by 
allowing a photon to impinge on a beamsplitter. Alice and Bob may construct this interferometric 
version of QKD if Alice has a source of single photons that she can inject into a Mach-Zehnder inter- 

4 



ferometer in which she controls the phase, $Ay along one of the optical paths. Bob has a single-pho- 
ton detector at one of the output ports and controls the phase, h, along the other optical path? (See 
Figure 2.) 

single 
photon 

detector 

single 
photon + 
source 

Figure 2. An interferometric realization of B92 quantum key distribution. 

The probability that a photon injected by Alice is detected by Bob is 

2 $A -4% . PD =cos ( * ) 
Thus, if Alice and Bob use the phase angles ($A, $B) = (0,3n/2) for their “0” bits (respectively) and 
( $ A ~  $B) = (n/2, E) for their “1” bits they have an exact representation of B92. (Other single-particle 
QKD protocols, such as BB84; can be realized with different choices for the phase a@es.) 

To construct a practical quantum cryptography device using single-photon interference we 
must consider the propagation medium and detection of “single photons.” Optical fibers are an obvi- 
ous choice because they are widely used in telecommunications and there are commercially available 
components, possibly dowing a system to be constructed that can perform quanhm cryptography 
over an installed communications system. However, although optical fibers possess the good feature 
of guiding photons from source to detector, they bring their own problems that largely determine the 
operating characteristics of a system. Probably the first question to be answered is: what wavelength 
should we choose to operate at? Two factors are relevant to this question. At what wavelengths is 
single-photon detection possible with non-negligible efficiency? and at what wavelengths do optical 
fibers have low attenuation? 

For photons in the wavelength range of 600-800 nm there are commercially available single- 
photon counting modules based on silicon (Si) avalanche photodiodes (APDs), which have high effi- 
ciencies and low noise rates. However, the attenuation of (single-mode) optical fibers is quite high in 
this wavelength range (- 3 dB/km), which will adversely affect the data rate and the noise rate if we 
choose to operate in this region. (The loss mechanism is predominantly Rayleigh scattering out of the 
fiber.) Conversely, optical fibers have much lower attenuation at 1.3 jlm (H 0.3 dB/km), and lower 
again at 1.55 pn, but although there are commercially available germanium (Ge) and indium-gallium 
arsenide (InGaAs) APDs that are sensitive to light at these infrared wavelengths, there are no com- 
mercially available single-photon counting modules. Nevertheless, several groups have shown that 
Ge APDs can detect single photons at 1.3 pm if they are first cooled to reduce noise, and operated in 
so-called Geiger mode, in which they are biased above breakdown9 An incoming photon liberates an 
electron-hole pair, which with some probability initiates an avalanche current, whose detection 
signals the arrival of the photon. For our project we decided that the propagation distance advantages 
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of the 1 . 3 - p  wavelength were such that we characterized the performance of several (Fujitsu) APDs 
(both Ge and InGaAs) for single-photon detection at this wavelength. 

Several parameters are important in characterizing the detector performance: single-photon 
detection efficiency; intrinsic noise rate (dark counts); and time resolution. We measured absolute 
detection efficiencies of 10 - 40%, (for InGaAs APDs), but noise rates that are - 1,OOO times higher 
than for Si-APD photon counting modules at 800 nm. (See Figure 3 for example.) However, our de- 
tectors also have very good time resolutions, which can be utilized to compensate for the higher in- 
trinsic noise rate because of the low dispersion of optical fibers at 1.3 p. Thus, if a 1.3-prn photon 
is injected into a fiber in a short wavepacket (300-ps, say) it will emerge for the far end without being 
significantly stretched out in time and so, because we know that the photon will be expected within a 
short time window we need only consider the probability of a noise count in this short time interval. 
This probability is only - 5 ~ 1 0 - ~  at the 50-kHz noise rate for 20% efficiency in the InGaAs device 
shown in Figure 3. 

timeresolution [ps] 
I dark counts [~HZ] 

noise = 
7.4exp(9.2q) [kHz] 

0 0.1 0 2  oa 

effiaency, q 

Figure 3. Geiger-mode operation of InGaAs avalanche photodiode: time-resolution and dark counts 
versus single-photon detection efficiency. 

If we were to use different optical fibers for each of the interfering paths in the interfer- 
ometric realization of B92 in Figure 2, we would have a very unstable interferometer for all but the 
shortest propagation distances. However, a more stable system can be produced by multiplexing both 
paths onto a single fiber in a design first proposed by Bennett’ In this design Alice and Bob have 
identical, unequal-ann Mach-Zehnder interferometers with a “short” path and a “long” path, with one 
output port of Alice’s interferometer optically coupled to one of the input ports of Bob’s. ?he 
difference of the light travel times between the long and short paths, AT, is much larger than the 
coherence time of the light source, so there can be no interference within each small interferometer. 
However, interference can occur within the coupled system (see Figure 4). 

Figure 4. Time-multiplexed interferometer for quantum key distribution. 
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A photon injected into one of the input ports of Alice’s interferometer fmm an attenuated 
pulsed laser source therefore has a 50% probability of entering Bob’s interferometer, in a wave 
packet that is a coherent superposition of two pieces that are separated in time by AT, corresponding 
to an amplitude for it to have taken the “short” path, and a delayed component which took the “long” 
path. On entering Bob’s interferometer each component of the wave packet is again split into a 
“short” component and a “long” component, so that at each output port there are three “time win- 
dows’’ in which the photon may arrive. The first of these (“prompt”) corresponds to the “short-short” 
propagation amplitude; which is followed after a delay of AT by the “central” component comprising 
the “short-long” and “long-short” amplitudes; and finally, after a further time AT, the “delayed” time 
window corresponds to the “long-long” amplitude. 

There is no interfenme in the “short-short” or “long-long” amplitudes, so the probability 
that the photon arrives in either of these time windows in either of Bob’s output ports is 1/16 (we 
assume 50/50 beamsplitters and lossless mirrors). However, because the path-length differences in 
the two small interferometers are identical (to within the coherence length of the light source) inter- 
ference does occur in the “central” time window between the “short-long” and “long-short” ampli- 
tudes. Indeed, because Alice and Bob can control the path length of their “long” paths with adjust- 
able phases 4~ or $B, respectively, the probability that the photon emerges in the “central” time 
window at the detector in the output port shown in Figure 4 is 

1 
8 P = -[1+ cos($, - $J] - 

Note that within a factor of four this expression is identical with the photon arrival probabil- 
ity for the simple interferometric version of B92, and that, of the two interfering paths one (“long- 
short”) is controlled by Alice and the other (“short-long”) is controlled by Bob just as in the simple 
interferometer of Figure 2. Thus, by sacrificing a factor of four in data rate this time-multiplexed 
interferometer can be used to implement QKD based on single-photon interference. (The photons 
“lost” in the prompt and delayed time windows are useful to test for a highly invasive Eve.) 

We have constructed an optical fiber version of this time-multiplexed interferometer in which 
each of Alice’s and Bob’s interferometers are built from two 50/50 fiber couplers instead of 
beamsplitters. Each coupler has two input legs and two output legs: a photon entering on one leg has 
a 50% probability to emerge from either of the output legs. No mirrors are required because the out- 
put fiber legs from the first coupler convey the photons to the input legs of the second coupler via a 
long fiber path or a short path (AT4 ns). One of the output legs of Alice’s interferometer is con- 
nected by a 14-km long optical fiber path to one of the input legs of Bob’s interferometer. (See Fig- 
ure 5.) This 14-km path is over underground optical fibers installed between two physically separated 
Technical Areas at Los Alamos National Laboratory. Photons emerge from Alice’s interferometer, 
located in our laboratory, and are conveyed through fiber jumpers to one of the underground fibers 
and thence to the remote Technical Area. At this far point the photons pass through more jumpers 
and back onto a second fiber for the return journey back to Bob’s interferometer, which for conven- 
ience is also located in our laboratory. The total travel time over the underground link is about 67 ps, 
with 12.2 dB of attenuation owing to the 16 fiber connections along the path. This path represents a 
realistic test environment for quantum cryptography because of the diurnal temperature variations 
and other influences that could affect the photons’ propagation that are outside of our control. 
Finally, photons emerge from one of the output legs of Bob’s interferometer into a fiber pigtailed, 
cooled InGaAs APD detector. 



1 .%pm 
pulsed 

Figure 5. Schematic representation of the Los Alamos 14-km quantum cryptography experiment. 

Cooled 
InGaAs APD 4 $ 

A “single-photon” is generated by applying a 300-ps electrical pulse with a lokHz repetition 
rate to a low-power, fiber-pigtailed semiconductor laser whose output in then attenuated before 
coupling into the interferometer. The electrical pulse is also the “start” signal for a time-interval 
analyzer and applies the pulsed-bias gate signal to the detector after a delay corresponding to the 
light transit time through the system. The detector avalanche acts as the “stop” signal. Figure 6 
shows time-spectra of photon arrival times for four different phase differences that were set by driv- 
ing airgaps located in the “short” paths with piezo-electric transducers (PZTs). 

detector 

Figure 6. Photon time-of-arrival spectra accumulated at four phase difference values in the interferometer of 
Figure 5. 

Photon counts were accumulated for 30s at each phase setting, with the exception of the n- 
phase shift case, in which a 60-s integration time was used, so as to collect more counts in the central 
peak. The 5-ns separation of the different paths is clearly visible, as is the 300-ps width of the laser 
pulse. The unequal height of the “short-short” (leftmost in each plot) and “long-long” (rightmost) 
peaks is due to attenuation in the air gaps. (This asymmetry is useful for detection of a “man-in-the- 
middle” attack by Eve.*) Polarization control was necessary within the interferometers in order to 
achieve the high visibility single-photon interference that is apparent in the central peak. The average 
number of photons per laser pulse arriving in the central peak maximum was Z = 0.04, providing 
protection against a beamsplitting attack by Eve even if she was located immediately after Alice’s 
interferometer. Some noise counts are visible in the spectra, and after accumulating time spectra at 
other phase settings a background subtraction was performed on the central peaks, yielding an 
underlying visibility of 99.6328%. 

From the perspective of QKD this separation of the visibility is not as useful as the total 
probability of a count in the central time-window when the phase difference is n;, because this 
quantity determines the error rate of the B92 protocol. (The probability that Bob detects a photon 
even though his bit value is different from Alice’s determines the e m r  rate.) Thus, the central peak in 
the second plot of Figure 6 represents 1264 received “1-1”s generated from 3x10’ initial “I-1”s (a 
sequence of photons for which Alice and Bob both have the “1” bit value). The central peak of the 
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fourth plot represents 1350 received “0-0”s generated from 3x16 initial “0-0”s; and the central peak 
of the third plot represents only 32 “0-1” errors generated from 6x10’ initial “0-1”s. These results 
@ve an inferred efficiency of key bit generation of 22x10” per initial random bit, and a bit error rate 
PER) of 1.2%. 

Several factors make the key generation rate of any QKD system considerably slower than 
the laser pulse rate. Firstly, the “single-photon” requirement introduces a reduction in rate because 
the majority of the laser pulses contain no photon. Then there are attenuation losses during propaga- 
tion, which amount to about a factor of fifteen in our experiment. The QKD procedure itself has an 
intrinsic inefficiency of only identifying one shared bit from four initial bits, which is reduced by a 
further factor of four in our scheme, resulting in an additional factor of sixteen reduction in key rate. 
Finally, there is the detector efficiency to be included, which in our case was 20%. There will be a 
trade-off between key-rate, which increases detector efficiency, and BER which also increases 
(exponentially) with efficiency. Thus for any specific distance there will be an optimal detection 
efficiency giving the least BER. In our experiment this would occur for 11% detection efficiency 
giving a BER of 1.1%. 

SUMMARY 

We have made the first demonstration that low error rate quantum cryptography is feasible 
over long distances (14km) of installed optical fiber in a real-world environment, subject to uncon- 
trolled temperature and mechanical influences, representing an important new step towards incorpo- 
ration of quantum cryptography into existing information security systems. We also point out that the 
high visibility single-photon interference in our experiment allows us to infer a test of the superposi- 
tion principle of quantum mechanics: a photon reaching the detector has traveled over 14km of opti- 
cal fiber in a wavepacket comprising a coherent superposition of two components that are spatially 
separated by about 2m. In principle, there are decoherence processes (or even possible modifications 
of quantum mechanics) that could cause the photon’s wavefunction to collapse into one component or 
the other during propagation, leading to a reduction in visibility. However, our results are consistent 
with no such loss of quantum coherence during the 67-ps propagation time. 
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