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Abstract

Red Teaming is an advanced form of assessment that
can be used to identj$ weaknesses in a variety of cyber
systems. It is especially benej7cial when the target system
is still in development when designers can readily affect
improvements. This paper discusses the red team analysis
process and the author’s experiences applying this
process to five selected Information Technology Oflce
(ITO) projects. Some detail of the overall methodology,
summa~ results from the five projects, and lessons
learned are contained within this paper.

1 Introduction

Red Teaming is an advanced form of information
surety assessment. This approach is based on the premise
that an analyst who attempts to model an adversary can
find systemic vulnerabilities in an information system that
would otherwise go undetected.

Sandia National Laboratories Information Desi~
Assurance Red Team (IDART) has developed a process
for performing these assessments. This methodology is
derived from the surety design, evaluation, and
vulnerability assessment processes used at Sandia
National Laboratories for the US Department of Energy.

The IDART methodology combines assessment
techniques that were previously used for studying high-
consequence systems such as nuclear weapons, weapon
use control systems, information systems, and nuclear
reactor designs. That core methodology is extended to
cyber systems by research, development, and application
of information design assurance techniques and tools.

The goal of red teaming is to provide feedback to
designers for improving the system under scrutiny.
Timely red team analysis provides awareness of
weaknesses so that risk mitigation options can be
explored prior to system deployment. More information
about IDART can be found at the web site at the address:
httrxllwww.sandia. zovlidart

2

●

●

●

●

●

Ruth A. Duggan
Red Team Project Leader

Senior Member of Technical Staff
Sandia National Laboratories

rduggan@sandia.gov

RECEIVED

Approach Nov29 1999

Diversity is essential for a thorough analysis.

Critical Success factors and performance metrics can
be identified.

Multiple viewpoints provide a range of possible
attacks.

Vulnerabilities exist.

2.1 Adversary Model

A red team is a modeI adversary. The type of
adversary that a given red team models depends on the
perceived threat and the research sponsor’s goals and
objectives.

For thk worlq the Baseline Adversary is a small nation
state with political or military objectives [1]. This
adversary is modeled using these assumptions:
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●

●

●

●

●

The adversary is well funded. The adversary can
afford to h~e consultants or buy other expertise. This
adversary can also buy any commercial technology.
These adversaries can even afford to develop some
new or unique attacks.

This adversary has aggressive programs to acquire
knowledge in technologies that also may provide
insider access.

This adversary will use classic intelligence methods to
obtain insider information and access.

This adversruy will learn all design information.

The adversary is risk averse. They will make every
effort to avoid detection.

This adversary has specific goais for attacking a
system.

This adversary is creative and very clever. They will
seek out unconventional methods to achieve their
goals.
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INTRODUCTION

Current state-of -the-art high-efficiency multi-junction (MJ) III-V space solar cell designs

consist of multiple homojunctions lattice-matched to GaAs [1]. The standard materials

employed are InO.sGao.sP,GaAs, and Ge, with respective bandgaps of 1.85 eV, 1.42 eV, and 0.67

eV, all grown epitaxially on Ge substrates, and the resulting MJ cells consist of either 2 junction

or 3 junction, where the Ge substrate is active for the latter. While ideal air mass zero (AMO)

conversion efficiencies of 35°/0 have been projected, for the 3 junction cell [2], the large energy
\

difference (0.75 cl’) between GaAs and Ge represents a major loss mechanism inherent in this

design. Replacing the Ge junction with a 1.15 eV material would boost the ideal AMO efficiency

of the three-junction design to 38?/o [2]. Alternatively, insertion of a foutih junction consisting of

a 1.05 eV bandgap material in between the Ge and GaAs junctions would fhrther increase the

ideal efficiency to 410/0[2]. The desire for 1.05 eV and 1.15 eV materials lattice-matched to

GaAs has motivated interest in the quatemary alloy InXGal.XAsl-YNYBy incorporating small

amounts of N such that a relation between the In and N mole fractions of x -3 y is maintaine~

InxGal..Asl.YNY can be grown lattice-matched to GaAs or Ge substrates [3]. Further, by using

the appropriate In and N contents, bandgaps of 1.05 eV and 1.15 eV can be achieved.

Successfid application of this promising material to high-efficiency photovoltaics,

however, will require an understanding of defects and their effects on device performance.

Defects, in turn, must be correlated with material growth conditions in order to guide fabrication

and process optimization. Recently, it has been observed that post-growth annealing improves

the bulk material quality of InGaAsN significantly, as determined by photoluminescence (PL),

internal quantum efficiency (IQE), and deep level transient spectroscopy (DLTS) measurements

[4,5,6]. In this paper, we present a DLTS study of deep level defects within p- and n-type
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InGaAsN layers grown on GaAs substrates. In particulm, we examine the thermal stability of
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EXPERIMENTAL

InGaAsN epitaxial layers were grown on (001) GaAs substrates by MOCVD. Details

regarding the growth of the material maybe found elsewhere [4]. Both 1.05 eV bandgap

InGaAsN samples containing 2’%.nitrogen and 1.15 eV bandgap layers containing 1’XOnitrogen

were grown. For each composition, nominally undoped and Sn doped layers were prepared. The

nominally undoped material exhibited p-type doping as determined by Hall measurements done

on InGaAsN layers grown under identical conditions as the DLTS samples but on semi-

insulating substrates. The samples doped with Sn were determined by Hall measurements to be

n-type. One sample from each growth set was subjected to a post-growth anneal of 650”C for 30

minutes prior to device processing. In order to facilitate DLTS measurements, Au-Ge-Ni ohmic

contacts were deposited on the n-type GaAs cap layer (substrate) and Au-Be ohmic contacts

were evaoprated on the p-type GaAs substrate (cap layer). The samples were then mesa etched

to define the diode areas. DLTS experiments were carried out on both the as-grown and

annealed p-type and n-type InGaAsN layers.

RESULTS AND DISCUSSION

Figure 1 shows DLTS spectra for both as-grown and annealed, 1.05 eV, p-type InGaAsN.

The as-grown spectrum is characterized by a shallow, low-temperature trap, as well as an overall

broadness to the spectrum, indicating a distribution of deep level defects within the bandgap. In

contrast, the annealed spectrum exhibits well-defined peaks, as well as an overall reduction in the
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concentration of deep level defects. In particular, the low-temperature trap which dominates the

as-grown DLTS spectrum is reduced considerably. The sharpness of the spectrum of the

annealed material allowed us to extract activation energies for the traps by fitting Gaussian

functions to the three peaks visible in the spectrum. The three hole traps have been determined

to be located at 0.10 eV (HTl ), 0.23 eV (HT2), and 0.48 eV (HT3) above the valence band edge

[5]. Further, direct comparison of the annealed and as-grown spectra indicates the presence of a

fourth hole trap, HT4, which has been estimated to be -0.5 eV above the valence band edge.

This trap, like HT1 and HT2, is thermally unstable, while HT3 is unaffected by the anneal and is

thus therinally stable. HT4 is of particular interest due to its position near the middle of the

eV InGaAsN bandgap, making it a highly efficient recombination-generation center. The

removal of this trap by annealing has been correlated with improved photohuninesence and

internal quantum efficiency in 1.05 eV p-InGaAsN [4,5].

1.05

The doping of the p-type Figure 1 sample was determined by CV measurements to be

NA=3.5x1 OIGcm-3 (as-grown) and NA=l. 1X1017cm-3 (annealed). Based on secondary ion mass

spectroscopy (SIMS) measurements, we believe that the background p-type doping is due to

carbon, and that the increase in doping after the anneal is due to dksociation of passivating

hydrogen from the carbon during the anneal. Figure 2 shows the DLTS spectra of two other as-

grown, 1.05 eV, unintentionally doped p-type InGa&N samples. One of these samples was

grown using a higher ASHS flow than the other, and other growth parameters were adjusted so as

to insure that the compositions of the two samples were equivalent. It is seen from Figure 2 that

the sample grown using the high ASHS flow exhibits a much lower trap concentration than the

sample grown with the low ASHS flow. It is probable that the larger hydrogen concentration

resulting from the higher AsH3 flow consumes and volatizes excess carbon at the growth surface.
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If carbon is partially responsible for the deep level defects present in the InGaAsN material, a

lower carbon concentration should correlate with reduced trap levels. This is indeed observed in

the DLTS spectra of Figure 2. At the very least, the reduction in trap density verifies that growth

condhions play a significant role in determining the concentrations of deep level defects and

illustrates the improvements in material quality which are achievable by growth optimization.

The effect of the alloy composition on deep level concentration is illustrated in Figure 3.

Here the DLTS spectra of two as-grown, unintentionally doped p-type InGaAsN samples are

shown. Both were grown under the low ASHJ flow conditions discussed above. One of the

samples contains 10/0nitrogen and has a bandgap of 1.15 eV, while the other contains 2°/0

nitrogen and has a bandgap of 1.05 eV. The spectra in Figure 2 indicate that increased iridium

and nitrogen content correlates with an increase in trap concentration. Currently, we are

performing experiments to determine whether the increased trap density is due to the increased

iridium or nitrogen compositions. Our preliminary results strongly suggest that nitrogen is

responsible for the increased defect density.

Figure 4a shows the DLTS spectra of as-grown and anneale~ 1.15 eV, n-type InGaAsN

material. The doping, as determined by CV measurements, was ND=2.5x 1017cm-3 for the as-

grown sample and ND=l .5x1017 cm-3 for the annealed sample. The reduction in n-type doping

after the anneal is consistent with the disassociation of hydrogen from carbon during the anneal,

since unpassivated carbon acceptors will partially compensate the n-type Sn dopants. The as-

grown spectrum is dominated by a low-temperature electron trap (ET1) and exhibits a fairly

broad spectrum at higher temperatures. Arrhenius analysis of ET1 is shown in Figure 4b and

results in an activation energy 0.14 eV below the conduction band edge. Similar to the p-type

case, annealing reduces the overall trap densities for n-InGaAsN. An electron trap around 290K
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(ET2) for a rate window of 200 see-l is easily discemable from the annealed spectrum. The

activation energy of ET2 was found to be 0.43 eV below the conduction bant as determined in

Figure 4b. ET1 appears to be thermally unstable, while ET2 is thermally stable. Currently, we

are investigating the deep levels in as-grown and annealed, 1.05 eV, n-type InGaAsN.

CONCLUSION

We have performed DLTS measurements on as-grown and annealet 1.05 eV and 1.15

eV, p- and n-type InGaAsN material. The spectrum of the as-grown, 1.05 eV, p-type material is

dominated by a shallow hole trap and exhibits an overall broadness, indicating a distribution of

deep levels within the badgap. Annealing of this material results in a spectrum characterized by

well-defined traps and an overall reduction in defect concentration. Four hole traps have been

identified, and the removal of a midgap trap (-0.5 eV) has been correlated with improved bulk

material properties. @ increase in ASHJ flow during MOCVD growth of 1.05 eV, p-type

InGaAsN has been correlated with a reduction in defect density, perhaps due to lower levels of

carbon present at the growth surface. Further, increased indiurn and nitrogen content has been

correlated with higher defect concentrations in p-type InGaAsN, and preliminary results suggest

that the nitrogen is responsible for the increased trap density. The DLTS spectrum of 1,15 eV, n-

type InGaAsN is dominated by a shallow electron trap and is broad at higher temperatures. After

annealing, the concentration of the shallow trap is reduced significantly, and another, deeper

electron trap is discernible. A summary of the deep levels identified in InGaAsN thus f~ is

presented in Figure 5.

Sandia is a multiprogram laboratory
operatedby Sandia Corporation, a
Lockheed Martin Company, for the
United States Department of Energy
under contract DE-ACW94AL85000.
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Figure Captions

Figure 1. DLTS spectra for as-grown and annealed, 1.05 eV, unintentionally doped p-type

InGaAsN. Analysis of these spectra revealed the presence of four hole traps; the energies given

in the figure are with respect to the valence band edge. HT4 is of particular interest since it has

been correlated with improved bulk material properties [5].

Figure 2. DLTS spectra for two as-grown, 1.05 eV, unintentionally doped p-type InGaAsN

samples. The sample grown using the higher ASHS flow rate exhibits a significant reduction in

deep level concentration.

Figure 3. DLTS spectra of two as-grown, unintentionally doped p-type InGaAsN films. One

sample contains 10/0N and has a bandgap of 1.15 eV; the-other contains 2°A N and has a bandgap

of 1.05 eV. The increased In and N content correlates with increased defect concentration.

Figure 4. (a) DLTS spectra of as-grown and anneale~ 1.15 eV, n-type InGaAsN samples. Two

electron traps at 0.14 eV (ET1) and 0.43 eV (ET2) below the conduction band edge were found.

(b) Arrhenius analysis of the ET1 and ET2 traps.

Figure 5. Summary of deep levels in 1.05 eV, p-type InGaAsN and 1.15 eV, n-type InGaAsN.
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Figure 2
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Figure 3
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Figure 4
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Figure 5
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