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DISC LA I M ER 

This report was prepared as an account of work sponsored 
by an agency of the United States Government. Neither the 
United States Government nor any agency thereof, nor any 
of their employees, make any warranty, express or implied, 
or assumes any legal liability or responsibility for the 
accuracy, completeness, or usefulness of any information, 
apparatus, product, or process disclosed, or represents that 
its use would not infringe privately owned rights. Reference 
herein to any specific commercial product, process, or 
service by trade name, trademark, manufacturer, or 
otherwise does not necessarily constitute or imply its 
endorsement, recommendation, or favoring by the United 
States Government or any agency thereof. The views and 
opinions of authors expressed herein do not necessarily 
state or reflect those of the United States Government or 
any agency thereof. 
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ABSTRACT 

The Department of Energy, under a 
government-to-government program, hosted 
the first visit with the Russian Federation to 
exchange information and technologies for 
special nuclear material control, accounting, 
and physical protection at a plutonium storage 
facility. The Russian specialists toured a stor- 
age facility at the Hanford Site near Richland, 
Washington, and were shown the physical 
protection and materials control systems that 
DOE employs to protect excess nuclear mate- 
rials. Technical discussions included topics 
associated with protective forces and their 
operation, perimeter and interior intrusion 
detection and assessment equipmenthystems, 
vulnerability assessment demonstrations, and 
the vault monitoring and materials control 
systems. In October, the Russian Federation 
hosted a reciprocal visit to the Mayak Enter- 

prise civil plutonium storage facility, previ- 
ously known as ChelyabinskdS. The US. 
specialists participated in technical discussions 
on the protection and control of plutonium and 
supported an evaluation of safeguards and 
security at the Mayak storage facility. The 
U.S. specialists suggested equipment that 
could be used to enhance the protection of 
nuclear materials at Mayak. A follow-up visit 
to the Mayak Enterprise was to be conducted 
in February to complete the equipment demon- 
stration and to hold further technical discus- 
sions concerning the prevention of the theft or 
diversion of nuclear materials. This visit has 
been postponed even though the demonstra- 
tion equipment was delivered to the Mayak 
Production Enterprise in April. This presen- 
tation will discuss the exchange visits and 
related safeguards and security equipment 
demonstrations. 



INTRODUCTION 

On March 21-24, 1994, the Representa- 
tives of the United States and Russia met in 
Moscow, Russia, to discuss further coopera- 
tion in the area of material control and 
accounting and physical protection (jointly as 
MPC&A). At this meeting, the U.S. made 
specific proposals for cooperation under the 
existing MC&A agreement originally signed 
in September 1993 and for rapidly expanding 
the scope of U.S. -Russian cooperation. The 
United States' ambassador put forward sev- 
eral proposals of which the last is the most 
pertinent to this paper. 

The U.S. suggested continuing projects 
for the model MPC&A systems at two 
Russian fuel fabrication facilities as initially 
proposed by the Russians in February 1994; 
expanding the model system approach to 
include the high-enriched uranium conversion 
and blending facility at Ekaterinburg; and 
amending the existing agreement to increase 
the level of United States' funding for MGQA 
cooperation. The last of the three proposals 
was to implement a high priority initiative to 
perform MPC&A evaluations at Russian 
facilities with direct use materials (i.e., high- 
enriched uranium and plutonium) and to 
implement near-term upgrades to address the 
most urgent needs at those facilities. In this 
regard, the United States indicated it was pre- 
pared to provide an increase in funds for this 
purpose. As a first step in carrying out this 
initiative, the U.S. proposed that reciprocal 
visits be carried out as soon as possible at one 
U.S. facility and one Russian facility, for the 
purpose of preparing MINATOM and GAN 
facility experts to conduct comprehensive 
assessments (vulnerability assessments) of 
high priority needs at Russian facilities with 
direct use materials. The U.S. suggested that 
the visit in the United States could take place 

at a plutonium storage facility at Hanford, 
Washington, with the reciprocal visit in 
Russia at the Mayak civilian plutonium storage 
facility. The U.S. further proposed that, upon 
completion of the reciprocal visits, Russia 
evaluate, within three months of the reciprocal 
visits, the status of material controls at 10 key 
facilities that handle high-enriched uranium 
and plutonium and make specific requests for 
assistance from the United States in imple- 
menting upgrades at those facilities. The U.S. 
ambassador noted that this initial evaluation 
would be the first phase of a comprehensive 
survey to evaluate urgent WC&A needs at 
Russian facilities with direct use materials. At 
this time, the U.S. reiterated its position on 
the importance of working with GAN as well 
as MINATOM on materials control and 
accountability and physical protection matters. 

As a response to the =&A proposals, 
the Russian ambassador expressed interest in 
the U.S. proposal for an assessment of urgent 
Russian needs and near-term facility upgrades 
and indicated they would provide a response 
in June 1994. The U.S. stressed that the 
Russian response should be provided as won 
as possible given the urgency of the situation. 
The Russian ambassador indicated that the 
assessment of urgent upgrade needs at the 
Russian facilities with direct use material 
could be conducted at approximately 8 to 10 
sites. The U.S. ambassador noted that the 
initial assessment of urgent upgrade needs 
would be the first step in performing a 
comprehensive survey of MCP&A throughout 
Russia. As a response to the U.S. ambas- 
sador, the Russian ambassador noted that 
future cooperation concerning nuclear mate- 
rials with military applications would require 
a political decision and perhaps a new 
government-to-government agreement speci- 
fying the relevant criteria and p d u r e s .  



The agreement was later signed by both 
parties and the work began to prepare for the 
first exchange visit to the Hanford plutonium 
storage facility near the plutonium finishing 
plant. To support the Westinghouse Hanford 
Company’s effort for the Russian visit, 
Battelle Pacific Northwest Laboratory was 
requested to provide logistical aid while Los 
Alamos National Laboratory, Sandia National 
Laboratories (NM), and the DOE New 
Brunswick Laboratory were to provide tech- 
nical expertise in all safeguards, security, and 
related assessment areas. The reciprocal 
exchange visit to the Mayak civilian storage 
facility by representatives of laboratories that 
supported the Westinghouse Hanford effort, 
DOE office of Safeguards & Security, and the 
President’s Office of Science and Technology 
was planned to occur shortly after the Hanford 
visit. These exchange visits were structured 
to play a vital role in the exchange of safe- 
guards and security technical information and 
to assist Russian efforts in their enhanced 
MPC&A goals. 

DISCUSSION 

Hanford Visit. The week of July 11, 
1994, a local Richand, Washington, news- 
paper sported headlines that stated “Russians 
Invade Hanford!” For the first time ever, 
Russian nuclear materials scientists were 
permitted to inspect the protection and 
accounting procedures and equipment at a 
major United States’ plutonium storage facility 
located in the 200 West Area at the Hanford 
Site on the Columbia River. A Russian 
deputy minister for MINATOM, N. Yegorov, 
was interviewed by the local television net- 
works concerning his visit and was presented 
by Westinghouse Hanford Company person- 
nel with a box of pictures recording his tour of 
the storage facility and its safeguards and 
security equipment, The DOE Director, Office 

of Non-proliferation “T8r National Security, 
J. Kelliher, also received attention from the 
local media. He highlighted the importance of 
both countries working together to reduce the 
threat of proliferation of nuclear weapons and 
the theft of nuclear materials. 

The Richland, Washington, meetings, 
hosted by the Pacific Northwest Laboratory, 
opened with caution but rapidly expanded to 
provide a forum for unclassified information 
exchange concerning Russian and United 
States safeguards and security information. 
During the first days of the meeting, technical 
experts from the Westinghouse Hanford 
Company presented an overview of the physi- 
cal protection and materials control techniques 
that the Russians would see on their tour of 
plant security equipment and the Room 3 vault 
in the plutonium storage facility at the Pluto- 
nium Finishing Plant. Several U.S. presenta- 
tions promoted the need to perform a vulner- 
ability assessment to be able to identify poten- 
tial weaknesses in a facility’s overall system to 
protect, control, and account for nuclear 
materials. Russian presentations discussed 
their procedures to determine security 
requirements for facilities containing nuclear 
materials. As the meeting progressed, both 
sides asked questions of each other and 
received answers in the desired detail without 
hesitation. However, as expected, no clas- 
sified weapons or other related information 
was put forth by the Russian or the United 
States personnel. Sandia and Los Alamos 
personnel provided demonstrations of safe- 
guards and security equipment currently avail- 
able from U.S. commercial sources and in use 
at many U.S. nuclear facilities. At the end of 
the visit, the Russians requested that Los 
Alamos and Sandia personnel bring and 
demonstrate safeguards and security equip- 
ment during their visit to the Mayak Enterprise 
Facility. 



The tour of the storage facility at the 
plutonium finishing plant for both U.S. and 
Russian personnel began at the front gate with 
a detailed discussion and demonstrations of 
the entrance requirements and the access con- 
trol and monitoring equipment. From there, 
the tour split into three groups to encourage 
discussions between tour group personnel and 
to accommodate group size limitations for 
touring Room 3, but each group toured each 
location on the route. 

The Central Alarm Station raised many 
questions from Russian participants concern- 
ing location of the detection equipment and 
use of the closed-circuit televisions. Even 
access control information to the Station 
proved to demonstrate the separation of duties 
and security of the detection and control 
equipment used to protect the nuclear materials 
from both insiders and outsiders. A tour 
of the perimeter intrusion and detection sys- 
tems demonstrated a fundamental difference 
between the Russian and United States 
philosophy. The Russians countered discus- 
sions concerning the U.S.’s in-depth perime- 
ter systems by stating that the PFP’s outer 
fence was too close to the facility. Access to 
that outside fence was not strictly controlled. 
Their facilities had an outer perimeter fence 
that was several kilometers from the facility, a 
middle fence that was several hundred meters 
from the facility, and, finally, the last fence (a 
double fence) that surrounded the facility more 
closely. At each portal through the fence, a 
special pass was required or entrance or exit 
could be denied. They viewed the United 
States’ perimeter fence locations as being 
inferior to their own practices. 

The tour of Room 3 and the containers of 
special nuclear materials produced many 
questions concerning the construction of the 
vault, the use of interior monitoring equip- 
ment, and the use of the special materials 

monitoring equipment developed and installed 
by Westinghouse Hanford Company person- 
nel . Tying the Central Alarm Station visit 
with the vault tour highlighted to the Russians 
the difficulty of accessing the U.S. nuclear 
materials without detection. 

The closing discussion at the end of the 
Russian’s visit to Hanford revealed that the 
Russians had been shown more and provided 
more information than they had anticipated 
would be available to them. The concepts of 
possible insider acquisition of nuclear material 
from a facility was a foreign one as the 
Russians could not understand why anyone 
who worked at their facilities would want 
nuclear material. With their physical security 
system, the person could not get beyond the 
outside fence with it. They also furnished 
information concerning their techniques and 
methods for protecting their nuclear materials. 
The press releases announcing the an-est of 
persons carrying Russian nuclear material 
were down-played as material could not have 
been taken without detection from any of their 
storage or processing facilities in any signifi- 
cant quantities. 

ak Entwnse Vi&. United States’ 
participants in the visit to Mayak in October 
1994 included laboratory and Department of 
Energy personnel that participated in the 
Russian’s visit to Hanford as well as per- 
sonnel from the US Arms Control and 
Disarmament Agency and the Defense Nuclear 
Agency. The closed city of Mayak was 
renamed Ozirsk (Lake City) but continues to 
be a closed city. Entrance or exit from the 
facility requires that personnel have a special 
pass. The Mayak Reduction Enterprise civil 
plutonium storage vault was visited by the 
United States personnel after a broad introduc- 
tory briefing concerning the facility’s history, 
operational scope, contamination incidents, 



A 

and cleanup efforts. The Russian hosts con- 
ducted tours of the general area and the civil 
plutonium storage vault. The purpose of this 
visit to the vault was to support the Russian 
efforts by performing a quick assessment of 
the safeguards and security needs of this vault 
to enhance the general nuclear material pmtec- 
tion and control features. Unfortunately, the 
safeguards and security equipment to be 
demonstrated at the facility by Los Alamos 
and Sandia personnel was delayed in shipment 
from the United States. The shipment was 
ultimately canceled until a second visit could 
be scheduled to demonstrate the function and 
operation of the equipment. It is interesting 
to note that the Russian nuclear material is 
the property of the Russian Ministry of 
Economics while the responsibility for pro- 
tecting the facility and the material falls under 
the Ministry of the Interior coinciding with the 
United States’ separation of authority over its 
nuclear materials. 

The United States’ participants received 
detailed information concerning: 

1. 
2. 
3. 
4. 
5.  

6 .  

7. 

MINATOM’s perspective on MPC&A, 
Design of the plutonium storage facility, 
Plutonium storage procedures, 
Facility security systems, 
Fissile Material Security and MC&A in 
the reprocessing plant, 
Planned new storage facility for strategic 
plutonium, and 
Videotaped documentary of the material 
transfer to the storage facility and the 
facility’s environmental and waste 
cleanup efforts. 

V. Gubanov, Chairman of MINATOM’s 
Committee on Security, Environment and 
Emergency Situations, provided the overview 
on Russian MPC&A. The regulatory role for 
providing facilities guidance on MPC&A was 

transferred to GAN. MINATOM’s traditional 
approach of discounting nuclear material 
losses if they are within expected limits was 
being reconsidered for several of the nuclear 
material processes. His ministry was trying 
for comparison of new techniques at a few 
Western facilities of the approach for attempt- 
ing to measure losses and estimating “material 
unaccounted for.” Such an approach was 
being contemplated for the Mayak storage 
facility. The Chairman readily admitted that 
these new methods will require the introduc- 
tion of more nondestructive assay equipment 
-an area for potential further support and 
cooperation with the United States. 

The security specialist for the Mayak 
Production Enterprise discussed the systems 
employed at the facility. In the past, security 
has depended substantially on the fact that 
Mayak is a closed city. However, they are 
systematically analyzing potential new vulner- 
abilities for diversion by intruders and insider 
threats. Mayak minimizes insider threat simi- 
lar to the principal United States’ technique by 
limiting access to the storage facility and the 
nuclear materials. The facility was currently 
attempting to enhance their system of personal 
identification, television monitors, and explo- 
sive detectors. The specialist suggested devel- 
oping collaboration on vulnerability models, 
sufficiency criteria, and infomation exchange 
on effective systems. 

As explained by another Russian special- 
ist, the current civil plutonium storage facility 
is only temporary until a new facility can be 
built. The Ministry of Economics as the gov- 
erning agency for the nuclear materials has 
responsibility for the materials stored at 
Mayak. In the storage facility, materials are 
accounted for and tracked using documenta- 
tion signed by the responsible officials with 
the inventory checked each quarter by a 
commission. Storage locations are sealed to 



monitor for access to the stored nuclear mate- 
rials. Under emergency conditions, the com- 
mission can break the seals to perform an 
extraordinary inventory. 

The United States’ participants benefited 
from the briefings by the Russian specialists 
prior to the tour of the civil plutonium storage 
facility. This tour provided the means to con- 
solidate the information and to assist the 
Russians in providing enhancements to their 
safeguards and security systems and equip- 
ment. The resulting assessment suggested 
equipment that potentially could benefit the 
Mayak Enterprise in upgrading its systems 
to detect intruders and insiders attempts 
at accessing Russian nuclear materials. The 
U.S. Team recommendations took into 
account the benefits from Ozirsk’s still being a 
closed city. Crime has been almost non- 
existent and outside influences do not have 
easy access to the plant workers. Recom- 
mended enhancements to the storage facility 
included equipping the military security forces 
with more communications equipment, 
installing a computerized access control sys- 
tem, placing more physical barriers around 
the plutonium storage containers, installing 
area monitoring equipment inside and outside 
of the storage facility, inventorying the nuclear 
materials with radiation sensors that can verify 
the presence of plutonium or uranium, and 
equipping the facility with portal monitors and 
hand-held equipment to detect the removal of 
fissile materials. These recommendations 
were presented to the Russian specialists on 
the last day of the meeting and resulted in a 
detailed information exchange concerning 
possible applications, equipment, and exten- 
sions for future use. 

SUMMARY 

The first round of the United States- 
Russian exchange visits produced an open- 
ness for the sharing of safeguards and security 
information for the protection and accounting 
of weapons usable nuclear materials. The 
Russian visit and tour of a plutonium storage 
vault in the Plutonium Finishing Plant at the 
Hanford Site near Richland, Washington, 
provided the visitors with detailed concepts 
the United States employs for safeguards and 
security systems design using vulnerability 
assessment techniques at their special nuclear 
materials storage facilities. The Central Alarm 
Station, the vault area inside the facility with 
its plutonium monitoring system, and the 
facility perimeter permitted the Russians to 
view the US domestic concepts of defense- 
in-depth, delay, and detection in a working 
situation. The United States’ participants who 
toured the Russian civil plutonium storage 
facility at the Mayak Production Enterprise 
(previously Chelyabinsk-65) were treated to 
the similar concepts employed to protect 
Russian nuclear materials. The U.S. Team 
recommended techniques to enhance the safe- 
guards and security system at the Russian 
facility. The equipment that Los Alamos and 
Sandia personnel were to demonstrate at 
Mayak was delayed in shipment with the 
shipment ultimately completed in April. 

The benefits of the first exchange visits 
have been amply identified as providing a 
greater understanding of both countries con- 
cerns for nuclear materials protection. The 
sharing of these techniques and methods have 
introduced new concepts to both sides that 
will support the primary goal of non- 
proliferation of nuclear weapons and the pro- 
tection of nuclear materials. 


