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ABSTRACT 

We have used rnultiattribute utility 
analysis to evaluate the costs and 
benefits of material-protection, control, 
and accounting measures combined with 
confidence-building and Verification 
measures for several nonproliferation and 
arms-control applications, ranging from 
fissile-material disposition to confidence- 
building measures for the Biological and 
Toxin Weapons Convention. Costs 
include direct and indirect private and 
government financial costs and national- 
security costs. Benefits include 
increased resistance to theft and 
diversion, decreased asset attractiveness, 
increased probability of detection, and 
increased transparency. We determine 
key attributes and the preferences of 
stakeholder groups, such as 
governmental agencies, the public, and 
other countries by elicitation of expert 
opinion and tradeoff preferences from 
expert groups representing each 
stakeholder. Our analysis helps 
prioritize among the various arms- 
control options, based on informed 
decision-making and assists consensus 
building. 

INTRODUCTION, 

Evaluation of tradeoffs among costs and 
benefits of material-control measures, 

confidence-building and verification 
measures and nonproliferation and arms- 
control objectives plays a vital role in 
building national and international 
consensus toward establishing arms- 
control, disarmament, and technology- 
sharing policies. Negotiations amongst 
the various stakeholders can .be 
promoted by quantitative anilysis of 
tradeoffs that incorporate each of their 
concerns and preferences. We have used 
multiattribute utility analysis to evaluate 
the costs and benefits for severa1. 
nonproliferation and arms-control 
applications, ranging from fissile-material 
disposition to biological and toxin 
weapon confidence building measures. 

METHODOLOGY 

Arms-control and nonproliferation 
policies address the supply and control 
of weapon-related assets (WRA), as well 
as the demand for them. By WRA, we 
mean weapons of mass destruction 
(WMD), such as nuclear, biological, or 
chemical (NBC) weapons and their 
components, and the expertise, 
technology, and equipment necessary to 
construct and use them. As shown in 
Figure 1 , analysis of relevant options 
involves detailed analyses of 
proliferation paths and processes, as 
well as dismantlement and material- 
disposition technologies, verification, 
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confidence-building, and safeguards and 
security. Also involved are the 
consequences of options chosen, 
particularly environmental effects and 
socio-economic consequences, such as 
costs and economic competitiveness. 
These options generally decrease or 
restrict the supply of WRA and impose 
barriers on the transfer of WRA to 
proliferants. Another set of options, 
such as security guarantees and 
technology sharing assistance, are meant 
to reduce the demand for WRA. 

We have developed a methodology that 
is being used to systematically describe 
attractive and sensitive assets and 
materials and options for their control 
and verification, and to quantlfy the 
resulting costs and benefits toward 
nonproliferation, arms control and 
international security. Arms-control 
protocols are defined by retirement or 
restriction technologies, and the extent to 
which measures are applied for 
verification, confidence-building, 
safeguards, and security. As shown in 
Figure 2, costs generated by a protocol 
include direct and indirect private and 
government financial costs, as well as 
national-security costs. Such costs 
include not only direct financial costs, 
but also costs due to the disclosure of 
commercial, proprietary and/or classified 
information, as well as those associated 
with environmental, safety and health 
risks, and the loss of US economic 
competitiveness in key technologies. 
Figure 3 shows the benefits including 
increased resistance to theft and 
diversion, decreased asset attractiveness, 
increased probability of detection and 
increased transparency. The frequency 
of diversion and/or theft of WRA 
decreases as the attractiveness of the 

WRA is diminished by, say, a 
conversion technology. Transparency 
involves the willingness to cooperate and 
the degree of understanding potentially 
afforded by so doing, as evidenced by 
agreeing to a protocol. We determine the 
key attributes via technical analyses 
using the expertise of involved 
physicists, chemists, microbiologists, 
engineers, political scientists, and 
economists. We also determine the 
preferences of stakeholder groups, such 
as governmental agencies, the public and 
other countries, by eliciting expert 
opinion and tradeoff preferences from 
expert groups representing each 
stakeholder. 

The costs and benefits represent 
attributes, the value of which may be 
regarded quite differently in the eyes of 
the various stakeholders. Within each 
nation, party to an arms-control 
agreement, there are various public and 
governmental stakeholders that may have 
a very special, focused interest in only 
limited aspects of the cost and benefit 
attributes. For example, a municipal 
government or public interest group may 
be much more concerned about 
environmental, safety and health risks 
than say a federal government agency, 
responsible for reducing the risk of 
diversion or theft of WMD. These 
differing values are natural and 
appropriate and can be captured in a 
formal way by eliciting the tradeoff 
preferences of each of the stakeholders. 

We combine the accurate and concise 
technical characterizations of the 
performance of arms-control measures, 
commensurate assessments of costs and 
benefits toward arms-control objectives, 
and assessments of the valuation by the 



stakeholders of the costs and benefits 
into an expression in terms of equivalent 
costs and comparative measures, such as 
equivalent benefitlcost ratio. Our 
analysis helps prioritize among the 
various arms-control options based on 
informed decision-making and assists 
consensus building, the goal being to fmd 
a protocol that yields maximal equivalent 
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benefitkost ratio, while satisfjmg all 
required constraints (see Figure 4). 
These analyses help policy-makers and 
program managers understand and 
explain the contributions of program 
components to broad arms-control 
objectives in terms of costs and benefits 
relevant to important stakeholders. 

This work was performed under the auspices of the U.S. Department of Energy by Lawrence Livemore 
National Laboratory under contract No. W-7405-Eng-48. 
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Figure 1. Analysis of arms-control options involves diverse areas of concern. 
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Figure 2. Costs associated with arms-control protocols. 
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Figure 3. Benefits associated with arms-control protocols. 
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Figure 4. Evaluation of optimal protocols. 
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