
Nlot
L

DEFENSIVE PROGRAMMING

THESIS

Presented to the Graduate Council of the

North Texas State University in Partial

Fulfillment of the Requirements

For the Degree of

MASTER OF SCIENCE

By

L. Mark Bailey, B.A.

Denton, Texas

May, 1980



Bailey, L. Mark, Defensive Programming, Master of

Science, (Computer Sciences), May, 1980, 106 pp., 5 illus-

trations, bibliography, 72 titles.

This research explores the concepts of defensive pro-

gramming as currently defined in the literature. 
Then these

concepts are extended and more explicitly defined. The

relationship between defensive programming, as presented in

this research, and current programming practices is discussed

and several benefits are observed.

Defensive programming appears to benefit the entire

software life cycle. Four identifiable phases of the soft-

ware development process are defined, and the relationship

between these four phases and defensive programming is 
shown.

In this research, defensive programming is defined as

writing programs in such a way that during execution the

program itself produces communication allowing 
the programmer

and the user to observe its dynamic states accurately and

critically. To accomplish this end, the use of defensive

programming snap shots is presented as a software development

tool.
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CHAPTER I

INTRODUCTION

In the discipline of computer software engineering,

both producers and end users are interested in the 
area of

program verification. One of the most significant problems

of the data processing industry is the production 
of reliable

computer software (6). The fact that computer systems fail

has been cause for a deeper analysis of the process of pro-

ducing computer software.

The user of computer software can consider software

quality, life-cycle cost and delivery schedule 
as three

problems associated with computer software (4). Some symp-

toms of the problem of software quality are that software 
is

unreliable, unresponsive, and uncertified. Some of the prin-

cipal causes are the inadequate statement of requirements 
by

the user, poor testing and certification practices, inadequate

documentation, and inadequate programmer skill levels.

The problems with computer software have been stated

and analyzed, and numerous methodologies have been introduced

as possible solutions. Few if any of these methodologies

address themselves to the problems of the reliability of

computer software over its entire life cycle, 
and of the

effect of inevitable evolutionary changes in the environment
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in which it operates. During the past twenty-five years, a

revolution in computer hardware development has occurred

that has required that programs be rewritten and redesigned

for newer and more efficient architectures. The present

state of computer hardware development has reached a point

where breakthroughs in the storage and processing of data

will be spread out over a period of time. This maturation

of hardware technology will allow for a much longer software

system life and for the potential of developing new program-

ming applications (3).

The past twenty-five years have been marked by advances

in the computer hardware and software operating environment.

One of the attributes of a good programming language in the

early days was that it be able to create programs that were

portable from one machine to another. This allowed for the

constant rewriting and enhancement of application software

due to the delivery of more powerful and efficient hardware.

Today, installations have discovered that the upgrading of

software to coincide with the upgrading of hardware is a

very costly and time-consuming process. The application

software of today represents policies and organizational

strategies that will remain as part of corporate practices

for the next ten to twenty years. The practices of software

development have evolved from the concept of portable soft-

ware to the concept of portable hardware and permanent

software functions. The recognition of this evolution has
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been cause for organizations to review their methods of soft-

ware production, in search of more reliable and lasting

techniques (2, 5, 7).

The concept of a software product searching itself per-

iodically for indications of errors is what Glenford Myers

terms "fault detection." He then defines "defensive pro-

gramming" as application of fault detection concepts at the

module level (5). Edward Yourdon uses the terms defensive

programming and antibugging interchangeably. He defines

these terms as the philosophy of writing programs in such a

way as to make bugs less likely to occur and to make the bugs

more noticeable to both the programmer and the user should

they occur (7). Both definitions agree on the assumption

that anything can go wrong in any given program module.

The phases of a program's life are not specifically

agreed upon in the computer science literature. However,

this research recognizes the following explicit phases of

software development:

1. Software Design

2. Software Testing

3. Software Debugging

4. Software Maintenance

Software design is defined as the activity concerned

with the transformation of an observed problem to its solution

in the form of computer programming language source code.

This phase includes the many translation steps required for
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a potential user to have his problem implemented on a com-

puter. The translation steps proceed from a definition of

the problem in natural language to its solution described in

a language understood by the computer.

Software testing is a set of procedures and activities

intended to demonstrate the correct operation of a program in

its intended environment, with the intention of finding errors.

Edsger Dijkstra astutely noted that testing is inadequate

because it is "a very effective way to show the presence of

bugs, but it is hopelessly inadequate for showing their

absence " (1).

Software debugging is the phase of a program's life

which is concerned with finding and removing an error once

its existence has been established. Debugging may become

necessary at any point in a program's life, and is a tre-

mendously time-consuming activity.

Software maintenance is the term used to describe all

of the action taken on a program after it is considered to be

delivered. Even though this phase consumes most of the pro-

gram's life, software maintenance is an area that is lacking

in literature and research.
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CHAPTER II

CURRENT PRACTICES IN SOFTWARE

VERIF ICATION

Introduction

This research investigates the philosophy of defensive

programming from the perspective of software verification

and software reliability. Program verification is the prac-

tice of demonstrating the consistency between the execution

results of a computer program and the specifications or as-

sertions which describe what the program is supposed to do (7).

Program verification is currently a topic of high in-

terest to members of both the computer science community and

the data processing community. The process of testing, de-

bugging, and verifying a segment of computer code is a complex

and lengthy task.

Associated with the term "verification" are the follow-

ing terms:

1. proof

2. software error

3. software failure

4. validation

5. reliability

6. certification

6
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A proof of a computer program is an attempt to "prove"

the program's correctness by creating a model of the program

without regard to its environment, using mathematical as-

sertions, axioms, and theorems. A software error is present

when the software fails to do what the user reasonably ex-

pects it to do. A software failure is an occurrence of a

software error. Program validation is the activity of deter-

mining that the program generates reasonable results that

are within predetermined limits. Software reliability is

the probability that the software will operate for a period

of time without a failure. Software certification is an

endorsement of the correctness and effectiveness of the

software.

History and Background

While methodologies to improve program verification and

software reliability have been lacking, the problem has been

observed since the beginning of programming. As early as

1952, three British mathematicians wrote:

Those who regularly code for fast electronic

computers will have learned from bitter experience
that a large fraction of the time spent in preparing
calculations for the machine is taken up in removing
the blunders that have been made in drawing up the
programme. With the aid of common sense and check-
ing subroutines the majority of mistakes are quickly
found and rectified. Some errors, however, are suf-
ficiently obscure to escape detection for a surpris-
ingly long time (1).

Until relatively recently, very little effort was ex-

pended on the topic of software verification. Most
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programmers "verified" their work by evaluating and hand-

checking mass quantities of program output or examining

various snap-shot dumps of memory. Both methods are time-

consuming and tedious, and are prone to error due to human

oversight (11).

Within the past decade, much interest has been generated

in software verification. Authors have written about certain

automated verifying methodologies, but the overwhelming

attention has been on the topic of formal proofs. An exam-

ination of the current literature shows articles favoring

ardent support of developing formal proofs, and also articles

condemning the wasted effort in this area. A middle-of-the-

road view observes that while formal proofs are presently

not practical, research should continue in this area in hope

of better understanding of the programming process (10).

Proponents of formal proofs contend that programs can

be "proved" correct by expressing the intent of the program

in some formal logic system. One can then use the mathemat-

ical expression derived from the logic system and the source

code of the program to establish mathematical theorems about

the program, including correctness. Proofs are considered

to be an alternative to testing, offering conclusive evidence

that no bugs exist in the program.

The most common way of proving programs correct is the

informal method of inductive assertions. This method was

founded by Robert Floyd (3) and Peter Naur (9) , working
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independently. Proving a program correct in this manner in-

volves creating a set of verification conditions, and then

proving the conditions formally using predicate calculus.

A more formal approach to constructing a proof of a com-

puter program was described by C. A. R. Hoare in 1971 (5).

This attempt differs from Floyd's and Naur's work in that

Hoare designed the proof and the program simultaneously.

Much of the recent work in the area of formal proofs of

computer programs is taking this orientation.

Another area of interest is the creation of automated

proofs. This is, simply stated, the creation of a program

that accepts as input the source code of a program and its

input and output assertions. The proof system then generates

the verification conditions and attempts to prove each con-

dition. Successful completion of the system would prove the

program's correctness. Significant work in this area is by

King (6), and Good, London, and Bledsoe (4).

Detractors of formal proofs point out that no practical

method exists for proving computer programs correct. Even

when a formal proof is derived, it cannot guarantee the ab-

sence of software errors. Incorporating program proofs with

the coding process appears not to be cost effective. Not only

must each programmer comprehend the mechanics of mathematical

theorem proving, but also the process appears to increase the

time required for development (8).
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Other arguments against formal proofs include:

1. incorrect interfaces (errors in passing parameters,

etc.) are not detected by proofs;

2. a program is proved correct only with respect to
input and output assertions. If the output as-
sertion is wrong, the program can still be proved
correct;

3. proofs say nothing about the behavior of the program
when the actual input does not meet the input
assertions (invalid data);

4. the programmer writes both the program and the proof,
in which the proof can duplicate semantic errors in
the source code and be "correct";

5. proofs cannot handle programs that perform extensive
input and output functions;

6. proofs cannot detect unwanted side effects;

7. proofs cannot handle language constructs such as
complex data structures, global variables, and
scoping of variable names;

8. proofs do not generally account for computer soft-

ware and hardware constraints such as roundoff
errors or overflow conditions.

When a programmer uses a proof to determine if there are

any errors in his program, he is only concerned with the

static state of his program. The programmer uses the seman-

tics of the source code to determine the verification

conditions of the proof. The computer is not used in any part

of the proof process. Should the need arise for the source

code to be changed, the proof (depending on the nature of the

change) would have to be redone. Proofs cannot, at present,

guarantee the user that no errors exist in the software.
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Current Practices

While formal proofs or automated proofs are not cur-

rently in practice, programmers use various methods for

verifying their work. One common method is desk-checking,

or some variation of source code reading. The process of

desk-checking is analagous to the role of the editor of a

newspaper proof reading prospective news articles. Gerald

Weinberg first pointed out the contributions of code reading

(12), and it has been refined by IBM and turned into a formal

practice called code inspections (2).

Another popular method of program verification uses

operating system controlled memory dumps or compiler-generated

traces of source code statements. Memory dumps are not very

helpful to the application programmer working with a high-

level language, for the dump forces the programmer to think

in terms of hexadecimal data representation, absolute addres-

sing, etc., all of which reference the program at its lowest

level: that of machine language. A principal reason for

utilizing a high-level language in the first place is to

remove that burden from the programmer (11).

A program trace takes the programmer from the machine

language level and allows him to analyze his program at the

source code level. Program traces reveal very little of the

internal manipulation of data, generally generating only the

control flow of the program as indicated by the compiler's

statement numbers.
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Other methods of program verification generally fall in

the area of testing, such as data selection and data flow

analysis, or in the area of debugging, with methods such as

automatic debugging packages or compiler generated code, and

are discussed in Chapters VI and VII.
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CHAPTER III

DEFENSIVE PROGRAMMING DEFINED

Introduction

The term "defensive programming" has not been very well

defined in the computer science literature. Defensive pro-

gramming has received very little attention in the literature,

demonstrating the lack of a current standard definition and

practice.

Current Views of Defensive Programming

Defensive programming is currently viewed as program-

ming in such a manner that errors are less likely to 
occur

and, should they occur, the errors become more obvious to the

programmer and the user. Glenford Myers states that defensive

programming is similar to the automotive technique 
of defen-

sive driving, the attitude of being wary of the actions of

other drivers (10). Translated to computer programs, this

means that each module should be wary of the actions of other

modules.

Calls for Defensive Programming

Very few authors in computer science have discussed de-

fensive programming by name. Many, however, implicitly

praise the benefits that defensive programming would 
yield.

15
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For example, Harlan Mills has written about the complexity

barrier of programs (9); and Edsger Dijkstra has written that

programmers should restrict themselves to writing only those

programs that are intellectually manageable (4). Ralph

London and Dijkstra have argued that the process of program

verification should be concurrent with the process of coding

a program (8, 16). Fosdick, in discussing the state of math-

ematical software, claims that the program should check

itself to insure that every statement has been executed

during the test phase (6). While discussing program main-

tenance, Lientz, Swanson, and Tompkins conclude that research

into program construction techniques should give fundamental

consideration to issues of maintainability (7). Jean Sammet

pointed out that, in some programming languages, direct

testing statements can be written at the place in the program

where the user thinks an error may occur (11). Gerald

Weinberg feels there is a direct need for performance infor-

mation feedback if programmers are ever going to program

effectively (13). He also suggested that an automated de-

bugging system could bring to the programmer's attention new

areas of code after he has been looking at another area of

code for a certain length of time (13).

The Definition of This Research

This research views defensive programming as a more re-

fined practice, with definite benefits that can be realized
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during the software product's entire life cycle. The defi-

nition of defensive programming in this research is: the

practice of writing computer programs in such a way that the

program will produce communication allowing the programmer

and the user to observe its dynamic states accurately and

critically. Defensive programming code is the source code

of a program that is specifically designed to generate this

communication. This is contrasted with algorithmic code,

the source code used to provide the computerized functions

specified by the user.

Advantages of This Process
of Program Creation

By becoming a defensive programmer, the programmer be-

comes skeptical of those elements of the project which are

within his control and also those which are out of his con-

trol, much like the defensive driver who is wary of other

drivers on the road. This means, for example, that no

assumptions can be made about data entering the module in

question. The actions of the module cannot be taken for

granted once it is in its dynamic state: its intended envir-

onment inside the central processing unit of a digital com-

puter. By displaying the current contents of critical data

within the program, the programmer and the user can gain

valuable insight into the current state of the program (3).

The most valuable benefit to all concerned with the program

is that, when a program fails or executes in an unacceptable
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manner, the program is still under the control of the pro-

grammer. A side benefit is realized also, because the

program is not left to cause more damage to its environment,

or to be interrupted by the operating system without much

information about the symptoms of the failure.

A major benefit of defensive programming is that its

benefits are realized throughout the software product life

cycle. The defensive code left in the program by the original

programmer will aid the maintenance programmer months, or

even years, after the product is delivered. These mainten-

ance programmers may have to debug or enhance and test the

same modules or statements that gave the original programmer

trouble. Software maintenance consumes much of the total

resources of systems and programmers, yet little research

has been done in this area. Because of this, maintenance

programmers have a need for any aid that will enhance their

productivity (7) .

Gerald Weinberg has analyzed separately the effects of

programming as an individual activity on one hand, and as a

social, or group, activity on the other (13). By analyzing

these two types of programming activities the benefits of

defensive programming can be shown.

Whether one is working independently on a stand-alone

project or on a module in a large system, his programming is

an individual activity. Because of this, programmers tend

to view their work in a detached manner, comparing their
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relationship with their work in the same way that artists

view their work. Many programmers resent having their peers

observe their programs for fear that they will be considered

inadequate, or they, themselves will look incompetent (13)=.

This type of attitude, however, causes the programmer to fall

into the trap of overlooking errors in his own program.

The concept of "egoless programming" requires that a

programmer realize his human limitations, in his communication

with a digital computer. The programmer must realize that

programming is never error-free. There has never been a per-

fect programmer, and there likely never will be. The great

mathematician, John von Neumann, claimed himself to be a

lousy programmer, and consistently asked his associates to

proofread his program (13).

Anyone who has ever worked on a large programming proj-

ect realizes that programmers do work in a group. F. T.

Baker demonstrated that order could be achieved within the

group programming environment (1). From a managerial point

of view, a programming team is necessary in order to have a

software product completed on a schedule that is not depen-

dent on any one person. The number of members on a team is

a function of the specifications of the work and of the abil-

ities of the programmers. In a group situation, it is some-

times necessary for one programmer to work with the code

written by another programmer. Defensive programming allows

a programmer to observe the effect of another programmer's
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code upon his own code. This benefit can achieve greater

significance if all of the programmers involved in the proj-

ect employ defensive programming practices.

Another characteristic of large projects is that of in-

evitable personnel changes. Many a software project has

been stalled by the promotion or transfer of one of the

group's programmers. This same situation is used to show the

merits of concurrent program documentation and structured

programming. Defensive programming can help smooth over per-

sonnel changes because the defensive code provides the new-

comer to the group with a mechanism with which to inspect

and study the work that he has to finish.

Another aspect of software development that requires

industry-wide improvement is software documentation (10, 29).

The programmer of a given program is generally expected to

generate the necessary documentation. Since the programmer

rarely is an end user of his software product, many pro-

grammers resent creating documentation for their work and

end up writing inadequate or harmful documents. Rarely is

a programmer convinced that he will benefit from producing

good documentation. A possible solution to this problem

is offered by Weinberg: creation of the role of documen-

tation specialist, with a professional :status equal to that

of programmer (13). This proposal is supported by the chief-

programmer-team concept used by IBM in the New York Times

information retrieval system and reported by F. T. Baker (1).
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Weinberg provides more insight into possible solutions to

the documentation problem by claiming that the documentation

should be drawn from the source code of the program and de-

scribes "automated documentation programs" as examples of

how this could be implemented. A specific example of an

automated documentation program is a program that creates a

structured flow diagram from the source code. After ex-

plaining some of the drawbacks of these structured flow

diagrams, Weinberg points out two benefits that these pro-

grams can yield as side effects (13):

1. By examining the machine-generated flow diagram
against the program specification, the programmer
can determine whether or not his program is
realizing his intentions.

2. This is a start in the direction of realizing that
programmers must find ways to have the machine tell
its story in as many ways as possible.

These are two benefits that defensive programming hopes

to provide. Part of the communication from a defensive pro-

gram is informal documentation that can be simply altered to

meet the changing needs of the user and the state of the pro-

gram. The programmer, analyst, and user can verify the output

to determine if the program is meeting all of the user's needs.

Disadvantages of This Process
of Program Creation

Some disadvantages to employing defensive programming

techniques in the process of program creation have been

noted, primarily focusing on the extra effort necessary to
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design a defensive programming environment in a program.

However, this extra time expended in the design phase of

software production is not at all wasted. In order to use

defensive programming effectively, the programmer must care-

fully review his algorithmic code to determine exactly where

to place his defensive code. When reviewing his code, the

programmer will probably be able to discover any errors that

exist. This informal method of desk checking should prove

as beneficial as the structured walk-throughs because it

occurs at the same time the code is being designed, and the

mental processes associated with the design process of the

code can be easily retraced.

Relationship with Structured Programming

The study of large programming projects led to the de-

velopment of structured programming (2), and the practice of

structured programming has had a significant impact on soft-

ware development (10). The published goals of structured

programming are to (1) promote clarity of thought by the

programmer, (2) generate programs with minimal complexity,

and (3) enhance the readability of the program.

The implementation of defensive programming is enhanced

by the practice of structured programming techniques. Struc-

tured programming was conceived to increase programming

ability and to examine the techniques that can be applied to

the process of program composition (5). Glenford Myers
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defines structured programming as "the attitude of writing

code with the intent of communicating with people instead

of machines" (10).

The concurrent use of structured programming and defen-

sive programming appears to be a most effective contribution.

The state of the program can easily be checked and tagged

at the entry and exit points of every module. The path of

the program through each decision mechanism can be deter-

mined by tracing its critical data items. Loop mechanisms

can be analyzed by displaying critical data items at the

beginning and at the termination of the loop. The main

responsibility of the defensive programmer is to force the

program to tell him what it has done.

Harlan Mills has written that the barrier to the appli-

cation of programs to intelligent problem solving is that of

program complexity (9). He explains that computers never get

mixed up, but people become confused in developing and in-

terpreting instructions for the computer. Defensive pro-

gramming's goal is to provide an environment where the

programmer produces programs that he can control, not an

environment in which he produces programs that the machine

controls.
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CHAPTER IV

TECHNIQUES OF DEFENSIVE PROGRAMMING

Introduction

To restate, defensive programming is the practice of

writing computer programs in such a way that the executing

program produces communication allowing the programmer 
and

the user to observe its dynamic states--accurately and 
criti-

cally. This chapter shows some examples of how this 
can be

achieved through the use of two widely used high-level pro-

gramming languages, PL/I and COBOL.

Where to Place Defensive Code

The amount and the exact placement of defensive pro-

gramming code varies from program to program, 
and even from

module to module within a program. The decision of where

to place defensive code must be made while designing 
a module,

and while the programmer is determining the functions 
that

the module is to perform. It is the programmer's responsi-

bility and choice to determine the nature and the amount 
of

defensive code (4). This is the point where the building

blocks used in structured programming become useful. The

programmer has to be assured that his program 
enters and

exits each block in a predetermined fashion, and that the

execution of that block does not produce harmful side 
effects.

26



27

One way in which each block can be made to communicate

is the use of a modification of the snap shot dump facility.

An example of a snap shot dump facility is the facility

offered by the operating system of the IBM System 360 and

370 computers, which is invoked by having the problem pro-

gram issue a macro call to the operating system. The OS/360

operating system generates the snap shot dump using the

parameters passed to it, but in an inappropropriate format

and with inappropriately chosen information (see Figure 1).

This information is generally useless to the programmer, who

thinks only in terms of a high-level language (4). However,

the programmer can generate a more meaningful "dump" in a

high-level language with a little extra effort. There are

four guiding principles in creating a defensive programming

snap shot:

1. physical separation and segmentation on the out-
put listing from other snap shots;

2. a unique label to indicate when and where the snap
shot was invoked;

3. binding of the value of problem data and their
name, or reference, on the listing;

4. indication of how this segment of code was reached,
by displaying critical control variables.

The physical separation of the program-generated snap

shots is necessary in order to distinguish between the end

of one snap shot and the beginning of the next snap shot.

This can be achieved by placing blank lines or separator

lines between snap shots as shown by the lines of asterisks
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in Figure 2. The unique label is also necessary in order to

distinguish between snap shots, particularly if the defen-

sive code is only being used in part of the program. The

binding of data values and data names gives the programmer

an immediate association between the two, and should save

the programmer from matching the value with the statement

that generated it. The programmer should benefit greatly by

this practice,- as compared to interpreting operating system

dumps. The problem of data conversion is taken care of by

the compiler, and the data are displayed in a format with

which the programmer is familiar. Finally, some form of

indication as to where the control of the program has orig-

inated is necessary in order for the programmer to determine

if the program is executing properly. By comparing snap

shots, the programmer can observe the path of execution

through his program and determine if the changes of state

of the control variables are valid or reasonable.

Another point to consider in creating the defensive

programming snap shot is to separate the snap shot from 
the

rest of the printed output generated by the program. This

separation may necessitate creating another print file, or

designing the program so that the program's output is

written after the defensive snap shots are created. The

reason for this separation is that confusion may arise when

one tries to interpret output that appears in disarray or is

unclear. When evaluating the output, the programmer and



TIME 081416 DATE 78037

REGS AT ENTRY TO SNAP

FL.PT.REGS 0-6 C
REGS 0-7 00
REGS 8-15 00(

00.000000 E8673E4A BF.805CF4 88500000

0002A A00210C8 00000034 00021018
0CE3E0 00036610 000367F8 00021024

00.000000 00000000 43.8C1094 00000000_

00000018 FFFFFFFF 00000019 000000FF
00021018 00021024 40012942 00000000

STORAGE

021140 00000034 00000019 00000040 C4C3C240 00000018 03000158 *......*.---00.C8.-- .*
021160 01609200 FE4F9243 FDF44120 20015020 *.-+-ee* .. 4"**** .. *",""".* **_*

END OF SNAP

Fig. 1--Example of an IBM 360 snap shot dump

*4*******4*****44444*44***4******

TO = PARAMFTF?-CHFCK
TYPF-PIN = A.L
PFTLJP N-V/AtIF =l0f
****4*4****44***44**4444*

*4 FOACHEn MAKFISAM *4

4******************4*44******4
ID MAKEISAM #l

AH14 36 146A7 0000000014H 25S5EPOSQ000000000O000100000

** *P****^*************** *****4444***'4**

Jo = MAKET54 SA

AH1463? 122434 000C140000R 01MAY61P00000014000140000021
**4********************************
4**4***44444*44**44*****4*********

ID = MAKFISAM #1
A114632 A12?A34 0000140000R 01MAY61C00000014000140000021

** **** 4***4****4******** ****

**4 ******4444*****4**4**

10 = 'MKEISAM #1

M4000 354478 00045567?3TY014UG75P00000000252500000521
****-************** d**v4*********

Fig. 2--Example of a defensive programming snap shot
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the user can examine the defensive snap shot and the program

output separately and independently, using both to verify

the state of the program.

A psychological advantage to be gained by a formatted,

programmer-controlled defensive programming snap shot is

that the programmer can observe his program's action in a

syntax that he can readily understand. The idea of communi-

cating with a computer in a natural language, or "English,"

is a relatively old one (4), with most of the emphasis on

having the computer accept natural language as input. While

defensive programming still relies on the tools of conven-

tional programming languages in order to accomplish its

task, the creation of defensive programming snap shots is

at least a step in the direction of communicating with the

machine on a natural language basis.

How to Use Defensive Code

In discussing defensive programming, Glenford Myers

states that the worst thing a module can do is accept incor-

rect input and return an incorrect but believable output (3).

In order to prevent this situation from occurring, the de-

fensive programmer must check his input data and perform as

many checks of the data for validity, completeness, range,

etc., as are necessary to prevent the creation of erroneous

output. The programmer can determine how much data testing

and checking are necessary by analyzing his program design



31

and determining what assumptions each module makes about

the data it is receiving (3).

When using subroutines, the defensive programmer can

make any of several possible data and program control checks

in order to prevent poor or incorrect use of the subroutine.

The simplest check that can be made is to have the program

assert that it called the subroutine, that control reached

the subroutine, and that the subroutine returned control to

the calling routine. The parameter binding of the calling

program and the subroutine can be examined by displaying the

values of the parameters when the subroutine is called,

when the subroutine is reached, when the subroutine prepares

to return to the calling routine, and again when control is

returned to the calling routine. An example is shown in

Figure 3. This technique can indicate errors or potential

problems in data conversion or poor use of subroutine

linkage.

The same practice of examining program logic in using

subroutines can be applied to BEGIN blocks, DO loops, or

sections and paragraphs in a COBOL program. By following

the conventions of building blocks and the modular attri-

butes of structured programming, a programmer can display

the section or block name on the output listing whenever

the programmer reaches a new section or block. Critical

control variables can be displayed, and possibly special

cases can be compared to predetermined input. The principle
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is that the program must tell the programmer as much as

possible about the static and dynamic program.

PLIMAIN: PROCEDURE OPTIONS (MAIN) ;

PUT LIST ('CALLING PLISUB') ;

PUT DATA (ARG1, ARG2) ;

CALL PLISUB (ARGi, ARG2) ;

PUT LIST ('RETURNED FROM PLISUB');

PUT DATA (ARGI, ARG2) ;

END PLIMAIN;
*PROCESS;

PLISUB: PROCEDURE (PARMl, PARM2) ;

PUT LIST ('REACHED PLISUB');

PUT DATA (PARMI, PARM2);

PUT LIST ('LEAVING PLISUB');

PUT DATA (PARMl, PARM2) ;

Fig. 3--Defensive code used in subroutine calls

Another example of examining program control flow is

when the programmer uses an IF-THEN-ELSE clause. When this

clause is executed, not only does the programmer need to

know how the program executed this clause, but why the pro-

gram executed the path that it took. The programmer, in

this case, needs to display the statement that was executed

previous to the IF-THEN-ELSE decision, the value of the

control variable, and the statement of module that was exe-

cuted after the IF-THEN-ELSE clause.
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Use of Preprocessors

Edward Yourdon has found through his experience in

giving seminars and lectures that a surprisingly high per-

centage of programmers are opposed to the idea of placing

error checking code in their modules (6). While many of

the reasons stated by programmers against defensive pro-

gramming, or antibugging as he prefers to call it, were more

psychological than technical, there are means available to

help ease the burden of writing additional source state-

ments in order to verify a program's correctness. Two of

these tools are preprocessors and debug files.

The compiler preprocessor allows the programmer to in-

sert previously written source code into his program with

the ease of a procedure call. In PL/I, the programmer uses

the %INCLUDE statement and tells the compiler to activate

the preprocessor by the use of parameters, or compiler

options. The programmer gives the name of a member of a

source code library which the compiler retrieves and inserts

into the program at that point. Preprocessor statements can

also be used that are unique to any program, and which can

be activated or deactivated during any given compilation.

The PL/I compiler allows for great flexibility in using

preprocessor statements.

The COBOL compiler also has a source text preprocessor,

although it is not so flexible or powerful as the PL/I pre-

processor. The preprocessor allows the programmer to



34

insert previously coded statements into the program. These

statements must reside on a source text library. The pro-

grammer activates the preprocessor by using the COPY state-

ment and specifies the member name in the library that he

desires. This allows the programmer to use previously

coded general purpose error checking statements without the

effort of writing out each statement.

Use of Debug Files

Debug files can be used to pass data about the state

of the program to a general purpose routine that can provide

output usable to the programmer and to the user. For example,

a programmer can write a general-purpose routine that gen-

erates defensive programming snap shots from debug files.

Any programmer wishing to use the defensive snap shot rou-

tine will create a debug file with predetermined data types,

such as variable names, value, and type, and pass it along

to the defensive snap shot routine. This will save the

programmer the burden of creating the portions of the out-

put of the defensive programming snap shot necessary to

make it readable.

Another programmer complaint that Yourdon has encoun-

tered is that extra error checking represents an unacceptable

amount of overhead. Yourdon points out that the few milli-

seconds of extra processing required for extra error

checking is a relatively small price to pay for being able
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to catch unexpected errors. However, should any of the

defensive code that a programmer leaves in a program signif-

icantly degrade the performance of the program, there are

means available to speed up the program and leave the defen-

sive code intact. This can be accomplished by giving

defensive programming options to the executing program.

The defensive programming options given to a program

can take on any of the possible means of input available to^

the computer system. One recommendation, however, is not

to leave this decision or responsibility to the computer

operator or operations personnel. Yourdon states that all

programs should be as operator independent as possible, and

should never assume that the operator has done anything

correctly (6). One suggestion is to have the program check

a control card in order to establish the defensive program-

ming environment. The program can be written in such a way

that the defensive code will be executed according to the

options specified on the control card. The defensive pro-

gramming options can allow a program to execute one block

or section, depending on the input data values or on the

number of input or output requests. The program can be

forced to reveal only a part of itself, or a part of itself

depending upon certain criteria. The defensive programming

options allow the programmer to obtain much necessary infor-

mation about the state of the program and still try to

optimize the executing environment.
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Compiler Directed Error
Handling Statements

COBOL and PL/I have a number of statements that have

diagnostic capabilities to help the programmer 
become aware

of errors, should they occur. These statements give the

programmer the opportunity to bypass the operating 
system's

control of terminal interrupts. The use of these statements

is significant to the programmer because he can translate

the interrupt environment from machine language, which 
the

operating system would produce, to a more readable form of

natural language, which the programmer can force his program

to produce. The closeness to natural language that the out-

put achieves is determined by the programmer. This action

is referred to as disabling the standard system action on

program interruptions.

The COBOL compiler allows the programmer to specify

procedures to be executed when an exceptional condition

occurs through the use of the Declaratives section of the

Procedure division of a program. In the Declarative section,

the programmer may specify any action to be taken by the

program should an input or output error occur. The error

detecting code may relate to only one file, or may be gen-

eral enough to be used on any input or output operation.

The scope of the error-checking code is determined by the

USE section (see Figure 4). Following the USE sentence,

the programmer places enough code to inform him and the user
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COBOL

USE AFTER STANDARD PROCEDURE ON
file-name
INPUT
OUTPUT
I/O

ON SIZE ERROR imperative-Sentence.

PL/I

ON CONVERSION Conversion errors on input or
output.

ON SIZE Attempting to store a number that
exceeds the size of the variable.

ON FIXEDOVERFLOW Overflow in fixed point arithmetic
computation.

ON OVERFLOW Overflow in a floating point
arithmetic computation.

ON ZERODIVIDE Attempt to divide by zero.

ON SUBSCRIPTRANGE Attempt to reference past the end
of an array.

ON NAME Attempt to read in an undefined
variable with a GET DATA statement.

ON UNDEFINEDFILE Attempt to open an undefined file.

ON TRANSMIT Transmission errors while per-
forming I/O.

ON RECORD Record is larger or smaller than
expected.

ON KEY Illegal key on random access read.

ON ENDPAGE Attempt to write more lines on a
page than specified by PAGESIZE.

ON ENDFILE End of file condition.

Fig. 4--Error handling statements
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about the nature of the input or output error. After the

declarative section is executed, the control is returned

to the invoking procedure. The programmer must keep this

concept in mind while designing input or output routines that

may invoke declarative procedures. The programmer must also

note that the declarative procedures are only applicable to

input and output routines.

Another COBOL error handling statement is the SIZE

ERROR option which can be used in arithmetic statements.

When the size error condition is raised in an arithmetic

statement and the SIZE ERROR is present, the imperative

statement following the key word SIZE ERROR is executed.

The programmer is responsible for using programming tech-

niques that will make himself and the user aware of the

situation. Should a size error occur and the SIZE ERROR

option is not specified, the value of the affected result

can be dangerously unpredictable.

PL/I has a more extensive set of error-handling state-

ments known as ON conditions. They are similar to COBOL's

Declarative section in that these statements are not executed

unless the related interrupt conditions occur. PL/I's ON

conditions, however, cover a much broader scope of interrupt

conditions than COBOL's Declarative section. Most of the

common ON conditions and their meanings are listed in

Figure 4.
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As is true with COBOL, the action taken by a program

after an on-condition is raised is the responsibility of the

programmer. He should force the program to reveal that it

encountered an unanticipated interrupt. PL/I, however,

allows the programmer to do more than merely communicate the

state of the program to the outside world. The programmer

can change the value of the data field or the specific char-

acter that causes a conversion error. This can be done

through the use of the functions ONCHAR=, which replaces the

offending character with whatever is on the right side of

the assignment statement, and ONSOURCE, which replaces the

offending data field with whatever is on the right side of

the assignment statement. These two functions enable a pro-

gram to continue execution after an interrupt has occurred,

even if the program must use incorrect data. The PL/I pro-

grammer must realize also that these functions are necessary

to prevent an endless cycle of executing interrupts and on-

condition blocks. This situation can occur if one is not

aware that after executing an ON-UNIT, PL/I returns control

to the same statement that invoked the interrupt. The trans-

fer of control in a PL/I program requires that a different

state of the program exist once control returns to the of-

fending statement.

Although PL/I has many different types of on-conditions,

the programmer can create his own on-unit through the use of

the ON CONDITION (name) statement. This on-unit can only be
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enabled by the use of the SIGNAL statement, since the pro-

gram must test for this user-defined condition. 
The ON

CONDITION on-unit also allows the programmer the 
benefit of

coding one general purpose error routine for any 
set of con-

ditions unique to the program.

An additional positive attribute that PL/I provides 
is

the ability for the programmer to invoke an interrupt 
with-

out necessarily having an interrupt occur. The interrupt

is enabled by the SIGNAL condition-name statement. The

SIGNAL statement enables the interrupt mechanisms and 
forces

the program to execute the on-condition block in exactly

the same manner as if an external or program interrupt 
had

occurred. This mechanism gives the programmer the oppor-

tunity to test for a condition in a controllable manner and

verify that the on-unit generates useful and predictable

results.

Programming Practices to Avoid

The prevention of traffic accidents is a major goal of

defensive driving (1). Similarly, the defensive programmer

should avoid programming techniques that may lead to pitfalls

and errors. Until the time of Dijkstra's letter condemning

the use of the GO TO statement in high level-language pro-

gramming (2), rarely, if ever, did anyone publish articles

about the avoidance of any part of a computer programming

language. Since then, primarily through the development of
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structured programming, computer scientists have analyzed

the existing programming languages for harmful elements.

Weinberg (5) points out the need to have programs written in

an easily readable manner. Yourdon (6) states that programs

should remain simple in order to facilitate program testing

and debugging. Yourdon (6) also offers the following list

as a set of guidelines of programming practices to avoid:

1. GO TO statements;

2. program-modifying statements;

3. misusing the instruction set of the language;

4. multitasking;

5. compound nested IF statements;

6. unnecessarily complicated arithmetic expressions;

7. negative Boolean logic;

8. compound Boolean expressions;

9. overlaying of data;

10. changing the value of a loop index indiscriminately;

11. jumping in and out of loops.

Programming technique is an area of computer science

that is constantly changing and being refined. Hopefully,

programmers can better themselves in some way by absorbing

some of the current literature. A goal of the concept of

defensive programming is to stimulate programmers to be wary

of their programs, and to help programmers produce more reli-

able and maintainable programs.
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CHAPTER V

SOFTWARE DESIGN AND DEFENSIVE

PROGRAMMING

This research recognizes software design, software

testing, software debugging and software maintenance as four

identifiable phases of software development. Methodologies

have been presented to aid programmers involved in each of

the four phases; yet few, if any, of these methodologies

have benefits that are plainly visible throughout the rest of

the software product's life cycle. This research attempts

to show the application and benefits of defensive programming

throughout the software development process, and the rela-

tionship between defensive programming and some of the

programming methodologies presented in the literature.

In the 1970's the disciplines of engineering were ap-

plied to computer programming to reduce the severity of

software failures (11). The computer industry has realized

that software unreliability is entirely attributable to

errors in design of computer software (14). An important

shift in attitude is taking place among computer scientists

in that many feel quite strongly that the best way to make

testing thorough and economical is to design the program so

that there are no bugs in it (20). In such an atmosphere
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many methodologies have been introduced to enhance software

development.

Dijkstra has pointed out that the "software crisis"

has evolved because the level of programming development has

not kept pace with the level of hardware development (4).

Harlan Mills claims that programmers have not been able to

cope with the complexity of programming (13). A survey of

data processing centers has found that 59 per cent of those

surveyed were managing projects faced with cost overruns (11),

averaging $49.11 per line of code. Software development is

almost impossible to manage and control because there are no

design procedures, no highly developed automated manufactur-

ing processes and technology, and no design and production

standards in existence (16). Because of these and other

reasons, computer scientists have come to realize that the

design of computer software is an area that requires research

(2, 13, 14, 16, 19, 20).

Perhaps the most significant recent contribution to

computer programming has been the concept of structured pro-

gramming. Over the past decade there has been an extensive

amount of literature on the subject, receiving wide accep-

tance in the academic community and slowly being adopted by

the data processing community. Some of the benefits and ob-

jectives of structured programming are

1. elimination of random placement logic,
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2. more readable programs,

3. elimination of complex program logic.

The contribution of structured programming to software

design is that it allows for a systematic approach to for-

mulation of an algorithm. The recognition of the software

life-cycle problem and the need to eliminate program bugs in

the design phase have made programmers accept the rules and

discipline of structured programming.

The benefits of structured programming have been eval-

uated and analyzed. F. T. Baker reported in the IBM Systems

Journal on the success that IBM achieved with structured

programming in developing an information retrieval system

for the New York Times Company (1). Baker wrote that by

using structured and top-down programming, "major programs

ran correctly the first time and never required a change as

the program expanded to its full size" (1). Not only did

Baker find his project more reliable, but he saw a signifi-

cant increase in programmer productivity--an increase of

four to six times better than the rest of the data processing

industry. Recently, rumors have inferred that Baker's proj-

ect was not so successful as initially reported. These

rumors claimed that the project contained many bugs after

delivery. This gossip has been refuted by John Rothman of

the New York Times Company, who states that the system is

still in use (15). His letter declaring The Times' satis-

faction with the information retrieval system appears in
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Appendix A. A letter from F. Terry Baker, indicating IBM's

current opinion of the project, appears in Appendix B.

Closely related to structured programming is another

current programming methodology known as top-down design.

Its objective is to identify the major functions to be accom-

plished, and then to proceed from there to an identification

of the lesser functions that are derived from the major

ones (20). In his article, Baker reported that top-down

design and programming helped significantly to increase pro-

ductivity and reliability (1). By using top-down design,

Baker showed that it is possible to test and debug high

level modules that call dummy subroutines or "stubs." Top-

down design allows a programmer to implement a part of a

program and verify that the control structures and program

flow logic perform correctly. This technique also lets the

programmer consider his problem as a set of abstract functions

whose primitive specifications can be deferred to a later

time.

Other design methodologies have been introduced that

take some of the design processes away from the computer.

Some of these techniques are HIPO design and code inspection,

structured walk-throughs, and improved systematic documen-

tation.

In an ef fort to provide a structure by which the

functions of a system could be understood (10), IBM devel-

oped HIPO (Hierarchy plus Input-Process-Output). HIPO is a
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technique of producing documentation for system analysts and

programmers as a logical extension of the design effort.

IBM personnel believed that programming system docu-

ments emphasizing function could contribute to the efficiency

of the program maintenance effort by speeding the location

in the code of a function to be modified. The documents

produced are a set of diagrams that graphically describe

functions from the general to the detail level. These dia-

grams can be used from the start of the project and through-

out implementation and maintenance.

HIPO qualifies as design aid in that it is a visual and

graphical expression of top-down design and programming. A

system designer can identify major functions and create a

Visual Table of Contents from the major abstract functions

and the more primitive detail functions. The diagrams are

organized in a hierarchy structure in which complex systems

can be reduced into manageable pieces. HIPO is also similar

to the chief-programmer-team concept in that the designer

indicates functions to be accomplished by the program rather

than the source statements to be used to accomplish this

function.

Substantial improvements in programming quality and

productivity have been obtained through the use of formal

inspections of design and code (7). The benefits of software

review in its initial design stages have been observed by

programmers, software designers, and management. All three
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groups agree that formal rules and vigorous discipline

should be followed. Programmers are able to discover and

correct program errors earlier in the project, and managers

are able to measure the completeness of the project. 
How-

ever, software review is practiced differently by programmers

and management.

Inspections are a formal, efficient, and economical

method of finding errors in design and code (7). An

inspection team of four persons is charged with the respon-

sibility of analyzing the program logic and syntax, and of

reporting any errors that they may find. The four members

of the inspection team are

1. Moderator,

2. Designer,

3. Coder/Implementor,

4. Tester.

The role of the moderator in a formal inspection de-

serves special explanation, for it is an important and key

role in the inspection process. Primarily, the moderator

should be a competent programmer who must manage the team

and offer leadership (7). In order to preserve objectivity

and to increase the integrity of the project, the use of a

moderator from a different project is advantageous. The

duties of the moderator include scheduling suitable meeting

places, reporting inspection results within one day, and

follow-up on rework.
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The inspection usually is a two-hour meeting for 
which

all participants are expected to do extensive 
preparation.

All participants must understand the design, intent, and

logic of the software and the documentation 
before the in-

spection process begins. Once the inspection process begins,

the objective is to find errors; for example, any condition

that may cause a malfunction, or any deviation from the

specifications. All errors are noted by the moderator for

follow-up work. The sole purpose of the inspection is to

find errors; the inspection is not to be used for redesign,

or to find alternative solutions.

One type of managerial review is called design ration-

alization (8)'. The similarity to formal inspections is that

the software design is made reviewable before implementation.

The advantage of design rationalization is that it helps the

reviewers identify alternatives. Rejected designs will be

available for review and reconsideration. Solutions can be

made through finding new ways of looking at an old situation.

A positive contribution of this concept is that specifi-

cations are reviewed and refined before the software is

designed.

The documentation of computer software is a distasteful

subject to programmers (19), and the quality of documentation

has been noticed throughout the data processing industry

(18). Weinberg has suggested that part of the problem is

the misplaced role of programmers as documentalists (19).
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Baker found increased productivity in his programmers by

having program librarians and secretaries assume the clerical

duties of the project (1). Another part of the documentation

problem is the lack of any standard in the industry. Also,

insufficient time is allocated to the documentation phase

of the project (18). In an effort to create a standard (at

least in their environment), and to provide a systematic

approach to solving the problem of documentation, the Federal

Information Processing Standards has published guidelines

for documentation of computer software (9). It states that

"good documentation should provide information to support

the effective management of ADP resources and to facilitate

interchange of information" (9). The manual defines document

types, responsibilities, audiences, functions, and the re-

lated phases of the software life cycle. The standards are

significant to the design stage of software; system, program,

and data specifications are clearly documented and under-

stood by all involved. Also at this stage, all members

involved in the project should have access to documents

(described in the FIPS Guidelines) that clearly show all of

the functions of the related software. Creating documen-

tation at the design stage, Weinberg believes, can force the

programmer to study the program from an alternate point of

view, which is intended to change its psychological meaning

(19).
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The relationship between software design methodologies

and defensive programming shows itself where defensive tech-

niques are applied to the software. Defensive code, in

order to be most effective, must be generated concurrently

with the algorithmic code. Two of the reasons for this are:

(1) accuracy of the placement of the defensive code; and

(2) redundancy of the mental effort necessary to create the

program.

A major goal of defensive programming is to force the

program to reveal its dynamic characteristics, particularly

when an error occurs. When a programmer is designing an

algorithm, or translating a software function into source

code, it is then that he must ask himself, "How can I make

the program tell me that it did what I thought it should do?"

This follows from Dijkstra's long-held principle that the

correctness proof and program design should be constructed

at the same time, rather than that the proof should be gen-

erated from the completed code (3, 4, 5, 6). Also, many

useful debugging techniques suffer from the fact that they

are applied long after the code is written (20).

All fault detection measures are based on some form of

explicit or implicit redundancy (14). Redundancy of code is

a positive technique which enhances the reliability of soft-

ware. By coding the algorithmic code and the defensive code

concurrently, the programmer forces himself to analyze the

problem twice, and in effect, perform an on-the-spot code
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inspection. Hence, defensive programming forces an employ-

ment of the better design methodologies very early in the

design process.

Weinberg, in trying to find a "good" program, was only

able to determine that a good program was one that worked

(19). While many automated methodologies of software devel-

opment are being researched and developed (12, 17), the

general consensus remains that the cheapest and most efficient

way to create reliable software is to write programs that

don't have any bugs in them.
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CHAPTER VI

SOFTWARE TESTING AND DEFENSIVE

PROGRAMMING

In the late 1960's, the public became increasingly

aware of the effect that "computer goofs," or computer soft-

ware errors, had on their lives (12). With the advent of

computer-controlled trains, subways, and air traffic systems,

the need for computer systems to be error-free and reliable

is of paramount importance.

Before any manufactured product can be marketed or de-

livered, it is subjected to inspection and refinement, and

must finally prove to its creators that it satisfactorily

provides the necessary functions. A casual observance of

commercial advertisements on television will show that many

are solely designed to show how well the products work, and

under what test conditions. The viewer is led to believe

the product is a reliable one, and that the company selling

the product places great emphasis on testing the product.

The fact that the public is aware of computer software

failures that affect their lives is evidence of the scope of

the testing problem. This fact does not indicate, however,

that enough energies are being directed toward program test-

ing. In the NASA Apollo Project, nearly 80 per cent of all
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funding was spent on various forms of testing (12). Many

organizations spend as much as 50 per cent of their program

development costs on software testing (7). Gruenberger sug-

gests that part of the testing problem is because testing a

computer program is "all art," and it is only then that a

programmer can really demonstrate that he is smarter than

the machine (2).

The data processing community does not comprehend the

complexity of testing or the time and resources required to

test computer software adequately (7, 10, 12). A definition

of testing does not even appear to be standardized (7).

Some authors will claim that testing is a method to show

that a computer program works, or that testing is a demon-

stration that errors are not present. Myers states that

these common definitions are the exact opposite of the truth

(7). The definition used here is that testing is a set of

procedures and activities intended to demonstrate the correct

operation of the program within its intended environment,

with the intention of finding errors. This definition shows

the two contrasting elements of the testing process: the

program must assert its activity and thereby demonstrate its

correctness, and the program must point out errors and dis-

crepancies to the programmer and users.

The reasons for the difficulty of testing computer soft-

ware are quite elusive. The problems of program testing

remain ignored by researchers, for there is very little
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literature in this area (10, 12). However, some authors

have provided insight into this problem. Dijkstra has main-

tained a long-held principle that testing can show the

presence, not the absence of bugs (2). Myers claims that

it is psychologically uncomfortable to ask a programmer to

test his program for errors because he may create devious

test schemes so that his program will never encounter a

situation where an error might occur (7). Weinberg (10)

and Linger and Mills (5) attribute part of the testing prob-

lem to the programmer's and tester's confidence in a program.

A tester may become over-confident in a program and never

find the first error. However, a user's confidence in a

system may be totally destroyed by the unearthing of one or

two errors in a tremendously large and complex program. In

that case, the user's confidence must be restored by showing

that the entire program does function correctly.

Another problem with software testing is the lack of

any common understanding of testing principles. There are

two widely contrasting strategies for testing software, and

many of the people involved in testing software seem to side

with one philosophy or the other.

One extreme of the testing philosophy spectrum is to

test the software from the viewpoint of the specifications

only. This philosophy regards the code as a black box and

is not concerned with executing every instruction or every

path. The goal is to test every possible combination and
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value of input. The other extreme of the testing spectrum

is to test the software by examining the program logic. The

test cases are designed with little or no regard to the spec-

ifications, instead of making sure that each instruction is

executed. The goal of this strategy is to test every exec-

ution path through the program logic.

As Myers pointed out, neither extreme is a good strategy

(7). He suggests that testing the software according to the

specifications is a more desirable approach. The problem is

that since it is impossible to test every possible input,

testing becomes a matter of economics and resources. One

must test classes of input, or certain cases, in order to

establish confidence in the program.

Once a philosophy has been established, the testers

must decide what to test for. The testers may concert their

efforts in order to design and search for bugs, otherwise

haphazard or random testing may prevail. Yourdon (12)

offers the following list as categories of errors normally

found in a computer program:

1. Logic errors,

2. Documentation errors,

3. Overload errors,

4. Timing errors,

5. Throughput and Capacity errors,

6. Fallback and Recovery,
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7. Hardware and system software errors,

8. Standards.

Errors in logic are the predominant type of error that

can occur; however they are not the only type. A documen-

tation error can result from errors in translating the

specifications into flow charts or computer code. An example

of an overload error occurs when a table is filled on a queue

or buffer is overlaid into other parts of the program. A tim-

ing error may not be critical in most applications of pro-

gramming, however in real time programming, one has to

concern oneself with logic errors that cannot be repeated.

Throughput and capacity errors are errors in performance.

For instance, how many transactions can be handled by an on-

line reservation system and how long does each one take to

process? Fallback and recovery errors can be errors of the

worst kind, and must be anticipated. For example, what is

the state of the software should a power failure occur to

the hardware environment? A similar situation to consider

is how the software reacts to hardware errors (such as a

head crash on a disk drive) or system software errors (such

as the handling of input/output errors)? To the user of

software a hardware failure or an error not detected pro-

duces just as useless a result as a logic error. Finally,

where applicable, attention must be paid to standards errors,

such as nomenclature of operands, etc., which are of
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increasing concern to organizations that are trying to im-

prove program maintenance.

A decision must be made as to how the software is to be

tested. There are many different methods and approaches to

testing, and their nomenclature (as is true with other ter-

minology of software development) is non-standardized. The

following list is a set of some of the more prominent and

standardized methods of testing computer software:

1. Top-down,

2. Bottom-up,

3. Sandwich testing,

4. Acceptance testing.

Top-down testing is an outgrowth of the top-down design

methodology where modules are written and tested in their

order of hierarchy in the design. The only module tested in

isolation is the main module, or the top module in the de-

sign. References to modules lower in the design hierarchy

are dummied or stubbed. The advantage of top-down design is

that module testing, integration testing and some external

function testing are combined in one test. By adding one

module at a time, the source of a bug should become obvious.

Also, a psychological advantage is gained because a working

program is implemented fairly early in the project. The dis-

advantage to top-down testing lies in the complexity and the

intelligence of the stubs. If the stub performs a sophisti-

cated function, nether the stubbed module or the module that
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calls it can be properly tested. Both levels of testing can

be difficult to implement and design appropriate cases with

which to test the software.

In the bottom-up testing approach, the program is merged

and tested from the bottom to the top of the design. The

only modules that are tested in isolation are the terminal

modules--those which perform the most primitive functions of

the program. Once these modules are tested, they should be

considered as reliable as the built-in functions of higher

level programming languages. The advantages to bottom-up

testing are that primitive functions are redundantly tested

and the testing sequence is easy to plan and control. A

disadvantage is that a working program does not come into

existence until late in the project, and a great deal of re-

writing can occur should the system design require alteration.

Sandwich testing is a compromise between top-down and

bottom-up testing. Both methods of testing are implemented

simultaneously, integrating the program from the top and the

bottom. This method is useful on large programs such as an

operating system. The advantage of sandwich testing is that

the benefits of top-down and of bottom-up are realized. The

disadvantage lies in the problem of convergence testing:

the point in the program where the two test methods are

linked. Special test cases have to be written in order to

test effectively the correctness of the linkage.
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Acceptance testing is unique in that the user plays a

participatory role. The user is present at the test and

verifies the correctness of the output. Acceptance testing

is closely related to the strategy of testing according to

the specifications, where the tester takes a "black box"

view of the code. However, this method is not as widely

used as the previously mentioned methods. Holland (3) points

out that the user is given the opportunity to observe part

of the development process and provide input and recommen-

dations to the developers before the software product is

delivered. A disadvantage with this method arises if the

technical problems are overlooked in favor of a general ac-

ceptance of the software.

A trend in current literature favors the design of soft-

ware with consideration to program testing, or from a

"common sense" approach. Vyssotsky (9) proposes that while

designing a program module each programmer ask himself, "If

this were coded and in the machine, how could I satisfy my-

self that it works as intended?" While this is not a stated

methodology, it is an effort to adopt a philosophy that will

make software testing easier and more accurate.

There is a trend toward automating part or all of the

testing process. The philosophy behind this trend is that

as much testing as possible should be taken out of human

hands, thereby reducing the amount of human error involved

in testing (12). Some of the efforts in automated testing
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are test data generators, automated test monitors (11),

such as PL/I checkout compiler, and testing techniques that

closely resemble automated proofs, such as testing by as-

sertions (9, 10).

No simple or straightforward formula exists for the

selection of a particular test method. The use of any given

test method varies from organization to organization. How-

ever, Myers (7) offers a set of axioms as guidelines to the

testing process:

1. A good test is one that has a high probability of
detecting an undiscovered error, not one that
shows that the program worked.

2. One of the most difficult problems in testing is
knowing when to stop.

3. It is impossible to test your own programs.

4. A necessary part of every test case is a des-
cription of the expected outcome or results.

5. Avoid nonreproducible or on-the-fly testing.

6. Write test cases for valid as well as invalid test
cases.

7. Thoroughly inspect the results of each test.

8. As the number of detected errors in a piece of
software increases, the probability of the exis-
tence of more undetected errors also increases.

9. Assign the most creative programmers to testing.

10. Assure that testability is a key objective in the
software design.

11. The design of a system should be such that each
module is integrated into the system only once.

12. Never alter the program to make testing easier.
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13. Testing, as almost every other activity, must
start with objectives.

The philosophy of defensive programming and the prin-

ciples of testing can be assimilated by the programmer and

can be used to facilitate the main objective of software

testing: executing a program with the intention of finding

errors. The finding of errors is of tremendous importance

in software testing because, as Weinberg points out, one

error in one hundred thousand would be considered a phenom-

enal reliability record in other businesses, in computer

programming it can cost $18 million (10). Two defensive

programming techniques are of particular interest to soft-

ware testing: the defensive programming snap shot and the

defensive programming options.

The defensive programming snap shot is output from a

program that is uniquely labelled and contains critical in-

formation about data and control variables in a format which

resembles natural language as closely as possible. To the

software tester, the use of a snap shot allows a detailed

and unambiguous inspection of the results of execution of

low-level, or primitive, code. The test cases can be de-

signed so that each input represents a class of inputs, and

that each input would generate different results. The pur-

pose of the snap shot would be to point out not only the

errors, but any subtle differentiation from expected results.

The responsibility of defining what necessary information is
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to be included in the snap shot should be left to the tester

working with the programmer during the design stages. The

defensive programming snap shot can be used with any of the

testing methods mentioned, and should be used to overcome

any deficiency or weakness that a method may have. For

example, one of the problems with top-down testing lies in

the relative intelligence or sophistication of stubbed

modules. If a stubbed module is called, and critical data

are expected in return, this situation can be noted and

pointed out in a snap shot. The call, the input parameters,

and the output parameters used for the test can be shown in

a snap shot, and the flow of the program can proceed. The

test at this level, however, can still be considered because

a demonstration of the linkage of the modules exists. An-

other advantage to using the defensive programming snap shot

in software testing is that the user can be a participant.

The defensive programming snap shot should be in a format

readable to a user, and the user can observe intermediate

results without the necessity of absorbing the technical

aspects of computer programming. The user can point out dis-

crepancies in the results of the test against the desired

results, such as an incorrect calculation of interest in a

banking loan program. The software developers benefit from

the user's knowledge of the application and receive feed-

back earlier in the test, and possibly save time and
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resources in being able to correct the software earlier in

the testing process.

One of the problems of software testing is the absorp-

tion and management of the volumes of output created by the

test. In an effort to create less output and still obtain

meaningful test results, an organization has refined the

testing process and systematically reduced the volume of in-

put and output data (1). Similarly, one can control the

volume of defensive programming output by using defensive

programming options to produce output selectively at stra-

tegic points in the program. Output can be selectively

produced by using compiler preprocessors to compile defensive

code, or by passing control data to the object program that

can be interpreted as defensive programming options. This

technique has the advantage of analyzing the problems of

individual functions of the software without producing

wasted output from parts of the software not being analyzed.

The use of defensive programming is consistent with the

axioms of testing presented by Myers (7). When used respon-

sibly, defensive programming can aid testing by showing the

locality of an error, and by being able to show the execution

path leading to the error. This benefit is significant in

that many errors are not due to the statement reflecting the

error, but by assumptions made by statements earlier in the

program. Defensive programming allows the tester and the

user to inspect thoroughly the output and to relate immediately
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the output to the segment of code that produced it. A final

point to be made is that the practice of defensive program-

ming does not require restructuring the program to facilitate

testing. The intention during the testing phase is to

question every stage of the test, by supporting conclusions

made by the tester with solid evidence generated by the soft-

ware. In the end, defensive programming can help the pro-

grammer, tester, and user to achieve a realistic state of

confidence about the software.
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CHAPTER VII

SOFTWARE DEBUGGING AND DEFENSIVE

PROGRAMMING

After one has successfully hunted down the errors in

his software, the difficult and time-consuming task of de-

bugging is required. Debugging is distinguished from testing

in that testing is the process of showing that a program con-

tains errors, but debugging is the process of finding the

precise location of the error and correcting it (10). De-

bugging is considered the most frustrating and nerve-wracking

aspect of software development. Successful debugging of

computer software has been estimated to consume 25 per cent

of the time required for software development (5), and is

reported to take three times as long as the coding process

(13). While software testing is heading in the direction of

pointing out the locality of the error, a great deal of ef-

fort must be expended in determining the actual statement or

segment of code that contains the error. Finally, once the

incorrect code has been identified, a solution must be found

that will solve the error without creating new errors.

Current Practices of Debugging

There are currently debugging tools in use that range

from brute force to sophisticated interactive on-line

70
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debugging aids. The simplest debugging tool is proofreading

of code, either alone or in a group. A similar practice is

to have someone else (manager, teacher, etc.) investigate

the code independently in order to find what the programmer

may have overlooked. This process is made considerably

easier if the search is confined to a small segment of code.

Other debugging tools include memory dumps (12), traces, com-

piler generated code (1), and debugging packages (15). Ex-

amples of current interactive debugging aids are the IBM PL/I

Checkout Compiler (11), and EXDAMS (Extendable Debugging and

Monitoring System) (2).

Fortunately for computer programming, some significant

studies have been made in the area of debugging computer

programs. In 1974, an exploratory study of debugging was

published (7) that provided tremendous insight into the de-

bugging process. The study concluded that bugs in assignment

statements were much more difficult to find than bugs in any

other type of statement. The study showed that the group

which had debugging aids available did not debug any faster

than the control group. Instead, significantly, the pro-

grammers adapted their debugging strategies based upon the

information already available. Another related study found

that syntactic errors do not seem to be a significant bottle-

neck in programming (4). A study by Youngs (17) supported

this conclusion, and found that compilers and execution-time
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systems declined in their ability to aid debugging after the

first run.

The most significant research in debugging has been

done by John D,. Gould, who is with the IBM Research Center.

His 1975 study (7) was a refinement of his previous work

(4, 7), and resulted in some firmer conclusions. Of signif-

icant importance to Gould's work is that in all three of his

studies (4, 7, 8), only experienced programmers were used

as subjects in the experiments. He backed Grant and Sackman's

(9) claim that, based on the entire programming process, pro-

grammers who are relatively good at one aspect of the program-

ming process are also relatively good at other aspects. The

finding that errors in assignment statements are the hardest

to find (8) was confirmed by the new study. Again, Gould

discovered that the programmers did not generally use the

available interactive system to debug the software. He of-

fered the reason that the programmers made numerous mistakes

in the interactive language syntax, and then devoted their

attention to solving their new problems. After wasting a

significant amount of time with these new problems, they

abandoned using the interactive system all together. Other

conclusions made by the study are that the presence of mean-

ingful variable names is a useful source of information,

that most programmers utilize the output data in debugging,

that programmers develop a set of assumptions about the

correct state of the program against which the actual state
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of the program is compared, and that programmers do read the

comment statements in a program when debugging. In his sum-

mary Gould stated that programmers adapt their debugging

tactics to their environment. He also suggested that highly

motivated programmers can debug programs such as the ones

used in the study as efficiently when they must simply dig

into the code as when they have access to what heretofore

have been considered debugging aids.

Another contribution made by the study was the presen-

tation of a gross descriptive model of debugging (see Figure

5). Gould concluded that each programmer selects a particular

debugging tactic when approaching a program in error. He

then searches for something suspicious, finding clues and

generating and evaluating hypotheses. Gould assumed that

this process is iterated many times until the bug is finally

tracked down.

Unlike software design and software testing, there are

no stated methodologies or techniques of debugging. The

only concensus about the practices of debugging found in the

literature are the activities of searching the code, seeking

out the error, and correcting the problem.

Defensive programming has been previously introduced in

the computer science literature as a preventive measure

against programming errors (10). Yourdon states that when

bugs do occur, the objective of defensive programming is to

make them more noticeable to the programmer and the user (18).
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The focal point of defensive programming has been to aid the

debugging process. The original strategy of defensive pro-

gramming was to build into the program as many error checks

as necessary during the coding process. This philosophy is

still valid, and demonstrates the strong and important rela-

tionship between software debugging and defensive programming.

Select Leads
Debugging to Clue ? Sufficient>Respond

Tactic

None

Insufficient

Generate
Hypothesis

Fig. 5--Gould's gross descriptive model of debugging

The use of defensive programming can help reduce or

eliminate some of the problems associated with debugging.

The suggestion in many programming books to "scatter many

print statements throughout the program to print intermediate

results" (10) is a haphazard approach that may prove to be

more misleading than helpful. Yourdon believes that most

programmers do not have a talent for debugging (18). How-

ever, the use of defensive programming may help those
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programmers find the errors more quickly, by being able to

document the dynamic states of their program. The following

is a list of debugging problems whose relationship to defen-

sive programming will be discussed.

Technical Problems:

1. Finding the location of the error,

2. Trouble with finding clues about the bug,

3. Bugs in assignment statements,

4. Correcting one bug may introduce more bugs,

5. Ineffectiveness of debugging aids.

Psychological Problems:

1. Lack of an organized approach,

2. Debugging demands a high degree of motivation,

3. Psychological set,

4. Mental blocks or mental impasse,

5. Overconfidence,

6. Lengthy process of debugging.

The first step in any debugging process is to locate

the error precisely. Much debugging time is wasted looking

in the wrong part of the program for a suspected cause of

an error. Defensive programming's contribution to the so-

lution of this problem is the defensive programming snap

shot. By using the snap shot, the programmer has recorded

the program control flow and the changes of state of the

data variables. The programmer, by comparing the actual
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state of the program against the predicted results, can pin-

point the error from the snap shot which contains the dis-

crepancy.

Yourdon compared the process of finding clues about a

bug to that of detective Hercule Poirot hunting down clues

about a murder (18). Defensive programming can replace the

cunning and craftiness of the detective with solid, convinc-

ing evidence produced by the trouble-making program. The

necessary evidence can be shown in the snap shot. The

presence of labelled variable values and an identifying

label showing from what segment of code the snap shot was

produced provides a clear statement of what the program was

doing at that point, and eliminates the guesswork.

IBM researcher John Gould found that bugs in assignment

statements were the most difficult bugs to find and correct,

of all the types of errors that he studied (8). He believed

that in order to determine the reason for the bug, the pro-

grammer had to understand the substance of the program. The

defensive programming snap shot is designed to produce the

information necessary so that the programmer can understand

the inner mechanism of the detail code. The programmer can

design the defensive code so that a before and after image

of the data items involved in an assignment statement can be

observed. This will allow the programmer the unquestion-

able determination of the reasons for a bug in an assignment

statement.
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In a study analyzing the growth and maintenance of IBM's

operating system of their model 360 computers (3), the

authors noted that some errors are ordered, and that one

error must be corrected before the next layer of errors can

be tested. This frustrating situation can be shown by the

snap shots, pinpointing the module and the dynamic processes

that cause undesired results.

The surprising conclusion revealed by Gould's study (8)

that interactive debugging aids provided insignificant help

to the debugging process may be due to the unnatural commun-

ication or clumsy syntax required by the debugging aid. The

defensive programming environment is established and main-

tained by the programmer, not by an outside source or package.

Therefore, the programmer communicates with the machine at a

level, and a syntax and grammer with which he is comfortable

and familiar.

Yourdon has observed that less talented programmers or

inexperienced programmers make random probes and frantic

searches through their programs in a desperate process of

trying to debug their programs (18). Gould's study of exper-

ienced programmers showed that they employ a general strategy

when starting to debug, and continue on to find clues from

the output (8). By tracing back through the defensive pro-

gramming snap shot from the error, the programmer should be

able to recreate the error every time, particularly if the

program is also written with modular or structured techniques.
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Myers states that debugging demands a high degree of

motivation and concentration (10), and Gould noted that the

highly motivated subjects of his study were able to debug

their programs directly from the source code. An objective

of defensive programming is to make the program display its

activity in a format that closely resembles natural language.

In effect, the program can approach the concept of "having

the error jump off the page and. hit you" by having discrep-

ancies clearly noted in the snap shot. It is an attempt,

at least, to have the programmer effectively debug his pro-

grams in spite of himself.

A problem that has been noted in natural language is

the problem of psychological set (16). This is the situation

in which the mind sees what it expects to see and not what

is really there. For example, in reading through a list of

animals, one might overlook the word "dack" and replace it

with the anticipated word "duck." This situation carries

over into computer programming on a disastrous level, because

of the accuracy and precision demanded of computer programs.

To overcome this problem at a syntactical level, Weinberg

(16) suggests making the optimal use of the compilers, such

as redundant cross-checking of variables. However, some de-

bugging problems related to psychological set are not syn-

tactical, as he points out, and cannot be caught by a

compiler alone. The redundancy of defensive programming,

however, can do at a dynamic and semantical level what a
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compiler does at a syntactical level, and help prevent the

programming from reading output that he doesn't really see.

Myers (10) and Yourdon (18) have observed the effect of

a mental impasse on debugging where the error cannot be pin-

pointed at all. While few ideas offered by any discipline

hope to break down mental blocks, defensive programming tries

to attack this problem by pointing out errors as plainly as

possible. This method is at least as efficient as the of-

fered solution to "sleep on it" (10, 18).

Many programmers have been observed to bypass modules

while debugging because they were confident of those modules,

and therefore the error must not be in one of those modules

(18). After a lengthy process of trial and error debugging,

those modules of which the programmer was originally confident

turned out to contain the error. Through. the use of the de-

fensive programming snap shot, a programmer can analyze the

program's dynamic processes objectively and critically, and

establish a justified state of confidence about the program.

Debugging has been shown to be a lengthy, time-consuming

process (14) due in part to the previously-mentioned problems.

The use of defensive programming may help reduce the amount

of time necessary to debug computer software.

Gould (8) made some observations of debugging that can

be reinforced and improved by defensive programming. He

stated that programmers make assumptions about the correct

state of the program. By comparing the testing specifications
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documentation against the defensive programming snap shots,

the discrepancies of the program can be easily pointed out.

In his study, Gould asked the question, "Could it be that

one characteristic of easy-to-debug programs is that they

have more than one salient clue as to what is wrong?" The

use of defensive programming with its redundancy and detailed,

formatted output should be able to answer his question in the

affirmative. Another observation made by Gould was that

programmers debug by using the information available to

them--the output listings and the source code--rather than

using the debugging aids available. The defensive program-

ming snap shot gives the programmer the information available

to him from the debugging aids in a format with which he is

readily conversant.

Many authors, notably Dijkstra (6), have pointed out

that the most effective way to ease the burden of debugging

is to avoid making errors in the first place. This statement

explains the emphasis of current research in the area of

software design. Another way to make debugging easier is to

learn to debug more effectively. This can be achieved by

learning from the errors that one encounters (10). The de-

fensive programming snap shot provides an excellent, readable

text from which to learn because it provides information

about the state of the program which relates to the bug.
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CHAPTER VIII

SOFTWARE MAINTENANCE AND

DEFENSIVE PROGRAMMING

The maintenance phase of the software consumes a major

portion of the total life-cycle cost of a system. One would

hope for this always to be true, for this is when software

is making a contribution to the organization and justifying

its existence (2). Unfortunately, maintenance is frequently

viewed as a phase of a lesser importance than the design,

testing, or debugging phases of the software life-cycle (4).

While research in other phases of software development has

been minimal, research in the maintenance process has been

almost non-existent (4).

The definitions of software maintenance are vague and

non-standardized. Most authors say that software maintenance

is used to describe all of the activities pertaining to the

correction of efforts, upgrading to maintain compatibility

with new operating systems or compilers, or both, and the

introduction of minor improvements or enhancements. From a

management point of view, maintenance is the period of time

from when the software is delivered until it is discontinued.

Another opinion is that software maintenance and enhancement

are activities which keep systems operational and meet the

user's needs.

83
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The maintenance process differs from organization to

organization (2). After studying the life-cycle of IBM's

OS/360, Belady and Lehman concluded that the process of

large-scale program development and maintenance appeared to

be unpredictable, and observed that the costs were high and

the output a fragile product (1). They also noted that com-

munication is a major problem in the software life-cycle.

Although most software developers hope to deliver a finished

product that requires little attention (2), Belady and Lehman

postulated a law of continuing change. This law states that

a system which is used undergoes continuing change until it

is judged more cost effective to freeze and recreate it (1).

The activities of programmers involved in maintaining

software are a microcosm of the software development cycle.

The request for enhancement may require design of a new

module or redesign of an existing one, and any change to the

code for whatever reason requires more testing, debugging,

and updating of documentation. At this time, the strength

of the software structure is observed; a strong well-

organized program will accept the change readily and with

little effort, while a weakly structured program may require

more effort to enhance it than to rewrite the entire module

(5). Yourdon offers the following list of suggestions to

maintenance programmers to improve their activities (7):

1. Take time to study the program.
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2. Try to become familiar with the overall flow of
control of the program.

3. Evaluate the reasonableness of the existing docu-
mentation, add your own comments as necessary.

4. Make good use of compiler cross-reference tables,
symbol tables, etc.

5. Make the changes with the greatest caution.

6. Do not eliminate code unless you are positive that
it is not being used.

7. Do not try to share the use of temporary variables
or working storage. Insert your own local variables.

8. Keep detailed records of the changes that you make.

9. Avoid the irrational urge to throw the program away
and rewrite it.

10. Do insert error-checking all around the code you
are changing.

The problems of maintenance, as noted by many authors,

should be avoided by efficient software design. A survey of

software maintenance programmers and managers concluded that

research into software design and development techniques

should give fundamental consideration to the issue of main-

tainability (4). However, Belady and Lehman point out that,

as the system is changed, its structure inevitably degener-

ates (1). Maintenance programming reputedly has a history

of causing more catastrophic failures than the original de-

velopment programming. The solution to this problem, as

offered by one text (2), is to assign the most knowledgeable

people to the problem. Yourdon (7) has noted the following

problems facing a software maintenance department:
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I. Delivered programs which still have a number of
bugs;

2. Upgrading the program to the operating environment;

3. Upgrading the program to meet the user's evolving
needs;

4. No feedback from the original programmer;

5. Low morale of maintenance programmers;

6. Difficulty understanding other people's code;

7. Horrible documentation.

Defensive programming by itself cannot solve all of these

software maintenance problems. Based on the results of their

survey, Lientz, Swanson, and Tompkins believe that problems

of a management orientation tend to be more significant than

those of a technical orientation (4). However, a program

that is delivered to a maintenance department with its defen-

sive code intact will be much easier to analyze, and its

relationship with the evolving execution environment will be

much more evident.

Defensive programming can point out the delivered bugs

to the maintenance programmers through the defensive pro-

gramming snap shot. The same processes that occurred in the

testing and debugging phases can be followed by the mainten-

ance programmers. As a side benefit, the snap shots can

provide the maintenance programmers with some insight into

the inner mechanisms of the program, and hopefully the pro-

grammers can learn more about the program from the snap shots.
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There exists a continual problem of upgrading the soft-

ware because of new operating environments and evolving user

needs. The defensive snap shots provide a tremendous service

to the maintenance programmers and the users in these situ-

ations, for they provide an evolving picture of the changing

state of the software in relation to its environment. This

is a benefit that correctness proofs can never hope to pro-

vide (3). Flowcharts and testing and other documents can

only provide a static definition of the software. Weinberg

hopes that documentation can be created by the program in

order to reflect its current state (6).

The lack of communication and other communication related

problems has been noted (1), and the need for maintenance

programmers to seek out the programmer who created the pro-

gram for assistance has been observed (2, 7). However, in

the philosophy of egoless programmer and team programming (6),

the psychological crutch of the original programmer explaining

his work is unnecessary, and sometimes is counterproductive.

Weinberg has related personal experiences where he has been

called to explain his work years after he finished the proj-

ect and not being able to remember anything about the program

(6). The communication about the program provided by the

defensive snap shots can help the maintenance programmers

decipher otherwise unintelligible code. Weinberg also noted

that the unwillingness of programmers to read other pro-

grammer's programs (6), and claimed that the process of
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reading programs written by other programmers is highly edu-

cational. Defensive programming cannot force programmers

to read another person's programs; yet maintenance programmers

are forced, by their role in the software life-cycle, to

read another person's programs. Defensive programming can

illustrate the processes occurring in the program and help

elucidate the code.

The sad state of software documentation has been noted,

and little has been done to advance the practice of document-

ing computer software (6, 7). Perhaps word processing, such

as it is being used by large newspapers, can be utilized to

ease this burden. This problem does not seem to be bound

by the programming profession, however. Commentator Andy

Rooney recently lamented that the directions that manufac-

turers package with their product never tell the consumer

what they should do in less than perfect situations. The

manufacturers always seem to expect that people only paint

on clean, smooth surfaces, or attach wall fixtures to even,

level surfaces, etc. (8). Defensive programming, at least,

can document the dynamic process by which a program failed,

and the defensive programming output can be used for further

study and explanation of similar errors.

The maintenance programmer's task can be made much

easier if his role is considered earlier in the development

of the software. This also applies to the application of

defensive programming techniques. The maintenance programmer

=- ; -
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has few tools to work with, yet must always work under tre-

mendous pressure (2). Software designers must consider his

plight and build defensive programming code into the soft-

ware initially for the maintenance programmer to later use.
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CHAPTER IX

SUMMARY

A programming philosophy is presented that takes the

current use of a programming technique--defensive program-

ming--explores the subject, and elevates it to a more

explicitly defined programming practice. The relationship

between defensive programming and current programming prac-

tices is discussed, and several benefits are observed.

In Chapter III the current practice of defensive pro-

gramming was described as a method of writing computer pro-

grams so that errors are less likely to occur; and should

they occur, the errors are obvious to the programmer.

The practice of defensive programming is redefined in

this research as the writing of programs in such a way that

the executing program produces communication allowing the

programmer and the user to observe its dynamic states accur-

ately and critically. To accomplish this end, the use of

defensive programming snap shots as a software design, test-

ing, debugging, and maintenance tool is presented.

Techniques for implementing defensive programming during

the software design stage are highly compatible with the pro-

gramming tools currently being used in the design process.

The relationship between defensive programming and the

9 1
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current practices of structured programming, structured code

inspections and walk-throughs, compiler preprocessors, docu-

mentation, and top-down design is shown.

Techniques of defensive programming provide many bene-

fits to those involved with software testing. The objective

of testing computer software is to find errors, and this ob-

jective can be met more easily through the use of defensive

programming.

Software debugging is the phase of the software life

cycle that provides the original motivation for defensive

programming. The ways that defensive programming can help

solve the problems of software debugging are presented, and

the current practices of debugging aids are contrasted with

defensive programming.

The effect of defensive programming upon software main-

tenance is shown to be a positive one, particularly in areas

where tools and maintenance aids are lacking. The use of

the defensive programming snap shots and programs already

containing defensive programming code should eliminate the

state of poor readability that exists in delivered software.



CHAPTER X

CONCLUSION

Defensive programming is a programming methodology that

appears to benefit the entire life-cycle of computer soft-

ware. The programming techniques used to implement defensive

programming are not complex, do not require a special, unique

executing environment, nor do they make the source code of

the program more difficult to comprehend. This ease of im-

plementation is attained because the code used in defensive

programming is of the programmer's choice and therefore al-

lows him to be comfortable and confident. Defensive program-

ming accomplishes its objectives with the programming tools

currently available to the programmer.

The redundancy of defensive programming enhances the

quality of the software design. The application of defensive

programming techniques forces the programmer to reread his

algorithmic code in order to determine where to place the

defensive programming code. By doing so, the programmer

performs an informal inspection of the code, and has a good

chance of uncovering any design flaws or errors in semantics

that might possibly not be caught until the program is tested.

The use of defensive programming aids the software

testers by providing detailed documentation of the dynamic

93
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attributes of the software. This documentation helps to

answer any questions that may arise concerning the state of

the program or the presence of an error. Defensive program-

ming also allows the user to become an active participant in

the testing process.

Defensive programming provides programmers with an addi-

tional tool for software debugging. This research suggests

that defensive programming may be used to compensate for any

deficiencies exhibited by the debugging tools currently in

use. Defensive programming may help solve some of the psy-

chological problems related to software debugging. A peda-

gogical tool is provided for the debugging process by

defensive programming. A programmer can take the defensive

programming snap shot and trace the development of the error,

study the reason for the existence of the error, and hope-

fully never encounter the same error again.

The maintenance of computer software is a neglected

process, and little research is being done in this area.

The current belief is that with improved design, testing,

and debugging techniques, the problems of software mainte-

nance will disappear. Unfortunately, this belief does not

consider the ever-changing operating environment of the soft-

ware, or the constant need for the software to be enhanced

due to the increasing needs of the user. Defensive program-

ming provides an accurate picture of the current state of

the software, which can save considerable maintenance
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resources whenever changes in the software are necessary.

Maintenance programmers are given very few tools to help

them with their work. Defensive programming is a beginning

effort in providing the maintenance programmer with a tool

that effectively eases the maintenance effort.

The costly process of developing computer software has

received significant attention within the past decade. Some

new programming tools and methodologies have been developed

and implemented; however many problems exist throughout the

software development process. The use of the defensive pro-

gramming methodology is an effort to help create more reli-

able and effective computer programs, produce software on

schedule, and to reduce the costs and the problems of soft-

ware development. An explicitly controlled test of defensive

programming applied to the software development process ap-

pears to be justified.

Tools to improve the software development process are

sorely lacking, for there does not exist a practical and

effective method for determining a program's correctness.

Some research does exist, notably in the areas of software

design and debugging; however the current research focuses

solely on narrow aspects of the global problem. The soft-

ware life-cycle needs to be analyzed, and its problems

resolved. Future research needs to co-ordinate the benefits

and the effects of one area of software development with the
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entire software life-cycle. Defensive programming is a step

in this direction.
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Letter from John Rothman, February 27, 1980.
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THE NEW YORK TMES COMPANY
229 WEST 43 STREET
NEWYORK, N.Y. 10036

JOHN ROTHMAN
WORMA TION TECHNOLOGY

February 27, 1980

Mr; L. Mark Bailey
3509 Meadowlark Lane
Denton, Texas 76201

Dear Mr. Bailey:

Your letter of January 28 was referred to me a few days ago.

The software written by IBM's Federal Systems Division for TheInformation Bank followed our design and specifications in allsignificant respects and was entirely satisfactory. In fact, itis still today the basis of the Bank's operations--nine yearsafter its completion--although it has of course undergone numerousmodifications to meet the demaris of the market and to take advan-tage of technological progress.

Terry Baker's claim, in his 1972 article, as to the small number
of "bugs" was correct so far as the formal systems tests, conducted.n the summer of 1971, were concerned. As anticipated, several latent"bugs" were uncovered during the early months of operation following
the formal tests. The gossip you mention was probably caused by theconfusion of reports on test results and reports on post-test ex-
perience, and can be ascribed also, I suspect, to professional
antagonisms and envy. We at The Times do not think that Baker's
article was misleading in any way.

The structured programing technique used by Baker's team inthis endeavor was not subject to our approval or technical evalua-tion. We did not care how the team went about its work, but onlythat the work would be completed within our schedule and budget,and that the resulting software would perform as we desired. Thiswas accomplished. We have no cause to be dissatisfied.

Sincerely,

JR:s r.John Rothian

'- x n.,
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international Business Machines Corporation 10215 Fernwood Road
Bethesda, Maryland 20034

March 6, 1980

Mr. L. Mark Bailey
3509 Meadowl ark Lane
Denton, Texas 76201

Dear Mr. Bailey:

I apologize for being so long in responding to your note, but I've just
returned to my office after two weeks away.

The Systems Journal article you refer to was the first of two on the
Information Bank System. I have enclosed a copy of the second, which
specifically describes experience with the system during the first
fifteen months of its full operation, and during twenty-seven months
of operation of one of its major subsystems.

There have been comments on the system of the sort you describe. I
can only say that, over the years since IBM had any responsibility
for the system, our contacts with both management and software people
connected with it have indicated continued satisfaction with both its
quality and its performance. Although I have not reviewed the system
recently, as of a couple of years ago the original system was still
in operation and is apparently a commercial success.

Thanks for your supportive comments, and I hope this information will
be of help to you.

Sincerely yours,

F. T. Baker

FTB:ca

Enclosures

MW4
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