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 A cross-sectional quantitative causal research design was employed to explore 

the relationship between adolescent digital aggression, cyberbully behavior and moral 

disengagement.  A survey was created and electronically administered to 1077 high 

school students in Grades 9-12 in a selected school district in Texas.  High school 

students were chosen because research has shown a decrease in traditional bullying 

and an increase of digital aggression and cyberbullying at this developmental level. 

 A principal component analysis (PCA) of the survey was conducted to determine 

latent constructs.  The results of the PCA revealed 6 latent variables, which included 

moral disengagement, school climate and culture, social relationships, spirituality, family 

systems, and mood (anger).  Moral disengagement was the dependent variable in the 

current study, while the remaining latent constructs were treated as independent 

variables.  In addition to the latent constructs, student demographics and self-

identification as a cyberbully or cybervictim were included as independent variables in 

the one-way analysis of variance (ANOVA) and multiple regression models. 

 An ANOVA of the survey items where the participants self-identified as a 

cyberobserver, a cybervictim or a cyberbully was initially conducted.  Participants who 

identified as a cyberobserver explained less than 1.0% of the variance in moral 

disengagement.  Additionally, participants who identified as a cybervictim also explained 

less than 1.0% of the variance in moral disengagement.  However, participants 

identified as a cyberbully accounted for 7.28% of the variance in moral disengagement. 



 Results of the multiple regression analyses indicated that gender, age, school 

climate and culture, social relationships, academic success, ethnicity, family systems, 

spirituality, and mood (anger) significantly impacted a student’s willingness to morally 

disengage and participate in digital aggression.  Among these variables, the variance 

explained in moral disengagement ranged from 0.8% (Social Relationships) to 16.8% 

(Mood-Anger).  The variables of socio-economic status and grade in school were not 

statistically significant predictors of moral disengagement. 

 The results of this study are relevant for school administrators, counselors and 

teachers as digital aggression and cyberbully behaviors appear to be growing as ‘smart 

phone’ and other ‘always on’ technology trend to younger populations nationwide.  The 

results of this study further underscore the importance of creating a school climate and 

culture that promotes a safe and secure learning environment for all students.   This 

may be accomplished by incorporating adolescent aggression and bully prevention 

programs in school curriculums to address both traditional and digital aggressive 

behaviors.  Recommendations are presented and future research is discussed. 
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MORAL DISENGAGEMENT:  AN EXPLORATORY STUDY OF PREDICTIVE 

FACTORS FOR DIGITAL AGGRESSION AND CYBERBULLYING 

Introduction 

 Images of adolescent aggression and bullying come to us through local culture, 

history, literature, theater and modern film.  A Christmas Story, a film by Dupont and 

Clark (1983), appears to capture the eternal zeitgeist of the bully character in film.  

Bullying has been defined as intentional and aggressive behavior against another 

person that fosters an imbalance of power in the relationship and is repeated over time 

(Olweus, 1993).  The film provides us with an image of a bully character that is 

intentional and directed in his behavior; verbally abusive; and uses physical aggression 

to achieve his intentional goals.   This bully character provides an excellent example of 

a traditional bully to fit the bully definition provided by Dan Olweus. 

 The bully antagonist also translates well from culture to culture, and the 

characterization reveals a common human behavior (Eslea, Menesini, Morita, O'Moore, 

Mora-Merchán, Pereira, & Smith, 2004; Garaigordobil, M. 2011; García-Maldonado, 

Martínez-Salazar, Saldívar-González, Sánchez-Nuncio, Martínez-Perales, & Barrientos-

Gómez, 2012; and Hilton, J., Anngela-Cole, L. & Wakita, J., 2010).  Bullies world-wide 

are reported to be disruptive and willing to start fights, while victims are shy, have few 

friends and are likely to seek help.  Victims also have a smaller and less effective 

support network when compared to bullies and this may provide insight into the 

difference in relational power.  More concretely, traditional bullying behavior can be 

enacted by an individual or a group and the roles of the bully and victim are often well 
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defined across cultures, along with the roles of bystander, defender, and bully’s 

assistant (Eslea et al., 2004). 

 Over the past few years, digital aggression and cyberbullying have begun to 

have the in-depth research afforded to traditional bullying.  Of course, digital aggression 

and cyberbullying may be no different from traditional bullying in the cyberbully’s goal to 

control another person through threat, verbal abuse, and intimidation (Hinduja & 

Patchin, 2007).  Yet, multiple definitions for digital aggression and cyberbullying are 

being used by different researchers (Dooley, Pyzalski, & Cross, 2009).  Digital 

aggression may be generally defined as aggression that occurs through electronic 

means, and cyberbullying may be generally defined as digital aggression that is 

intentional and occurs repeatedly over time.  And, as in traditional bullying, there may 

be a power imbalance in the cyberbully-cybervictim relationship (Olweus, 1993, 2012). 

 One research group defines cyberbullying and digital aggression according to a 

perceived intent, such as seeking to produce emotional scarring, isolation, lowering of 

self-esteem, loss of self-image, and depression (Hinduja & Patchin, 2007).  There are 

also definitions of cyberbullying and digital aggression that define specific behaviors 

seen online, such as name calling, defamatory speech, and threats (Brown, Jackson & 

Cassidy, 2006).  Other researchers choose to define the act of cyberbullying as being 

“aggressive, intentional, repetitive and with a power imbalance” (Dooley et al., 2009, p. 

183).  Digital aggression can be a pervasive form of intimidation (Juvonen & Goss, 

2008) or the act of using a cell phone or the internet to cause physical and emotional 

harm (Stroud, 2009).   
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 As the components of a common understanding of the definition of cyberbullying 

and digital aggression are emerging, so now are the beginnings of a theoretical 

framework.  Children and adolescents will experience emotional and physical harm 

through aggressive behavior, regardless of the explanation (Bandura, 1986; Bandura, 

Barbaranelli, Caprara, & Pastorelli, 1996).  However, for research to fully understand 

the cycle of adolescent aggression, a complete theory of bullying, cyberbullying, and  

adolescent aggression is needed to link aggressive behavior to moral outcomes or 

“moral agency to the knowledge and reasoning of the moral action” (Bandura, 1999, 

p.193). 

 Gini, Pozzoli & Hymel (2014) published a meta-analysis of the current research 

linking social learning theory and moral disengagement to three forms of adolescent 

aggression.  Included in this analysis were studies measuring aggression, bullying, and 

cyberbullying from 27 research samples and their results indicated a statistically 

significant link between adolescent aggression as measured in the studies and moral 

disengagement, including cyberbullying. 

 With this emerging link between cyberbullying and moral disengagement, it is 

advantageous to also look for predictive factors that may be indicators of digital 

aggression and cyberbully behaviors in adolescents.  We must ask, what can be done 

to understand an ancient human behavior that has found a new venue in the technology 

of the 21st century?  Anna Sewell, author of Black Beauty, written in 1877, has a quote 

that is as relevant in our new world of technology as it was the day it was written, “If we 

see cruelty or wrong that we have the power to stop and do nothing, we make ourselves 

sharers in the guilt” (Sewell, 2011, p. 156). 
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Access to Technology 

 Our methods of communication are changing in the 21st century and new tools 

will have new challenges and new consequences.  Socially positive technologies have 

been developed, one after the other, to streamline the ways we work, play, and 

communicate in a digital world.  We have also created a virtual world with the 

opportunity and the option for complete freedom of expression (Kite, Gable, & Filippelli, 

2010).  Communication through technology is quickly becoming the norm, and 

“Smartphone adoption among American teens has increased substantially (from 2011) 

and mobile access to the internet is pervasive” (Madden, Lenhart, Duggan, Cortesi, & 

Gasser, 2013, p. 1). 

 A current study by Smith (2013), of the Pew Research Center’s Internet & 

American Life Project, reports that 91% of American adults own some kind of cell phone 

and that over 56% of American adults have either an Android or iPhone smartphone.  

Smartphone ownership was statistically significant for age, and approximately 80% of 

the adults between the ages of 18-34 own a smart phone.  The annual trend is for an 

increase in smartphone ownership and smartphone ownership is trending to a younger 

population of adults and adolescents. 

 Madden et al. (2013) surveyed 802 teenagers (ages 12-17) and their parents 

about their cellphone ownership.  Ninety-five percent of American teenagers have 

access to the internet and 78% of American teenagers have cell phones.  Thirty-seven 

percent of American teens own Smartphones which is up 25% from 2011, and mimics 

the trend in adult smartphone ownership (Smith, 2013).  Finally, approximately 25% of 

the teenagers in the survey access the internet using their cell phones most of the time, 
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representing a trend for an ‘always on’ connection to the internet through personal 

communications technology (Madden et al., 2013). 

 Lenhart, Madden, Smith, Purcell, Zickuhr and Rainie (2011) surveyed 799 

teenagers about their experiences on the internet for the Pew Research Center’s 

Internet & American Life Project.  Eighty-eight percent of the teenagers in the survey 

reported that they had witnessed behavior that they thought to be mean or cruel on the 

internet.  Also, 69% of the teenagers in the survey believe that 20% of their peers are 

mostly unkind.  Additionally, 22% of the teenagers surveyed reported that an online 

experience ended their friendship and 8% of the teenagers reported getting into a 

physical fight because of online behavior (Lenhart et. al., 2011).   

 As technology advances, the trend is for the newest technology to go into the 

hands of some of the newest users of technology (ages 12-18) as a process of 

marketing and attrition (Smith, 2013).  These users are still developing the social, 

cognitive and moral framework from which to live their lives (Bandura et al., 1996); 

which now includes the moral use of technology as a modern tool for communication 

and behavior. 

Digital Aggression in Schools 

 Digital aggression has become a serious cyber behavior that confronts children 

and adults in the virtual reality of cyberspace (Hinduja & Patchin, 2007).  However, 

access to digital communication does not dictate the behavior of any age group; access 

merely provides an additional outlet for the entire range of human behaviors, including 

digital aggression.  Digital aggression and cyberbullying utilize a range of negative 

human behaviors, including, alienation, intimidation, bullying, and harassment to attack 
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their victims in cyberspace (Hinduja & Patchin, 2007).  Adults may not be aware of the 

full extent of teen cyberbullying and digital aggression when as many as 90% of the 

students who are cyberbullied do not report incidents of cyberbullying and digital 

aggression to an adult (Mark & Ratliffe, 2011).  

 In a study of 247 middle school students in Hawaii, Mark and Ratliffe, (2011) 

found a statistically significant relationship between internet access, cyberbullying, and 

cyber victimization.  Daily use of the internet increased student incidents of 

cyberbullying, and, cyberbullying in this sample also increased by grade level.  A gender 

difference was noted for this study in that 56% of the incidents were reported as female-

female cyberbullying.  Females reported a higher percentage of identifying as 

cyberbullies where 8% of the females reported identifying as cyberbullies over the 5% of 

the males who reported identifying as cyberbullies.   Additionally, 25% of the females 

identified as cybervictims where only 15% of the males in the study identified as cyber 

victims (Mark & Ratliffe, 2011).   

 High school students were surveyed regarding their experiences and beliefs 

about cyberbullying to examine a systemic framework of cyber behavior (Qing, 2010).  

The results of a study of 269 high school students in Grades 7-12 reflect the strength 

that peer relationships play in sustaining a behavior.  It was noted that cyberbullies are 

able to sustain their bully behavior through the support of their peers.  Cybervictims, 

however, were supported by their friends both online and offline with almost 25% of the 

cyber-observers confronting the cyberbully and 35% of the cyber-observers reported 

trying to help the victim. 
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 Qing (2010) found that 80% of the 269 students acknowledged that they would 

not report a cyberbully incident to a counselor, teacher, or administrator, whether the 

incident occurred at school or at home.  Seventeen percent of the students did not feel 

that the school personnel would be responsive, and another 18% thought they would 

get themselves in trouble for reporting the incidents.  Twenty eight percent of the 

students believe that reporting cyberbullying would make the problem worse, and 27% 

of the students reported that other students would make fun of them for reporting a 

cyberbully incident (Qing, 2010).  The Qing study makes a similar point to the study by 

Mark and Ratliffe (2011), where student reporting of cyberbullying becomes an issue 

related to school climate and culture and directly impacts the prevalence of aggression 

in a school environment.  And, as reported earlier, adults are simply unaware of the 

pervasiveness of cyberbullying because the students are unwilling to report the cyber-

aggression. 

 Female students have been noted for lower incidents of physical aggression 

though not always for lower incidence of bully behavior.  Female aggression was 

reported as more covert rather than overt for its use of note sharing, “hate books,” 

rumors, isolation from peer groups, and various forms of name-calling (Burnham, Wright 

& Houser, 2011).  Male offenders tended to use physical aggression as a means of 

harassment and intimidation and as a primary method to assert themselves over the 

bully victim (Burnham et al., 2011).  Although there may be a gender specific method or 

style of intimidation, aggression and bullying, whether traditional or digital, are about 

control and victimization (Siegle, 2010). 
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 Hemphill, Tollit, and Kotevski (2012) examined traditional bullying, cyberbullying 

and relational aggression in a longitudinal study of almost 800 Australian students in 

Grade 9, and then followed these students in Grades 10 and 11.  Cyberbullying was 

considered a form of covert bullying in this study as it uses electronic devices to carry 

out the aggression.  Additionally, cyberbullying was considered as an intentional form of 

overt digital aggression through stalking and hate filled email.  A self-report survey of 

traditional bullying, cyberbullying, victimization, and relational aggression was used to 

gather data regarding student behaviors.  Frequency was reported as percentages for 

cyberbullying in Grade 9 at 12.5%, Grade 10 at 12.4%, and Grade 11 at 10.9%.  

Frequency was reported as percentages for cyber-victimization in Grade 9 at 14.4%, 

Grade 10 at 12.6%, and Grade 11 at 13.4% (Hemphill et al., 2012). 

 Additionally, the data was analyzed for gender differences and boys in Grades 9-

11 were found to have significantly higher rates of traditional bullying and relational 

aggression than the girls in the same grade.  Girls in the study were found to have 

significantly higher participation as a traditional victim in Grade 9 and as a cybervictim in 

Grades 9 and 10 (Hemphill et al., 2012).   

 Cyberbullying can be described as having some of the constructs of traditional 

bullying purveyed through digital or electronic means, or perhaps even as a sub-group 

of traditional bullying (Hemphill et al., 2005; Olweus, 2012).  Cyberbullying seems more 

covert as the quality of cyberbullying may appear to be more indirect; however, the 

intentionality of the cyberbully behavior is clearly directed at the cybervictim and 

assumes an overt quality as well. 



9 

 Hemphill et al., (2012) reported that the overt physical behaviors of bullying 

decline through adolescence (8-18) and are replaced by the more covert behaviors of 

relational aggression.  Cyberbullying retains both overt and covert acts of aggression, 

and there is a distinct increase in cyberbully behaviors from Grades 4 to 9 in both 

perpetration and victimization.  What stands out in this study is that as the rate of 

traditional bullying decreases, the rate of cyberbullying and relational aggression 

increase.  The ongoing aggressive behaviors make the transition from overt aggression 

to covert aggression through age, maturity, and cognitive development (Bandura et al., 

1996). 

 Dooley et al. (2009) provide a comparison review of the constructs of face-to-

face bullying and cyberbullying.  They begin with definitions similar to Olweus (1993), 

and acknowledge that little is known about the theoretical constructs of cyberbullying.  

Dooley et al. (2009) identified core constructs of cyberbullying from their study as 

intentionality, negative outcomes, repetition, and an imbalance of power and reported 

these constructs to be similar between bully and cyberbully behaviors.  Cyberbullying 

also has the pervasive properties of the electronic media through internet, cell phone, 

smart phone, social networking and other forms of electronic media that are available 

for communication on a 24 hour basis (Dooley et al., 2009). 

 Qing (2010) reported the students as being evenly divided between those that 

thought cyberbullying should be stopped and the students that thought there was 

nothing that could be done about it.  Both groups, however, reported cyberbullying as a 

negative aggressive behavior in the school. 
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School Climate and Culture 

 Schools in the United States came to remember that bullying was a powerful 

force affecting schools on April 20, 1999, when incidents at Columbine High School 

destroyed the lives of so many young people and inflicted such pain into their 

community (Espelage, & Swearer, 2004).  Erik Harris and Dylan Klebold murdered 14 of 

their fellow students before taking their own lives.  Bullying was reported to be rampant 

on the high school campus with a group of select students that consisted of members of 

the athletics program at the top of the bully food chain (Claybaugh & Claybaugh, 2005).  

Bullying was also reported as a significant factor in the decision made by Harris and 

Klebold to bomb the high school and kill any survivors.  “In this distorted environment, a 

coterie of favored jocks—who wore white hats to set themselves apart—consistently 

bullied, hazed, and sexually harassed their classmates while receiving preferential 

treatment from school authorities” (Claybaugh & Claybaugh, 2005, p. 82). 

 Columbine High School was reported to have a climate and culture of bullying 

and isolation, where the victims of bullying retaliated from the anger that they had held 

inside (Chapell, Hasselman, Kitchin, Lomon, MacIver, & Sarullo, 2006).  Following this 

incident, schools and other authorities began looking at bullying in the United States as 

a precursor to violence, and local school culture and climate was examined for its effect 

on learning (Claybaugh & Claybaugh, 2005). 

 In a 2007 study by Beran and Li, 432 Canadian students in Grades 7-9 were 

surveyed to determine if a relationship existed between school bullying and 

cyberbullying.  In their sample, they found that students who identified as cybervictims 

were also likely to be cyberbullies.  These cybervictim/cyberbullies were also likely to be 
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victims of bullying at school.  Additionally, Beran and Li (2007) found that students, who 

were bullied at school and in cyberspace, were likely to cyberbully.  Cybervictims in this 

study were more likely to miss school, have lower grades and have difficulty with their 

schoolwork.  Students who were bully victims and cybervictims also reported difficulty 

with concentration on school work and were more likely to skip school.  Bullies and 

cyberbullies reported poor concentration, but did not report lower grades or missing 

school.  Victimization was seen as having a greater effect on school work than was 

experienced by the bully or cyberbully (Beran & Li, 2007). 

 What we have learned is that the consequences of bullying and cyberbullying 

can be unthinkable and can affect school climate and culture, through whole groups or 

individuals (Claybaugh and Claybaugh, 2005).  Bullying and cyberbullying occur in 

schools and other environments where young people congregate and the culture is not 

monitored.  We also know that cultures of aggression and dominance will develop 

where they are allowed to develop and an excellent example of this human behavior 

was found in the book, The Lucifer Effect:  Understanding How Good People Turn Evil, 

written by Philip Zimbardo (2008).    

 Zimbardo (2008) describes an experiment known as the 1971 Stanford prison 

experiment.  Student volunteers were randomly chosen to be guards or prisoners in a 

mock prison set up in a basement in Stanford.  The experiment was designed to extend 

over two weeks but was halted after 6 days when the guards became aggressive and 

controlling and the prisoners became oppositional and defiant (Zimbardo, 2008). 

 Role play in this case expedited the process of moral disengagement that occurs 

over time as individuals make small adjustments to normalize violations to their moral 
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standards (Bandura, 1999).  In this case, the normal process of supervision was 

negated as the supervisors became observers and did not impact behavior.  School 

climates and cultures are no different in their ability to be molded over time into a culture 

of bullying as the moral standards are relaxed to accept a culture of aggression, and the 

external regulators of moral agency are not present (Bandura, 1999).  

Theoretical Framework for Digital Aggression 

 The theories of social cognitive learning expressed and developed by Bandura 

(1986, 1999, 2001, 2002; Bandura et al., 1996); provide insight into the moral 

development of the youth of today.  Technology is the next tool of human 

communication and as the youth of today embrace technology they are becoming digital 

citizens of a new and virtual social environment.  These digital citizens, learn to choose 

between the behaviors of moral agency and moral disengagement (Bandura, 1999, 

2001) in virtual space and go about experiencing and developing the mechanisms of a 

moral framework for their physical and virtual worlds. 

 Social behavior is modeled and learned through observation and imitation 

(Bandura, 1986), and it is in this venue that an individual’s moral framework is 

developed.  Moral standards are accepted or rejected by an individual through 

observation of the expectations and the norms of their social environment.  When social 

cognitive learning is applied to the social environment of cyberspace, the constructs of 

moral agency and disengagement (Bandura, 2001) would be adopted or rejected as a 

result of observed and imitated digital behavior in cyberspace. 

 The agentic process is both cognitive and intentional (Bandura, 2001), and digital 

citizenship in cyberspace requires an agentic process.  An individual’s ability to engage 
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their beliefs in action produces the planned outcome.  Moral belief must be linked to 

moral action or agency through intentional and planned cognition, and behavior in the 

virtual world of cyberspace continues to be human communication with intentional 

behaviors and planned outcomes.  It is a planned adherence to a moral framework that 

increases self-satisfaction and self-worth (Bandura, 2001). 

 According to the agentic process in social cognitive theory (Bandura, 1999, 

2001), aggressive behavior is also translated into action through a developmental 

process of growth and attainment.  This developmental process is “rooted in moral 

standards and self-regulatory mechanisms” (Bandura, 1999, p. 193); however, in 

children and adolescents, the self-regulatory mechanisms are generally external. 

 For adolescents, the internal regulators are not fully developed (Bandura, 1999, 

2001).  Neither, are those same internal regulators cognitively available, and so the 

external regulators of family, peer beliefs, social structure, peer group and rule oriented 

discipline become the important regulators of moral agency for the developing moral 

framework.  When external regulators are not present or are not effective, the ease of 

moral disengagement is enhanced.  Moral disengagement is reported as a predictor of 

aggressive behavior in adolescents (Bandura, 1999, 2001; Bandura et al., 1996) and 

digital aggression is no less harmful to the developing moral framework. 

 Bandura (1999) explains that those individuals, who easily disengage from a 

moral standard or framework, feel less guilt and are more prone to aggression and anti-

social conduct.  Gender differences are also reported as being developed during 

adolescence with boys developing a higher level of moral disengagement than girls.  

Adolescents, who are able to disengage more easily, exhibit greater violence, theft, and 
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other forms of antisocial behavior than adolescents that engage their moral identities.  It 

is important to note that Bandura et al. (1996), reported that family socioeconomic 

status and age were unrelated to higher levels of moral disengagement as it is the 

individual who engages their moral agency through moral standards and cognition. 

 People act in a way that provides them with a positive or pro-social image of 

themselves.  And, people refrain from behaviors that might create a negative self-image 

to avoid feelings of guilt or shame (Bandura, 1986, 1999, 2001, 2002). 

Children and adolescents are little different in their avoidance of guilt and shame and 

maintain their ability to choose their behavior in all social environments, including the 

social environment of cyberspace.  However, children and adolescents have not entirely 

developed the self-regulatory processes required to inhibit aggressive behavior and 

continue to require external regulators.  Digital aggression and cyberbullying exist in a 

virtual space that may be devoid of external regulators or have only the social 

environment of the moment from which to choose moral action or moral disengagement.  

The individual’s current level of moral development may not allow for the activation of 

moral regulators, and the lack of internal regulators may permit disengagement of moral 

behavior (Bandura, 1986) and provide a pathway to digital aggression and cyberbully 

behavior. 

Research in Moral Disengagement and Digital Aggression 

 The social cognitive learning theory of moral agency and moral disengagement 

(Bandura, 1986, 1999, 2001, 2002; Bandura et al., 1996) provide a theoretical 

framework to explain the cognitive process of an individual of average moral agency 

who is willing to disengage moral beliefs and participate in behavior against others.  
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One of the initial studies linking moral disengagement and bully behavior was 

conducted in Italy and Spain.  Menesini, Sanchez, Fonzi, Ortega, Costabile, and Lo 

Fuedo (2003), studied moral emotions using a peer nomination questionnaire initially 

with 1173 children from three different cities (Seville, Florence and Cosenza) who were 

assigned to a group based on their nomination as a bully, a victim, or an outsider. 

 The children were interviewed and two categorical measures were developed for 

each child regarding the emotion of responsibility and the emotion of disengagement.  

With regard to moral disengagement motives, the children’s answers were divided into 

three groups; egocentric disengagement, deviant rules, and the absence of empathy.  

Bullies in this study demonstrated higher levels of moral disengagement when 

compared to the other groups, victims and other children.  Additionally, it was reported 

that the profile of moral disengagement was consistent across the different cultures 

presented in the study (Menesini et al., 2003). 

 Examination of the relationship between bullying and moral disengagement 

continued with a study by Hymel, Rocke-Henderson and Bonanno (2005).  In a post hoc 

review of a 76 item middle school student bully survey, the researchers identified 18 

survey items that corresponded to the four constructs of moral disengagement (Bandura 

et al., 1996).  The four constructs of moral disengagement, cognitive restructuring; 

minimizing one’s role in causing harm; disregarding the impact of the harmful behavior; 

and blaming or dehumanizing the victim were used in the examination of the survey by 

Hymel et al. (2005) to identify the constructs of moral disengagement.  Of interest in the 

study was a desire to know why adolescents, who demonstrated expected behaviors 

most of the time, would “behave in ways that condone and maintain bullying” (Hymel et 
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al., 2005, p. 1).  The identified constructs of moral disengagement are further defined in 

Table 1. 

Table 1 
Four Constructs of Moral Disengagement 
Moral Disengagement Structure Quality of the Structure 
Cognitive Restructuring Process of reframing, renaming or relabeling a 

harmful behavior as being more positive and seem 
less negative. 

Minimizing One’s Role Individuals see their role in the behavior as being 
less important and less responsible for the 
outcomes. 

Disregarding Impact of a Negative Behavior Cognitive process used by individuals to distance 
themselves from the outcomes of a behavior. 

Blaming or Dehumanizing a Victim Reduce the moral implications of a behavior by 
seeing the victim as deserving or being responsible 
for the behavior; they bring it on themselves. 

(Hymel et al., 2005; Bandura, 1986, 1999, 2001; Bandura et al., 1996) 

 In the post hoc analysis of a middle school student bully survey, 18 survey items 

were identified to contain one of the four constructs of moral disengagement.  The 18 

moral disengagement bully survey items and their corresponding constructs for moral 

disengagement are provided in Table 2. 
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Table 2 
Post hoc Survey Items for Moral Disengagement and School Bullying 
 
Survey Question 

Moral Disengagement 
Construct 

Bullying is just a normal part of being a kid. Cognitive Restructuring 
Bullying is a criminal offense. 
It is okay to in when someone you don’t like is being bullied. 
Sometimes it is okay to bully other people. 
In my group of friends, bullying is okay. 
Adults at school should be responsible for protecting kids from bullies. Minimizing One’s Role 
When I see another kid getting bullied, there’s nothing I can do to stop it. 
It is my responsibility to intervene or do something when I see bullying. 
Bullying gets kids to understand what is important to the group. Disregarding Impact of a 

Negative Behavior Getting bullied helps to make people tougher. 
Some kids need to be picked on just to teach them a lesson. 
Bullying can be a good way to solve problems. 
Kids get bullied because they are different. Blaming or Dehumanizing 

a Victim Some kids get bullied because they deserve it. 
Some kids get bullied because they hurt other kids. 
It is okay to pick on losers. 
If certain kids didn’t cry or give in easily they wouldn’t get bullied so much. 
Most students who get bullied bring it on themselves. 
(Hymel et al., 2005) 

 Student responses to the survey in the Hymel et al. (2005) study indicated that 

12% of the 494 middle school students in the study reported being victimized at least 

once a week or more and 13% of the 494 middle school students in the study reported 

actively bullying others at least once a week or more.  In the post hoc analysis, Grade 

10 students were identified as reporting significantly more bully behavior than Grade 8 

students F(2,468)=4.63, p<.01.  Also reported was a significant gender difference in 

bully behavior with males reporting significantly more bully behavior than females 

F(1,468)=52.25, p<.001.  Victimization was reported significantly higher by males than 

by females in the post hoc analysis of the study F(1,465)=17.30,p<.001. 

 Results of the study indicated statistically significant differences in the level of 

moral disengagement across all bully groups, and students who reported bullying 

extensively showed greater moral disengagement than students who bullied sometimes 

or never (Hymel et al., 2005). 



18 

 There was also a concern that social, family, and individual factors play an 

important role in the process that leads to bully behavior as indicated in this post hoc 

study.  Individual factors such as age, gender, and race were thought to have a 

corresponding social factor such as peer pressure or the social climate of the school.  

Additionally, a variety of factors were seen as playing a significant role in bully behavior 

with economics, parenting, and family systems having an influence on the decisions that 

lead to bully behavior (Hymel et al., 2005). 

 In a 2010 study of 292 students in Grades 6-9 in an urban school in Braga, 

Portugal, Almeida, Correia, and Marinho (2010) examined the link between moral 

disengagement and bully behavior.  The study examined how moral disengagement 

and attitudes regarding bullying are associated with the role of bullying.  Almeida et al. 

(2010) used the moral disengagement items from the previous research of Hymel et al. 

(2005), to indicate a moral disengagement score.  Students were asked to respond to 

the items on a 4-point Likert response scale.  In this study, the researchers found that 

15 of the original 18 moral disengagement items loaded on a single factor (α=.86) and 

resulted in a moral disengagement scale, similar to the single component factor in 

Hymel et al. (2005).  In Almeida et al. (2010), the moral disengagement scale accounted 

for 40% of the variance in the study.  The consistency of the results expanded the 

validity of the moral disengagement items identified by Hymel et al. (2005) and further 

strengthened the link between adolescent aggression and moral disengagement. 

 Importantly, Almeida et al. (2010), defined bullying as a subtype of aggressive 

behavior where the aggression is repeated and intentional against a physically or 

psychologically weaker victim.  Moral disengagement was found to be predictive of 
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attitudes regarding defined roles in bully behavior.  The researchers also examined the 

relevancy of moral disengagement as related to empathy.  Empathy was found to play a 

role in the prevention of bully behavior with a decrease in moral disengagement, and 

the study suggested further research in this area. 

 Almeida, Correia, Marinho, and Garcia (2012) continued examining the 

relationship between traditional bullying, cyberbullying and moral disengagement.  In a 

post hoc study based on a survey conducted in 2008-2009 the researchers examined 

the responses of 1700 students in Grades 7-12 in 34 urban schools in Portugal.  The 

study used a 36 item self-report measure to assess student experiences with traditional 

bullying and digital aggression through the use of mobile phones and the internet.  Four 

distinct groups were created from the results of the study, identifying students who were 

non-involved, victim, bully, and bully/victim.  The older members of the study showed 

significant experience with digital aggression using mobile phones and the researchers 

found a significant increase in the bully, victim and bully/victim groups with internet use.  

The non-involved and victim groups scored significantly lower on the moral 

disengagement scale than the bully and bully/victim groups in this study. 

 Perren, Gutzwiller-Helfenfinger, Malti, and Hymel (2012) looked at whether 

different aspects of morality predict traditional bully and digital aggression using similar 

mechanisms.  Their research instruments were available in a digital student forum for 

German-speaking students, and 564 students between the ages of 12 and 19 

completed or partially completed the online instruments assessing moral emotions and 

moral values.  Unlike the previous studies, the results of this study are reported as 

showing significant indicators for traditional bullying but not regarding cyberbullying.  
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Boys were reported as indicating higher levels of bullying and producing more 

disengaged justifications.  However, the researchers reported a high overlap between 

traditional bullying and cyberbullying. 

 Renati, Berrone, and Zanetti (2012) conducted an exploratory study with 819 

Italian high school students with a mean age of 16.08 and a survey population of 547 

girls and 272 boys.  In their hypothesis, the researchers expected that the students 

admitting to cyber-aggression would identify with significantly greater moral 

disengagement than victims or students identified as uninvolved.  Cyberbullies and 

cyberbully/victims scored significantly higher than students identified as victim or 

uninvolved.  This pattern of scoring confirmed their initial hypothesis and is in line with 

previous studies indicating higher levels of moral disengagement for cyberbullies and 

cyberbully/victims.  Traditional bullying was not researched in this study, and the 15-

17% of the students that were identified in this study as a cyberbully, were identified 

only for their participation in digital aggression. 

 Researchers have collected differing results related to the aggressive behavior of 

traditional bullying, cyberbullying and digital aggression.  However, the studies have 

shown that moral disengagement plays a significant role in digital aggression in all but 

one of the studies (Almeida et al., 2010, 2012; Hymel et al., 2005; Mesenini et al., 2003; 

Renati et al., 2012).  One study did not find a statistically significant link between moral 

disengagement and digital aggression; however, the study did find an overlap between 

traditional bullying and digital aggression (Perren et al., 2012). 
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Purpose of Study 

 The purpose of the current study is three-fold:  1) to determine whether digital 

aggression and cyberbullying are present in Grades 9-12 in North Texas high schools, 

2) to determine if demographic and social factors are  predictors of digital aggression 

and cyberbullying, and 3) to examine the reported relationship between digital 

aggression, cyberbullying and moral disengagement as a broad theoretical construct for 

negative behavior in a digital environment (Bandura, 1999, 2001; Bandura et al., 1996). 

Research Questions 

 The relationship of moral disengagement to digital aggression and cyberbullying 

has been examined outside of the United States with varying results.  The current study 

builds on the results of the previous work on the relationship between moral 

disengagement in adolescents and digital aggression or cyberbullying using a sample of 

high school students located in the United States.  It is expected that the current study 

will add to the growing body research examining the relationship between moral 

disengagement, digital aggression and cyberbullying.  The following research questions 

guided the current study; 

• Does cyberbullying or digital aggression differ among selected student 

demographic variables among students enrolled in North Texas public high 

schools? 

• Does cyberbullying or digital aggression differ among selected cultural variables 

among students enrolled in North Texas public high schools? 
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• Does moral disengagement differ between students who self-identify as a 

cyberbully, cyber-victim, cyberbully/cyber-victim, or a non-participant among 

students enrolled in North Texas public high schools? 

• Is moral disengagement a predictor of cyberbullying or digital aggression among 

students enrolled in Texas public high schools? 

Method 

Research Design 

 This causal-comparative study examined the causal relationship between moral 

disengagement and digital aggression and cyberbullying through self-report responses 

on a 4-point Likert Scale ranging from strongly disagree to strongly agree.  More 

concretely, this study sought to determine if those who participate in digital aggression 

and cyberbullying demonstrate greater moral disengagement than those who report that 

they do not participate in digital aggression and cyberbullying.  Moral disengagement 

was measured by responses to survey items identified for moral disengagement.  

Participants  

 The participants in the study included 1077 students in Grades 9-12 from 3 high 

schools in North Texas who were enrolled in Grades 9-12.  Among the participants, 

24.4% were in the 9th Grade, 36.0% in the 10th Grade, 23.0% were in the 11th Grade, 

while 16.6% of the students were in the 12th Grade.  There were 521 males (48.38%) 

and 556 female (51.62%) participants in the study.  Students reported their ethnicity as 

14.5% African American, 1.9% American Indian, 4.0% Asian / Pacific Islander, 33.1% 

Hispanic, and 46.5% White.  In addition, 49.95% of the survey participants were eligible 

for free or reduced meals.   Regarding age, 468 participants (43.4%) were 15 years old 
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or less, 316 were 16 years old (29.4%), 202 were 17 years old (18.8%) and 91 (8.4%) 

participants were 18 years old or older.  The sample was representative of the district 

population in all demographic areas examined in this study.  Table 3 provides a 

disaggregation of the demographic data obtained from participants’ responses to survey 

items in the Adolescent CyberBehavior Survey. 

Table 3 
Demographic Data from Survey 
 Adolescent CyberBehavior Survey 
Student 
Information 

  Count Percent 

Total Students   1077 100% 
Grade 9   262 24.4% 
Grade 10   388 36.0% 
Grade 11   248 23.0% 
Grade 12   179 16.6% 

 
Ethnic Distribution  Count Percent 
African American  155 14.5% 
American Indian  21 1.9% 
Asian / Pacific Islander  43 4.0% 
Hispanic  357 33.1% 
White  501 46.5% 

 
  Count Percent 
Economically Disadvantaged  538 49.95% 
    
Gender  Count Percent 
Male  521 48.38% 
Female  556 51.62% 
    
Age  Count Percent 
15 years old or less  468 43.4% 
16 years old  316 29.4% 
17 years old  202 18.8% 
18 years old or older  91 8.4% 
 
 Concerning the family system among the study participants, the survey detailed 

that 56.0% of the participants’ lived with their mother and father.  Additionally, 35.6% 

reported living with their mother or father, 3.6% reported living with another family 

member, 1.4% reported living with an unrelated family, and 3.4% of the students 
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reported living alone or in an alternative setting such as being in a shelter, or homeless.  

The results of the study participants reported family systems are displayed in Table 4. 

Table 4 
Study Participant Family System 
I live with… Frequency Percentage 
my Mother AND Father 603 56.0% 
my Mother  OR  Father 383 35.6% 
another family member 39 3.6% 
another family, not related 15 1.4% 
I live alone (in shelter, homeless) 37 3.4% 
 
 With regard to academic success, 29.3% of the study participants reported a 

Grade Point Average (GPA) of 3.5-4.0 (on a 4-point scale), 39.8% reported a GPA of 

3.0-3.49, 20.1% reported a GPA of 2.5-2.99, 6.5% reported a GPA of 2.0-2.49, while 

4.3% reported a GPA of <2.0. 

Variables Examined 

Dependent Variable 

 The dependent variable in the current study was a moral disengagement scale 

derived from a principal component analysis with a Varimax orthogonal rotation of 18 

modified moral disengagement items from prior research (Hymel et al., 2005).  The 

derived scale was measured as a continuous variable. 

Independent Variables 

•  The independent variables in this study include the demographic and 

social variables identified as predictive factors of digital aggression and 

cyberbullying.  Demographic variables include age as a categorical variable 

reported by the participants on a 4-point scale as 15 years old or less; 16 year 

old; 17 years old; or 18 years old or older. 
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• Gender was a categorical variable reported by the participant as either male or 

female. 

• Grade in high school was a categorical variable reported by the participant as 

their perceived grade in school.    Ethnicity was a self-report measure chosen 

from the categorical responses in the ethnicity response set of African American, 

American Indian, Asian-Pacific Islander, Hispanic, or White (Caucasian). 

• Family system was a categorical variable selected from the response set of 

family living arrangements; including living with a mother and a father, a mother 

or a father, living with another family member, living with another family, or living 

alone. 

• Socio-economic status is determined by self-reported eligibility for free or 

reduced breakfast and lunch served at school. 

• Academic success is defined as the student’s self-reported grade point average 

in one of 5 GPA ranges in the response set, which included A = 4.0, B = 3.0-

3.99, C = 2.0-2.99, F = < 2.0. 

 The remaining categorical variables that included cyberobserver, cybervictim, 

cyberbully and non-participant required self-identifying as a cyberobserver, cybervictim, 

or cyberbully.  A response of NO to all three cyberbehavior items identified the 

respondent as a non-participant. 

 In addition to student characteristics, variables related to a participant’s social 

and spiritual constructs were included.  These items were self-reported measures on a 

4-point Likert scale that ranged from strongly disagree to strongly agree. 
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• School satisfaction was measured by a response on a 4-point Likert scale to 

survey items proposed to detect participant attitudes regarding teachers, grades 

and attendance. 

• School climate and culture was measure by a response on a 4-point Likert scale 

to survey items proposed to detect the participant attitudes regarding rules, 

discipline and the safety of the learning environment. 

• Social relationships was measured by a response on a 4-point Likert scale to 

survey items proposed to detect participant attitudes regarding relationships with 

teachers and peers. 

• Mood was measured by a response on a 4-point Likert scale to survey items 

proposed to detect participant attitudes regarding affect, anger, and 

oppositionality. 

• Spirituality was measured by a response on a 4-point Likert scale to survey items 

proposed to detect participant attitudes regarding attendance in a traditional 

place of worship, belief in something greater than the participant, and a 

connection to nature.  

Instrumentation 

 The survey instrument consisted of a 47 question online survey of student 

attitudes regarding school satisfaction, school climate and culture, spirituality, mood, 

cyber behavior and student demographics.  The initial survey item provides a definition 

of cyberbullying.  The 18 moral disengagement items (Questions 3-20) originally 

identified by Hymel et al. (2005) as indicative of moral disengagement constructs 

(Bandura, 1999), were modified to represent digital, online or cyberbully behavior rather 
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than the traditional bully behavior examined in previous studies.  It was expected that 

the survey items would continue to relate to the moral disengagement constructs 

identified by Hymel et al. (2005).   Participants responded to these items on a 4-point 

Likert scale that ranged from strongly disagree, disagree, agree, to strongly agree.  The 

Moral Disengagement Scale, using the modified moral disengagement items, returned a 

Cronbach’s alpha of α=.886, which is greater than the commonly applied threshold of 

α=.70. These results compared favorably to the original items measuring traditional 

bullying where Cronbach’s alpha in prior research ranged from α=.81 to α=.86. 

 In addition to moral disengagement (the dependent variable in the current study), 

survey items were included to collect demographic data that included age, gender, 

grade in school, socio-economic status, family systems and academic success.  

Participants self-identified as a cyberbully, cyber-victim, cyberbully-victim, using a yes or 

no response to each of these survey items.  The role of non-participant was determined 

by a response of no to participation as a cyberobserver, cybervictim and cyberbully.   

 School satisfaction, social relationships, school climate and culture, mood, and 

spirituality were the continuous variables thought to impact participant attitudes 

regarding a willingness to morally disengage and participate in cyberbullying and other 

forms of digital aggression.  Three survey items were developed for each construct to 

identify the proposed participant attitude regarding that construct resulting in 15 items 

measured on a 4-point Likert scale with a response set of strongly disagree, disagree, 

agree, and strongly agree.    A copy of the survey instrument with the proposed 

constructs identified for each survey item is provided in Appendix C. 
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Procedure 

 Initially, research permission was obtained from the University of North Texas 

Institutional Review Board and the school district participating in this study.  Contact 

was made with the district and campus administrators to determine the sample 

populations to be used and the campus specific procedures that would be used to 

administer the survey.  Items addressed on each campus included issues such as 

which teachers would be involved in the administration of the survey; computer 

availability on each campus to administer the survey; technical capability of the district 

and campus access to the internet; dates and times for survey administration on each 

campus; procedure for the collection of permission forms; and how daily passwords 

would be provided to each teacher for access to the study. An information sheet was 

developed and provided to each survey administrator as procedural directions for the 

administration of the survey instrument. 

 The participants were then selected for the study using a convenience sample of 

the career and technology classes in the participating high schools.  Students who 

returned an approved Informed Consent form signed by their parent or guardian or 

signed the Informed Consent for themselves as a student who is age 18 or over were 

given access to the survey.  Students participated in the online survey voluntarily and 

anonymously using a school computer during the school day. 

 Classroom teachers were responsible for providing and collecting the Informed 

Consent forms and providing access to the survey.  Teachers were provided a set of 

instructions for collecting the Informed Consent forms and for providing access to the 

survey.  A password was required to access the survey and the password was changed 
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daily.  Passwords were provided to classroom teachers via school email, either by the 

school administrators or directly by the researchers in this study.  The online survey was 

taken voluntarily and anonymously during the school day using a hyperlink on a website 

created for the survey administration. 

 A website was then developed and a link was placed on the website for ease of 

access to the survey.  The web address was provided to the survey administrators who, 

in turn, would provide the address to the eligible students.  The survey was 

administered using Qualtrics Survey Software provided by the university and was 

password protected.  The survey program gathered the time and date a survey was 

taken and an IP address from the school computer used to take the survey; however, 

no identifying student information was gathered during the collection of the survey data. 

 Participants were able to complete the survey in a range between 6 and 15 

minutes.  Only data from participants completing the entire survey were used in this 

study.  This survey was presented to 1178 high school students and 1077 students 

completed the survey.   Table 5, demonstrates a survey response rate of 91.4%. 

Table 5 
Participants in the Survey 

 Number of Participants  
Percentage 

Presented Survey 1,178 100.0% 
Exited Survey 6  00.5% 
Entered Survey 1,172  99.5% 
Completed Survey 1,077  91.4% 
 
 Following the completion of the survey administration, the survey administrators 

(teachers) returned the signed permission forms to the front office of their individual 

campus.  The permission forms were collected from each campus and stored in a 

secure environment at the university according to IRB guidelines. 
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Data Analysis 

 Descriptive measures were initially examined to determine the distribution and 

shape of each variable and to ensure no erroneous data entries were present in the 

study.  Data analysis of the descriptive measures, including frequency, mean and 

standard deviation were examined.  An analysis of variance was performed with the 

three cyberbehavior items to determine significance for reported participant behaviors.  

A principal component analysis with a Varimax orthogonal rotation was used to 

establish component factors of related moral disengagement items and the main 

component factor became the dependent variable for the remainder of the study.  

Univariate (ANOVA), bivariate (Pearson r) and multivariate analysis of the data was 

performed to determine the relationship between variables and the impact of each 

variable on moral disengagement.  The Statistical Package for Social Sciences (SPSS) 

v. 20.0 was used to calculate the inferential statistics used in this study.   

Results 

Descriptive Statistics 

 Initially, descriptive measures that included frequency for all measures and the 

mean and standard deviation for each continuously measured survey item was 

examined. Means among the survey items ranged from 1.60 (It is okay to pick on losers 

online) to 3.53 (I care about my grades). The results indicate that the smallest standard 

deviation of a continuous variable was for responses to the item I care about my grades 

(.647) suggesting less variance in the participants responses to this item.  The largest 

standard deviation of a continuous variable came from responses to the item I want to 

be at my school every day (1.034) suggesting greater variance in the participant’s 
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responses.  At the descriptive level, it was noted that there was an approximate 86% 

agreement with the definition for cyberbullying and that approximately 55% of the 

respondents had observed someone cyberbullying or being cyberbullied.  

Approximately 26% of the respondents said that they had been cyberbullied and 

approximately 17% reported cyberbullying another person.  These percentages were 

consistent with numbers reported in other studies in the United States (Hinduja & 

Patchin, 2012).  All survey items are shown in Table 6 with their Mean and Standard 

Deviation. 
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Table 6 
Descriptive Statistics (All Questions) (N=1077) 
  Minimum Maximum Mean Std. 

Deviation 
Cyberbullying is when you repeatedly hurt someone with words or pictures 
using digital technology.  1 4 3.26 .897 

Cyberbullying is just a normal part of growing up in today’s world.  1 4 2.20 .842 
It is okay to join in when someone you don’t like is being bullied online.  1 4 1.64 .765 
In my group of friends, cyberbullying is okay.  1 4 1.64 .765 
When I see another student being bullied online, there is nothing I can do to 
stop it.  1 4 1.95 .826 

Cyberbullying sends a message to other students about in important to the 
group.  1 4 2.10 .759 

Some people need to be cyberbullied just to teach them a lesson.  1 4 1.76 .861 
People get cyberbullied because they are different.  1 4 2.77 .845 
Some people get cyberbullied because they hurt other people.  1 4 2.70 .776 
If certain students didn’t give in so easily they wouldn’t get bullied so much 
online.  1 4 2.44 .873 

Cyberbullying is a criminal offense.  1 4 3.04 .857 
Sometimes it is okay to cyberbully other people.  1 4 1.67 .771 
Adults at school should be responsible for protecting kids from cyberbullies.  1 4 2.71 .899 
It is my responsibility to do something when I see cyberbullying.  1 4 2.72 .840 
Getting cyberbullied helps to make you tougher.  1 4 1.92 .835 
Cyberbullying can be a good way to solve problems.  1 4 1.66 .721 
Some students get bullied online because they deserve it.  1 4 1.96 .870 
It is okay to pick on losers online.  1 4 1.60 .761 
Most students who are cyberbullied bring it on themselves.  1 4 2.13 .867 
I want to be at my school every day.  1 4 2.32 1.034 
The adults at my school care about the students.  1 4 2.77 .820 
Teachers know who breaks the rules at my school.  1 4 2.46 .835 
I am treated with respect by all of my friends at school.  1 4 2.91 .793 
My friends are always happy to see me.  1 4 3.09 .701 
No one can tell me what I can do or cannot do online.  1 4 2.58 .915 
I have a personal belief in something greater than myself.  1 4 3.11 .801 
I regularly attend a traditional place of worship (church, mosque, synagogue, 
temple, etc.).  1 4 2.61 1.000 

I care about my grades.  1 4 3.53 .647 
School rules are enforced at my school.  1 4 2.78 .776 
My school is a safe and secure place for learning.  1 4 2.81 .767 
All of my teachers care about me.  1 4 2.61 .847 
Sometimes I feel sad and alone.  1 4 2.42 .974 
If someone hurts me, I will find them wherever they are.  1 4 2.56 .920 
I feel a deep personal connection in the natural world around me.  1 4 2.62 .797 
Please tell us if you have seen someone cyberbullying or being cyberbullied.  1 2 1.46 .498 
Please tell us if you have been cyberbullied.  1 2 1.74 .439 
Please tell us if you have cyberbullied another person.  1 2 1.83 .372 
Please tell us if you are male or female.  1 2 1.52 .500 
Please tell us your age.  1 4 1.92 .977 
Please tell us what grade you are in.  1 4 2.32 1.018 
Please tell us your ethnicity.  1 5 3.95 1.370 
Are you ELIGIBLE to receive a Free or Reduced Breakfast or Lunch at your 
school?  1 2 1.50 .500 

Please choose the answer that best describes your family.  1 5 1.61 .899 
Which range best describes your Grade Point Average (on a 4-point scale)?  1 5 3.83 1.055 

 

 Participants responded to demographic and items related to the predictive factors 

for cyberbullying and digital aggression in the remainder of the survey.  Approximately 

45% of the participants wanted to be at school every day, while 71.5% believed that the 

adults at their school cared about the students.  Correspondingly, 95.4% of the 
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respondents cared about their grades.  Approximately 75% believed that their campus 

was a safe environment, while 69.6% of the respondents believed that the school rules 

are enforced.  In addition, 50.6% of the respondents agreed or strongly agreed that 

teachers knew who was breaking the rules.  Approximately 85.8% of the respondents 

agreed or strongly agreed that their friends were always happy to see them, and 74.8% 

agreed or strongly agreed that they were treated with respect by their friends at school.  

Interestingly, only 60.4% believed that their teachers cared about them. 

 Approximately 49.0% of the participants reported that no one could tell them 

what to do online (oppositional) and 46.6% of the participants responded that they were 

sad or depressed.  Finally, approximately 47.5% of the participants stated that if you 

hurt them, they would find you wherever you are (anger). 

 In the spirituality construct, 82.2% of the participants agreed or strongly agreed in 

something greater than their self, while 56.7% felt they had a deeper personal 

connection with the natural world around them, and 54.2% regularly attended traditional 

religious services.   

 Cyberbullying is when you repeatedly hurt someone with words or pictures using 

digital technology, was presented as the definition for cyberbullying in the survey.  

Approximately 88.1% of the participants agreed or strongly agreed with the definition.  

Table 7 provides the frequency data for the predictive factors of cyberbullying and digital 

aggression. 
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Table 7 
Frequency Data for Predictive Factors of Cyberbullying (N=1077) 
Survey Items  Strongly 

Disagree 
Disagree Agree Strongly 

Agree 
I want to be at my school every day. 
 

 27.8%  27.2%  30.3%  14.8%  

The adults at my school care about the students. 
 

 9.7%  18.8%  56.6%  14.9%  

I care about my grades. 
 

 1.9%  2.6%  36.0%  59.4%  

Teachers know who breaks the rules at my 
school. 
 

 13.6%  35.8%  41.8%  8.8%  

School rules are enforced at my school. 
 

 6.5%  23.9%  54.6%  15.0%  

My school is a safe and secure place for 
learning. 
 

 8.1%  16.5%  61.8%  13.6%  

I am treated with respect by all of my friends at 
school. 
 

 5.6%  19.6%  53.1%  21.7%  

My friends are always happy to see me. 
 

 3.2%  11.0%  59.6%  26.2%  

All of my teachers care about me. 
 

 11.8%  27.9%  48.3%  12.1%  

No one can tell me what I can do or cannot do 
online.  (Oppositional) 
 

 10.4%  40.6%  29.8%  19.2%  

Sometimes I feel sad and alone.  (Depressed) 
 

 20.1%  33.3%  31.5%  15.1%  

If someone hurts me, I will find them wherever 
they are.  (Anger) 
 

 10.7%  41.8%  28.2%  19.3%  

I have a personal belief in something greater 
than myself. 
 

 4.7%  13.0%  48.9%  33.3%  

I regularly attend a traditional place of worship 
(church, mosque, synagogue, temple, etc.). 
 

 15.5%  30.4%  31.6%  22.6%  

I feel a deep personal connection in the natural 
world around me. 

 7.1%  36.1%  43.9%  12.8%  

      
Cyberbullying is when you repeatedly hurt 
someone with words or pictures using digital 
technology. 

 9.4%  2.5%  41.1%  47.0%  

 

Cyberbullying and Gender  

 Among the 1077 participants responding to the survey, 16.5% admitted that they 

had cyberbullied another person.  This level of incidence of cyberbullying is comparable 

to other studies in the United States where cyberbullying has ranged from 16% to 20% 

(Hinduja & Patchin, 2012).  In addition, the results indicated that 25.9% of the 

respondents have been cyberbullied (cybervictims), while 54.6% of the respondents 
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have witnessed cyberbullying (cyberobservers).  Furthermore, 45.9% of the participants 

reported that they had not observed or participated in cyberbullying (non-participant). 

 Regarding gender, there was an observed gender difference in the roles of 

cyber-observer, cybervictim, and cyberbully.  In the cyberbully role, 17.7% of male 

respondents reported cyberbullying another person, while 15.5% of the female 

respondents reported cyberbullying another person.  Related to the cybervictim role, 

female respondents reported a higher rate of cyber-victimization at 29.3% compared to 

22.5% of male respondents.  Of the participants who observed cyberbullying, 50.9% 

were male and 57.4% were female.  Table 8 identifies the roles related to Cyberbullying 

by gender. 

Table 8 
Cyberbullying Roles Identified by Gender 
Cyberbully Items Frequency % YES 
Observed Cyberbullying   

Male 265 50.9 
Female 319 57.4 

Total 584 54.6 
Have Been Cyberbullied   

Male 117 22.5 
Female 163 29.3 

Total 280 25.9 
Cyberbullied Another Person   

Male 92 17.7 
Female 86 15.5 

Total 178 16.6 
 

 Further examination of the cyberbully roles details the relationship between the 

four identified roles of cyberbully, cybervictim, cyberobserver and non-participants.  

Almost 42% of the respondents reported as non-participants in cyberbullying, while 27% 

of the participants reported as a Cyberobserver.  Overall, 58.7% of the respondents 

indicated that they had participated in some form of cyberbully behavior.  The 



36 

Cyberbully and Cybervictim roles reported varying levels of involvement and the results 

are reported in Table 9.   

Table 9 
Cyberbullying Groups Frequency and Percent 
Cyber Behavior Groups Frequency Percent  

Valid 

Observer/Cybervictim/Cyberbully 109 10.1  
Observer/Cybervictim 138 12.8  
Observer/Cyberbully 46 4.3  
Observer 291 27.0  
Cybervictim/Cyberbully 8 .7  
Cybervictim 25 2.3  
Cyberbully 15 1.4  
Non-Participant 445 41.3  
Total 1077 100.0  

 

Gender Response Difference to Moral Disengagement Items 

 Gender response differences were noted for each of the 18 moral 

disengagement items.  The gender response differences ranged from 1.1% to 18.2%.  

Cyberbullying is a criminal offense, had the greatest gender response difference at 

18.2%, where 86.7% of the female participants responded that they agreed or strongly 

agreed that cyberbullying is a criminal offense.  Only 68.5% of the male participants 

responded that they agreed or strongly agreed that cyberbullying is a criminal offense.  

The least gender response difference (1.1%) was identified in response to People get 

cyberbullied because they are different, where 31.2% of the males agreed or strongly 

agreed with this item, compared to 30.1% percent of the females.  Table 10 provides 

the percentages of participant responses to the moral disengagement items by gender. 
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Table 10 
Responses to Moral Disengagement items by Gender 

Survey Item Gender 

Percent 
Strongly Disagree 

Disagree 

Percent 
Strongly Agree 

Agree 
Cyberbullying is just a normal part of growing up in today’s 
world. Male 59.9 40.1 
 Female 70.7 29.3 
It is okay to join in when someone you don’t like is being 
cyberbullied. Male 86.6 13.4 
 Female 92.6 7.4 
In my group of friends, cyberbullying is ok. 
 Male 84.8 14.2 
 Female 94.2 5.8 
When I see another student being bullied online, there is 
nothing I can do to stop it. Male 75.2 24.8 
 Female 83.1 16.9 
Cyberbullying sends a message to other students about 
what is important to the group Male 71.8 28.2 
 Female 74.8 25.2 
Some people need to be cyberbullied just to teach them a 
lesson. Male 76.8 23.2 
 Female 88.1 11.9 
People get cyberbullied because they are different. 
 Male 28.8 71.2 
 Female 29.9 70.1 
Some people get cyberbullied because they hurt other 
people. Male 34.4 65.6 
 Female 30.8 69.2 
If certain students didn’t give in so easily they wouldn’t get 
bullied so much online. Male 44.1 55.9 
 Female 60.3 39.7 
Cyberbullying is a criminal offense. 
 Male 31.5 68.5 
 Female 13.3 86.7 
Sometimes it is okay to cyberbully other people. 
 Male 83.1 16.9 
 Female 93.5 6.5 
Adults at school should be responsible for protecting kids 
from cyberbullies. Male 44.1 55.9 
 Female 33.5 66.5 
It is my responsibility to do something when I see 
cyberbullying. Male 42.0 58.0 
 Female 31.8 68.2 
Getting cyberbullied helps make you tougher. 
 Male 72.0 28.0 
 Female 85.4 14.6 
Cyberbullying can be a good way to solve problems 
 Male 87.5 12.5 
 Female 95.5 4.5 
Some students get bullied online because they deserve it. 
 Male 67.6 32.4 
 Female 82.7 17.3 
It is okay to pick on losers online. 
 Male 87.5 12.5 
 Female 95.1 4.9 
Most students who are cyberbullied bring it on themselves. 
 Male 63.7 36.3 
 Female 73.2 26.8 
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Pearson Correlations  

 Table 11 provides Pearson correlations conducted for 18 modified moral 

disengagement items.  In reviewing the correlations, it was noted that item (7) People 

get cyberbullied because they are different has a very low correlation with the remaining 

items.  Additionally, item (8) Some people get cyberbullied because they hurt other 

people; item (10) Cyberbullying is a criminal offense; item (12) Adults at school should 

be responsible for protecting kids from cyberbullies; and item (13) It is my responsibility 

to do something when I see cyberbullying all had low correlations with the remaining 

items. 

 Item 3 In my group of friends, cyberbullying is ok was noted for significant 

correlations with item 6 Some people need to be cyberbullied to teach them a lesson 

had an R2=.310 and explained approximately 31% of the variance.  Item 11 Sometimes 

it is ok to cyberbully other people had an R2=.334 and explained approximately 33% of 

the variance.  Item 15 Cyberbullying is a good way to solve problems had an R2=.264 

and explained approximately 26% of the variance.  And, item 17 It is ok to pick on losers 

online had an R2=.275 and explaining approximately 27% of the variance. 

 Table 12 highlights the Pearson Correlations for the 18 predictor variables.  In 

reviewing the correlations in the table, it was noted that the three (3) cyberbully items 

tended to have a high correlation with each other.  Item 18 Please tell us if you have 

cyberbullied another person had an R2=.162 and explained 16.24% of the variance in 

relationship to item 17 Please tell us if you have been cyberbullied.  Item 17 Please tell 

us if you have been cyberbullied demonstrated an R2=.163 and explained approximately 
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16.32% of the variance in relationship to item 16, Please tell us if you have seen 

someone cyberbullying or being cyberbullied. 

 Additionally, item 1 I want to be at school every day demonstrated a statistically 

significant correlation with item 2 The adults at my school care about the students with 

an R2=.173 explaining approximately 17% of the variance.  Item 2 also demonstrated a 

significant relationship with item 11 My school is a safe and secure place for learning 

indicated an R2=.239 explaining approximately 24% of the variance, and item 12 All of 

my teachers care about me with an R2=.318 explaining approximately 31% of the 

variance. 

 Table 11 provides Pearson Correlations conducted for the 18 modified moral 

disengagement items (dependent variable). 

 Table 12 provides Pearson Correlations conducted for the 18 items identified as 

predictive factors for digital aggression and cyberbullying (independent variables).
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Table 11 
Pearson Correlation of Moral Disengagement Items (Dependent Variable) 
 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 

Cyberbullying is just a normal part of growing up in today’s world. (1)  1.0                  

It is okay to join in when someone you don’t like is being bullied online. 

(2) 
 .249** 1.0                 

In my group of friends, cyberbullying is okay. (3)  .386** .486** 1.0                

When I see another student being bullied online, there is nothing I can do 

to stop it. (4) 
 .279** .405** .365** 1.0               

Cyberbullying sends a message to other students about in important to 

the group. (5) 
 .232** .255** .321** .257** 1.0              

Some people need to be cyberbullied just to teach them a lesson. (6)  .335** .475** .557** .351** .263** 1.0             

People get cyberbullied because they are different. (7)  .053 .006 .035 .040 .063* .022 1.0            

Some people get cyberbullied because they hurt other people. (8)  .144** .060* .168** .078* .122** .180** .239** 1.0           

If certain students didn’t give in so easily they wouldn’t get bullied so 

much online. (9) 
 .227** .241** .262** .200** .233** .310** .141** .155** 1.0          

Cyberbullying is a criminal offense. (10)  -.162** -.277** -.321** -.232** -.114** -.269** .021 -.027 -.157** 1.0         

Sometimes it is okay to cyberbully other people. (11)  .336** .482** .578** .398** .312** .576** .051 .180** .303** -.326** 1.0        

Adults at school should be responsible for protecting kids from 

cyberbullies. (12) 
 -.144** -.157** -.210** -.156** .008 -.192** .039 -.093** -.030 .342** -.272** 1.0       

It is my responsibility to do something when I see cyberbullying. (13)  -.133** -.246** -.289** -.376** -.056 -.240** .100** -.029 -.132** .356** -.313** .341** 1.0      

Getting cyberbullied helps to make you tougher. (14)  .314** .376** .404** .271** .261** .443** .049 .117** .316** -.217** .492** -.162** -.186** 1.0     

Cyberbullying can be a good way to solve problems. (15)  .297** .455** .514** .342** .253** .509** .043 .120** .243** -.303** .580** -.212** -.255** .493** 1.0    

Some students get bullied online because they deserve it. (16)  .319** .381** .473** .323** .255** .558** .029 .256** .321** -.301** .572** -.208** -.276** .455** .536** 1.0   

It is okay to pick on losers online. (17)  .307** .473** .525** .380** .251** .516** .004 .112** .221** -.306** .592** -.237** -.306** .481** .612** .542** 1.0  

Most students who are cyberbullied bring it on themselves. (18)  .252** .336** .387** .211** .246** .404** .049 .219** .356** -.216** .404** -.118** -.175** .374** .368** .478** .421** 1.0 

**. Correlation is significant at the 0.01 level (2-tailed). 

*. Correlation is significant at the 0.05 level (2-tailed). 
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Table 12 
Pearson Correlation of Cultural Variables (Independent Variables) 
 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 

I want to be at my school every day. (1)  1.0                  

The adults at my school care about the students. 

(2) 
 .416** 1.0                 

Teachers know who breaks the rules at my 

school. (3) 
 .282** .325** 1.0                

I am treated with respect by all of my friends at 

school. (4) 
 .276** .214** .180** 1.0               

My friends are always happy to see me. (5)  .211** .227** .142** .464** 1.0              

No one can tell me what I can do or cannot do 

online. (6) 
 -.140** -.106** .040 .036 .046 1.0             

I have a personal belief in something greater than 

myself. (7) 
 .086** .095** .035 .109** .172** .031 1.0            

I regularly attend a traditional place of worship 

(church, mosque, synagogue, temple, etc.). (8) 
 .186** .144** .119** .158** .160** -.060* .353** 1.0           

I care about my grades. (9)  .133** .197** .054 .118** .190** -.080** .219** .180** 1.0          

School rules are enforced at my school. (10)  .253** .390** .254** .193** .150** -.101** .077* .141** .234** 1.0         

My school is a safe and secure place for learning. 

(11) 
 .259** .489** .294** .258** .218** -.086** .084** .181** .230** .498** 1.0        

All of my teachers care about me. (12)  .334** .564** .293** .293** .247** -.138** .097** .176** .199** .387** .497** 1.0       

Sometimes I feel sad and alone. (13)  -.106** -.064* -.018 -.251** -.185** -.050 -.014 -.102** -.035 -.043 -.110** -.080** 1.0      

If someone hurts me, I will find them wherever 

they are. (14) 
 -.140** -.171** -.037 .029 .066* .286** .036 -.062* -.066* -.082** -.124** -.142** -.030 1.0     

I feel a deep personal connection in the natural 

world around me. (15) 
 .179** .146** .086** .071* .113** -.014 .122** .090** .132** .106** .127** .168** .061* .059 1.0    

Please tell us if you have seen someone 

cyberbullying or being cyberbullied. (16) 
 .045 .037 .004 .140** .041 .002 -.020 .045 -.006 .061* .071* .068* -.112** -.036 -.060* 1.0   

Please tell us if you have been cyberbullied. (17)  .024 .061* .039 .181** .102** .044 -.017 .075* -.016 .030 .054 .077* -.246** .035 -.081** .404** 1.0  

Please tell us if you have cyberbullied another 

person. (18) 
 .099** .160** .044 .126** .088** -.063* .060* .072* .105** .187** .163** .168** -.097** -.082** -.012 .293** .403** 1.0 

**. Correlation is significant at the 0.01 level (2-tailed). 

*. Correlation is significant at the 0.05 level (2-tailed). 
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Principal Component Analysis Dependent Variable 

 The results of a principal component analysis with a Varimax orthogonal rotation 

of the 18 modified moral disengagement items was examined to assess the underlying 

structure of the survey variables.  Thirteen of the modified moral disengagement items 

loaded onto a single component.  The modified moral disengagement items that loaded 

onto Component 1 consisted of items from the constructs of Cognitive Restructuring; 

Minimizing One’s Role; Blaming or Dehumanizing the Victim; and Disregarding the 

Impact of a Negative Behavior.  Component 1 provides a representative sample of the 

four constructs for moral disengagement and a Moral Disengagement Scale was 

constructed from this component. 

 The remaining 5 modified moral disengagement items loaded onto two separate 

components.  Three of the items that related to the proposed constructs of Minimizing 

One’s Role and Cognitive Restructuring loaded on Component 2.  The two remaining 

items that related to the proposed construct of Blaming and Dehumanizing loaded onto 

Component 3.  The component structure and the Eigenvalues for each item are 

provided in Table 13 which shows the rotated component matrix of the principal 

component analysis. 
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Table 13 
Rotated Component Matrix – Modified Moral Disengagement Items 
Modified Moral Disengagement Items Component 
 MD 

Scale 
Minimizing  
One’s Role 

Scale 

Blaming and 
Dehumanizing  

Scale 
Sometimes it is okay to cyberbully other people. .737   
Some people need to be cyberbullied just to teach them 
a lesson. 

.725   

It is okay to pick on losers online. .718   
Cyberbullying can be a good way to solve problems. .713   
In my group of friends, cyberbullying is okay.  .708   
Some students get bullied online because they deserve 
it. 

.682   

Getting cyberbullied helps to make you tougher. ..671   
It is okay to join in when someone you don’t like is being 
bullied online. 

.661   

Most students who are cyberbullied bring it on 
themselves. 

.588   

Cyberbullying sends a message to other students about 
in important to the group. 

.538   

When I see another student being bullied online, there is 
nothing I can do to stop it.  

.496   

Cyberbullying is just a normal part of growing up in 
today’s world.  

.493   

If certain students didn’t give in so easily they wouldn’t 
get bullied so much online.  

.467   

Adults at school should be responsible for protecting 
kids from cyberbullies. 

 .776  

It is my responsibility to do something when I see 
cyberbullying. 

 .700  

Cyberbullying is a criminal offense.  .636  
Some people get cyberbullied because they hurt other 
people. 

  .765 

People get cyberbullied because they are different.   .713 
 
 Component reliability, which is a measure of internal consistency, was analyzed 

for each of the three components with the results displayed in Table 14.  The Moral 

Disengagement Scale in this study yielded a reliability of factor of α=.886, which 

represents a high level of internal consistency.  The reliability measure of the Moral 

Disengagement Scale using the modified moral disengagement items is consistent with 

the moral disengagement scale used in the Hymel et al., (2005) study where the internal 

consistency was reported as (α=.81), and in the Almeida et al., (2010) study where the 

internal consistency was reported as (α=.84). 
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Table 14 
Component Reliability 

Component Cronbach’s Alpha Number of Items 
Moral Disengagement Scale .886 13 
Minimizing One’s Role .613 3 
Blaming and Dehumanizing .385 2 
 
 Reliability measures were also assessed for the Minimizing One’s Role Scale 

α=.613, which represented an acceptable level of internal consistency.  The Blaming 

and Dehumanizing Scale exhibited a reliability of α=.385, which represented an 

unacceptable level of internal consistency (Gay & Airasian, 2003; Cohen, 1988). 

 As seen in Table 15, the Total Variance explained by the 18 modified moral 

disengagement items was 49.26%.  The Moral Disengagement Scale with the modified 

moral disengagement questions explained 34.40% of the variance in moral 

disengagement. 

 
Table 15 
Total Component Variance Explained (Moral Disengagement Items) 

Total Variance Explained – Moral Disengagement Items 

Component Initial Eigenvalues Extraction Sums of Squared Loadings Rotation Sums of Squared Loadings 

Total % of 

Variance 

Cumulative 

% 

Total % of 

Variance 

Cumulative 

% 

Total % of 

Variance 

Cumulative 

% 
MD Scale 6.193 34.40 34.40 6.19 34.40 34.40 5.42 30.10 30.10 

Minimizing One’s 
Role 

1.529 8.49 42.90 1.53 8.49 42.90 2.07 11.49 41.57 

Blaming and 
Dehumanizing 

1.145 6.36 49.26 1.15 6.36 49.26 1.38 7.69 49.26 

 

Analysis of Variance:  Moral Disengagement Scale as the Dependent Variable 

 A Univariate Analysis of Variance (ANOVA) was conducted with survey items 36, 

37 and 38, the self-report cyberbully items, to determine the impact these self-reported 

measures had on the Moral Disengagement Scale.  The items related to cyberobserver 

or cybervictim were not statistically significant and had no impact on the Moral 
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Disengagement Scale.  However, cyberbully yielded an R2=.067 and suggested that 

6.7% of the variance in moral disengagement was due to the impact of self-reporting as 

a cyberbully.  Table 16 provides the results of the ANOVA. 

Table 16 
Univariate ANOVA Self-Identifying as a Cyberbully 
Source Type III Sum of Squares df Mean 

Square 
F Sig. 

Corrected Model 72.245a 1 72.245 77.373 p < .01 
Intercept 32.378 1 32.378 34.676 p <.01 
Q38 72.245 1 72.245 77.373 p <.01 
Error 1003.755 1075 .934   
Total 1076.000 1077    
Corrected Total 1076.000 1076    
Dependent Variable: Moral Disengagement Scale 
a. R Squared = .067 (Adjusted R Squared = .066) 
 
 ANOVA was also used to assess gender difference in the self-report measures of 

cyberobserver, cybervictim and cyberbullying.  The items related to self-reporting as a 

cyberobserver or cybervictim were not statistically significant for either male or female 

respondents and demonstrated no statistical impact on the Moral Disengagement 

Scale. 

 However, as indicated in Table 17, self-reporting as a cyberbully for both males 

and females indicated a statistically significant impact on the Moral Disengagement 

Scale.  Male respondents indicated an R2=.056, explaining 5.6% of the variance in 

moral disengagement.  Female respondents indicated an R2=.083, explaining 8.3% of 

the variance in moral disengagement.  These data suggests that Females who self-

reported as a Cyberbully had a greater impact on the Moral Disengagement Scale than 

their male counterparts. 

Table 17 
Univariate ANOVA Self-Identifying as a Cyberbully Male/Female 
Q39 Please tell us if you are male or 
female. 

Source Type III Sum of 
Squares 

df Mean 
Square 

F Sig. 

Male Corrected 
Model 31.428a 1 31.428 30.949 p<.01 
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Intercept 69.709 1 69.709 68.646 p<.01 
Q38 31.428 1 31.428 30.949 p<.01 
Error 527.043 519 1.015   
Total 596.825 521    
Corrected Total 558.471 520    

Female 

Corrected 
Model 36.789b 1 36.789 50.145 p<.01 

Intercept .021 1 .021 .029 p<.01 
Q38 36.789 1 36.789 50.145 p<.01 
Error 406.447 554 .734   
Total 479.175 556    
Corrected Total 443.236 555    

   Dependent Variable:  Moral Disengagement Scale 
a. R Squared = .056 (Adjusted R Squared = .054) 
b. R Squared = .083 (Adjusted R Squared = .081) 
 
 Additionally, an ANOVA was conducted for the definition of cyberbullying to 

determine the impact of participant responses on the Moral Disengagement Scale.  The 

ANOVA indicated a statistically significant relationship (p < .01) and an R2=.091 

suggesting that 9.1% of the variance in moral disengagement was related to an 

agreement or disagreement with the definition of cyberbullying. 

 Table 18 suggests that when controlling for gender, male students indicated a 

statistically significant relationship (p < .01) with an R2=.050 explaining 5.0% of the 

variance in moral disengagement.  Female students also indicated a statistically 

significant relationship (p < .01) with an R2=.130 explaining 13% of the variance in moral 

disengagement.  Female responses to the Definition item indicated a greater impact on 

the Moral Disengagement Scale than their male counterparts. 

Table 18 
Univariate ANOVA for Cyberbully Definition 
Q39 Please tell us if you are 
male or female. 

Source Type III Sum of 
Squares 

df Mean Square F Sig. 

Male 

Corrected Model 27.884a 3 9.295 9.057 p < .01 
Intercept 41.087 1 41.087 40.035 p < .01 
Q2 27.884 3 9.295 9.057 p < .01 
Error 530.587 517 1.026   
Total 596.825 521    
Corrected Total 558.471 520    

Female Corrected Model 57.487b 3 19.162 27.421 p < .01 
Intercept 3.666 1 3.666 5.246 .864 
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Q2 57.487 3 19.162 27.421 p < .01 
Error 385.749 552 .699   
Total 479.175 556    
Corrected Total 443.236 555    

Dependent Variable:  Moral Disengagement Scale 
a. R Squared = .050 (Adjusted R Squared = .044) 
b. R Squared = .130 (Adjusted R Squared = .125) 
 

 Moral disengagement has been reported in the literature as a predictor for 

aggressive behavior (Bandura, 1999) and the analysis of the current data indicates that 

Mood has a statistically significant relationship to moral disengagement and 

cyberbullying.  Question 34 If someone hurts me, I will find them wherever they are, was 

studied in a Univariate ANOVA and was reported to have a statistically significant (p < 

.01) relationship with moral disengagement indicating an R2=.106 and explaining 10.6% 

of the variance in moral disengagement. 

 Males reported a statistically significant (p < .01) relationship with R2=.092, 

explaining 9.2% of the variance in moral disengagement, and females reported a 

statistically significant (p < .01) relationship with R2=.087, explaining 8.7% of the 

variance in moral disengagement. 

 Question 26 No one can tell me what I can do or cannot do online was examined 

in a Univariate ANOVA to determine its relationship to moral disengagement and 

cyberbullying.  The item was statistically significant (p < .01) in the analysis with an 

R2=.124, explaining 12.4% of the variance in moral disengagement and suggesting that 

mood plays a significant role in adolescent behavior. 

Principal Component Analysis Independent Variables 

 A principal component analysis with a Varimax orthogonal rotation was 

conducted for the 18 survey items that constituted the independent variables. The 



48 

constructs of school climate and culture, school satisfaction, social relationships, mood, 

spirituality and cyber behavior were included in the analysis.  The survey items loaded 

onto the 5 component factors of School Climate and Culture, Cyberbullying, Social 

Relationships, Spirituality, and Mood (Anger). 

 Table 19 shows the Rotated Component Matrix for the predictors of moral 

disengagement and reveals the component structure and the Eigenvalues for each 

item.  Survey item 29 I care about my grades was projected to load on a School 

Satisfaction scale, however, the items loaded with the Spirituality items and a direct 

relationship between the items could not be established; hence, it was removed from 

the analysis.  Survey item 35 I feel a deep personal connection in the natural world 

around me was initially proposed as a component of spirituality; however, the survey 

item did not load onto any component factor, consequently, the item was excluded from 

the analysis.  
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Table 19 
Rotated Component Matrix – Independent Variables 
 Component 

School Climate 
and Culture 

Cyberbullying Social 
Relationships 

Spirituality Mood (Anger) 

The adults at my school care about the students. .750     
My school is a safe and secure place for learning. .723     
All of my teachers care about me. .716     
School rules are enforced at my school. .672     
Teachers know who breaks the rules at my school. .591     
I want to be at school every day. .493     
Please tell us if you have been cyberbullied.  .775    
Please tell us if you have cyberbullied another 
person.  .727    

Please tell us if you have seen someone 
cyberbullying or being cyberbullied.  .722    

I am treated with respect by all of my friends at 
school.   .715   

My friends are always happy to see me.   .650   
I have a personal belief in something greater than 
myself.    .786  

I regularly attend a traditional place of worship 
(church, mosque, synagogue, temple, etc.)    .657  

I care about my grades.    .563  
I feel a deep personal connection in the natural 
world around me.      

I someone hurts me; I will find them wherever they 
are.     .762 

No one can tell me what I can do or cannot do 
online.     .755 

 

 The total variance explained by the predictor variables was 52.41%. Table 20 

provides the variance of the individual component factors and their relationship with 

moral disengagement.  The School Climate Culture Scale accounted for most of the 

variance (20.62%), and Mood (Anger) Scale accounted for the least variance (5.97%) 

among the independent variables in the survey. 
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Table 20 
Total Variance Explained (Independent Variables) 
Component Initial Eigenvalues Extraction Sums of Squared 

Loadings 

Rotation Sums of Squared 

Loadings 

Total % of 

Variance 

Cumulative 

% 

Total % of 

Variance 

Cumulative 

% 

Total % of 

Variance 

Cumulative 

% 
School 
Climate and 
Culture 

3.712 20.620 20.620 3.712 20.620 20.620 2.965 16.474 16.474 

Cyberbully 1.832 10.177 30.797 1.832 10.177 30.797 1.779 9.883 26.357 
Social 
Relationships 1.532 8.511 39.309 1.532 8.511 39.309 1.660 9.224 35.581 

Spirituality 1.284 7.133 46.442 1.284 7.133 46.442 1.639 9.107 44.688 
Mood 
(Anger) 1.076 5.978 52.419 1.076 5.978 52.419 1.392 7.731 52.419 
Extraction Method: Principal Component Analysis. 
 
 The scales were assessed for internal consistency via Cronbach’s alpha.  The 

results displayed in Table 20 revealed that the reliability coefficients ranged from .445 

Mood (Anger) to .771 School Climate and Culture Scale.  Note Cronbach’s alpha of .70 

or greater is acceptable.  The Spirituality Scale and the Mood (Anger) Scale both 

returned an internal consistency of α < 0.70 which is considered an unacceptable level 

of internal consistency.  A plausible explanation of the low reliability estimate could be 

attributed to the number of the items in the component (Gay & Airasian, 2003; Cohen, 

1988).  In the current study, the Mood (Anger) and Spirituality scales consisted of two 

items.  Based on these results, the items related to the Mood (Anger) and Spirituality 

scales were treated as independent variables. 

Table 21 
Reliability Coefficients Independent Variables 
 Number of Items Cronbach’s Alpha 
School Climate and Culture Scale 6 .771 
Cyberbully Scale 3 .628 
Social Relationships Scale 2 .631 
Spirituality Scale 2 .499 
Mood (Anger) 2 .445 
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Pearson Correlations of the Independent Variable Component Factors 

 Pearson Correlations of the five (5) components containing the independent 

variables were assessed and statistically significant Pearson r correlations were 

observed as presented in Table 22.  Included in the correlation were the independent 

variables within the construct of Family Systems, Gender, and the Definition of 

Cyberbullying variable.  The component factors of Mood (Anger) and Spirituality were 

included in the Pearson Correlation though consideration was given to including the 

items in the component factors as independent variables. 

Table 22:   
Pearson Correlations of the Independent Variable Component Factors 

 1 2 3 4 5 6 7 8 9 10 11 12 13 

Moral 
Disengagement 
Scale (1) 

 1.00             

Definition (2)  -.145** 1.00            

Gender (3)  -.263** .052 1.00           

School Climate and 
Culture Scale (4) 

 -.151** .070* -.020 1.00          

Cyberbullying 
Scale (5) 

 -.140** .017 -.056 .000 1.00         

Social 
Relationships 
Scale(6) 

 .089** -.055 -.120** .000 .000 1.00        

Spirituality Scale 
(7) 

 -.114** .083** .103** .000 .000 .000 1.00       

Mood (Anger) Scale 
(8) 

 .410** -.076* -.123** .000 .000 .000 .000 1.00      

Traditional Family 
(9) 

 -.116** -.008 -.012 .080** .070* .003 .083** -.125** 1.00     

Single Parent 
Family (10) 

 .007 .039 .032 -.031 -.019 -.034 -.027 .078* -.838** 1.00    

Extended Family 
(11) 

 .001 .040 -.001 .041 -.033 .042 -.007 .000 -.219** -.144** 1.00   

Family Not Related 
(12) 

 .045 .019 -.028 .005 .016 .029 -.006 -.008 -.134** -.088** -.023 1.00  

Lives Alone (13)  .265** -.136** -.032 -.182** -.117** .019 -.143** .141** -.213** -.140** -.037 -.022 1.00 

**. Correlation is significant at the 0.01 level (2-tailed).  p<.01 
 *. Correlation is significant at the 0.05 level (2-tailed).  p<.05 
 

 The Mood (Anger) Scale (R2=.168) had the greatest impact on the Moral 

Disengagement Scale and emphasized the role emotions may play in the process of 

disengagement and in the participation of digital aggression and cyberbully behaviors.  

The variable Lives Alone yielded an R2=.070 and explained 7.02% of the variance in 
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moral disengagement.  Gender was also statistically significant for its impact on moral 

disengagement with an R2=.069 and explaining 6.92% of the variance in moral 

disengagement.   The R2 value is reported for each of the component factors and is 

reported in Table 23. 

Table 23 
 R2 Values for Pearson Correlations of Independent Variables 
Independent Variables  R2 

p<.01 

Mood (Anger) Scale (8)  .1681 
Lives Alone (13)  .0702 
Gender (3)  .0692 
Definition (2)  .0210 
Cyberbullying Scale (5)  .0196 
Traditional Family (9)  .0135 
Spirituality Scale (7)  .0130 
Social Relationships Scale(6)  .0080 

 

Multiple Regression of Component Factors 

 To closely examine the research questions, the constructs of moral 

disengagement (Bandura, 1999) were used to create the 13-item component factor 

used as the dependent variable in this analysis.  The component factors of School 

Climate and Culture, Cyberbullying, and Social Relationships, were regressed against 

the Moral Disengagement Scale, with the individual survey items that had loaded onto 

the component factors of Spirituality and Mood (Anger).  These independent variables 

were analyzed to determine the impact of these variables on the Moral Disengagement 

Scale.  The Model Summary of the impact of the Predictors against the Moral 

Disengagement Scale revealed an R =.466 and R2=.2171 and explained 21.71% of the 

variance in moral disengagement. 
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 The items of the Spirituality and Mood (Anger) component factors of independent 

variables were regressed in this model as individual items due to the low reliability of the 

component factors as scales (Spirituality α=.499 and Mood (Anger) α=.445).  Of the 

items in the regression model, item 28 I regularly attend a traditional place of worship 

(church, mosque, synagogue, temple, etc.) were not statistically significant predictors of 

Moral Disengagement Scale. 

 Results of the regression analysis support the research question that examined 

differences among the remaining cultural variables.  The greatest impact on the Moral 

Disengagement Scale was observed from item 26 No one can tell me what I can do or 

cannot do online with an R2=.0812 explaining 8.12% of the variance in moral 

disengagement.  Item 34 If someone hurts me, I will find them wherever they are 

demonstrated an R2=.0515 explaining 5.15% of the variance in moral disengagement.  

 Results of the regression analysis also support the research question that 

examined moral disengagement scores and a respondent’s self-report of cyberbully 

behavior with the Cyberbullying component factor exhibited an R2=.0210, explaining 

2.10% of the variance in moral disengagement. 

 The School Culture and Climate component factor exhibited an R2=.0121 

explaining 1.21% of the variance in moral disengagement.  Question 27 I have a 

personal belief in something greater than myself revealed an R2=.0059, explaining .59% 

of the variance in moral disengagement. 

 The least impact was observed from the Social Relationships component factor 

with an R2=.0031 explaining .31% of the variance in moral disengagement. Table 24 
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details the β-coefficients for each component factor or individual variable when factored 

against the Moral Disengagement Scale. 

Table 24 
Multiple Regression of Independent Components and Variables 
Model Unstandardized 

Coefficients 
Standardized 
Coefficients 

t Sig. 

B Std. Error Beta 

 

(Constant) -1.271 .150  -8.466 p<.01 
School Culture and Climate -.110 .027 -.110** -4.016 p<.01 
Cyberbullying -.145 .027 -.145** -5.345 p<.01 
Social Relationships .056 .028 .056* 2.028 p<.05 
No one can tell me what I can do or cannot do online. .312 .031 .285** 10.058 p<.01 
I have a personal belief in something greater than 
myself. -.096 .036 -.077** -2.645 p<.01 

I regularly attend a traditional place of worship 
(church, mosque, synagogue, temple, etc.). .051 .030 .051 1.717 .086 

If someone hurts me, I will find them wherever they 
are. .246 .031 .227** 7.957 p<.01 

a. Dependent Variable: Moral Disengagement Scale 
 **Significant at the 0.01 level.  p<.01 
 *Significant at the 0.05 level.  p<.05 

 

Discussion 

 Descriptive statistics from the Adolescent CyberBehavior Survey noted that 

approximately 16.6% of the 1077 students in the current study admitted to cyberbullying 

another person and that approximately 25.9% of the students reported that they were 

cybervictims (had been cyberbullied).  Although these percentages are consistent with 

data from other studies (Hinduja & Patchin, 2012) a frequency model was employed to 

better disaggregate the data. 

 The data disaggregated into eight (8) components providing a more detailed look 

at the participant responses (Table 9) and of the 1077 students in the study, 41.3% 

were labeled Non-Participants and 58.7% of the students reported that they had 

participated in digital aggression (cyberbullying) either as a cyberbully, cybervictim, and 

cyberbully-victim, as an observer or as some combination of those roles.  Students 

identifying as a cyberbully or observer/cyberbully accounted for only 5.7% of the 
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participants in the survey.  Students identifying as a cybervictim or observer/cybervictim 

accounted for 15.1% of the participants in the survey.  Students identifying as 

cybervictim/cyberbully or observer/cybervictim/cyberbully accounted for 10.8% of the 

participants in the survey. 

 There is a current discussion regarding the incidence and definition of 

cyberbullying in the literature (Kooper, 2012).  One position is that when studied in its 

proper context, cyberbullying is a low incidence behavior, being reported at a rate from 

approximately 2% to 5% (Olweus, 2012).  Another position is that cyberbullying is 

reported at an incidence rate of approximately 16% to 20% (Hinduja & Patchin, 2012).  

The current study did not gather information about traditional bully and cannot offer a 

comparison in that area, however, students reporting only incidents of digital aggression 

(cyberbully behavior) would be consistent with the Olweus (2012), reported incidence 

rate.  However, when students report that they have participated in cyberbullying (digital 

aggression) and/or some combination of cyberbully, cybervictim and cyber-observer 

behavior, the incidence rate rises to approximately 16.5% and would be aligned with the 

incidence rates reported by Hinduja and Patchin (2012). 

 Similarly, there is an ongoing discussion regarding the definition and placement 

of cyberbullying and digital aggression in the research literature.  Bullying can defined 

as being repeatedly exposed to negative verbal or physical behaviors by one or more 

other people and generally happens over a period of time and includes an imbalance of 

power in the physical or social relationship (Olweus, 1993).  Bullying may also be 

agentic, in that the bully behaviors are about the thoughts, feelings, wants and needs of 

the bully.  The onus for the bully behavior is on the bully and the wants and needs of the 
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bully and the victim is merely the pathway to fulfilling that physical, psychological or 

emotional need. 

 Cyberbullying and digital aggression have many of the same components as 

traditional bullying and the definition and meaning of the cyberbullying or digital 

aggression may also vary among researchers.  Hinduja and Patchin (2007) define 

digital aggression as the willful and repeated harm to another person using electronic 

communication and if the behavior is repeated over time it may become cyberbullying.   

 In the current study, the participants were presented with a definition and 

responded to the survey item on a 4-point Likert scale.  Cyberbullying is when you 

repeatedly hurt someone with words or pictures using digital technology.  Participants 

strongly agreed or agreed at 88.1% and strongly disagreed or disagreed at 11.9%.  

Participants who disagreed with this definition of cyberbullying tended to have greater 

impact of the moral disengagement scale than participants who agreed with the 

cyberbullying definition. 

 Moral disengagement is reported as a predictive factor for aggressive behavior in 

adolescents (Bandura, 1999), and digital aggression has developed as a form of 

aggression that increases with the proliferation of new technology (Lenhart et al., 2012).  

Digital aggression and cyberbullying are seen as both overt and covert styles of 

adolescent aggression (Hemphill et al., 2012) and research has shown digital 

aggression and cyberbullying to victimize, isolate, dehumanize, intimidate and 

emotionally scar and control the victim of the aggression (Hinduja & Patchin, 2007). 

 Prior research (Almeida et al., 2010, 2012; Hymel et al., 2005; Mark and Ratliffe, 

2011; Menesini et al., 2003; and Renati et al., 2012) have reported a strong relationship 
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between moral disengagement (Bandura, 1999) and digital aggression or cyberbullying.  

And, in one study, (Perren et al., 2012) a strong relationship was found between moral 

disengagement and traditional bullying with an overlap between traditional bullying and 

cyberbullying. 

 Digital aggression was reported to result in loss of friendships; face-to-face 

confrontations; problems with parents; school related anxiety; physical altercations; and 

school discipline issues (Lenhart et al., 2011).  Digital aggression has been reported to 

contribute to mental health issues such as anxiety or depression and has resulted in the 

death of the victim (Wheeler, 2011).  

 Moral disengagement components were assessed using questions from a prior 

study by Hymel et al. (2005) that were modified to reflect digital aggression or 

cyberbully behaviors rather than the bully behaviors of traditional bullying.  In the current 

study 13 of 18 identified moral disengagement components loaded onto one component 

factor and created a Moral Disengagement scale.  This scale was assessed for internal 

consistency with a reliability of α=.886 and accounted for 34.403% of the variance in the 

reported cyberbully behavior.  The modified items used in the current study were similar 

in reliability to the scales developed in previous studies with the un-modified items by 

Hymel et al. (2005) where α=.81 and Almeida et al. (2012) where α=.86.  The Moral 

Disengagement scale was used as the dependent variable in the current study. 

 The Moral Disengagement Scale appears to measure the constructs of moral 

disengagement with a high internal consistency with the modified questions that relate 

to cyberbully behaviors and digital aggression.  In this current study, predictive factors 

for digital aggression were assessed through their relationship with moral 
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disengagement.  Predictive factors that were assessed included age, gender, grade in 

school, ethnicity, socio-economic status, academic grades, attendance at a religious 

institution, family system, school climate and culture, school satisfaction, and mood.  

These predictive factors were used as the independent variables in the study. 

  Results of a regression analysis support the research question that looks at 

differences among the demographic variables of Gender r = -.263, p<.01;  

Ethnicity r = -.080, p<.01; Grade Point Average r = -.109, p<.01; Age r = .075, p<.05.  

The demographic variables of gender, ethnicity, grade point average, and age were 

found to have a statistically significant impact of the Moral Disengagement Scale.  The 

demographic variables of economically disadvantaged and grade were not statistically 

significant as predictors when regressed against the Moral Disengagement Scale. 

 Consistent with previous studies (Almeida et al., 2010, 2012; Hymel et al., 2005; 

Mark and Ratliffe, 2011; Menesini et al., 2003; and Renati et al., 2012) is that a greater 

number of female students reported witnessing cyberbullying and a higher number of 

female students reported having been cyberbullied (victimization).  A greater number of 

males reported cyberbullying another person, however, the difference between male 

and females who reported cyberbullying another person in this sample was 2.2%. 

 Gender differences were also noted in the responses to the moral 

disengagement items with males responding consistently higher in the direction of moral 

disengagement on each item.  A greater number of males (40.1%) responded that 

cyberbullying was a normal part of growing up in today’s world over the females (29.3%) 

responding to the same question.  A larger number of males responded that it was okay 
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to pick on losers online, and that it was okay to join in when someone you don’t like is 

being cyberbullied. 

 There is a qualitative difference in the act of digital aggression and cyberbullying 

over the face-to-face behavior of traditional bullying.  Mood (Anger) had a much larger 

impact on the Moral Disengagement Scale (R2=.168), when regressed with the other 

component factors, and may play a more significant role in personalizing digital 

aggression and cyberbullying. 

 On July 11, 2011, Sharon Chanon Velazquez appeared on the Today Show of 

the NBC Television Network (Curry, 2011).  Velazquez, who is now 18, was one of the 

accused perpetrators charged with criminal harassment related to bullying and digital 

aggression against a 15 year old Phoebe Prince. Phoebe Prince committed suicide on 

January 14, 2010, following three months of ongoing aggression both face-to-face and 

digital (Eckholm & Zezims, 2010). 

 Velazquez told Ann Curry on the Today Show that she was only trying to help her 

friend (Curry, 2011).  The victim had ‘hooked up’ with two of the boys in her group and 

the girls didn’t like what she had done.  “I didn’t know that she had so many problems, 

and if I had known that, then I would have gotten out of my way and tried to help her, 

instead of saying the things that I said to her,” Velazquez said.  “I was trying to help out 

a friend, and people don’t understand that, and I want them to know that, and they’re 

going around saying things that aren’t true, and saying that I stalked her and that I 

bullied her, and that wasn’t the case at all, we argued,” Velazquez added. “Some of the 

things I said to her were unnecessary, and you know, mean, but it’s arguing and I only 

argued with her three times, and after that, I left it alone” (Curry, 2011). 
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 Velazquez’s reasoning details the constructs of moral disengagement (Bandura, 

1986, 1999, 2001) in her aggressive behaviors toward the victim and her willingness to 

morally disengage and participate in aggressive and admittedly ‘mean’ behavior.  

Velazquez appears to use cognitive restructuring (Bandura, 1986, 1999, 2001) of her 

behavior to provide an explanation for her ‘mean’ behaviors by ‘helping a friend.’   And, 

she may also be using euphemistic labeling, where a behavior may appear different if it 

is called by another name (Bandura, 1986, 1999, 2001), when she attempts to explain 

her actions by saying that she argued with Phoebe while protecting a friend. 

 As we continue to research the area of digital aggression we must allow for 

continued discussion regarding the constructs of the variations in digital aggression. It 

will be important to note how those constructs come to be defined as this will 

undoubtedly guide future understanding of the behaviors and their consequences, both 

cognitive and behavioral, in the lives of both cyberbullies and cybervictims. 

Conclusion 

 Cyberbullying and online aggression have become paramount issues of the 

youth of today.  Children with no support or without moral guidance lose their way.  The 

victim in a cyberbully situation has nowhere to go.  Digital cell phones, constant internet 

communications, text messaging, social media, and a world that is ever present in our 

homes, schools, cars and the devices we carry with us force us into having a 24 hour, 

always on, communication window with the world. 

 Adolescents, whose self-esteem is enveloped in the angst of both mental and 

physical development, turn to their friends but look to their parents and other adults for 

guidance and support.  The loss of any one of these children is unconscionable and 
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behavior that is hurtful, intentional, and mean spirited cannot go unnoticed.  Bullying 

and cyberbullying must be met head-on, face-to-face and faced down. 

 The current study looks at a theory that wants to explain the behavior of children 

that reach out in the most negative ways to seek and destroy another person for 

reasons both personal and unknown.  Moral disengagement and social cognitive 

learning theory provide a theoretical framework that supports an explanation of these 

behaviors and provides hope for an intervention into this unbridled world of cyber 

behavior. 

 Parents and schools that take heed and address the issues of aggression that 

arise in their homes and learning communities understand the importance of providing a 

safe and secure environment for adolescent growth and development.  Schools that 

lack this level of understanding and place importance on other factors may miss the 

opportunity that comes with student development and maturity.  Moral agency comes 

with modeling pro-social and age-appropriate student behaviors that foster both 

academic and student success.  Moral disengagement is also learned through social 

modeling in the negative social environments that may appear from time-to-time in the 

form of bullies and cyberbullies in the lives of our students. 

 Understanding the process of moral disengagement and moral agency as they 

relate to adolescent growth and development will offer a pathway to continue our 

research into this process while developing a network of systemic support for our 

students in this new digital world that is always on. 
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Limitations 

 The current study is limited less by the size of the sample population and more 

by the limited nature of a confined area of study.  The limitation of utilizing the high 

schools in one medium size school district in North Texas is a concern as it limits the 

explanations of the findings and does not allow for an expansion of the results into the 

larger community.  A solid working relationship is required between the researcher and 

the school district to provide adequate time to educate the parents in the community for 

the need to research in the area of bullying and cyberbullying, and then to provide 

adequate incentive for the high school students to take and complete the survey.  

Signed Informed Consent forms, voluntary self –report measures, and anonymous data 

collection provide an interesting dynamic to gather data on such a relevant topic in 

today’s educational environment. 

 Researchers have also noted a limitation in using the self-report method to gain 

information from an adolescent population (Robson & Witenberg, 2013); it has been 

considered that individuals might be unwilling to respond in a way that will acknowledge 

negative or negatively viewed behaviors.  However, in a sample of 1077 students in 

Grades 9-12, 16.5% of the respondents agreed or strongly agreed to the question that 

asks “Please tell us if you have cyberbullied another person.” 

 The limitation is that I cannot know for sure if they are truthful in their answer to 

this question.  However, if I begin to question one response then I must question all of 

the responses and this line of thought would negate the research in part and in whole.  

This survey is limited only by the honesty of the questions in the survey and the 
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responses that they generate.  The validity and reliability of the study has been shown 

in the statistical methodology used to organize the results (Gay & Airasian, 2003). 
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Framing the Issue of Bullying and Cyberbullying 

 Bullying is a human issue that is centered around the need to gain power, worth, 

self-esteem and sometimes pleasure when inflicting repeated physical and emotional 

distress on other living beings.  Bullying is based on an imbalance of power where the 

bully may have an advantage over the victim by size, strength, age, or less tangible 

qualities such as social status or wealth (Brighi, Guarini, Melotti, Galli, & Genta, 2012).  

Bullies are not only physical but use a victim’s social-emotional differences to create an 

emotional imbalance of power based on sensitive personal issues such as height, 

weight, self-esteem, body image, personal history or attributes, or religion (Olweus, 

1993).   

 Bullying is intentional and designed to create or maintain the imbalance of power 

for the bully’s advantage.  Bullying is not a one-time event but happens repeatedly over 

a span of time as a pattern of behavior designed to control the victim (Olweus, 1993).  

Bullying is not fun, bullying is a form of repeated aggression that leaves the victim 

feeling angry, afraid, sad, embarrassed and ashamed (Wachs, 2012).  Victims lose their 

sense of personal safety, and may allow the fear of personal safety to guide their 

decisions or life choices (Guerra, Williams, & Sadek, 2011). 

 Bullying comes in many forms of aggressive behavior designed to intimidate and 

control the victim.  Face-to-face bullying, called direct bullying or overt bullying, can 

come in the form of verbal insults or teasing; physical aggression such as assault, 

hitting, pushing and shoving; and psychological intimidation such as staring, silent 

threats, ‘making faces’ at the victim, or showing the victim intimidating pictures or signs.  

Males tend to face more direct bullying (Guerra et al., 2011). 
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 Indirect bullying or covert bullying can come in the form of rumor and gossip, 

excluding someone from the group or forms of social aggression that keep the victim 

isolated and alone, thus controlling their behavior.  Cyberbullying and texting can also 

be another form of indirect bullying where rumors are spread in a short amount of time 

and to large numbers of witnesses who become aware of the bullying (Hemphill, Tollit, 

& Kotevski, 2012).  Mark and Ratliffe (2011) observed that both cyberbullying and cyber 

victimization are factors of time spent online.  The more time an individual spends in the 

virtual world, the greater the opportunity for victimization to take place.  Spending time 

online, however, is not a criminal act; it merely provides greater opportunity for criminal 

behavior to occur. 

 As legislatures have been required to specifically define the act of bullying, a 

more succinct definition is emerging, though a standard definition is not yet available.  

The definition that is emerging has two elements for the definition of bullying.  The first 

element of bullying displays a pattern of behavior over a period of time (Ferrell-Smith, 

2011).  Bullying may include a variety of behaviors, including physical and social 

aggression, verbal or physical assault, gestures, social isolation, and any behavior 

resulting in the victim feeling fearful, distraught, helpless, and alone (Hinduja and 

Patchin, 2012a).  The second element of the definition involves an imbalance of power, 

whether real or imagined, that allows for the victimization of the individual student or 

student group (Ferrell-Smith, 2011). 

 Bullying studied in the school house was identified in five categories.  These 

categories include direct physical conflict, verbal conflict, emotional abuse, sexual 
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abuse, and hate-motivated behavior (Ferrell-Smith, 2011) and help define the need to 

address bullying in a school setting.  

 Sources tended to report data that combined bullies and victims from 10% of the 

student population to 40% of the student population, demonstrating the size and 

prevalence of the issue around the world.  Ferrell-Smith, (2011) reported a study 

completed by the US Secret Service reviewing 37 incidents and 41 attackers in targeted 

school shootings beginning in 1974.  The results of the study provided an important 

insight into the feelings of the attackers prior to the incident they were involved in. 

 As in the incident at Columbine High School in 1999, as reported by Claybaugh 

and Claybaugh (2005), the attackers reported feeling persecuted, bullied, threatened, 

attacked or injured by others prior to their incident.  Some of the attackers reported 

harassment that was severe, tortuous, long standing and a significant factor in the 

attacker’s decision to use violence (Ferrell-Smith, 2011).  In one instance, the attacker 

had been abused, tripped, kicked, had things thrown at him, and someone had held his 

head underwater.  Anger and retaliation were the motives that he cited when 

interviewed about his incident and the results of continued harassment may create 

depressive symptomatology and the need for effective coping strategies for adolescents 

to be able to contain and process their emotions (Machmutow, Perren, Sticca, & 

Alsaker, 2012; Olenik-Shemesh, Heiman, & Eden, 2012). 

 Continued research may demonstrate links between bullying and the imbalance 

of power in a variety of relationships (Olweus, 1993).  The findings in one study 

suggested that bullying is about the power of the relationship and that victimization is 

related to vulnerability and weakness (Guerra et al., 2011).  A link between diversity 
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training and bully prevention may have a positive impact on the behavior of children by 

encouraging empathy and acceptance for those that are different in some way from the 

normative group.  The impact of bullying on social behavior creates a need to address 

bullying in a preventative pro-social manner and to create legislation to protect society 

from the overwhelming impact of bully behavior on society (Guerra et al., 2011). 

 Student reactions to bully behavior, whether as the bully or as the victim, stem 

from a complex and complicated set of individual social and psychological factors and 

although there may be a range of predictable reactions to bullying, there is not one 

formula for predicting how an individual may respond to the violence of bullying 

(Campbell, Spears, Slee, Butler, & Kift, 2012).  

 One set of responses include the victim’s experience of depression, low self-

esteem, and loneliness.  These factors combined with the stress and anxiety of 

repeated harassment creates a scenario for suicidal ideation and the possibility of a link 

between bully behavior and suicide (Wachs, 2012). 

 Additionally, there may be a link between bullying and cyberbullying and 

academic achievement that continues with the individual into post-secondary education 

(Adams and Lawrence, 2011).  Students who participate in bully behavior tend to have 

lower academic performance and are more likely to engage in a number of high risk or 

negative behaviors, have increased dropout rates, and with increased dropout rates will 

come increased interaction with the legal system, the court system and become then a 

greater burden on society either in cost or behavioral loss (Guerra et al., 2011).  Also, 

students who are being bullied, may fear going to school, have difficulty concentrating 
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and also demonstrate poor academic performance, perhaps out fear, anxiety or feelings 

of isolation and separation. 

 In an article by Stewart and Fritsch, (2011), the researchers put forth the idea 

that cyberbullying may not have the legislative mandates to be considered a crime and 

therefore may not be a criminal behavior.  Cyberbullying and digital aggression may 

however share common attributes with cybercrime or cyber deviance.  School officials 

and law enforcement may currently have the legal tools through existing legislation to 

address behaviors such as stalking and harassment through electronic means that are 

currently defined in the penal codes of 47 states (Stewart and Fritsch, 2011). 

 Although there are numerous factors that may be involved in the creation of the 

legislation, each state has enacted legislation that falls within the cultural framework and 

responsiveness of that state; the laws are similar in nature, but each state may not have 

enacted the complete, currently recommended framework.  The similarities in the 

legislation address harassment, intimidation and bullying in school (Ferrell-Smith, 2005) 

and contain a similar framework.  The intent of the legislature appears to be to define 

the behavior; prohibit the behavior; establish school district policy that addresses the 

behavior and the prevention of the behavior; and then to communicate the established 

policies to all stakeholders, including students, teachers, staff, administrators, parents 

and volunteers 

 Addressing human behavior is difficult at best.  Bully behavior is an 

acknowledged behavior seen among humans and other mammals as a form of 

aggression to fulfill the needs of an individual member of the group.  This aggression 

can take many forms and thus makes it difficult to define.  Bully behavior that creates an 
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imbalance of power places the victim in the situation of relational aggression, and they 

may not have the skills or means to escape from that relationship (Guerra et al., 2011).   

 Schools will benefit from the establishment of policies and procedures that 

address the nature of bullying and apply preventative measures to maintain the safe 

and secure learning environment of our schools.  Further research into the 

establishment of effective prevention programs that address bully behavior; define 

harassment; contain aspects of pro-social decision making; and teach empathy will 

allow schools and districts to help students become the digital citizens of tomorrow that 

lead to safe and secure learning environments and carry their new behavior into 

adulthood. 

Issues Surrounding Student Expression, Digital Aggression and Legislation 

A Need for Legislative Guidance 

 In January, 2012, the Supreme Court decided not to hear appellate cases 

regarding the rights of school administrators to consequence students for their online 

behaviors.  In one case, Kara Kowalski, the justices let stand a 4th district court ruling in 

favor of the school district when Kowalski was consequenced for her off campus, on-line 

behavior.  Using the Tinker v. Des Moines (1969), the appellate court ruled that her 

behavior had caused a “substantial disruption” and therefore her First Amendment 

Rights had not been violated (Vicini, 2012). 

 A second case was also avoided, Layshock v. Hermitage School District (2011).  

In this case, the 3rd Circuit Court of Appeals ruled in favor of Justin Layshock using the 

Tinker v. Des Moines (1969) to say that his on-line, off campus behavior did not cause a 
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“substantial disruption” and therefore his First Amendment Rights had been violated 

when he was consequenced for creating a parody website of his principal (Vicini, 2012). 

 In a third case, the Supreme Court let stand a ruling in the Blue Mountain v. J.S. 

(2011), where J.S. had created a parody website of her principal, but the website was 

more vulgar in nature.  The 3rd District Court of Appeals ruled in favor of the school 

district for the limiting of the First Amendment rights of J.S.  The court, however, did not 

use the Tinker v. Des Moines case as in the previous scenarios; the court used a case 

limiting vulgar speech.  Though no “substantial disruption” occurred in the school, the 

school has the right to control speech that is vulgar or profane as in the Bethel v. Fraser 

(1986) where a student was consequenced for making lewd remarks during an 

assembly. 

 The issue of cyberbullying is inextricably linked to the First Amendment rights of 

free speech, the Fourteenth Amendment rights of due process and the ability of the 

policy makers, judiciary and legislature, and school personnel to walk the fine line 

between the two prongs of Tinker v. Des Moines (1969).  Prong I is the “material and 

substantial disruption” test.  Prong I has been used to decide the limitations of student 

speech and the ability of school personnel to regulate student speech.  Prong II is less 

used and asks if the student speech infringed on the rights of others (Tinker, 1969).  

Bullying and cyberbullying infringe on the rights of others and cause great harm.  And it 

is here that guidance is required (Dryden, 2010). 

Student Expression 

 A small group of students in the Hatboro-Horsham school district, in 

Pennsylvania, started an online poll to rank the “hottest” girls in the high school and 
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middle school.  The original intent of the poll may have been sophomoric, however, the 

poll took on a negative tone when comments were posted about the female students’ 

personal characteristics, including, gender, physical attributes and sexual orientation 

(Davis, 2011).   

 The Assistant Superintendent, John R. Nodecker, was made aware of the 

cyberbullying issues affecting the female students in his district and he investigated the 

incident.   It was determined that the posts to the poll had been made from both on and 

off campus and Nodecker took steps to block access to the site from the school’s 

network.  Nodecker also contacted the poll’s host site, GoDaddy.com to make a request 

to take down the site, but the site manager did not respond to his request.  Nodecker 

then contacted his principals, who in turn contacted the parents of the students listed on 

the poll as well as the parents of the students who posted to the poll.  The students 

were disciplined and advised to stop posting to the poll.  Parent support was requested 

from both the victims and the perpetrators in handling the situation.  No one in this case 

filed a lawsuit claiming First or Fourteenth Constitutional violations (Davis, 2011). 

 Kara Kowalski, a senior in a West Virginia High School, created a My Space 

website in 2005 that was dedicated to making fun of one of her classmates.  The 

classmates name was Shay (Kowalski v. Berkley, 2011).  Kara Kowalski was a 12th 

Grade student and used her home computer to create the demeaning and degrading 

website and invited other students to participate in “Students against Sluts Herpes”, or 

“S.A.S.H”.  It was no coincidence that ‘Sluts’ and ‘Shay’ both start with ‘S’.  Other 

students posted demeaning remarks about Shay and degrading pictures of Shay to the 

website (Kowalski v. Berkley, 2011; Fossey, 2011). 
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 Shay made her parents aware of the online website and they visited the school 

and filed a formal complaint with the campus administration.  The Principal and the 

Assistant Principals investigated the incident.  The school administrators determined 

that Kara Kowalski had created a “hate speech” website in violation of the district’s 

Acceptable Use Policy and issued a 10-day suspension and a 90-day ‘social 

suspension’, where Kowalski could not attend school social events (Kowalski v. Berkley, 

2011; Fossey, 2011). 

 Kara Kowalski appealed her discipline to the Superintendent.  The 

Superintendent reduced her out-of-school suspension to 5 days, but retained the social 

suspension for the full 90 days.  The school district in this case followed the district and 

campus policies and applied the stated discipline when handling this incident (Fossey, 

2011). 

 In 2008, Kara Kowalski filed a law suit against the district and the administrators 

for violation of her free speech rights and her rights to due process under the First and 

Fourteenth Amendments.  The actions of the school district were upheld.  The appellate 

court applied the landmark ruling from Tinker v. Des Moines (1969) and found that in 

this case, Kara Kowalski’s actions caused a “substantial disruption” and harmed another 

student.  Kowalski’s First and Fourteenth Amendment rights had not been violated by 

the district and upheld the lower court’s ruling in this case (Kowalski v. Berkley, 2011; 

Fossey, 2011).   

 Justin Layshock was a 17 year old senior in December of 2005 at Hickory High 

School in the Hermitage School District in Hermitage, Pennsylvania.  Justin Layshock 

created an online “parody profile” of his principal, Eric Trosch on My Space.  The profile 
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was created at his grandmother’s house and he did not use school resources to create 

the online material.  He did use a picture of Trosch which he obtained from the district 

website (Layshock v Hermitage Sch. Dist., 2011; Beatus, 2012). 

 Justin answered the online questionnaire related to the profile and provided 

derogatory answers to the survey using the word “big” numerous times in his answers.  

After viewing this profile three other students created online profiles that were even 

more vulgar and derogatory, but these students were not disciplined (Layshock, 2011; 

Beatus, 2012).  

 Justin was charged by the school district with disruption, disrespect, harassment 

of a school administrator via the internet, gross misbehavior, obscene/vulgar language, 

and violation of the schools computer policy.  In an informal hearing, he was found by 

the district to be guilty of all of these charges and given a 10-day, out-of-school 

suspension, placed in the district Alternative Education Program until the end of the 

school year, and banned from participation in all school related activities; including the 

graduation ceremony (Layshock, 2011; Beatus, 2012). 

 The court applied the ruling from Tinker v. Des Moines (1969) and found that no 

“substantial disruption” had occurred.  The parent’s claim that the school district violated 

Justin’s First Amendment right of expression was upheld on appeal to the Third Circuit 

Court of Appeals (Layschock, 2011; Beatus, 2012). 

 In the case of J. S. v. Blue Mountain School District (2011), J.S. and her friend K. 

L. created a My Space profile on her home computer denigrating her middle school 

principal.  The profile was described as vulgar, sexually explicit and contained adult 

language.  The intent of the profile was both derogatory and demeaning to the principal 
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and his wife and family.  The principal’s wife was a counselor in the school.  J. S. and 

her friend K. L. and their parents met with the principal several times to discuss the web 

page and the student’s behavior.  The principal filed a complaint against the students 

and the students and their parents were called to the police department to discuss the 

student’s behavior and charges that could be filed against them.  My Space was 

contacted by the principal and the profile was removed.  Ultimately the two female 

students were suspended from school for ten days for their off campus behavior (Blue 

Mountain v. J. S., 2011). 

 In Blue Mountain v. J.S. (2011), the appellate court ruled in favor of the school 

district.  The court’s logic was that the landmark case, Tinker v. Des Moines (1969), did 

not apply because there had not been a “substantial and material disruption”.  The 

District Court considered the difference between the political speech of the Tinker case 

and a school speech case concerning language that was both “vulgar and offensive”.  In 

the case of Bethel School District v. Fraser (1986), Matthew Fraser used graphic sexual 

language, metaphor and gestures in a nominating speech at a school assembly.  The 

court ruled in favor of the school district to enforce the discipline code that prohibited 

such actions (Bethel v. Fraser, 1986). 

State Harassment, Bullying and Cyberbullying Legislation 

 As a result of the incidence of school violence that have occurred over the past 

decade state legislatures have stepped up their efforts to provide appropriate legislation 

that effectively addresses the issue of digital behavior with a specific emphasis on 

cyberbullying or bully behavior that occurs in a digital environment (Kueny, 2012).  The 

U. S Department of Education released a comprehensive Analysis of State Bullying 
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Laws and Polices (Stuart-Cassel, Bell, & Springer, 2011).  This study outlines the 

evolution of anti-bullying legislation from the Columbine incident in 1999 to the present.  

Over 120 pieces of legislation have been introduced; amended the education code; or 

amended the criminal statues to address bully behavior in schools (Stuart-Cassel et al., 

2011). 

 When looking at this representation of the selected states it is easy to see how 

some states have been able to draft legislation that is in concert with the Department of 

Education identified components.  We also know that Texas did not enact the changes 

to the bullying and harassment policies until after this study had been completed, so a 

score of 6/16 is no longer valid for that state.  States that scored low using the 

Department of Education criteria have not met all of the criteria as shown in the policy 

chart below (Stuart-Cassel et al., 2011). 

Extent of coverage of the US Department of Education Key Components 
State Definitions 

x/4 
Policy Review 
and 
Development 
x/2 

Policy 
Components 
x/6 

Additional 
Components 
x/4 

Total 
x/16 

AR 4 2 6 2 14 
GA 3 1 3 2 9 
LA 3 1 4 3 11 
MA 4 1 5 2 12 
MO 2 1 2 2 7 
ND 3 2 5 3 13 
TX 3 0 1 2 6 
VA 4 1 2 4 11 
Stuart-Cassel et al. (2011) 

 As of June, 2012, only Montana is without some form of bullying law or 

legislation.  Ten states are currently proposing changes or updates to their bullying 

laws.  The word ‘cyberbullying’ is included in the legislation of fourteen states and forty 
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two states have laws that cover ‘electronic harassment’.  Twelve states have imposed a 

‘criminal sanction’ on bullying and they are:  Arkansas, Idaho, Kentucky, Louisiana, 

Mississippi, Missouri, Montana, Nevada, North Carolina, North Dakota, Tennessee and 

Wisconsin.  Forty nine states require a school policy that addresses bully behavior.  

Montana is the only state that does not require a school policy regarding bullying, Texas 

enacted a policy in June, 2011 and it goes into effect with the 2012-2013 school year.   

State Cyberbullying Laws:  A Brief Review of State Cyberbullying Laws and Policies 
State Bullying 

Law 
Update or 
Law 
Proposed 

Include 
Cyberbullying 

Include 
Electronic 
harassment 

Criminal 
Sanction 

School 
Sanction 

Requires 
School 
Policy 

Include Off 
Campus 
Behaviors 

AR Yes No Yes Yes Yes Yes Yes Yes 
GA Yes Proposed  Proposed Yes No Yes  Yes Proposed 
LA Yes No Yes Yes Yes Yes Yes Yes 
MA Yes No Yes Yes No Yes Yes No 
MO No No No No Yes No No No 
ND Yes No No Yes Yes Yes Yes No 
TX Yes No No Yes No Yes Yes No 
VA Yes No No Yes No Yes Yes No 
Hinduja & Patchin (2011) 

 Much of our bully legislation was modeled after civil rights legislation that 

protected various groups from harassment, the language of the laws was borrowed from 

harassment statutes.  Bullying and harassment are sometimes used to mean the same 

thing, but there are legal differences in their definitions.  Most importantly, harassment is 

a subset of bullying, but there is not a current anti-bullying statute at the federal level 

(Stuart-Cassel et al., 2011). 

Bullying Laws and School Policy in the State of Texas 

 The 82nd Texas Legislature made significant changes to the Texas Education 

Code, Chapter 37 (Discipline; Law and Order), Section 37.0832 (Bullying Prevention 
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Policies and Procedures) by creating a definition of bullying that included ‘electronic 

means’ in the definition. 

 Changes in a number of areas to the Texas Education Code (2011) were made 

to incorporate bullying into the code (Texas Education Code, Sec. 37.0832.  Bullying 

Prevention Policies and Procedures).  Staff development may include training in 

preventing, identifying, responding to, and reporting incidents of bullying (TEC, 2011).   

A student who engages in bullying may be transferred to another classroom on the 

same campus or another campus in the district in consultation with a parent or legal 

guardian (TEC, 2011).  The Education Code was amended to direct the State Board of 

Education to adopt a health curriculum that is evidence based and addresses all 

aspects of bully and victim behavior (TEC, 2011). 

 Bullying has been defined as “engaging in written or verbal expression, 

expression through electronic means, or physical conduct that occurs on school 

property, at a school-sponsored or school related activity, or in a vehicle operated by 

the district” (TEC, 2011).  The action or behavior of bullying has been defined and it has 

been mandated that each district will adopt a “bullying policy” and will establish 

procedures to address the reporting and investigation of a bullying incident.  Both 

victims and perpetrators will have access to counseling services in the school setting 

and information regarding the district’s bullying policies and procedures will be posted 

on the district’s website (TEC, 2011).  

Discussion 

 Enacting legislation at the state level to provide a legal framework to address the 

issue of bullying is a beginning.  Consequencing bully behavior after it occurs may 
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provide something of a deterrent for participating in the bully behavior, but without 

addressing the social factors it will not provide a complete answer.  Providing 

counseling and guidance may provide a framework for understanding the behavior from 

the beginning of a student’s access into the public school system.  Bully and 

cyberbullying behaviors may need to be addressed from a positive framework of 

teaching and learning, empathy and tolerance (Hemphill et al., 2011). 

 Anger management and conflict resolution may need to be factors taught to 

curtail the aberrant behaviors that stem from an absent parent or lack of nurturing in the 

home.  States that enact legislation but do not implement aggressive anti-bullying 

policies in their schools may experience a rise in consequencing behavior and a 

decrease in behavior resolution (McCarthy, 2012). 

 A Supreme Court decision on the various areas of electronic student expression 

will not banish the human conflict that occurs with negative behavior and poor choices.  

A decision will not provide an end to the litigation over free speech and due process 

issues.   However, a Supreme Court decision will provide a framework for school 

administrators to understand their role in consequencing off campus behavior that 

provides on campus disruption.  The inconsistency in the decisions handed out by the 

various appellate courts gives rise to inconsistent policy making by school 

administrators (McCarthy, 2012). 

Criminalizing Digital Aggression 

When is enough, enough? 

 A troubled 15 year old girl killed herself after being bullied at school and at home, 

face-to-face and through digital aggression.  Her family and the families of the six 
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teenagers facing criminal charges for harassment have been changed (Setoodeh, 

2010).  When Phoebe Prince took her own life on January 14, 2010, talking to someone 

may have stopped her long enough for events to have been different.  Instead, she 

texted a friend and ended her life (Bennett, 2010). 

 She had problems like many teens, perhaps more problems than most.  She had 

arrived in the U.S from Ireland in the summer of 2009 and was now separated from her 

father by the Atlantic Ocean.  She had a history of depression and self-mutilation, was 

prescribed the anti-depressant Prozac, and there is evidence that she had bullied a 

Pakistani girl at her school in Ireland (Bennett, 2010).  She was not the popular girl, but 

she was attractive.  Along with her sister (Lauren, 12) and her mom (Anne), she had 

come to the United States to live with an aunt (Eileen Moore) in South Hadley, 

Massachusetts.  Phoebe had just turned 15 over the summer (Cloud, 2010). 

 Once school started, she had “hooked up” with Sean Mulveyhill (17), the star 

captain of the football team.  Sean had to leave his long-time girlfriend, Kayla Narey 

(17) to be with Phoebe and when Sean and Phoebe broke up before Thanksgiving, 

Sean went back to Kayla.  Kayla had her friends Sharon Velazquez (16), Ashley Longe 

(16), and Flannery Mullins (16) begin the harassment (Bennett, 2010). 

 The girls called Phoebe the “Irish whore”, bitch, slut and harassed her at lunch, in 

the hallways, at her locker, and on the street on the way home.  Phoebe received text 

messages and taunts and jeers on Facebook, a popular social network.  Over the 

Thanksgiving break, Phoebe took an overdose of Seroquel, an antidepressant 

medication used as a treatment for mood disorders and schizophrenia in patients 
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between the ages of 13-17.  Phoebe was hospitalized following the overdose, but 

returned to school following the Thanksgiving break (Bennett, 2010). 

 Phoebe returned to school after Thanksgiving, and at the beginning of January 

2010 she had a brief relationship with Austin Renaud (18), but that did not last long.  

Austin had an off and on relationship with Flannery Mullins and was friends with Sean 

and the three other girls.  This added fuel to an already very hot fire, and the bullying 

escalated to face-to-face, on-line, on Facebook, on the telephone, and via text 

message.  The harassment was relentless (Cloud, 2010). 

 Phoebe was walking home on January 14, 2010 and a car pulled up along-side 

of her and someone yelled “Irish whore” and threw an empty soft drink container at her.  

“You should go home and kill yourself,” they said.  Phoebe went home and read her 

Facebook page, where the harassment continued.  Phoebe’s sister found her hanging 

in the stairwell from a scarf, she tried to untie it, but it was too tight.  The police arrived 

at the house at 4:30 that afternoon (Goldman, 2010). 

Criminal Charges Filed 

 The district attorney, Elizabeth D. Scheibel, issued several statements following 

the investigation of Phoebe’s death stating that the school knew what was going on and 

had known for a long time.  Gus Sayer, the school superintendent said that it was not 

true, and that school officials did not realize that Phoebe had been the target of 

harassment since October.  Two girls (Sharon and Ashley) had been disciplined about a 

week before Phoebe’s death and there was no paper trail of reports of bullying or 

harassment from Phoebe.  The DA said she had student reports of Phoebe crying in the 
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nurse’s office on the day of her death.  The school acknowledged that Phoebe had been 

seen in the nurse’s office, but the reason was unknown (Eckholm & Zezima, 2010). 

 Phoebe’s mother said that she had complained to the school on at least two 

occasions.  Gus Sayer reported that they had no record of any parent complaints.  

Phoebe’s mother said that she had contacted the school before Thanksgiving and again 

in January and that the school told her not to worry (Eckholm & Zezima, 2010). 

 Elizabeth Scheibel, the district attorney, filed felony criminal harassment charges 

against Sean Mulveyhill and Kayla Narey as adults and against Sharon Velasquez, 

Flannery Mullins and Ashley Longe as juveniles.  She also filed charges of statutory 

rape against Sean Mulveyhill and Austin Renaud.  Charges for violation of Phoebe’s 

civil rights (denied access to a free and appropriate public education) were filed against 

all of the members of the group except Austin Renaud, who had only been charged with 

statutory rape (Bennett, 2010).   

 The six students were expelled from school for the remainder of the 2009-2010 

school year and their expulsion was continued for the 2010-2011 school.  They had 

been suspended indefinitely pending the conclusion of the legal charges against them.  

During their time out of school and awaiting disposition, two of the students, Austin and 

Ashley, in separate incidents were charged with Driving Under the Influence (Bennett, 

2010; Eckholm & Zezima, 2010). 

 Elizabeth Scheibel had been the district attorney of the Northwestern District for 

the past 18 years.  Scheibel had decided at the end of 2009 to retire at the end of 2010 

and did not run for re-election (Eckholm & Zezima, 2010).  Scheibel gave her support to 

David Sullivan who announced his candidacy in January, 2009 and won the November 
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2010 election by a landslide.  He was sworn in on January 5, 2011.  In his acceptance 

speech on January 5, 2011 he talked about a journey for justice and social civility on the 

street and in the classroom (Eckholm & Zezima, 2010). 

 On May 4, 2011, David Sullivan, Northwestern District Attorney arranged the 

culmination of legal proceedings for five of the six former South Hadley High School 

students and dropped the statutory rape charges against Austin Renaud, as reported by 

Frank Contrada of The Republican (Contrada, 2011).  Sean Mulveyhill pleaded guilty to 

criminal harassment and served one years’ probation.  He was ordered to perform 100 

hours of community service, and the statutory rape charge was dropped.  Kayla Narey 

admitted to sufficient facts to be found guilty on the criminal harassment charge, which 

was continued for one year.  She was required to serve 100 hours of community service 

as a condition of her probation.  All remaining charges against Kayla Narey were 

dropped.  Both students were ordered to stay away from the Prince family and 

Mulveyhill was ordered to complete his GED.  Narey completed her first year of college 

(Contrada, 2011). 

 On May 5, 2011, as reported in The Republican by Fred Contrada, Ashley Longe 

admitted to sufficient facts for a delinquency finding of misdemeanor criminal 

harassment that was continued without a finding until her 19th birthday.  Ashley was 

ordered to complete 100 hours of community service, complete her GED and have no 

contact with the Prince family.  Sharon Velazquez and Flannery Mullins also admitted to 

sufficient facts for a delinquency finding on juvenile charges; Velazquez to 

misdemeanor harassment and Mullins to a civil rights violation and disturbing a school 

assembly (Contrada, 2011). 



90 

 The rulings for each student were continued without finding until their next 

birthday.  Velazquez was required to perform 50 hours of community service and obtain 

her GED, while Mullins was required to perform 100 hours of community service and 

obtain her GED.  Neither of the girls was allowed to have contact with Prince family or 

profit from their role in this incident during their probation (Contrada, 2011). 

Criminalizing Cyber Behavior 

 In a special edition of the European Journal of Developmental Psychology, a civil 

discussion took place over the definition and occurrence of cyberbullying (Kooper, 

2012).  Dan Olweus, a respected researcher from Norway, reported on a recent 

conference paper discussing cyberbullying as an overrated phenomenon.  In that paper 

he suggested that cyberbullying simply does not happen as frequently as it has been 

reported (Olweus, 2012).  Dr. Olweus defines cyber or electronic bullying as bullying 

performed by electronic means (Olweus, 2012).  It is in this context that he has 

gathered data on almost 500,000 students to make his claim of the insignificance of 

cyberbullying in relationship to traditional bullying (Olweus, 2012).  And, it is in the 

definition of cyberbullying that requires us to take a strong look at a behavior that may 

have strong legal and statutory implications. 

 Bullying as a form of social aggression that involves physical violence may have 

been with us from the dawn of time, but cyberbullying has a qualitative difference that 

has yet to be fully studied and certainly not fully understood (Lidsky & Garcia, 2012).  

Humiliating words deployed by cell phone or social media cause immediate emotional 

trauma and may create a permanent record that will follow an individual into adulthood.  

It is in this context that cyberbullying and cyber-harassment differ so dramatically from 



91 

the traditional anti-social behavior of power and aggression in the form of a school yard 

bully (Lidsky & Garcia, 2012). 

 Cyberbullying has been defined as “willful and repeated harm inflicted through 

the medium of electronic text” (Hinduja & Patchin, 2007, p. 90).  This definition was 

designed to cover the broad spectrum of electronic venues including email, phone 

texting, social networks, chat rooms and any cellular or internet electronic 

communication method.  Cyberbullying may involve sending pictures and harassing or 

threatening emails and instant messages, posting derogatory comments about 

someone on a website, or physically threatening or intimidating someone online 

(Hinduja & Patchin, 2007). 

 Bullying is a repeated behavior and it is difficult without a standard definition to 

distinguish bullying from harassment or stalking.  Bullying most often refers to persons 

under the age of 18, as we tend to define adult actions and behaviors using the legal 

terms of the statutory code. 

 Each example of a definition by one researcher may not meet the needs of a 

definition of cyberbullying for another researcher.  Another research group looks at the 

dynamics of the bully relationships.  They report a more clinical definition of 

cyberbullying and suggest that it is an aspect of the aggression that occurs with 

adolescents and indicates an imbalance of power with repetition.  There does not seem 

to be one operational definition for cyberbullying and the lack of a definition will create 

difficulty when attempting to develop policies or legislation meant to control the behavior 

(Bauman, 2011). 
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 In reporting on the policy development for cyberbullying (Brown, Jackson 

&Cassidy, 2006), the researcher reported a variety of definitions with some common 

factors that relate directly to the definition of cyberbullying. 

• defamatory speech and threatening, offensive, vulgar or derogatory comments 

• bully behavior, harassment, discrimination and a release of personal information 

• delivered through electronic means; including the internet, cell phones, web sites, 

chat rooms, text messages and can be either verbal or written 

(Brown et al., 2006). 

 The National Crime Prevention Council defines cyberbullying as “using 

technology including the internet and cell phones—to harass, embarrass, or hurt 

someone” (Stroud, 2009).  However, this simple definition may not lend itself to 

statutory protocols or have enough detail to be prosecuted as law. 

 Cyberbullying is portrayed as a pervasive intimidation method that can happen to 

any youth” (Juvonen & Gross, 2008).  Another researcher uses the definition that 

cyberbullying emphasizes the anonymity of the cyberbullying behavior and discusses 

the power differential gained from not knowing the identity of the perpetrator (Beale & 

Hall, 2007). 

 Other definitions of cyberbullying have been delineated into eight different forms 

of cyberbullying, essentially categorizing social aggression.  The eight forms include 

Flaming, which is fighting; Harassment, which is repeatedly sending mean or insulting 

messages; Denigration, which is a form of gossip or spreading rumors; Impersonation, 

which is pretending to be someone else; Outing, which is embarrassing someone or 

sharing their secrets online; Trickery, which is talking someone into revealing 
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embarrassing information online; Exclusion, which is intentionally excluding someone 

from an online group or using the online group to exclude them from a physical group; 

and Cyberstalking, which is repeated harassment and may include threats and create 

fear (Siegle, 2007; Gillespie, 2006). 

 It seems to be that the idea of cyber-stalking is the most definable for the 

purpose of statutory legislation in a state’s criminal code.  As found in Appendix (B), the 

addition of the words “electronic communication” into the existing definition of stalking 

provide the opportunity to consequence for a traditional behavior delivered through a 

non-traditional medium (Fukuchi, 2011; Hinduja & Patchin, 2012; National District 

Attorney’s Association, 2011). 

Stalking, Harassment, Cyberbullying and Cyber-harassment in the Criminal Code  

 When looking at the Criminal Codes from various states, it becomes clear that 

the local culture plays a strong role in the way that the codes are established, written, 

and likely enforced.  The 2011 Minnesota Statutes contains a traditional and succinct 

definition for stalking and is similar to the same law in a number of other states.  The 

statute reads that stalking means that a person engages in conduct that causes 

someone to feel frightened, threatened, oppressed, persecuted, or intimidated, and 

causes this reaction on the part of the person regardless of the relationship between the 

two people (NDAA, 2011).  

 The 2011 Mississippi Statutes provide a separate statute for Cyberstalking.  

Chapter 045 in the Mississippi Code addresses computer crimes, including fraud and 

identity theft.  Section 97-45-17 addresses posting messages through electronic media 

for purpose of causing injury to any person and provides penalties.  A conviction under 
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Sec. 97-45-17 is punishable as a felony with imprisonment of not more than 5 years or a 

fine of not more than $10,000 (NDAA, 2011). 

 Mississippi addresses ‘Stalking’ under Sec. 97-3-107.  A common definition for 

stalking, provided in the statute, is "harasses," and is defined as a knowing and willful 

course of conduct directed at a specific person which seriously alarms, annoys, or 

harasses the person, and which serves no legitimate purpose (NDAA, 2011). 

 The course of conduct must be such as would cause a reasonable person to 

suffer substantial emotional distress, and must actually cause substantial emotional 

distress to the person.  The statute was not amended to include the terms “electronic 

communication” nor does it contain telephone, telegraph, or other common terms.  What 

the Mississippi statute does contain is a “Course of Conduct” definition that augments 

the definition and allows for a “pattern of conduct as a series of acts over time” (NDAA, 

2011).   

 In January of 2012, Texas enacted a new “Online Impersonation” Act.  In Title 7, 

Offenses Against Property, Chapter 33, Computer Crimes, Section 33.07.   The statute 

defines the behavior of online impersonation and provides escalating consequences for 

participation in the behavior and then repeated participation.  The statute is detailed in 

its application to define computer related fraud, identity theft, harassment, and the act of 

threatening harm to another person via well-defined electronic means.  Additionally, the 

statute includes the intent to harm or defraud and provides consequences from the level 

of misdemeanor to 3rd degree felony if the actor involves identity theft and the intent to 

harm or defraud through electronic means or the actor involves emergency personnel. 
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 The State of Texas in Sec 42.07 Harassment and Sec 42.072 Stalking provides a 

fairly standard definition of the continuum of behaviors that include harassment and 

stalking.  Those statutes have been amended to include the term “electronic 

communication” by a variety of means and a definition of communication that that 

includes electronic mail and instant messages.  Additionally, Chapter 37 of the Texas 

Education Code addresses Discipline; Law and Oder in schools across Texas. 

 In Sec 37.001 of the Texas Education Code, a provision to specifically prohibit 

bullying, harassment. and making hit lists has been included in the Code, and both 

bullying and harassment are traditionally defined.  In Sec 37.0832, Bullying Prevention 

Policies and Procedures, includes ‘electronic communication’ but only allows for the 

discipline of conduct that occurs on school property, at a school sponsored or school 

related activity, or in a vehicle operated by the district. 

 At present, Texas school administrators do not have the authority to discipline for 

off campus behavior unless there would be a ‘substantial disruption’ as defined in the 

US Supreme Court ruling Tinker v Des Moines (1969). 

 Finally, Cyberstalking Legislation recently enacted by the State Washington 

Legislature provides a model for future laws in this area.   

RCW 9.61.260, Cyberstalking. 

(1) A person is guilty of cyberstalking if he or she, with intent to harass, intimidate, 

torment, or embarrass any other person, and under circumstances not 

constituting telephone harassment, makes an electronic communication to such 

other person or a third party: 
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(a) Using any lewd, lascivious, indecent, or obscene words, images, or 

language, or suggesting the commission of any lewd or lascivious act; 

(b) Anonymously or repeatedly whether or not conversation occurs; or 

(c) Threatening to inflict injury on the person or property of the person called 

or any member of his or her family or household. 

(2) Cyberstalking is a gross misdemeanor, except as provided in subsection (3) of 

this section. 

(3) Cyberstalking is a class C felony if either of the following applies: 

(a) The perpetrator has previously been convicted of the crime of harassment, 

as defined in RCW 9A.46.060, with the same victim or a member of the 

victim's family or household or any person specifically named in a no-

contact order or no-harassment order in this or any other state; or 

(b) The perpetrator engages in the behavior prohibited under subsection (1) 

(c) of this section by threatening to kill the person threatened or any other 

person. 

(4) Any offense committed under this section may be deemed to have been 

committed either at the place from which the communication was made or at the 

place where the communication was received. 

(5) For purposes of this section, "electronic communication" means the transmission 

of information by wire, radio, optical cable, electromagnetic, or other similar 

means. "Electronic communication" includes, but is not limited to, electronic mail, 

internet-based communications, pager service, and electronic text messaging. 
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 In reviewing Appendix (B), there were several aspects that stood out in reference 

to the way states have addressed the behaviors of bullying, cyberbullying, stalking, 

cyberstalking, and harassment.  The State of Texas recently enacted legislation 

regarding Online Harassment under the Crimes Against Property section of the Texas 

Criminal Code (Sec. 33.07); however, the more traditional statute in the Crimes Against 

a Person section (Sec. 42.07) contains an updated definition to include “Electronic 

Communication.”  The usual section of the law for harassment and stalking is in the 

Crimes Against a Person section of the Criminal Code in each state.  Federal and state 

statutes have been re-written or amended to include some form of definition that 

addresses communications sent by electronic means, though, the wording may be 

slightly different in each state. 

 Three states, Maine, New Jersey and New Mexico include the term “…by any 

action, method, device or means” to address the methodology in the definition of 

Stalking or Harassment.  The Stalking statute in Idaho uses and defines the term 

‘Malicious Harassment’ for Stalking in the Second Degree to include electronic 

communications (NDAA, 2011). 

 Eight states, California, Georgia, Illinois, Louisiana, Mississippi, North Carolina, 

Rhode Island, and Washington developed Cyberstalking statutes in their Criminal Code.  

This legislation generally provides an expanded definition of the undesirable behavior 

along with a comprehensive definition of ‘electronic communication’.  Punishment 

ranges from a Misdemeanor for first time offenders to a Felony for repeat offenders and 

offender threatening to kill or cause others to be killed (death).  Alaska labels similar 

behavior as Electronic Stalking (NDAA, 2011). 
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 Additionally, Federal Legislation (Public Law 109-162 January 5, 2006) was 

enacted as the Violence Against Women and Department of Justice Reauthorization Act 

of 2005.  Title 1 of the Act provides Enhancing Judicial and Law Enforcement Tools to 

Combat Violence Against Women and Sec. 113, Preventing Cyberstalking, amends the 

Communications Act of 1934 to include …any device or software that can be used to 

originate telecommunications or other types of communications that are transmitted, in 

whole or in part, by the Internet.  Federal legislation, Section 2261A of title 18, United 

States Code was also amended by this reauthorization and addresses Interstate 

Stalking and stalking involving the American Indian nations to include any interactive 

computer service.  Penalties would be consistent with the misdemeanor penalties found 

in the various states (NDAA, 2011). 

 Arkansas created statutes for “Harassing Communications” and made “Unlawful 

computerized communications a Class A Misdemeanor in Arkansas.  Though Georgia 

developed a Cyberstalking statute, it also created penalties for sending ‘harassing 

email’ that is punished as a misdemeanor when there are not threats of physical 

violence.  Massachusetts expanded Chapter 265, Section 43, Stalking, to include 

“…conduct acts or threats that include but are not limited to conduct, acts or threats 

conducted by mail or by the use of a telephonic or telecommunication device or 

electronic communication device…”  Michigan expanded its current statutes to include 

“…(vi) sending mail or electronic communications to that individual.”  And, in Vermont, 

Title 13 Section 1027 “Disturbing the peace by use of telephone was amended to 

include or other electronic communications” (NDAA, 2011). 
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Discussion 

 The Criminal Codes from different States, (referenced in Appendix B) similarities 

and differences in the definitions of stalking and harassment created the conundrum of 

a perceived equality to the statutory nature of the law.  Each state created definitions 

that reached for the same ideal and achieved that ideal from differing perspectives.  In 

one state it was enough for a victim to feel frightened, threatened, intimidated and 

oppressed while the same reaction from a victim in another state may also require the 

victim to feel persecuted and be physically pushed, shoved, or threatened with bodily 

harm.  It is the definition of the act in each state for each defined behavior that creates 

that behavior as criminalized, and therefore, enforceable and prosecutable.  It would be 

impossible to prosecute cyber behavior that has no statutory definition.  A behavior 

cannot be regulated until it has been defined. 

 The current debate over a definition for Cyberbullying, Cyberharassment, 

Cyberstalking or a variety of other labels require a standard definition and there is 

currently not one.  We have aspects of anti-social behavior that when strung together, 

over time, comprise the beginnings of understanding of behaviors that have yet to 

studied.  And, it is in this venue that we struggle to support the victims of an anti-social 

behavior that permeates their lives and fills their days with frightened dreams of 

intimidation, oppression, and fear from which they see no escape. 

 Phoebe Prince was of that variety.  Phoebe was not the only student being 

bullied at South Hadley High School in South Hadley, Massachusetts.  A culture of 

bullying and harassment had developed in the school and was reported to have been 

there for several years.  Other students had left and gone to other districts as a result of 
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the bullying (Bruno, 2010).  However, Phoebe was a fragile girl, determined to fit in, with 

no understanding of her situation and no one trained to guide her through the maze of 

threats and fears she experienced each day, all day, in her world (Goldman, 2010).  The 

bully behaviors she experienced at school were brought home to her on social media, 

telephone and text.  Defining the anti-social behaviors as criminal harassment enabled 

the district attorney to charge and prosecute the offenders (Contrada, 2010).   

 The offenders’ behaviors extended beyond the charges of criminal harassment 

into the online world that lacks a moral code or significant definition.  It was in that world 

that her life gave in to the oppression and inescapability that came home to her.  It was 

reported that she texted her friend “I can’t take it anymore” (Eckholm & Zezima, 2010, p. 

1A). 

 Anne O’Brien flew back to Ireland to bury her daughter’s ashes and put her child 

to rest.  She wanted the students who tormented and harassed her daughter to be held 

accountable and to apologize.  Two of the five students charged with criminal 

harassment did just that, Kayla Narey and Ashley Longe apologized and took ownership 

for their behavior.  “They either get it, or they don’t,” Anne O’Brien stated (Cullen, 2011, 

p. 2). 

 The school is at fault too, but they will never be held accountable, Ms. O’Brien 

stated.  “The way the school behaved after Phoebe died reflected the way they behaved 

before Phoebe died.  They blamed her.  They didn’t protect her while she was alive, and 

after she died they blamed her for bringing it on herself” (Cullins, 2011, p. 4). 

Anne O’Brien then met with the two women who had stood with her throughout the 

ordeal.  Elizabeth (Betsy) Scheibel, the former district attorney and Beth Dunphy Farris, 
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the original lead prosecutor in the case hugged and cried with O’Brien before she 

boarded her flight.  O’Brien thanked them for supporting her and for supporting Phoebe 

(Cullins, 2011). 

 O’Brien likes memorials or programs that capture the spirit of Phoebe.  Books, 

movies and television episodes are not interesting to Ms. Obrien because they inform, 

but changes are not readily seen.  Some kids in California started an anti-bully program 

in Phoebe’s memory and that is the sort of thing that Ms. Obrien likes to see, students 

getting involved in changing a bully culture.  There is also a scholarship fund at Van 

Sickle Middle School in Springfield, Massachusetts, where Ms. Obrien worked as a 

teacher; she likes that idea too.  “At some point you have to let go,” she said, and then 

she boarded her plane and went home to bury her daughter (Cullins, 2011, p. 2). 
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APPENDIX B  

CURRENT CRIMINAL STALKING / HARASSMENT
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Criminal Statutes By State 

STATE CRIMINAL 
STALKING / 
HARASSMENT 

Punishments 
Regarding 
Harassment 

CRIMINAL 
CYBERBULLYING 

Punishments 
Regarding 
Cyberbullying 

Federal Interstate 
Communications Act, 18 
U.S.C. § 875(c) (2006). 

Levels of criminality; 
possible fine and 
imprisonment 2-20y 

  

Interstate Stalking 
Punishment and 
Prevention Act, 18 U.S.C. 
§ 2261A (2006). 

Levels of criminality; 
possible fine and 
imprisonment 5-Life 

Under Sec. 113. FEDERAL 
"Preventing Cyberstalking": 

Laws are 
strengthened to 
expand definition to 
include internet… 

Communications Decency 
Act, 47 U.S.C. § 223 
(2006). 

Primarily designed to 
prosecute Child 
Pornography, 
however, the act has 
been expanded 

FEDERAL Act, at 47 U.S.C 
Section 223(a)(1)(C) has 
prohibited the making of 
telephone calls of the 
utilization of 
telecommunication devices 
"without disclosing (one’s) 
IDENTITY to annoy, abuse, 
threaten, or harass any 
person at the called number 
or who receives the 
communications”. 

Fines and 
imprisonment up to (2) 
years for violations 

Alabama Ala. Code § 13A-11-8 
(LexisNexis 2005). 
Harassment or harassing 
communications. 

Class C 
Misdemeanor 

Electronic Harassment Class C Misdemeanor 

Alaska Alaska Stat. § 11.41.270 
(2008). Stalking in the 
second degree. 

Class A 
Misdemeanor 

Electronic Stalking Class A Misdemeanor 

Alaska Stat. § 11.61.120 
(2008). Harassment in the 
second degree. 

Class B 
Misdemeanor 

Electronic Means Class B Misdemeanor 

Arizona Ariz. Rev. Stat. Ann. § 13-
2921 
(2010). Harassment; 
classification; definition 

Class 1 
Misdemeanor 
Class 5 Felony if a 
Public Official 

  

Ariz. Rev. Stat. Ann. § 13-
2916 
(2010). Use of electronic 
communication to terrify, 
intimidate, threaten or 
harass 

Class 1 
Misdemeanor 

Electronic Means Class 1 Misdemeanor 

Arkansas Ark. Code Ann. § 5-41-
108 (2010). Unlawful 
computerized 
communications. 

Class A 
Misdemeanor 

 

Unlawful computerized 
communications 

Class A Misdemeanor 

Ark. Code Ann. § 5-71-
209 (2010). Harassing 
Communications 

Class A 
Misdemeanor 

  

California Cal. Penal Code § 422 
(West 
2010). Elements of 
offense; punishment; 
“immediate family” 
defined. 

Misdemeanor 
Or 
Felony 

  

Cal. Penal Code § 646.9 
(West 
2010). Stalking. 

Misdemeanor or 
Felony 

Cyberstalking Misdemeanor or 
Felony 

Cal. Penal Code § 653m 
(West 
2010). Telephone calls or 
contact by electronic 
communication device 

Misdemeanor Electronic Means Misdemeanor 

Colorado Colo. Rev. Stat. § 18-9-
111 (2010). Harassment. 

Class 1 
Misdemeanor 

Electronic Means Class 1 Misdemeanor 
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Connecticut Conn. Gen. Stat. Ann. § 
53a-182b (West 2007). 
Harassment in the first 
degree 

Class D Felony 
(Bodily Harm) 

Electronic Means Class D Felony 

Conn. Gen. Stat. Ann. § 
53a-183 (West 2007). 
Harassment in the second 
degree 

Class C 
Misdemeanor 
(annoy, alarm) 

Electronic Means Class C Misdemeanor 

Delaware Del. Code Ann. tit. 11, § 
11311 (2007 & Supp. 
2010). Harassment; 

Class B 
Misdemeanor 

Electronic Means Class B Misdemeanor 

District of Columbia DC ST § 22-1810 
Threatening 
DC ST § 22-3133 Stalking 

Possible Fine and 
Prison 

  

Florida Fla. Stat. Ann. § 817.568 
(West 
2006). Criminal use of 
personal identification 
information. 

Misdemeanor to 
Felony 

Fla. Ed. Code 1006.147 
Bullying and harassment 
prohibited 

School based 

Fla. Stat. Ann. § 784.048 
(West 
2007 & Supp. 2010). 
Stalking; definitions; 
penalties. 

Misdemeanor to 
Felony 

Harass / Cyberstalking Misdemeanor to 
Felony 

Georgia Georgia Code Ann. § 16-
5-90/91 (2007). Stalking. 
Aggravated Stalking 

Misdemeanor to 
Felony 

Harassing Email, 
Cyberstalking § 16-5-90. 
Stalking (16-5-91) 

Misdemeanor to 
Felony 

Hawaii Haw. Rev. Stat. Ann. § 
711-1106 (LexisNexis 
2007 & Supp. 2009). 
Harassment. 

Petty Misdemeanor Electronic Means Petty Misdemeanor 

Haw. Rev. Stat. Ann. § 
711-1106.5 (LexisNexis 
2007 & Supp. 2009). 
Harassment by stalking. 

Misdemeanor Electronic Stalking Misdemeanor 

Idaho Idaho Code Ann. § 18-
7906 (2004). Stalking in 
the second degree. 
(Malicious Harassment) 

Fine and up to 1 
year incarceration 

Malicious Harassment Fine and up to 1 year 
incarceration 

Illinois 720 Ill. Comp. Stat. Ann. 
5/12-7.5 (West 2002 & 
Supp. 2010). 
Cyberstalking. 

Class 4 Felony Cyberstalking Class 4 Felony 

720 Ill. Comp. Stat. Ann. 
135/1-2 (West 2010). 
Harassment through 
electronic 
communications. 

Class A or B 
Misdemeanor 

Electronic Means 
 

Class A or B 
Misdemeanor 

Indiana Ind. Code Ann. § 35-45-2-
2 
(LexisNexis 2009). 
Harassment; “obscene 
message” defined. 

Class B 
Misdemeanor 

 

Electronic Means Class B Misdemeanor 

Iowa Iowa Code Ann. § 708.7 
(West 2003 & Supp. 
2010). Harassment. 

1st, 2nd, or 3rd degree 
Misdemeanor 

Electronic Means 1st, 2nd, or 3rd 
degree Misdemeanor 

Kansas Kan. Stat. Ann. § 21-3438 
(2007 & Supp. 2009). 
Stalking. 

Misdemeanor to 
Felony 

Communication defined Misdemeanor to 
Felony 

Kentucky Ky. Rev. Stat. Ann. § 
508.130 
(LexisNexis 2008 & Supp. 
2009). Definitions for KRS 
508.130 to 508.150. 

Misdemeanor to 
Felony 

Stalk and Course of Conduct 
defined 
Amended to Electronic 
Communication 

Misdemeanor to 
Felony 

Louisiana LA. Rev. Stat. Ann. § 
14:40:2 (West, Westlaw 
through m2007 Sess.) 
Stalking. 

6 months to 3 years 
plus fine.  Increases 
with continued 
offense 

§40.3 Cyberstalking 6 months to 3 years 
plus fine.  Increases 
with continued offense 
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Maine Me. Rev. Stat. Ann. tit. 
17A, § 210A (2006 & 
Supp. 2009). Stalking. 

Misdemeanor …by any action, method, 
device or means 

 

Misdemeanor 

Maryland Md. Code Ann., Crim. 
Law § 3-805 (LexisNexis 
2002). Misuse of 
electronic mail. 

Misdemeanor Electronic Means Misdemeanor 

Massachusetts Mass. Gen. Laws Ch. 
265, § 43 
(2008). Stalking; 
punishment. 

Misdemeanor to 
Felony 

  

Mass. Gen. Laws Ch. 
265, § 43A 
(2010). Criminal 
harassment; punishment. 

Misdemeanor to 
Felony 

Mass. Gen. Laws Ch. 265, § 
43A and 269 § 14A 
Amended 

Misdemeanor to 
Felony 

Michigan Mich. Comp. Laws Ann. § 
750.411h (West 2004). 
Stalking; definitions; 
violation, penalties; 
probation, term, 
conditions; evidence,  
rebuttable presumption; 
penalty additional. 

Misdemeanor (vi) Sending mail or 
electronic communications to 
that individual. 

Misdemeanor 

Mich. Comp. Laws Ann. § 
750.411i (West 2004). 
Aggravated stalking; 
course of conduct; 
violation, penalties; 
probation; rebuttable 
presumption. 

Misdemeanor (vi) Sending mail or 
electronic communications to 
that individual. 

Misdemeanor 

Mich. Comp. Laws Ann. § 
750.411s (West 2004). 
Posting messages 
through electronic 
medium without consent. 

Misdemeanor (vi) Sending mail or 
electronic communications to 
that individual. 

Misdemeanor 

Minnesota Minn. Stat. Ann. § 
609.749 (West 2009). 
Harassment; stalking; 
penalties. 

Misdemeanor to 
Felony 

Available technologies Misdemeanor to 
Felony 

Mississippi Miss. Code Ann. § 97-29-
45 (2006). Obscene 
electronic 
communications. 

Misdemeanor to 
Felony 

  

Miss. Code Ann. § 97-45-
15 (2011). 
“Cyberstalking”; penalties. 

 Cyberstalking Felony 

Missouri Mo. Rev. Stat. § 565.225 
(1999 & Supp. 2010). 
Crime of stalking—
definitions— penalties. 

Repealed   

Mo. Rev. Stat. § 565.090 
(1999 & Supp. 2010). 
Harassment. 

Class A 
Misdemeanor 

Electronic Means Class A Misdemeanor 

Montana Mont. Code Ann. § 45-8-
213 
(2009). Privacy in 
communications. 

Misdemeanor Electronic Communication 
defined 

Misdemeanor 

Mont. Code Ann. § 45-5-
220 
(2009). Stalking—
exemption— penalty. 

   

Nebraska Neb. Rev. Stat. 28-
311.02/03 Stalking and 
harassment 

Misdemeanor Bullying Prohibited at School 
79-2, 137 

School Policy 

Nevada Nev. Rev. Stat. Ann. § 
200.575 
(LexisNexis 2006 & Supp. 
2009). Stalking: 
Definitions; penalties. 

Class B Felony Stalking contains specific 
reference to electronic 
communications 

Class B Felony 
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New Hampshire N.H. Rev. Stat. Ann. § 
644:4 (2007 & Supp. 
2009). Harassment. 

Misdemeanor Defines ‘communicates’ to 
include electronic 
communication 

 

N.H. Rev. Stat. Ann. § 
633:3-a 
(2007). Stalking. 

Misdemeanor Defines ‘communicates’ to 
include electronic 
communication 

 

New Jersey N.J. Stat. Ann. § 2C:12-10 
(West 2005 & Supp. 
2010). Stalking. 

Misdemeanor …by any action, method, 
device or means 

 

Misdemeanor 

New Mexico NMSA 30-3A-2 
Harassment 
NMSA 30-3A-3 Stalking 

Misdemeanor …by any action, method, 
device or means 

Misdemeanor 

New York N.Y. Penal Law § 240.30 
(McKinney 2010). 
Aggravated harassment in 
the second degree. 

First degree 
Misdemeanor 
Second degree 
Felony 

Aggravated harassment 
contains electronic 
communication 

Felony 

North Carolina N.C. Gen. Stat. § 14-196 
(2009). 
Using profane, indecent 
or threatening language to 
any person over 
telephone; annoying or 
harassing by repeated 
telephoning or making 
false statements over 
telephone. 

 
Class 2 

Misdemeanor (2 
years and/or fine) 

  

N.C. Gen. Stat. § 14-
196.3 (2011). 
Cyberstalking. 

Class 2 
Misdemeanor 

Cyberstalking Class 2 Misdemeanor 

North Dakota N.D. Cent. Code § 12.1-
17-07 (1997 & Supp. 
2011). Harassment. 

Class A or B 
Misdemeanor 

Electronic Means Class A or B 
Misdemeanor 

Ohio Ohio Rev. Code Ann. § 
2903.211 (West 2006 & 
Supp. 2010). Menacing by 
stalking. 

Misdemeanor to 
Felony 

Extensively defined 
computer messaging 

Misdemeanor to 
Felony 

Ohio Rev. Code Ann. § 
2917.21 
(West 2006). 
Telecommunications 
harassment. 

Misdemeanor to 
Felony 

  

Oklahoma Okla. Stat. tit. 21, § 1173 
(2002). Stalking—
Penalties. 

Misdemeanor Electronic communication in 
definition of “Unconsented 
contact” 

Misdemeanor 

Oregon Or. Rev. Stat. § 163.732 
(2009). 
Stalking. 

Class A 
Misdemeanor to 
Felony 

Electronic Communication Class A Misdemeanor 
to Felony 

Or. Rev. Stat. § 166.065 
(2010). 
Harassment. 

Class A or B 
Misdemeanor 

Electronic Threat Class A or B 
Misdemeanor 

Pennsylvania 18 Pa. Cons. Stat. Ann. § 
2709 
(West 2000 & Supp. 
2010). 
Harassment. 

Misdemeanor Communication includes 
Electronic Means 

Misdemeanor 

18 Pa. Cons. Stat. Ann. § 
2709.1 (West 2000 & 
Supp. 2010). Stalking. 

Misdemeanor Communication includes 
Electronic Means 

Misdemeanor 

Rhode Island R.I. Gen. Laws § 11-52-
4.2 (West, Westlaw 
through 2008 Sess.). 
Cyberstalking and 
Cyberharassment 
prohibited. 

Misdemeanor Cyberstalking and 
Cyberharassment prohibited. 

Misdemeanor 

South Carolina S.C. Code Ann. § 16-3-
1700(A) 
(2003 & Supp. 2009). 
Definitions. (Harassment 
in the first degree) 

Misdemeanor 
Not more than $1000 
and/or one year 

Electronic Contact  
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S.C. Code Ann. § 16-3-
1700(B) 
(2003 & Supp. 2009). 
Definitions. (Harassment 
in the second degree) 

Misdemeanor 
Not more than $2000 
and/or three years 

Electronic Contact  

S.C. Code Ann. § 16-3-
1700(C) 
(2003 & Supp. 2009). 
Definitions. (Stalking) 

Felony 
Not more than $5000 
and/or 5 years 
 

Electronic Contact  

South Dakota S.D. Codified Laws § 22-
19A-1 
(2004 & Supp. 2010). 
Stalking as a 
misdemeanor—Second 
offense a felony. 

Class 1 
Misdemeanor 

  

S.D. Codified Laws § 49-
31-31 
(2004 & Supp. 2010). 
Threatening or harassing 
contacts by telephone or 
other electronic 
communication device as 
misdemeanor. 

Class 1 
Misdemeanor 

Threatening or harassing 
contacts by telephone or 
other electronic 
communication device as 
misdemeanor 

Class 1 Misdemeanor 

Tennessee Tenn. Code Ann. § 39-17-
308 
(2010). Harassment. 

Class A 
Misdemeanor 

Sending email or electronic 
communication 

School based policy 

Tenn. Code Ann. § 39-17-
315 
(2010). Stalking, 
aggravated stalking, and 
especially aggravated 
stalking. 

Class A 
Misdemeanor 
Class E Felony 
Class C Felony 

Sending email or electronic 
communication 

School based policy 

Texas Tex. Penal Code Ann. § 
42.07 
(Vernon 2003 & Supp. 
2010). 
Harassment. (1-11-2012) 

Class A or B 
Misdemeanor 

Online Harassment 
Sec. 33.07 

Class A or B 
Misdemeanor 

Utah Utah Code Ann. § 76-5-
106.5 
(LexisNexis 2010). 
Stalking— 
Definitions—Injunction—
Penalties. 

Class A 
Misdemeanor 

…uses a computer, the 
Internet, text messaging, or 
any other electronic means 
to commit an act that is a 
part of the course of conduct. 

Class A Misdemeanor 

Vermont Vt. Stat. Ann. tit. 13, § 
1027 
(2009). Disturbing peace 
by use of telephone or 
other electronic 
communications. 

Fined not more than 
$250 and imprisoned 
not more than 3 
months first offense 

Disturbing peace by use of 
telephone or other electronic 
communications. 

Fined not more than 
$250 and imprisoned 
not more than 3 
months first offense 

Vt. Stat. Ann. tit. 13, § 
1061 
(2009). Definitions. 

   

Virginia Va. Code Ann. § 18.2-60 
(2009). Threats of death 
or bodily injury to a 
person or member of his 
family; threats to commit 
serious bodily harm to 
persons on school 
property; penalty. 

Class 6 Felony Orally makes threats to 
school employee while on 
school property 

Class 1 Misdemeanor 

Va. Code Ann. § 18.2-
152.7:1 
(2009). Harassment by 
computer; penalty. 

Class 1 
Misdemeanor 

Use computer or computer 
network 

Class 1 Misdemeanor 

Washington Wash. Rev. Code Ann. § 
9A.46.020 (West 2009). 
Definition—Penalties. 

Misdemeanor to 
Felony 
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Wash. Rev. Code Ann. § 
9A.46.110 (West 2009). 
Stalking. 

Misdemeanor to 
Felony 

  

Wash. Rev. Code Ann. § 
9.61.260 (West 2012). 
Cyberstalking. 

 Cyberstalking 
(Electronic Communication) 

Gross Misdemeanor 
to Felony 

Wash. Rev. Code Ann. § 
10.14.020 (West 2002). 
Definitions. 

Misdemeanor to 
Felony 

  

West Virginia W. Va. Code Ann. § 61-
3C-14a 
(LexisNexis 2010). 
Obscene, 
anonymous, harassing 
and threatening 
communications by 
computer; penalty. 

Misdemeanor 
With intent to 
harass… 

Offense committed 
electronically 

Misdemeanor 
Not more than $500 
and/or not more than 
6 months confined in 
jail 

Wisconsin Wis. Stat. Ann. § 
947.0125 (West 2012). 
Unlawful use of 
computerized 
communication systems. 

Class B 
Misdemeanor 

 

Unlawful use of 
computerized 
communication systems 

Class B Misdemeanor 

Wis. Stat. Ann. § 940.32 
(West, 
Westlaw through 2005--
2006 Sess.). Stalking. 

Class 1 Felony   

Wyoming Wyo. Stat. Ann. § 6-2-506 
(2009). Stalking; penalty. 

Misdemeanor   

(Fukuchi, 2011), (Hinduja & Patchin, 2012b), and (National District Attorney’s 
Association, 2011) 
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ADOLESCENT CYBERBEHAVIOR SURVEY (2013)
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Question 
Number 

Question Proposed Construct 

1 Enter or Exit Survey  
2 Cyberbullying is when you repeatedly hurt someone 

with words or pictures using digital technology. 
Cyberbullying Definition 

3 Cyberbullying is just a normal part of growing up in 
today’s world. 

MD Cognitive Restructuring 

4 It is okay to join in when someone you don’t like is 
being bullied online. 

MD Cognitive Restructuring 

5 In my group of friends, cyberbullying is okay. MD Cognitive Restructuring 
6 When I see another student being bullied online, there 

is nothing I can do to stop it. 
MD Minimizing One’s Role 

7 Cyberbullying sends a message to other students about 
in important to the group. 

MD Disregarding Impact of a 
Negative Behavior 

8 Some people need to be cyberbullied just to teach 
them a lesson. 

MD Disregarding Impact of a 
Negative Behavior 

9 People get cyberbullied because they are different. MD Blaming or Dehumanizing a 
Victim 

10 Some people get cyberbullied because they hurt other 
people. 

MD Blaming or Dehumanizing a 
Victim 

11 If certain students didn’t give in so easily they wouldn’t 
get bullied so much online. 

MD Blaming or Dehumanizing a 
Victim 

12 Cyberbullying is a criminal offense.  MD Cognitive Restructuring 
13 Sometimes it is okay to cyberbully other people. MD Cognitive Restructuring 
14 Adults at school should be responsible for protecting 

kids from cyberbullies. 
MD Minimizing One’s Role 

15 It is my responsibility to do something when I see 
cyberbullying. 

MD Minimizing One’s Role 

16 Getting cyberbullied helps to make you tougher. MD Disregarding Impact of a 
Negative Behavior 

17 Cyberbullying can be a good way to solve problems. MD Disregarding Impact of a 
Negative Behavior 

18 Some students get bullied online because they deserve 
it. 

MD Blaming or Dehumanizing a 
Victim 

19 It is okay to pick on losers online. MD Blaming or Dehumanizing a 
Victim 

20 Most students who are cyberbullied bring it on 
themselves. 

MD Blaming or Dehumanizing a 
Victim 

21 I want to be at my school every day. School Satisfaction 
22 The adults at my school care about the students. School Satisfaction 
23 Teachers know who breaks the rules at my school. School Climate and Culture 
24 I am treated with respect by all of my friends at school. Social Relationships 
25 My friends are always happy to see me. Social Relationships 
26 No one can tell me what I can do or cannot do online.  Mood (Oppositional) 
27 I have a personal belief in something greater than 

myself. 
Spirituality 

28 I regularly attend a traditional place of worship Spirituality 
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(church, mosque, synagogue, temple, etc.). 
29 I care about my grades. School Satisfaction 
30 School rules are enforced at my school. School Climate and Culture 
31 My school is a safe and secure place for learning. School Climate and Culture 
32 All of my teachers care about me. Social Relationships 
33 Sometimes I feel sad and alone. Mood (Depressed) 
34 If someone hurts me, I will find them wherever they 

are. 
Mood (Anger) 

35 I feel a deep personal connection in the natural world 
around me. 

Spirituality 

36 Please tell us if you have seen someone cyberbullying 
or being cyberbullied. 

Cyber-observer 

37 Please tell us if you have been cyberbullied. Cybervictim 
38 Please tell us if you have cyberbullied another person. Cyberbully 
39 Please tell us if you are male or female. Gender 
40 Please tell us your age. Age 
41 Please tell us what grade you are in. Grade 
42 Please tell us your ethnicity. Ethnicity 
43 Are you ELIGIBLE to receive a Free or Reduced 

Breakfast or Lunch at your school? 
Economically Disadvantaged 

44 Please choose the answer that best describes your 
family. 

Family System 

45 Which range best describes your Grade Point Average 
(on a 4-point scale)? 

Academic Success 

46 Which of the following devices did you use to answer 
this survey? 

Technology Use 

47 Please tell us which of the district high schools you 
attend. 

Requested by school district to 
disaggregate data by location. 
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Adolescent Cyber-Behavior Survey: 
Informed Consent Form (Minor Student 7-17) 

 
Before agreeing to your child’s participation in this research study, please read the 
following explanation of the purpose, benefits and risks of the study and about how the 
study will be conducted. 
   
The study is titled AN EXPLORATORY STUDY OF PREDICTIVE FACTORS FOR 
ONLINE AGGRESSION (CYBERBULLYING), and is being conducted by R. Jefferson 
George, a doctoral candidate at the University of North Texas (UNT) Department of 
Education Leadership.  This research study is being supervised by Dr. Jimmy Byrd, 
Program Director for Education Leadership. 
 
You are being asked to allow your child to participate in a research study which involves 
answering 47 online survey questions regarding student online behaviors.  This 
information will help educators better understand the type of aggressive and bully 
behaviors that some students encounter online or in other digital communication.  The 
questions relate to possible experiences with online behaviors using social media, chat 
rooms, texting or email.  The survey will take about 15 minutes to complete. 
 
There are no foreseeable potential risks involved in this study; however, the counseling 
staff at your child’s school will be available for students who may need to talk with 
someone once the issues of online aggression and cyberbullying have been raised by 
the questions in the survey. 
 
This study is not expected to be of any direct benefit to your child, but we hope to learn 
more about online aggression and cyberbullying as a result of the survey and provide 
information about online aggression and cyberbullying to your child’s school.  There is 
no compensation for participation in the survey. 
 
The online survey will be taken voluntarily and anonymously during the school day 
using a hyperlink provided to your student.  The survey may be taken on a cell phone, 
lap top, tablet or desk top computer.  No personally identifiable information is collected 
in the survey.  Informed Consent documents are not linked to the study and, once 
signed; this document will be returned to UNT and maintained at UNT for a period of 
three (3) years and then destroyed.  The identity of the school or school district will not 
be revealed or published with any data gathered in the survey, except to provide the 
results to your child’s district and high school. 
 
If you have any questions about this research study, you may contact R. Jefferson 
George by email at royce.george@unt.edu or Dr. Jimmy Byrd, at j.byrd@unt.edu.  They 
may also be contacted by phone at 940-565-2940 in the Education Research 
Management Center at UNT. 
 

mailto:royce.george@unt.edu
mailto:jbyrd@unt.edu
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This research study has been reviewed and approved by the UNT Institutional Review 
Board (IRB).  The UNT IRB can be contacted at (940) 565-3940 with any questions 
regarding the rights of research subjects. 
 
You have rights as a parent or student.  Your signature below indicates that you have 
read or have had read to you all of the above and that you confirm all of the following:  

• This document has explained the study and answered all of your questions. You 
have been told of the possible benefits and of the potential risks of the study. 

• You have been given contact information if you have any questions regarding 
your child’s participation in this study. 

• You understand that the survey is voluntary and anonymous.  Your refusal to 
allow your child to participate or your decision to withdraw him/her from the study 
will involve no penalty or loss of rights or benefits.  The study personnel may also 
choose to stop your child’s participation at any time.   

• You understand why the study is being conducted and how it will be performed. 
• You understand your rights as the parent/guardian of a research student and you 

voluntarily consent to your child’s participation in this study. 
• A copy of this form has been provided to you. 
• Your child has these same rights and their rights are explained on the opening 

page of the survey where they are asked to participate voluntarily and 
anonymously in the survey. 

 
              
Printed Name of Parent or Guardian  Printed Name of Student 
 
              
Signature of Parent or Guardian     Date 
 
              
 
Student Assent Form 
 
You are being asked to be part of a research project being done by the University of 
North Texas Department of Teacher Education and Administration. 
 
This study involves responding to a 47 question online survey about student behavior 
while online in chat rooms, texting, email, and social media. 
  
You will be asked to agree or disagree with the questions in the survey and it will take 
about 15 minutes to respond to the survey questions. 
 
If you decide to be part of this study, please remember you have the option to stop 
participating any time during the survey. 
    
If you would like to be part of this study, please sign your name below. 
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__________________________   
Printed Name of Student 
 
 
__________________________   _______________ 
Signature of Student     Date  
 
 
       _______________ 
Student Investigator     Date 
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Adolescent Cyber-Behavior Survey:  Informed Consent Form (18+) 

Before agreeing to participate in this research study, it is important that you read and 
understand the following explanation of the purpose, benefits and risks of the study and 
how it will be conducted.   

The study is titled AN EXPLORATORY STUDY OF PREDICTIVE FACTORS FOR 
ONLINE AGGRESSION (CYBERBULLYING), and is being conducted by R. Jefferson 
George, a doctoral candidate at the University of North Texas (UNT) Department of 
Education Leadership.  This research study is being supervised by Dr. Jimmy Byrd, 
Program Director for Education Leadership. 
 
You are being asked to participate in a research study which involves answering 47 
online survey questions regarding possible online behaviors.  This information will help 
educators better understand the type of aggressive and bully behaviors that some 
people encounter online or in other digital communication.  The questions relate to 
possible experiences with online behaviors using social media, chat rooms, texting or 
email.  The survey will take about 15 minutes to complete. 
 
There are no foreseeable potential risks involved in this study; however, the counseling 
staff at your school will be available for individuals who may need to talk with someone 
once the issues of online aggression and cyberbullying have been raised by the 
questions in the survey. 
 
This study is not expected to be of any direct benefit to you, but we hope to learn more 
about online aggression and cyberbullying as a result of the survey and provide 
information about online aggression and cyberbullying to your school.  There is no 
compensation for participation in the survey. 
 
The online survey will be taken voluntarily and anonymously during the school day 
using a hyperlink provided to you by one of your teachers.  The survey may be taken on 
a cell phone, lap top, tablet or desk top computer.  No personally identifiable information 
is collected in the survey.  Informed Consent Forms are not linked to the study and, 
once signed; this document will be maintained at UNT for a period of three (3) years 
and then destroyed.  The identity of the school or school district will not be revealed or 
published with any data gathered in the survey, except to provide the results to your 
school and school district. 
 
If you have any questions about this research study, you may contact R. Jefferson 
George by email at royce.george@unt.edu or Dr. Jimmy Byrd, at j.byrd@unt.edu.  They 
may also be contacted by phone at 940-565-2940 in the Education Research 
Management Center at UNT. 
 
This research study has been reviewed and approved by the UNT Institutional Review 
Board (IRB).  The UNT IRB can be contacted at (940) 565-3940 with any questions 
regarding the rights of research subjects. 

mailto:royce.george@unt.edu
mailto:jbyrd@unt.edu
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You have rights as a student in this study.  Your signature below indicates that you have 
read or have had read to you all of the above and that you confirm all of the following: 
 

• This document has explained the study and answered all of your questions. You 
have been informed of the possible benefits and of the potential risks of the 
study. 

• You have been given contact information if you have any questions regarding 
your participation in this study. 

• You understand that the survey is voluntary and anonymous.  Your refusal to 
participate or your decision to withdraw from the study will involve no penalty or 
loss of rights or benefits.  The study personnel may also choose to stop your 
participation at any time.   

• You understand why the study is being conducted and how it will be performed. 
• You understand your rights as a research student and you voluntarily consent to 

your participation in this study. 
• A copy of this form has been provided to you. 
• Your rights are explained again on the opening page of the survey where you are 

asked to participate voluntarily and anonymously in the survey. 
 
             
Printed Name of Adult Student   Date 
 
      
Signature of Adult Student 
 
 
             
Student Investigator     Date 
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Cellular phone – a telephone with access to a cellular radio system so it can be used 

over a wide area, without a physical connection to a network 

Facebook – Facebook is a social network service and website 

Google – an internet search engine 

LinkedIn – an internet based professional networking program 

Mobile phone – another name for a cellular phone 

Smartphone – a cell phone with the capabilities of a mobile personal computer 

Social Media - forms of electronic communication (as Web sites for social networking 

and microblogging) through which users create online communities to share 

information, ideas, personal messages, and other content (such as videos) 

Text Messaging - is the act of typing and sending a brief, electronic message  

Twitter - a social networking and microblogging service, enabling its users to send and 

read other users' messages called tweets 
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Letter to Principals 

R. Jefferson George, M.Ed., LPC 
University of North Texas 
Doctoral Candidate 
Adolescent Cyber-Behavior Survey 
 
Royce.george@unt.edu 
 
Principals,  
 
Thank you again for your agreement to allow your students to participate in this online survey regarding 
student online behaviors, which include cyberbullying.  I am prepared to work with you to collect the 
necessary Informed Consent Forms from the students and provide support as needed during the survey.   
Students who provide an Informed Consent Form are granted access to the survey.  
 
The following items are part of the IRB Protocol and we can decide what this might look like on your 
individual campuses. 

• An Informed Consent form will be sent home with each student ages 7-17 for a parent 
signature.  Students age 18 or over may sign a separate form for themselves. 

• The forms will be kept by the designated teachers until the day of the survey and returned to 
the office for documentation along with the signed Teacher Directions form. 

• Students will be able to go to the survey page and access the survey through a link on the web 
page.  They will be asked for a password to complete the survey. 

 
School administrators will determine the teachers responsible for the survey on their campus. 

The designated teachers will be responsible for providing the Survey. 

The first page of the survey explains the anonymous survey and provides the opportunity for the 
student to voluntarily continue to the survey 

Survey data will be collected anonymously by the electronic survey.  There is no link to the identity of 
the student and the student responses on the survey. 

The survey will be open for the length of the school day 8am - 5pm. and will be open until all campuses 
have completed.  The password will change daily for additional security of the information. 

Thank you again for allowing me to complete my research on your campuses and I look forward to 
starting this process.  Please let me know if there are questions about the survey or if there is a way for 
me to assist you in the survey administration. 

Sincerely, 

R. Jefferson George 
R. Jefferson George  
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District Procedure Guide 

ACADEMIC PROGAMS 
PROCEDURES FOR RESEARCH 

__________INDEPENDENT SCHOOL DISTRICT 
 
The ______ School District has a special interest in cooperating with persons wishing to conduct 
research, surveys, and studies within the schools.  In keeping with the mission of the ______ Schools, 
however, all proposals must be in the best interest of the students being served.  Prior to the research, 
survey, or study, the district must decide that the data generated will be useful in its programming. 
 
To be considered, a form for Research Proposals must be secured from Central Services, completed 
along with other requested information, and returned for action.  Consideration of proposals will be 
done in a timely manner in order of receipt.  Directions for preparing the proposal are included on the 
form for Research Proposals. 
 
Due to the potential volume, the school district will give priority consideration to studies being 
conducted by doctoral students or by university faculty members involved in research.  Master's theses, 
and undergraduate papers and surveys are discouraged.  However, all proposals will receive strong 
consideration based on merit. 
 
The following factors should be considered in the preparation of a proposal for research: 
 
  1. Proposals must be compatible with the policies and regulations of the ______ Public Schools. 
 
  2. No students may be personally identified and reported as individuals within a study. 
 
  3. The use of test results, attendance and other personal data will be carefully limited by the 

principal and must meet the qualifications under #2 above. 
 
  4. The amount of time required from students or the professional staff will be a key-determining 

factor.  Therefore, researchers should use small groups or samples whenever possible.  
Permission to use all schools or all students in a grade level is questionable. 

 
  5. No human subject will be subjected to experimental treatments (including medications or mind 

control) or control groups that will impede their learning rate or subject them to physical harm 
or discomfort. 

 
  6. No human subject will be subjected to electronic devices that may be attached or used by a 

subject that may emit radiation and/or electrical charges, e.g., X-rays, electrolysis, shocking or 
stunning devices, etc., and inordinate sound damaging high or low frequency sounds. 

 
  7. The potential value of the results of the research to the ______ Public Schools is necessary.  

Therefore, the courtesy of providing a summary or copy of the results is imperative. A copy of 
the doctoral dissertation should be made available to the district if at all possible. 

 
  8. The interest of the principal(s) and his/her ability to schedule or accommodate the research will 

be a factor. 
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  9. When a university student is included in the research, the project must have the prior approval 
of the major advisor. 

 
10.  APRIL 1 is the deadline for considering research proposals for a current school year.  This 

policy is based upon the requirements of the local assessment program and general end-of-year 
activities within the schools. 

 
For further information, contact:  xxxxxxxxxxxxxxxxxx 

Assistant Superintendent of Academic Programs 
_______ Independent School District 
xxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxx 
Phone: xxxxxxxxxx    FAX:  xxxxxxxx 
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Survey Administrator Information Sheet 

ACBS ADMINISTRATOR DIRECTIONS 
 
Survey Administrator 
 
Thank you for taking time to administer the Adolescent CyberBehavior Survey to your students.  The 
study is being conducted by R. Jefferson George, a doctoral candidate at the University of North Texas in 
the Department of Education Leadership.  The research is being supervised by Dr. Jimmy Byrd, who is 
the Program Director for Education Leadership in the Department of Teacher Education and 
Administration in the College of Education at UNT. 
 
If you have any questions about this research study, you may contact R. Jefferson George by email at 
royce.george@unt.edu or Dr. Jimmy Byrd, at j.byrd@unt.edu.  They may also be contacted by phone at 
940-565-2940 in the Education Research Management Center at UNT. 
 
It is anticipated that the information gained in this study will help educators better understand the type 
of aggressive and bully behaviors that some students encounter online or in other digital 
communication.  The questions relate to possible experiences with online behaviors using social media, 
chat rooms, texting or email.  The online survey will take about 15 minutes to complete. 
 
There are no foreseeable potential risks involved in this study; however, the counseling staff at your 
school will be available for students who may need to talk with someone once the issues of online 
aggression and cyberbullying have been raised by the questions in the survey.  Please allow students to 
visit with one of the high school counselors should they request to do so. 
 
The online survey will be taken voluntarily and anonymously during the school day using a hyperlink that 
you will provide to your students.   The survey will also have a daily password that will be emailed to you 
with the survey link.  The survey may be taken on a cell phone, lap top, tablet or desk top computer.  No 
personally identifiable information is collected in the survey. 
 
This study is not expected to be of any direct benefit to your students, but we hope to learn more about 
online aggression and cyberbullying as a result of the survey and provide information about online 
aggression and cyberbullying to your school.  There is no compensation for participation in the survey. 
 
The Informed Consent documents that you are collecting are not linked to the study.  One of your 
responsibilities is to collect the signed Informed Consent form and return the documents to the 
researcher after your students have completed the survey.  The Informed Consent form will be returned 
to UNT and maintained at UNT for a period of three (3) years and then destroyed.  The identity of the 
school or school district will not be revealed or published with any data gathered in the survey, except 
to provide the results to your district and high school. 
 
Thank you again for your participation in this research study by allowing your students to complete the 
survey during school day and monitoring the Informed Consent process.  Your participation is very 
important to the study as you ensure that only students who have provided you with an Informed 
Consent form will have access to the online survey.  Remember that there are two Informed Consent 
forms (one for students who are 17 years of age or younger, and one for students who are 18 years of 

mailto:royce.george@unt.edu
mailto:j.byrd@unt.edu
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age and older).  Providing the student with the correct form and acting as the onsite gatekeeper is a 
valuable role in maintaining the credibility of the study and your efforts are appreciated. 
Your signature below indicates that you have read or have had read to you all of the above and that you 
confirm all of the following:  
 

• This document has explained the study and answered all of your questions. You have been 
told of the possible benefits and of the potential risks of the study. 

• You have been given contact information if you have any questions regarding participation 
in this study. 

• You understand that the survey is voluntary and anonymous.  A student’s refusal to 
participate will involve no penalty or loss of rights or benefits.  You as the onsite 
administrator may also choose to stop a student’s participation at any time.   

• You understand why the study is being conducted and how it will be performed. 
• A copy of this form has been provided to you. 
• Each student has rights that are explained in the Informed Consent form and on the opening 

page of the survey where they are asked to participate voluntarily and anonymously in the 
survey.  No student may be required to participate in the survey. 

• You understand the importance of providing and collecting the appropriate signed Informed 
Consent form from each student prior to allowing access to the online survey. 

 
Please print this form and include a signed copy with the Informed Consent forms that will be returned 
at the end of the survey. 
 
 
              
Printed Name of Teacher/Survey Administrator  Signature of Teacher/Survey Administrator 
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