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Foreword

This background paper on selected electronic funds transfer (EFT) issues is
one of four components of the OTA assessment of Societal Impacts of National
Information Systems. It should be read along with the September 1981 OTA
report on Computer-Based National Information Systems: Technology and
Public Policy Issues, which provides the larger context for understanding EFT-
related public policy questions,

The Senate Committee on the Judiciary, one of the original requesting com-
mittees, indicated an interest in possible implications of EFT for privacy, secu-
rity, and equity, among other issue areas. In response, OTA initiated a prelimi-
nary analysis of relevant EFT developments since the completion of the work of
the National Commission on Electronic Funds Transfer. Several working papers
were prepared by OTA staff and contractors. These were reviewed by a special
advisory panel on EFT representing financial, business, academic, and con-
sumer interests. On the basis of that review, a revised and integrated paper was
prepared.

OTA appreciates the participation of the advisory panelists, external
reviewers, and others who helped bring this background paper to fruition. It is,
however, solely the responsibility of OTA, not of those who so ably advised and
assisted us in its preparation,

 

JOHN H. GIBBONS
Director
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Chapter 1

Summary—— —— — — —

Introduction
Electronic funds transfer (EFT) provides

an alternative method of paying for goods
and services and making a wide range of fi-
nancial transactions that will increasingly
challenge currency and checks as a dominant
payment system, EFT is a cluster of technol-
ogies that allow the execution of financial
transactions by electronic messages without
the necessity of a paper instrument of ex-
change. The messages substitute for an ex-
change of currency or a signed check. The
term EFT has also come to include electronic
transfer of information critical to such trans-
actions without an immediate transfer of
funds; for example, credit authorization or
check validation by telecommunication.

Some EFT systems are used for transfers
between large organizations or institutions.
For instance, automated clearinghouses
(ACHSs receive, sort, and redistribute finan-
cial information that instructs participating
banks to debit and credit accounts at a speci-
fied time. ACH services are used by some
organizations for direct deposit of wages to
employee accounts in many different banks.

Other EFT systems provide services to
and for individual consumers. Automated
teller machines (ATMs) are now widely avail-
able in many communities for making de-
posits or withdrawing funds 24 hours a day.
Other consumer-oriented EFT technologies
include point-of-sale terminals and telephone
bill payer systems. Most EFT systems in-
volve computers, telecommunication links,
and automated data files. (See ch. 2 for
detailed discussion of EFT technologies and
services. )

Since EFT is a new and evolving technol-
ogy, whose full impacts are unknown, it has
given rise to a number of concerns. This
paper focuses on the issues of user privacy,

system security, and consumer equity in the
use of EFT systems and services. Other
EFT-related issues, such as competitive im-
plications of electronic interstate banking
and shared EFT networks, vulnerability of
EFT to national security threats, impacts of
EFT on employment, and the Federal Gov-
ernment role in EFT, are outside the scope of
this preliminary analysis but are discussed
briefly in appendix A.*

One major incentive for financial institu-
tions in the move to EFT is the desire to re-
duce the growing burden of check handling
and processing. The cost of processing
checks is estimated at approximately $7.5
billion annually and is increasing rapidly
because of rising labor costs and postage
fees and the expanding volume of checks
(about 5 percent more checks each year). The
push for EFT is also a response to the dy-
namic interaction of the recent economic en-
vironment, increasing consumer sophistica-
tion, and deregulation of the banking and
thrift industries. (See ch. 3 for a discussion of
the competitive and regulatory environment
of EFT, )

A number of factors appear to be accelerat-
ing the rate of EFT development. As a result
of deregulation, the distinctions between the
services offered by banks, thrift institutions,
and other financial institutions are breaking
down. Moreover, competing services are
being marketed by nondepository institu-
tions (e.g., securities brokers, credit card
companies, and retailers). EFT makes it
easier for firms to compete in financial serv-
ices markets that were previously protected

~,~()(> ul~<),  the orl’~\  report  {’ompu terfia.~~d .~’u tionai IrZfOr-
ma tion S>stem. s: Technolog> and Public  Po(ic,y Issues, OTA-
(’1T- 146 (Washington, D. C.: (;o~’ernment  Printing Of fiw,
.September  1981).
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by regulatory boundaries. As in other areas
of our economy, advancing EFT technology
is contributing to de facto deregulation of
markets.

In addition, financial institutions are no
longer able to readily subsidize the cost of
the paper-based payments system. Histori-
cally, financial institutions could more than
cover the cost from earnings accruing as a
result of the margin between regulated inter-
est rates paid on deposits and market inter-
est rates. Higher interest rates and the
increasing demand by consumers to earn
market rates of interest have reduced the
availability of low-cost funds to subsidize
paper-based transactions. Furthermore, the
Federal Reserve is now required to explicitly
charge for check-clearing services. Thus,
EFT is used by firms in part to help offset
these cost pressures as well as to counter
general inflationary pressures.

In sum, EFT is increasingly viewed as an
important part of the competitive and cost-
containment strategies of institutions com-
peting (or planning to compete) in the finan-
cial services markets. Projections of EFT de-
ployment are still very rough at best, and
have been badly off the mark in the past. But
recent developments suggest that within the
next two decades, EFT will transform the
way many Americans carry out their day-to-
day commercial activities and personal mon-
etary transactions.

Privacy

Three principal concerns about EFT pri-
vacy have arisen: 1) the extent to which per-
sonal data in EFT systems are or might be
disclosed to third parties by financial institu-
tions; 2) the possibility of Government or pri-
vate surveillance through EFT systems and
data files; and 3) the right of consumers to
see, challenge, and correct personal data in
EFT systems that might be used, for exam-
ple, to refuse them credit or in other disad-
vantageous ways.

With increased use of EFT there will be a
large number of points at which traditional
norms of privacy could be violated. More
EFT terminals will be online, making elec-
tronic surveillance a more credible possibil-
ity. Single statement reporting of all kinds of
financial transactions will become common;
more data will be aggregated and thus easier
to access. There could be broader and swifter
dissemination of inaccurate data. Even if
customer correction of data is facilitated, it
will be more difficult for corrections to catch
up with and replace faulty information.

In 1977, both the Privacy Protection
Study Commission and the National Com-
mission on Electronic Funds Transfer
(NCEFT) recognized that EFT privacy con-
cerns could be especially strong. NCEFT de-
voted 19 recommendations to means of pro-
tecting privacy.

Only a few of the NCEFT recommenda-
tions are reflected in the two EFT-related
laws enacted since 1977—the Electronic
Funds Transfer Act of 1978 (and Federal Re-
serve Regulation E) and the Right to Finan-
cial Privacy Act of 1978. For example, the
use of EFT systems for surveillance pur-
poses is not covered by existing legislation,
but would be tightly restricted by the pro-
posed privacy of EFT bill introduced in the
96th Congress, Disclosure of EFT informa-
tion to third parties is addressed only min-
imally by the EFT Act of 1978. The pro-
posed privacy of EFT and fair financial infor-
mation practices bills would provide more
detailed conditions and restrictions on third
party disclosure. Even so, these proposed
conditions are not as restrictive as some cus-
tomers would prefer, and neither of these
bills was enacted by the 96th Congress.

Thus, the needs identified by NCEFT for
more comprehensive EFT privacy protec-
tion, whether through new legislation, modi-
fication of existing law, administrative pro-
cedures and regulations, industry standards,
or some combination, are still largely unmet.



Security

Security means the protection of the integ-
rity of EFT systems and their information
from illegal or unauthorized access and use.
Although the loss per theft appears to be
greater than for paper-based payment sys-
tems, there is no real evidence that EFT sys-
tems to date have resulted in a higher than
average crime rate. Why, then, is the securi-
ty of EFT systems an important public con-
cern and potentially a major policy issue? In
comparison with other payment systems,
EFT appears to have some additional vulner-
abilities. For example:

●

●

●

●

●

EFT systems have many points of ac-
cess where transactions can be affected
in unauthorized ways because of direct
customer involvement with the dynam-
ics of the systems, the use of telecom-
munication lines, and the ways in which
data are aggregated and transmitted
among and between sites and institu-
tions.
EFT crime is often difficult to detect be-
cause funds/data can be removed or ma-
nipulated by instructions hidden in com-
plex computer software; the dynamics
of the criminal action may be under-
stood by only a few experts within the
institution.
EFT crime offers a sporting element, or
intellectual challenge, that perhaps is as
enticing to some as the opportunity for
financial gain.
It is possible, in theory, for large banks
of data to be destroyed by remote
agents, creating the opportunity for ma-
liciousness, extortion, blackmail, or ter-
rorism.
EFT systems reduce the effectiveness
of—or eliminate altogether—some of the
traditional methods of controlling and
auditing access to financial accounts.

The level of EFT security violations is dif-
ficult to assess at present because there is
underreporting of EFT crime, a paucity of in-
formation about EFT security, and a lack of
informed public discussion. While there is a

Ch. 1—Summary ● 5
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danger that giving these problems higher
visibility through public discussion may at
first exacerbate them, the public is entitled
to know what risks they are exposed to in
using EFT services. Furthermore, both law
enforcement agents and financial institu-
tions would benefit by sharing information
about vulnerabilities, defense strategies, and
security-enhancing technologies.

Some believe that effective technology and
sound management procedures exist to ade-
quately assure EFT security, though even
present technology and procedures are not
all widely used. Their use varies among insti-
tutions. There is as yet no clear and consist-
ent set of industrywide security standards
for protecting computer systems.

Better information about EFT security
would allow Congress and State legislatures
to assess more effectively the possible need
for new legislation and/or regulations.

Equity

The concept of equity includes the princi-
ples that individuals, groups, and organiza-
tions should be afforded access to necessary
financial services; that the range of financial
choice, rights, and benefits that consumers
now enjoy should not be arbitrarily reduced;
and that the rules and procedures for access
to and choice of financial services should not
be differentially reduced for certain popula-
tion subgroups.

As long as EFT is one of an array of alter-
native payment systems or sets of financial
services, it does not appear that its use will
result in a necessary or significant loss of
equity to any group in society. EFT delivers
benefits to many customers, and these could
be increased if technology designers and fi-
nancial service managers were attentive to
diverse human needs. For example, dis-
persed EFT devices could be tailored to the
needs of the handicapped, and located to
meet the needs of those whose mobility is
limited. EFT offers important and obvious
benefits in terms of customer convenience
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and reduced costs and increased productiv-
ity for financial institutions (presumably for
customers as well), and perhaps greater per-
sonal security for the user against crimes of
violence and some kinds of privacy abuse.

However, to the extent that some forms of
participation in EFT become mandatory or
inescapable, or to the extent that EFT signif-
icantly displaces, reduces, or raises the costs
of alternatives, some population subgroups
could experience a loss of equity. Some peo-

ple who choose not to deal with banks and
other financial institutions could be forced to
do so. People who for various reasons are
poorly equipped to use EFT systems could
have their access to financial services re-
duced. Some communities or neighborhoods
could suffer a reduction in available financial
services. Explicit public policies may need to
be considered to preserve some level of con-
ventional financial services if market and
other forces move EFT to a dominant role,
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Chapter Summary
Electronic funds transfer (EFT) consists of a group of technologies that allow finan-

cial transactions to be carried out electronically. Messages sent by several forms of tele-
communication cause funds to be transferred from one financial account to another. The
messages substitute for an exchange of currency or for a signed check that would bring
about the same transfer. The term EFT has also come to include transfer of information
critical to such transactions without an immediate transfer of funds; for example, authori-
zation of credit or validation of checks by telecommunication. Although most EFT tech-
nologies are at most 15 years old, they are already having a significant impact on payment
systems and on banks and other financial institutions. It is possible that within the next
two decades EFT will transform the way Americans carry out their day-to-day commer-
cial activities and personal monetary transactions.

Introduction
EFT is not one but several technologies,

all requiring the processing and transmis-
sion of information by electronic means to ef-
fect an economic exchange and financial
service. Some of these services (listed in
table 1) are decentralized and are provided
directly to the consumer at retail. They con-
sist of transactions that may involve an in-
dividual, a provider of goods or services that
are purchased by the individual, and one or
more providers of financial services. In some
eases, as in the use of an automated teller
machine (ATM), the transfer is almost imme-
diate. In others, value is conveyed by a paper
instrument, such as a check, while the elec-
tronic service provides information to the
recipient that good funds are being con-
veyed. For example, check verification serv-
ices help eliminate uncertainty as to whether
a check will be returned for lack of funds.
Sometimes the consumer operates a machine
that is used to provide an EFT service. In
other cases, the consumer gains access to a
service through an intermediary.

Table 1 .–Financial Services –Non-EFT and EFT

l- Non-EFT financial transactions

● Currency
● Checks and magnetic coding of checks
● Credit card services

// Consumer orlented/decentralized EFT services

A Services that facilitate the transfer of lnforma-
tlon
● Check and credit authorization
● Check verlfication
● Check guarantee
● Account status Inquiry

B EFT services that lnvolve direct money transfer
● D e p o s i t
● Cash withdrawal
● BiII or loan payment
● Interaccount transfer
● Debit of transaction balance with overdraft

privileges
● Credit purchase
● Cash advance

/// Institution orriented/centralized EFT services

• Direct deposit of payroll
● Preauthorized debit services
● Corporate cash management (including inter-

bank and Intrabank transfers
● Interbank settlements and clearings

S O U R C E  K e n t  W  Col:orI  et al E/ecfron/c F u n d s  Transfer  5’ys(ems and Cr/me

Pu bl I r Sy sterns Eval  u at CI  n I nc Feh ruary  1981 draft
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Other EFT services (listed in table 1) are
more centralized and generally are used for
transfers between financial institutions, or
between these institutions and large-scale
users, such as the U.S. Treasury. These are
also referred to as wholesale services and in-
clude wire transfers and automated clearing-
houses (ACHs). Some electronic transfers
take place entirely within the computer of
one bank. At times individuals will par-
ticipate in wholesale services, but most will
not do so routinely. These centralized serv-
ices are largely invisible to the consumer,
and chiefly affect relationships between in-
stitutions. However, there are times when
data that are identifiable with a particular in-
dividual are handled by a wholesale service;
e.g., the transmission of payroll through the
ACH network.

Most EFT services involve computers, au-
tomated data files, telecommunication links,
and access systems. To fulfill the obligations
of financial institutions to their users, and to
guard against mistakes, EFT services create
transaction logs and audit trails. All prom-

ise, when fully implemented, to deliver sub-
stantial cost savings. In transferring funds
between accounts or institutions, the earlier
in the processing cycle that data can be con-
verted to a form suitable for machine proc-
essing, the greater the economies that can be
realized. The rapidity with which EFT serv-
ices become widely available depends in part
on the rate of diffusion of several supporting
technologies. Among these are the Touch-
Tone” telephone, which allows individuals
to send digital messages over EFT net-
works; home computers and interactive TV
cables, which also provide that capability;
switching and networking techniques, which
facilitate the handling of large numbers of
small messages generated between large
numbers of comparatively dispersed loca-
tions; and improved, more secure access
systems. At present, decentralized EFT
devices are usually accessed by the combina-
tion of a plastic card and a personal iden-
tification number, but future systems could
use handprints, fingerprints, voiceprints, or
signature recognition,

Automated Teller Machines
The EFT technology that appears to have

been most readily accepted and welcomed by
the general public is the ATM. These provide
the banking services used most often by con-
sumers (except for loans). Most transactions
can be accomplished faster and more conven-
iently than with human tellers, and many
consumers appear to like the technology.
Some use it by preference even when human
tellers are available. One big attraction is
service 24 hours a day, but customers who
rely on this feature are, on occasion, seri-
ously inconvenienced by finding the machine
inoperative at a critical moment.

As shown in table 2, ATMs usually allow
deposits to and withdrawals from both sav-
ings and checking accounts, transfers be-
tween these accounts, and queries about the
account balance. Some permit the use of

credit cards for cash advances. Frequently
overdraft privileges are offered with ac-
counts that are accessible through ATMs.
Some ATMs have direct access to the finan-
cial institution’s computer and update ac-
counts immediately. Cash disbursements are
limited to either a predefined amount or the
actual account balance. Others operate inde-
pendently of the institution’s computer and
merely limit the amount that can be with-
drawn within a specified period. Actual ac-
count balances are updated daily.

ATMs may be located on or off the bank
premises; most are accessible around the
clock. However, because Federal courts have
ruled that an ATM is a branch bank, State
laws concerning branch banking limit the
possible locations. The debit card used to ac-
tivate the ATM may be proprietary to the
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bank, offered under the logo of a credit card
association, or offered by a third party with-
out showing any financial institution identi-
fication. Both the card and a personal identi-
fication number are necessary for access.
The Electronic Funds Transfer Act of 1978
requires that financial institutions make
receipts available to customers at the time a
terminal transaction is initiated. The act also
requires that ATM transactions be shown on
the periodic statement issued by the finan-
cial institution.

ATM networks may be proprietary to one
institution, or they may be operated on be-
half of multiple institutions by consortia or
by third party operators, Networks that
cross State lines limit services to conform to
regulations on interstate banking.
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Banks add ATMs to attract new custom-
ers and to increase the volume of accounts.
In 1981, the cost of an ATM transaction,
which is very volume-sensitive, reached a
level comparable to the cost incurred using a
human teller (l). The estimated average
number of transactions per month at an
ATM is 5,000, which represents one every 8
minutes around the clock, Some ATMs re-
cord as many as 20,000 to 30,000 transac-
tions per month, or one every 1½ to 2 min-
utes (2). In 1979, the average deposit ranged
from $137 in small communities to $248 in
large communities, and the average with-
drawal from $20 to $37, again depending on
location (3). Thus, an average ATM deposit
is much larger than an average withdrawal.

ATMs were installed at an average rate of
1,200 per year from 1974 through 1976. Fly
1979, the number had increased to about
3,000 per year, with a large backlog of orders
for 1980 (4). The number of ATMs in opera-
tion in 1981 was estimated at 25,000 (5). This
should double at least and could rise to
120,000 by 1990 (6). Continuing technolog-
ical improvement would lower both initial
and operating costs and decrease malfunc-
tions and downtime. Changes in banking
laws that would permit interstate deploy-
ment of full-service ATM networks could
enhance their utility, and the availability of
interstate access could be cost effective for
both users and providers of financial serv-
ices. Nonfinancial institutions are now offer-
ing ATM services through networks that
cross State lines. However, interstate de-
ployment by banks can be viewed as the im-
plementation of interstate banking, Some
believe that interstate banking could lead to
the excessive concentration of power in a rel-
atively few firms in the financial industry,
and thus to a situation where financial mar-
kets are no longer responsive to local needs.
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Point-of-Sale
Point-of-sale (POS) EFT technology de-

ployed in supermarkets, department stores,
discount chains, and other commercial facili-
ties

•

●

●

offers several kinds of services:

check validation and credit card authori-
zation,
direct transfer of funds from a custom-
er’s account to the merchant’s account
by means of a debit card; and/or
banking services; i.e., direct withdrawal
of currency from (or deposit in) a deposi-
tory account, using the merchant’s cash
drawer and sales personnel.

POS usually employs a terminal, which may
be operated by a store clerk or by the cus-

tomer, and a telecommunication link to cus-
tomer information files within the institu-
tion providing the service (see table 3). There
are an estimated 87,500 POS terminals now
in service at retail locations primarily for
check validation and credit card authoriza-
tion (7).

One major problem with POS service is
that it establishes a link only between one
store (or chain) and one financial institution.
It is impractical for merchants to have a ter-
minal for every financial institution. Switch-
ing systems are needed, and although the
technology is available it is not yet widely
used.

Table 3.— Point-of-Sale Services
—

‘Funct ions  and resources  at the point of sale -

Transact ion
authorization

Customer operated Retailer’s
terminal cash— —
Customer uses terminal Retailer’s cash may be
to get authorization
before entering the
checkout line. Terminal
may imprint the check or
provide a separate
authorization document.

Fund transfer Enters PIN or other in- –

formation required to
establish the legitimacy
of the transaction.

Banking services Terminal may be an ATM
and is able to handle all
aspects of the transac-
tion. Terminal may ac-
cept deposits and issue
voucher against which
the retailer gives
customer cash.

SOURCE Office of Technology Assessment

given to the customer
once authorization has
been obtained.

Store
personnel

Check for authorization
and dispense cash as
appropriate. Accomplish
tasks to complete sale.

Bank personnel at
retailer’s site

May–operate the -

authorization and
provide documenta-
tion to customer.

Probably not involved.
May be some cases
where the retailer will
permit the customer to
take change in the form
of cash.

Perform the standard
tasks required to ac-
complish a sale.

Not involved.

Retailer may accept
deposits and disburse
cash using the register
to hold inventory of
cash.

May operate a terminal
and perform all or some
of the functions of a
bank teller.

May operate a mini-
branch in the store,
performing all of
normal teller func-
tions. Or may pro-
vide only limited
functions and rely
on customers and
store personnel to
accomplish most of
the required tasks
between them. In
some ways more of
a conventional
branch than EFT.. .
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Credit Card Authorization and Check Validation
Credit card authorization services are op-

erated by card providers or by organizations
that perform processing on their behalf.
Clerks use either telephones or terminals to
determine whether a card should be honored
for a particular transaction. The decision is
made on the basis of files that show the total
activity of a card. Check validations can be
piggybacked onto this service or may be op-
erated independently.

There are two kinds of check validation
services—those that have direct access to
customer checking account balances (posi-
tive files), and those that depend on infor-
mation gathered from a variety of other
sources. These sources include records of a
consumer’s transactions with the system
and data reported by participating institu-
tions, not actual account records. Because
these files contain only information that is
used to disallow transactions, they are called

negative files. Some systems provide only an
indication that the transaction is good, while
others indemnify the merchant against loss.

Both merchants and customers would ben-
efit from a system that improves check vali-
dation and credit card authorization, espe-
cially on an interregional or nationwide ba-
sis. However, users are wary of any valida-
tion/authorization system that may cause
embarrassment by unanticipated rejection
at the point of sale. Consumer-operated POS
terminals, which provide written authoriza-
tions that can be presented to a clerk, may
be one acceptable solution to this problem.

It is projected that POS-based check guar-
antee and credit card validation services will
be available in 10 to 40 percent of all metro-
politan areas by 1985, and that 10 to 50 per-
cent of all transactions within those areas
would utilize these services (8).

Debit Cards
Direct transfer of funds from a customer’s

account to a merchant’s account by means of
EFT services at the point of sale is less com-
mon and the outlook is less certain. Today,
debit card transactions are usually proc-
essed by the same facilities that process
credit card transactions, differing only when
the final debit to the customer’s account is
made. In the future, debit transfers will
be accomplished electronically. Consumers
would lose some maneuverability in manag-
ing their financial resources and scheduling
disbursements if the debit card were to
replace the credit card. However, the debit
card would be convenient as a substitute for
cash or a check, for instance, in supermar-
kets where credit usually is not available. If
the cost of credit continues to increase, con-

sumers may regard debit cards more favor-
ably, especially as the use of ATM cards
makes the concept more familiar.

The outlook is for financial institutions
and joint ventures to take the lead in offer-
ing these services. They are likely to be in-
stalled first in supermarkets and shopping
centers. To be economically feasible, the
service requires a shared communication
network and improvements in terminals,
cards, magnetic tape storage, fiber optics
communication, and security (identification)
systems. Expectations are that by 1985, 10
to 20 percent of metropolitan areas will have
access to these services, and by 1995, as
many as 40 percent (9).
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Telephone Bill Payment
Many telephone bill payment (TBP) serv-

ices allow customers to pay bills using a
home telephone to instruct a bank computer
to transfer money from their account to that
of a creditor. Others record the customer’s
verbal instructions on a tape or through the
intervention of a human operator. In the lat-
ter case, there is an additional step of trans-
forming the input for computer processing.
However, the more widespread availability
and use of Touch Tone® service, and the con-
tinual increase in the cost of human labor,
will lead to the phasing out of TBP services
that do not take input directly from the cus-
tomer. In 1979, 36 percent of residences al-
ready had Touch-Tone® telephones. Ameri-
can Telephone & Telegraph projects that
this will increase to 64 percent by 1984, and
perhaps to 90 percent by 1995 (10). Present
Touch-Tone@ -based services often use a
voice synthesizer to respond to customer in-
puts. Direct voice input may be available in
the future, and at least one device capable of
processing voice input for a TBP application
has been demonstrated.

A major drawback with TBP service is
that the customer has no proof that instruc-
tions for payment have been given until a
monthly statement is received. This pro-
vides the customer’s only proof of payment.
In case of a dispute, the customer may find it
difficult to substantiate claims.

In some systems, a new customer provides
a list of those who are to receive payments,
and is afterward limited to that list or modi-
fications of it. Signed documents are used as
the basis for creating the list of payees and
to support any changes that may be made to
it. In other systems, the service provider has
a standard list of those to whom payments
may be made, and all customers are limited
to that list. All payments to one receiver are
aggregated for some period of time before
being deposited to the account. Some mer-

chants have expressed dissatisfaction with
TBP since some service providers have not
done a good job of coordinating with them.

Thrift institutions were motivated to offer
TBP services as a means of getting around
the legal prohibition on interest-paying
checking accounts. This prohibition was re-
scinded by the Financial Institutions Dereg-
ulatory and Monetary Control Act of 1980.
At the end of 1980, there were 302 financial
institutions—primarily savings banks—of-
fering TBP, and the Electronic Funds
Transfer Association estimates that TBP
transactions are now growing at about 27
percent a year (11). The following factors
could greatly increase its future use:

●

●

●

●

●

cross-marketing with negotiable order
of withdrawal (NOW) accounts;
continued increases in postal rates;
increased charges for checking ac-
counts;
the addition of such services as securi-
ties transactions and catalog ordering;
and
development of the capability to encode
voice inputs automatically.

The growth of cable television and its use
for two-way communication could add a new
dimension to TBP services. The popularity
of home banking, which concentrates on fi-
nancial management services such as ac-
count transfers, credit applications, and
other financial information, is likely to in-
crease as the necessary equipment becomes
available in more and more households. Most
major banks have plans for testing or imple-
menting these services in 1981-82, and some
financial institutions are already involved.
However, the ability to either make a deposit
or distribute cash via home banking services
will be impossible, at least for the foreseeable
future (12).
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Wire Transfer
This is the earliest form of EFT, since

funds have been sent by wire since the first
telegraph lines were strung well over a cen-
tury ago. The transfer of funds by telegraph
is chiefly used to move large sums for com-
mercial customers. Financial institutions use
Fedwire, operated by the Federal Reserve
System, or Bank Wire II, a service provided
through a corporation owned by the banking
community. Both are now being upgraded
to use the newest technology. Commercial

banks can connect their computers directly
to the wire networks to speed up the process.

The Federal Reserve System is now as-
sessing the question of whether large checks
should be presented by wire, with paper
checks following only to confirm the transac-
tion. This would help to reduce float and
achieve a long-standing goal of the Federal
Reserve System.

Check Truncation
Checks cent’entionally are returned to the

writer by the bank and often represent the
only receipt for a payment. Checkwriters fre-
quently are careless about filling out stubs,
and rely on returned checks for a record of
their transactions to support tax returns and
for other purposes. But check handling and
return are a costly burden for financial in-
stitutions, especially with the rising cost of
postage.

With EFT, checks can be *’truncated”
when deposited or at the clearinghouse; i.e.,
they can be recorded on magnetic tape.
Checks may also be retained by the institu-
tion holding the account against which they
are drawn. The accountholder then gets back
only a periodic statement. Since the Bank

Security Act requires that all checks over
$100 be recorded, * no additional data would
have to be recorded by banks other than a
check reference number for easy location of
the cancelled check. The account holder, how-
ever, has to maintain accurate records so
that a copy of a check may be requested in
case proof of payment is required. Payee in-
formation could be automated and added to
the statement if there were public demand
for it. However, this would require additional
encoding equipment, thus increasing the
cost. This information would also be added
to the automated information file, which
might raise further concerns about privacy.

Automated Clearinghouses
ACHS comprise a centralized EFT system

that serves institutions rather than in-
dividuals, Instead of having checks sorted
and physically dispatched to the debiting
bank, an ACH receives, sorts, and distrib-
utes payment information on magnetic tape,
which instructs banks to debit and credit ac-
counts at a specific time. ACHS are most
commonly used by large organizations for
direct deposit of payroll “checks” and for

collecting preauthorized consumer pay-
ments, such as insurance premiums and
mortgage payments, Payment transactions
initiated by individual consumers using such
services as TBP can now be handled through
the ACH network. As an alternative to the
use of magnetic tape, an ACH can move data
directly from computer to computer via tele-
communication.
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Originally, ACHs handled only batches of
transfers, but now individual transfers can
be handled one at a time. There are 32 ACHs
31 of which are operated by the Federal Re-
serve System. In 1979, they carried 14.5
million transactions in an average month,
and transactions were increasing by about
130 percent per year.* Although 60 percent
of all financial institutions (about 26,000)
participate in an ACH, 75 percent of the traf-
fic is originated by the Government for so-
cial security checks, military payrolls, and
some civilian payrolls. The U.S. Treasury
would like to expand its use of ACH to de-
liver, for example, all social security checks,
all Federal employee payroll checks, and all
tax refunds (13). The Treasury estimates
that electronic payments cost them only
$0.02 each compared with $0.17 for a paper
check. Bank costs for handling a Govern-

1.

2.

3.
4.
5.

6.

7.
8.

9.
10.
11.
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“Electronic Banking, ” Business Week, Jan.
18, 1982, p. 76.
Linda Fenner Zimmer, “ATM Boom Ahead, ”
Magazine of Banking Administration, May
1979, p. 33, and Electronic Banking, Inc.
[Sept. 23, 1981 letter from Allen DeCotiis).
Ibid., p. 146.
Zimmer, op. cit., p. 33,
1981 data from Electronic Banking, Inc.
(Sept. 23, 1981 letter from Allen DeCotiis).
Based on industry studies and IBM estimates
(Sept. 7, 1981 letter from Jerome Svigals).
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Working Paper B., Electronic Banking, Inc.,
EFT: The Next 15 Years (June 30, 1980).
Ibid.
Ibid.
LINK Research Report, Current Initiatives in
Mass Market Transactional Services, NRR,
VOl. 2, No. 4, August 1981.

ment payment also drop from $0.225 t o
$0.085. The Federal Reserve System itself
suffers a slight penalty; $0.01 for an elec-
tronic item compared with $0.005 for a check
(14).

Only a few private companies use auto-
matic payroll deposit, partly because it
reduces their float. If postal rates increase
sufficiently to offset the benefits of float,
and if the Federal Government were to in-
crease its use of ACHs (e.g., requiring Fed-
eral employees to accept direct deposit),
ACHs should greatly expand in the future.
Improvements in minicomputers and data
transmission will also encourage expansion.
An expanded ACH system could also be
used for TBP and check truncation. Within
15 to 20 years, it is possible that virtually all
financial institutions and other providers of
payment services could be linked in an on-
line, real-time system of exchanges across
the Nation through the ACH network (15).
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Chapter Summary
Traditionally, financial institutions have been the providers of payment services.

However, market and regulatory forces have encouraged others to enter the market; as a
result, the mix of participants in the market is in a state of flux. In response to forces oper-
ating in the financial markets, the regulatory environment is also dynamic.

In general, American depository institutions (e.g., commercial banks, savings and
loan associations) are no longer merely staid acceptors of deposits and makers of loans.
They offer, and sell aggressively, diverse services including electronic funds transfer
(EFT) in order to attract new customers, increase the volume of accounts held, and make a
profit. In the process, old distinctions between the services offered by banks, thrift in-
stitutions, and other financial institutions are breaking down. Moreover, competing serv-
ices are being marketed by nondepository institutions (e.g., securities brokers, and credit
card companies) whose activities are not limited by the regulations that affect depository
institutions. Money market funds, for example, allow customers to withdraw funds using
“checks” and debit cards.

The key actors in the development of EFT, then, are financial institutions of all kinds;
other organizations that offer EFT services; developers and manufacturers of EFT equip-
ment and supporting technologies; telecommunication common carriers; merchants, espe-
cially large department store chains, discount chains, and supermarkets; Congress and
Federal regulatory agencies; State regulatory agencies and State legislatures; and the
public, as consumers and as taxpayers.

The Payments System
There are four ways of making payments–

through barter, with cash, with checks, and
by EFT. The use of a credit card does not
result in a draft on the transaction balance of
a consumer. It creates a record of the obliga-
tion to pay in the future–almost always by
check. However, the use of a credit card does
effect a transfer of funds to the acceptor
from the credit card institution almost im-
mediately upon receipt of a sales draft, Be-
cause credit cards are included in much of

the debate about EFT, they are included
here as an EFT service.

Cash is used in 87 percent of all transac-
tions, but these account for only 3 percent by
value (1). The amounts of hard currency ex-
changed tend to be small—under $10 in 95
percent of cash transactions. This is because
cash is still the most convenient method of
storing and transferring small amounts of
value, and is almost universally accepted. On

19
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the other hand, very large cash transactions
involving hundreds or even thousands of
dollars sometimes indicate illegal activity
and/or attempted tax evasion. Because there
is likely to be no audit trail, cash offers a
unique degree of anonymity that is not avail-
able to users of payment services.

Most “money” in fact exists only as infor-
mation in the records of financial institu-
tions. To shift funds from one account to
another, Americans write about 32 billion
checks a year, a number that has been in-
creasing by about 5 percent annually (2). An
estimated 81 percent of adults have check-
ing accounts (3). Professionals and managers
are most likely to have them, with house-
wives ranking second at 92 percent. Those
who are less affluent and less educated are
the least likely to have checking accounts.
Nevertheless, over 50 percent of persons in
the lower income brackets do maintain
checking accounts (4).

Checks are handled an average of three
times before they are returned to the writer
as a receipt. There are no firm figures on the
cost of processing a check. One estimate is
$0.15 to $0.20 per check, with $0.50 to $0.75
for “exception processing” of the 2.7 percent
of checks that have to be returned to the
payee because they are rejected or bounce
(5). The total cost of processing checks may
be as high as $7 billion annually, excluding
the costs to merchants trying to collect for
bad checks and the cost of float (6). The
desire to reduce the growing burden of check
handling and processing is a major incentive
in the move to EFT.

Approximately 62 percent of American
adults have at least one credit card (7). The
average household has 4.5 cards, and there
are 475 million cards in use. Department
store cards are the most popular, with 66
percent of all households having a card from
one of the three large chains—Sears, Ward’s,
or Penney ’s. Bank credit cards (such as Mas-
tercard or Visa) are held by 64 percent of
households, and gasoline credit cards by 49
percent (8).

Credit cards provide revenue for the serv-
ice provider in three ways:

1.

2.

3.

the merchant takes a discount that goes
to the card provider,
the cardholder may be charged an an-
nual fee, and
the holder pays interest on the debt,
usually after a 25-day grace period.

However, financial institutions are prohib-
ited from charging user fees in some jurisdic-
tions, and there are legal limits on the inter-
est that may be charged. Credit cards are not
as profitable as they once were; thus, many
institutions that provide credit card services
would like to switch customers to the use of
debit cards, which authorize an immediate
transfer of funds from the user’s account.

In spite of rising interest rates, as long as
the inflation rate remains high, credit cards
allow customers to manage their money to
their own profit and to extend their financial
flexibility. However, since financial institu-
tions now market accounts with overdraft
privileges, checks, as well as credit and debit
cards, can be used as a tool for money man-
agement.

Providers and Regulators of Payment Services
The diverse financial and nonfinancial in- tions can accept deposits. These organiza-

stitutions providing EFT services are sub- tions are chartered either by a State or by
ject to different laws and regulatory systems the Federal Government, but to operate
on both Federal and State levels. Depository within a State a federally chartered bank
institutions include commercial banks, mu- must also have a State license and abide by
tual savings banks, savings and loan organi- State laws. EFT services are also offered by
zations, and credit unions. No other institu- nondepository institutions including mort-
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gage brokers, securities brokers, credit card
companies, retail credit organizations, and
other loan companies. A variety of special-
ized services are offered by companies that
set up and operate under their own logo, net-
works of automated teller machines (ATMs)
for banks.

Retail finance companies are subject to
only limited regulation; brokerage firms are
regulated by the Securities and Exchange
Commission, but their payment services are
almost completely unregulated. Depository
institutions are regulated by a number of
Federal and State agencies such as the fol-
lowing:

● The Federal Reserve System (FRS). All
national banks are members. State char-
tered banks may join. FRS examines
and supervises State member banks and
bank holding companies. It establishes
reserve requirements for members and
nonmembers, distributes currency and
coin, assists in the processing and clear-
ing of checks for both member and non-

●

●

●

●

member institutions, and acts as the fis-
cal agent for the Federal Government.
FRS services are paid for by the users.
The U.S. Comptroller of the Currency
charters, supervises, and examines na-
tional banks.
The Federal Credit Union Administra-
tion charters and regulates federally
chartered credit unions.
The Federal Deposit Insurance Corpora-
tion oversees insured State banks that
are not members of FRS, and insures all
national banks and State banks that are
members of FRS.
The Federal Home Loan Bank Board
regulates and insures federally char-
tered savings and loan organizations
and federally chartered mutual savings
banks.

In addition, State regulatory agencies
oversee the operation of all financial institu-
tions chartered by the State. The so-called
“tangled web” of bank regulation is illus-
trated in figure 1.

Existing and Proposed Laws
The Electronic Funds Transfer Act is title

XX of the Financial Institutions Regulatory
and Interest Rate Control Act of 1978 (9).
This act defines the rights and responsibili-
ties of EFT consumers and providers. For
example, the act:

●

●

●

sets limits on the liability of consumers
if there are errors in an EFT transaction
or if an improperly authorized transac-
tion is executed;
establishes the responsibility of con-
sumers for ensuring the security of their
EFT accounts and for reviewing state-
ments provided by the financial institu-
tions;
establishes requirements for the docu-
mentation of an EFT transaction that
must be provided to the consumer, in-
cluding definition of the contents of a re-
ceipt provided at the time of a transac-

tion and the timing and content of peri-
odic statements that are issued by the
service operator;

● establishes rules governing the issuance
of EFT access devices.

The Right to Financial Privacy Act of
1978 (10) limits the right of the Federal Gov-
ernment to access financial records of indi-
viduals and small partnerships, as well as
the right of financial institutions to disclose
such records to the Government. It applies
only to the Federal Government and not to
other organizations and institutions that
might seek information.

Legislation that was proposed in the 96th
Congress, but not enacted, includes the Pri-
vacy of EFT Act (11) and the Fair Financial
Information Practices Act (12). The first
would protect privacy in EFT systems in
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much the same way as letters and telephones
are protected; it would provide criminal pen-
alties and would allow victims to sue for
damages in civil court when there is dis-
closure of information to anyone other than
participants in the exchange or to Federal
agencies with a court order. The Fair Finan-
cial Practices Act would establish more spe-
cific obligations and rights, such as the ne-
cessity to inform consumers of information-
gathering practices and policies, and “en-
forceable expectations of confidentiality. ”
(See ch. 4 for further discussion.)

The 1927 McFadden Act (13) requires that
national banks operating within a State
abide by the State laws regarding branch
banking; it effectively bars interstate
branching since State laws generally pro-
hibit such branching. However, foreign-
owned banks operating within the United
States are permitted to establish branches
wherever they can obtain permission from
the appropriate regulatory authorities. The
McFadden Act prohibits banks from offer-
ing some EFT services across State lines,
such as accepting deposits through their
own ATMs. However, services such as tele-
phone bill payment and the dispensing of
cash are offered in some areas without
regard to State boundaries. Some smaller
banks have expressed the fear that larger in-
stitutions will use interstate EFT services as
a wedge to penetrate their markets and even-
tually drive them out of business. As de-

Interstate EFT

scribed below, interstate EFT services are
now spreading rapidly.

Rules governing EFT services are not uni-
form among the States. Some prohibit the
deployment of terminals because they are
considered to be branches, and branching
within some States is prohibited. In others,
EFT services of all kinds may be offered
statewide. Some States require that EFT
terminals and facilities be shared among all
institutions applying for access; others per-
mit sharing at the discretion of the owner of
the facility; some expressly prohibit the
sharing of E FT facilities among financial in-
stitutions.

The Depository Institutions Deregulation
and Monetary Control Act of 1980 (14) has a
direct bearing on the legal environment in
which EFT will be offered in the future. Spe-
cifically, it permits: 1 ) thrift institutions to
offer checking services in conjunction with
passbook and share draft accounts, and
2) commercial banks to pay interest on trans-
action balances.

Thus, some of the distinctions between
thrift institutions and commercial banks
have been eliminated. Thrift institutions can
now offer the full range of EFT services to
consumers. At the same time, because they
no longer have to use devices such as TBP to
get around limitations on the offering of
checking services, some of the impetus be-
hind the growth of EFT may have been re-
duced.

As already noted, the McFadden Act pro-
hibits interstate banking. But even without
direct legislative action, aggressive business
decisions are being made and regulatory ac-
tions taken which are, in effect, establishing
interstate financial services (15). Examples
are:

● Rocky Mountain Visa bank cardholders ●

may withdraw cash from their savings
or checking (asset) accounts or draw

Services
upon a line of credit at ATMs estab-
lished by participating banks in any of
the seven or so States in the region. The
interstate withdrawals are based on a
legal opinion of counsel that they are
the functional equivalent of cashing a
check.

Both Visa and MasterCard had planned
to implement national ATM networks
during 1981 for cash withdrawals from a
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line of credit or asset account. However,
this implementation did not take place.
The cash management accounts offered
by nonbanking entities such as Merrill
Lynch, Shearson Loeb Rhoades, Dean
Witter Reynolds, etc., look, sound, and
act like checking accounts, and continue
to grow. These nonbanking entities are
not presently limited by Federal or
State branch banking laws.
A recent Federal Reserve Board deci-
sion concerning the definition of a com-
mercial bank for the purpose of the
Bank Holding Company Act will allow
bank holding companies to hold chains
of “noncommercial” banks across the
Nation that may not offer checking ac-
counts, but could provide check-like
services such as ATMs or negotiable or-
der of withdrawal (NOW) accounts.

● A ruling by the Comptroller of the Cur-
rency that- EFT services provided by a
bank service corporation do not consti-
tute branch banking by the participat-
ing banks—coupled with the Comptrol-
ler’s earlier ruling that a national bank
sharing an ATM established by another
entity does not represent interstate
branching–provides legal authority for
the aggressive development of ATM
networks.
The Federal Home Loan Bank Board
has eliminated geographic restrictions
on the remote service unit (RSU) opera-
tions of federally chartered savings and
loan institutions.

This acceleration of the development of in-
terstate services is likely to increase the
pressure for revision of banking laws.

●

Key Actors in EFT Development
The key institutional actors are listed in

table 4. Banks and other depository institu-
tions want rapid development of centralized
EFT systems to relieve them of the heavy
burden of check processing and to reduce
their costs. They view decentralized EFT
systems as necessary to attract new custom-
ers and to increase their volume of accounts
in a market that is becoming more and more
competitive. Nondepository institutions are
seeking ways to compete for some portions
of this market, and a variety of nonfinancial
institutions strive to make a place for them-
selves; e.g., by providing and operating EFT
devices and networks for the financial insti-
tutions.

These participants in EFT development
place high priority on continued innovation
and technical development to make EFT (es-
pecially decentralized systems) more cost ef-
fective and more attractive to commercial or-
ganizations. Some of the providers believe it
is in their interest to respond to concerns
about privacy, security, and equity, and to
resolve these problems in a way that is fully

satisfactory to a concerned public, if only to
avoid or reduce the necessity for new legisla-
tion and regulations that might inadvertent-
ly stifle innovation and continuing improve-
ment in the technology. Other providers be-
lieve that privacy, security, and equity are
not major problems and therefore do not
merit serious attention. At the same time,
some financial and related institutions hope
for changes in State and Federal laws that
will remove barriers to branch banking, as
well as other obstacles to interregional and
national applications of EFT. Others, partic-
ularly the smaller institutions, do not neces-
sarily agree with this view. They have con-
cerns about possible encroachment on their
markets by large institutions.

Providers of credit card services (which in-
clude retail chains and banks as well as some
specialized companies) are finding credit
services less profitable than in the past. EFT
can help to reduce excessive costs (e.g., by
prior authorization), but it also offers the po-
tential for shifting customers from the use of
credit cards to debit cards. Providers believe
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Table 4. —Key Institutional Actors in
EFT Developmenta

Financial institutions

Commercial banks (over 14,000)
Banks are Involved as providers of EFT by offering
ATMs and telephone bill I payer (TBP) services. Banks
also participate in automated clearinghouse (ACH)
and point-of-sale (POS) systems. and wire transfers.

Savings and loan associations (S&Ls) (over 4,000)
S&Ls were in the forefront of EFT development as
they tried to use EFT services to gain a competitive
advantage on banks They Implemented consumer
EFT Iike ATMs, POS, and TBP,

Mutual savings banks (MSBs) (almost 500)
Many MSBs were less Involved with EFT at the
outset since they were pioneering NOW accounts.
Today they are Involved, Iike S&Ls. In consumer EFT
services

Credit unions (CUs) (over 24,000)
Some of the larger CUs were EFT Innovators. Iike
S&Ls, and concentrated on EFT consumer services.

Government institutions

Federal Reserve
The Federal Reserve was Instrumental in organizing
the first ACH They have continued to provide leader-
ship in developing standards for ACH and protocols
for Interregional transfers They also have a regula-
tory role.

U S Treasury
The Treasury has provided large transaction volumes
to EFT by disbursing Government funds with EFT.
Treasury uses direct deposit of Social Security.
military retirement. and SSI checks

Regulators of financial Institutions
Besides the Federal Reserve, there are four other
major regulatory bodies the Comptroller of the Cur-
rency, the Federal Deposit Insurance Corporation
(FDIC), the Federal Home Loan Bank Board (FHLBB).
and the National Credit Union Administration
(NCUA) These regulators define the legal environ-
ment of EFT for federally chartered institutions.
State chartered institutions often come under some
Federal control and are also regulated at the State
level

Business inst i tut ions

Retail stores
These stores are Involved either by having ATMs on
the premises or by Installing POS terminals at check-
out stands

Employers
They participate in EFT by using direct deposit of
payroll or by installing ATMs or POSs on premises as
an employee benefit.

‘Do(:s  not  I nc  I u!j  c t hP c r~dl  t ca rrl d S51JC  I a l  ons or f nanc  a l  C(J n  g Iomerates

ffirmc,d t h r~ uq h rcr  P nl ml erqer af. f VI t ,

S O U R C E  Kent W C,)llun el al E/Pcfromc  F uncfs  rransfer S y s  ferns and  Cr+me
Pu h I IC  S Y st~ms  E /al udt  CJ  P I r) ( F e b r u a r y  1981 draft

that debit card services can be supplied more
efficiently and profitably than credit card
services.

In addition to reducing losses from bad
checks and credit cards, merchants find that
offering EFT services is necessary to safe-
guard their competitive position. The devel-
opment of systems that would permit mer-
chants to capture payment and operational
data simultaneously, thus helping to control
rapidly increasing labor costs, would be
most important to them.

The Federal Government’s role in EFT is
fourfold:

1.

2.
3.

4.

provider (e.g., the Federal Reserve Sys-
tem’s ACHS);
regulator;
major customer and user; and, most im-
portantly,
ultimate custodian of the public inter-
est.

It is concerned with encouraging innovation
and improvement in the technology and as-
sociated networks, and with assuring reason-
able levels of privacy, security, and equity in
its use. State governments share these roles
and objectives.

One survey indicates that most Americans
are aware of decentralized consumer-ori-
ented EFT services, even though they may
not be available in their communities (see
table 5). Only a small percentage of people
actually use these services now. The most
widely available and the most frequently
used are preauthorized charges and auto-
matic check approval, but these are often in-
itiated by someone other than the consumer;
for example, mortgageholders may encour-
age the use of preauthorized charges as a
payment plan and merchants may refuse to
honor checks without validation.
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1.

2.

3.

4.
5.

Table 5.— EFT Services: Public Awareness,
Availability, Usage, and Interest

EFT Services—Awareness, Availability, and Usage
Aware-
ness

Automate–d teller machines ... 72.5°/0

P r e a u t h o r i z e d  charges .  .  .  66,6
Direct deposit  of  payrol l 66.1
Pay-by-telephone bill paying 55.7
Automatic check approval

at POS 42.1
Bank{ng at POS 32,0

Avall-
abiIlty

31 .5%
427
36.8
17,8

24.1
8.5

Usage
Usage index a

8.9% 0.283
166 0.389
7,5 0.204
2.5 0140

7.6 0.315
1.9 0.224

EFT Services—Interest

Interest
indexb

Automatic check approval at POS ‘1 ,23
Automated tel ler machines .  .  . , 1.18
B a n k i n g  a t  P O S .  . , 063
Pay-by - te lephone  b i l l  pay ing  . , 062
Direct deposit of payroll ., ., ., 0.60
Preauthorlzed  charges.

F i x e d  a m o u n t 0.49
V a r y i n g  a m o u n t s 0.31

acomputed by d(vld~ ng the usage rate by the avallabi I(W rate
b T he ,nterest  lnde~  ,~ computed by dlvlcflng the combined favorable attitudinal

responses “definitely” and ‘“probably” by the combined unfavorable at-
titudinal responses “probably not” and “definitely not “

SOURCE. Off Ice of Technology Assessment and Payrner?fs  Perspectives ’78,
Payments Systems, Inc and Darden  Research Corp
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Chapter
Three principal concerns about electronic

funds transfer (EFT) privacy have arisen:

1. the extent to which personal data in
EFT systems are or might be disclosed
to third parties by financial institutions;

2. the possibility of Government or private

3.

surveillance through EFT systems and
data files; and
the right of consumers to see, challenge,
and correct personal data in EFT sys-
tems that might be used, for example, to
refuse them credit or in other disadvan-
tageous ways.

However, EFT has not yet become a domi-
nant factor in the marketplace, and people
have readily available alternatives in carry-
ing out financial transactions. Because of
limited market penetration, EFT services so
far have led to only minimal consolidations
of financial data in any one system.

Some EFT services may not be quite as
easy to avoid in the future. Employers may
insist on direct deposit of payrolls, social
welfare systems may insist on deposit of
benefits, and mortgage companies and
others may insist on automatically deducted
payments. If EFT services become more per-
vasive, integrated customer files will be
more common and public consciousness of
the potential for invasion of privacy is likely
to increase.

With increased use of EFT there will be a
large number of points at which traditional
norms of privacy could be invaded. More
EFT terminals will be online, making elec-
tronic surveillance a more credible possibil-
ity. Single-statement reporting of all kinds of

Summary
financial transactions will become common;
more data will be aggregated and thus easier
to access. At the same time, there could be
broader and swifter dissemination of inaccu-
rate data. Even if customer correction of
data is facilitated, it will be more difficult for
corrections to catch up with and replace
faulty information.

In 1977, both the Privacy Protection
Study Commission and the National Com-
mission on Electronic Funds Transfer
(NCEFT) recognized that privacy concerns
could be especially strong in relation to EFT.
NCEFT devoted 19 recommendations to
means of protecting privacy.

Only a few of the NCEFT recommenda-
tions are reflected in the two EFT-related
laws enacted since 1977—the Electronic
Funds Transfer Act of 1978 (and Federal Re-
serve Regulation E) and the Right to Finan-
cial Privacy Act of 1978. For example, the
use of EFT systems for surveillance pur-
poses is not covered by existing legislation,
but would be tightly restricted by the pro-
posed Privacy of EFT bill introduced in the
96th Congress. Disclosure of EFT informa-
tion to third parties is addressed only mini-
mally by the EFT Act of 1978. However, the
proposed privacy of EFT and fair financial
information practices bills would provide
much more detailed conditions and restric-
tions on third party disclosure. Even so,
these proposed conditions are not as restric-
tive as some consumers would prefer, and
neither one of these proposed bills was
enacted in the 96th Congress.

Thus, the needs identified by the NCEFT
for more comprehensive EFT privacy protec-

29
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tion, whether through new legislation, modi-
fication of existing law, administrative pro-

cedures and regulations, industry standards,
or some combination, are still largely unmet.

What is Privacy?
It is difficult to define privacy in a precise

and concise fashion, even for those who ex-
press strong feelings about its value. In
terms of information and recordkeeping (as
opposed to personal association) it appears
to mean, to most people, the ability to keep
certain kinds of personal information from
other people or to restrict its use, except as
one freely chooses to permit its disclosure or
use.

In a modern society, it is difficult to keep
all personal information absolutely confiden-
tial. In practice, individuals generally seek to
restrict some kinds of personal information
to those who have a legally defined or social-
ly sanctioned need to know, or to those who
can provide some benefit or service in return.

There may be many reasons for wishing to
withhold information about oneself, other
than concern about Government encroach-
ment on civil liberties. Information may ex-
pose one to censure or punishment; it may
threaten one’s reputation, social status, or
self-esteem; it may give others some advan-
tage or power over oneself, or lessen one’s

advantage over others in competitive situa-
tions. Information concerning income, debts,
or financial transactions may in some situa-
tions do all of these things. This may explain
in part why people are particularly sensitive
to privacy when it comes to payment sys-
tems.

Some semantic distinctions may be noted
for the sake of clarity. Frequently, privacy is
regarded as an attribute of individuals and
the focus is on those activities through
which they are able to control and restrict ac-
cess to personal information. The informa-
tion so protected is “confidential.” One way
in which privacy can be violated is by illegal
or unauthorized access to EFT and other tel-
ecommunication systems; the means used to
protect the integrity of these systems, and
hence the confidentiality of the information
entrusted to them, constitute security (see
ch. 5), However, the strong possibility re-
mains that EFT systems and services them-
selves, through their normal functions and
operations, may intrude on the privacy of
users.

Privacy in Financial Transactions
Only transactions in which currency is the

medium of payment can be accomplished
with some degree of anonymity. Even then,
evidence of financial responsibility often is
required in order to obtain a service. For ex-
ample, it may be virtually impossible to rent
a car without presenting a credit card even if
payment will be in cash.

When checks are used for payment, a rec-
ord is created of the payor, the payee, the
date, and the amount. In addition, docu-

mented identification often is required and
various identifying numbers (e.g., telephone
number, driver’s license, credit card number,
employee identification number) may be
written on the check by the recipient. The
person making payment provides this infor-
mation willingly in order to have the pay-
ment accepted and to enjoy the convenience
offered by a checking account. But checks
are handled by human tellers and account-
ants, and the recipient of a check may sign it
over to a third party in another transaction.
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In order to obtain the further convenience
of a credit card, customers are willing to pro-
vide additional personal information, such as
place of employment, income level, and past
financial history. As long as the information
is used by the recipient only for the limited
purpose for which it was intended, privacy is
not usually considered to have been invaded
because the information was provided by the
subject in order to gain some benefit,

Financial institutions are compelled by law
to keep some personal data. The Bank Secre-
cy Act requires that financial institutions
keep copies of all checks over $100 and rec-
ords of large cash transactions to protect the
users of the system. In the same way, the
Electronic Funds Transfer Act of 1978, and
the Federal Reserve System’s Regulation E
that implements it, require that receipts is-
sued by EFT terminals and periodic EFT
bank statements indicate the date, time, and
location from which a transaction was ini-
tiated (l).

Personal financial data are not found only
within financial institutions and service sys-
tems. Employers have records of income,
and personnel files may contain other infor-
mation as well. Tax collectors receive reports
of wages, interest, and dividends. Social
service agencies have records of benefits
paid to recipients. Furthermore, people are
aware that credit-granting organizations,
check and credit authorization services, debt
collection agencies, and others collect infor-
mation about an individual’s financial his-
tory, both from the individuals and from a

variety of other sources not always known to
the subject or acknowledged by the collect-
ing organization. People are less aware of the
extent to which this information is shared
among such organizations or sold to third
parties for a variety of purposes, such as
compiling mailing lists.

Generally people accept (not always with-
out some irritation and concern) many ac-
knowledged limitations on their privacy, not
only because they may have no choice, but
because they recognize that they derive sub-
stantial benefits thereby. For example, the
increased acceptability of one’s checks and
the ability to obtain credit are benefits that
depend on willingness to provide personal
and financial information. The aggregation
of data about many individuals provides
other indirect benefits. Such data are useful
for the efficient distribution of goods and
services and the management of inventories.
Market research may make it possible to de-
sign products to meet customer needs and
wishes and to identify products that would
be rejected in the marketplace, before re-
sources are committed to production. Usu-
ally anonymity for individuals can be as-
sured when data are aggregated. However,
when data are collected under the expecta-
tion that they will be aggregated and then
are used on a disaggregated basis (e.g., when
survey data become the basis for direct tele-
phone solicitation or lists sold to direct mail
advertisers), this may well be considered a
violation of privacy, if indeed the individual
even becomes aware of the source of the so-
licitation.

What Constitutes a Violation of Privacy?
In payment systems, privacy is violated person has neither explicitly nor implicitly

when data are, without the subject’s non- consented to disclosure and use of informa-
sent, made available to and used by those tion for a given purpose, personal privacy is
not a party to the transaction, for purposes considered to have been violated even if the
other than those necessary to accomplish the same information was willingly provided by
transaction. Those other purposes could that person, either to another party or to the
range from organized market campaigns to same party for a different purpose.
Government surveillance to blackmail. If a
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There is a second but closely related issue,
which for convenience will be discussed un-
der the umbrella of privacy. This is the ob-
verse of unauthorized disclosure of informa-
tion to third parties; namely, the ability of
the individual to know what personal infor-
mation has been collected and how it is being
used. Just as the use of financial data for au-
thorizing the acceptance of payments and
the extension of credit is advantageous to
the customer, the denial of such services be-
cause of erroneous or incomplete data repre-
sents a significant disadvantage. Thus, cus-
tomers need to know what information is re-
corded about them and how they can correct
inaccuracies.

In 1974, Congress passed the Privacy Act
(2) to safeguard the privacy of individuals
from the misuse of Federal records, to pro-
vide individuals access to their records main-
tained by Federal agencies, and to establish
a Privacy Protection Study Commission. In
this act the Congress explicitly recognized
that:

. . . the increasing use of computers and
sophisticated information technology . . .
has greatly magnified the harm to individual
privacy that can occur from any collection,
maintenance, use or dissemination of per-
sonal information,
. . . the opportunities of an individual to se-
cure employment, insurance, and credit, and
his right to due process, and other legal pro-
tections are endangered by the misuse of cer-
tain information systems, (and)
. . . the right to privacy is a personal and fun-
damental right protected by the Constitution
of the United States . . .

This act did not deal with EFT systems.
However, the Privacy Protection Study
Commission was instructed to:

. . . make a study of the data banks, auto-
mated data processing programs, and infor-
mation systems of governmental, regional,
and private organizations, in order to deter-
mine the standards and procedures in force
for the collection of personal information;
and
. . . recommend to the President and Con-
gress the extent, if any, to which the require-
ments and principles of section 552a of title
5, United States Code, should be applied to
the information practices of those organiza-
tions by legislation, administrative action, or
voluntary adoption of such requirements and
principles, and report on such other legisla-
tive recommendations as it may determine to
be necessary to protect the privacy of in-
dividuals while meeting the legitimate needs
of government and society for information.

The Privacy Protection Study Commission
in its 1977 report (3) made several relevant
recommendations, most of which have not
been implemented. Briefly, they were that:

data should be used only for purposes
for which they are collected;
subjects should be aware of the uses to
which data will be put;
there should be a proper balance be-
tween what an individual is expected to
divulge (in connection with financial
services) and what that individual seeks
in return;
recordkeeping should be monitored and
open to scrutiny by the subject in order
to minimize the extent to which informa-
tion about an individual is a source of
unfairness in any decision affecting
him/her; and
obligations with respect to the uses and
disclosure that will be made of informa-
tion about an individual must be estab-
lished and defined.

EFT and Privacy
In many ways EFT can enhance the pri- than one conducted through a human teller.

vacy of financial transactions. An auto- Electronic transactions cannot be signed
mated teller machine (ATM) transaction is over to a third party by the recipient as a
clearly more impersonal and anonymous check may be. Fewer people are involved in
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processing EFT information than in check
processing, thus minimizing disclosures due
to curiosity or carelessness. The coding of in-
formation as electronic signals minimizes
the possibility of casual or accidental perusal
of information.

EFT includes a number of information-
handling services. In some systems the in-
formation consists of orders to transfer
funds from one account to another; in others
the information is somewhat more diverse,
and serves as a basis for deciding whether
checks should be accepted or credit ex-
tended. In each case there is a collector, a
conveyor, and a recipient/archiver of the
data. The parties or systems filling each of
these roles have specific and different needs
with regard to the content and form of infor-
mation, and different potentials for affecting
privacy.

The collector obtains information, usually
from the customer, and makes an interim
record that is retained to provide the begin-
ning of an audit trail to ensure system integ-
rity (see ch. 5). The emphasis is on accurate
recording. The data may be used not only to
initiate a payment transaction, but also to
support internal accounting functions such
as inventory control and computation of
commissions for salespeople.

Data are passed from the collector to the
conveyor or communication link. The con-
veyor has little, if any, interest in the con-
tent of the data; the emphasis is on address-
ing and routing. However, the message con-
tent will be checked to ensure that it has
been transmitted accurately. Copies of the
data usually are retained for a time to add to
the audit trail and ensure system integrity.
Copies of data or audit trails sometimes are
known as “data puddles;” that is, data that
are collected to make the recordkeeping sys-
tem work and to maintain accurate and se-
cure records. The same controls and protec-
tions should be applied to these collateral
data as to the

Finally, the
and processes

1– 1

records themselves.

recipient or archiver receives
the data, and implements the

transfer of funds or advises on the accepta-
bility of payment or credit, Here the empha-
sis is on the substantive content of the mes-
sage.

The collector, conveyor, and recipient/ar-
chiver need not be separate. When a retail
store uses an electronic cash register con-
nected to a computer to process a charge on
the store’s own account, it plays all three
roles. When a customer uses a bank credit
card at the same store, the store acts as the
collector, the bank card association operat-
ing the communication network is the con-
veyor, and the bank and/or its processing
agent is the recipient/archiver. Each oper-
ates under a different set of regulatory con-
straints that limit the services to be offered
and the conditions under which they are of-
fered. The points at which privacy may beat
risk are basically the same (collection points,
transmission points, and storage points), but
the nature and extent of the risk may differ.

In general, there is greater concern about
privacy with EFT than with older and more
familiar systems for the following reasons:

●

●

●

●

●

●

EFT makes it easier to collect, organize,
store, and access larger amounts of
data.
More data are machine-readable and
machine-processable, making them easi-
er to manipulate and aggregate.
EFT requires less time to record and to
extract data; thus it is possible, in prin-
ciple, to know the physical location of an
individual as soon as he/she uses an
ATM, or to know details of a transaction
as soon as it is completed.
Some EFT systems use keys such as ac-
count numbers, driver’s license num-
bers, or social security numbers that
might make it possible to find and inte-
grate many sources of information
about the individual.
Compared to check processing, relative-
ly few people would need to cooperate or
conspire in order to violate privacy.
The number of points at which data are
retained may be larger in order to create
a useful audit trail.
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Individual data can be organized and
analyzed from multiple perspectives to
obtain the maximum amount of intelli-
gence.
The inner workings of EFT systems are
invisible to customers who have no way
of knowing what information they con-
tain, who is using it, and for what pur-
poses.

In general, Americans may believe that
banks provide more confidentiality for rec-
ords than is the case. Good data are lacking
on the extent to which banks protect the pri-
vacy of their customers. In 1979, 130 of the
300 largest commercial banks in the United
States were surveyed on this question (4),
Since only 34, or 26 percent, of the banks
responded, the results are indicative but not
conclusive:

– 20%

– 15%

– 74%

– 85%

– 88%

– 76%

– 36%

– 82%

– 3070

routinely inform customers
about the types of records main-
tained on them.
inform customers how this infor-
mation would or could be used.
do not tell customers about rou-
tine disclosure of information to
Government agencies.
do not inform customers about
the possibility of disclosures to
private sector entities.
tell customers the reasons for an
adverse decision (e.g., not grant-
ing a credit line).
disclose to customers the infor-
mation behind an adverse deci-
sion and its source.
will let customers see this infor-
mation.
tell customers if the bank in-
tends to seek information about
them from a third party.
tell customers the type of infor-

–  2 5 %

– 5%

–  9 0 %

– 82%

– 72%

—10070

– 34%

– 22%

– 76%

– 7 9 %

– 95%

– 61%
— 58%

– 52%

tell customers the source(s) that
will be used for information.
tell customers how it will be col-
lected.
collect some information without
telling customers.
always supplement the informa-
tion supplied by customers.
do not let customers see the in-
formation they collect.
get information from credit bu-
reaus.
review the way in which the cred-
it bureau gathered the data.
use investigative firms to collect
information.
do not ask customers before dis-
closing personal information to
third parties.
have a definite policy about what
can be disclosed routinely to
Government agents.
limit the type of information that
can be disclosed to nongovern-
ment entities.
do not require a subpoena.
do not have a policy concerning
which bank employees have ac-
cess to customer records.
allow individuals access to rec-
ords about themselves, and
— 86% of these allow the indi-

viduals to correct the
records,

— 67910 notify other organiza-
tions that have re-
ceived the incorrect
data that they have
been corrected.

Based on these survey results, it would ap-
pear that the protection of privacy at many
commercial banks is incomplete and spotty.

mation that will be collected,
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The Economics of EFT Privacy
EFT is one of the many technologies grow-

ing out of the convergence of computer tech-
nology, telecommunication technology, and
the technology of information systems.
These technologies have greatly reduced the
costs of gathering and processing informa-
tion. The information collected and stored by
EFT systems presumably is necessary to the
efficient operation of those systems, or is re-
quired by law for the protection of custom-
ers. Otherwise the costs of collecting and
storing it, however small, would not be justi-
fied. Some of these costs can be partially off-
set by selling the data for other purposes,
such as commercial mailing lists.

The value of some information depends on
its immediacy (e.g., knowing that a credit
limit has been exceeded at the moment when
a credit card is offered), and some of it has a
longer period of value (e.g., names and ad-
dresses). However, the value of most infor-
mation degrades over time except when
there is interest in compiling an historical
record. The immediacy of access of EFT data
adds greatly to their value.

Good information is lacking about the po-
tential costs of enhanced protection of pri-
vacy. In 1979, the American Banking Asso-
ciation (ABA) studied 18 representative
banks to estimate the potential costs of im-
plementing the recommendations of the Pri-

vacy Protection Study Commission (5). The
study concluded that costs would be consid-
erably less to banks than to retail lending or-
ganizations, since banks already conformed
to many of the recommendations as a matter
of good business practice. The largest one-
time or startup cost would be that of inform-
ing customers about institutional policies
concerning disclosure and use of customer
records. A mass mailing was assumed. How-
ever, the study pointed out that this cost
could be reduced by including the informa-
tion in regular periodic mailings to existing
customers, and informing new customers at
the time the initial relationship was estab-
lished.

The major recurring costs would be in-
forming customers of the reasons for an ad-
verse decision, providing the information on
which the decision was based, and allowing
individuals to see and copy this information
in order to challenge or correct it. There
might also be additional litigation costs,
since establishing a statutory right often
leads to subsequent litigation. The ABA re-
port indicated that recurring costs could be
minimized by routinely informing customers
about the basis of an adverse decision in the
same letter in which the decision was an-
nounced, and honoring their requests ‘‘to see
and copy” if additional documentation was
necessary.

Concern About Government Surveillance
One of the concerns about EFT privacy terns could be used for surveillance. These

stems from the fear that an unscrupulous scenarios would require the following as-
government could use EFT (as well as other sumptions:
telecommunication systems) for surveillance
of the population in the interests of politi- ●

cal/social control (6). Assuming that there
was the will to do so, and that political, legal,
cultural, and ethical safeguards against such
abuse of government power were weak, sce- ●

narios can be constructed in which EFT sys-

EFT systems would have to reach a lev-
el of use in which they process at least a
significant proportion of all payment
transactions,
Organizations providing EFT services
would have to be disposed—or forced
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—to cooperate in establishing and oper- ture the desired information from EFT
ating a surveillance system. systems than in other ways.

• EFT terminals would have to operate in . EFT systems would have to be able to
real time. capture enough data, in sufficient detail,

. It would have to be easier and cheaper to meet the requirements of those who
—or at least perceived as such—to cap- seek the information.

Legal Protection of Privacy in EFT
Safeguards for protecting the security of

systems are aimed at preventing misuse, de-
struction, modification, or disclosure of data
(as well as theft of funds) as a result of at-
tacks on the integrity of a system; that is,
violations of customer privacy that are not
initiated or concurred in by the system’s de-
signers, owners, manager, or operators (see
ch. 5). The concern here, however, is with the
possible threat to privacy from the system
itself, operating normally; that is, the volun-
tary disclosure of information to Govern-
ment agencies or to third parties in the pri-
vate sector. This kind of protection will be, of
necessity, mainly legal.

In 1977, the NCEFT surveyed existing
legal safeguards for privacy and made 19
recommendations for further action. Since
then, two laws have been passed related to
EFT. The Electronic Funds Transfer Act of
1978 and Federal Reserve System Regula-
tion E that implements it make little men-
tion of privacy (7). The Right to Financial
Privacy Act of 1978 (8) covers disclosure of
records of financial institutions to Federal
agencies, but not to State and local govern-
ments or to private institutions.

In addition, two bills have been proposed
but not passed—the fair financial informa-
tion practices bill and the privacy of EFT
bill. The latter deals with information being
transmitted over telecommunication links;
i.e., data being passed from collector to recip-
ient/archiver. It covers the records held by a
service provider; however, the account rec-
ords held by the financial institution are not
covered.

Because the recommendations of NCEFT
covered the outstanding issues regarding
privacy and EFT, it is useful to consider how
the new and proposed legislation responds to
those recommendations. * This is shown in
table 6.

Briefly, the two existing pieces of EFT leg-
islation contain little that is directly related
to the issue of privacy. What they do contain
applies entirely to access to financial records
by the Federal Government, which is allowed
only under court order for purposes related
to law enforcement. However, the EFT Act
of 1978 does require that a customer, when
establishing an EFT relationship, be fully in-
formed about the financial institution’s poli-
cies concerning disclosure of information.
The act does not require that the customer
be informed about specific disclosures or be
given an opportunity to contest them.

The proposed fair financial information
practices bill would create an “expectation
of confidentiality” for information generated
by use of EFT systems and services and
would allow the customer to sue for damages
if this expectation is violated. Disclosures
that can take place without violating this ex-
pectation of confidentiality are listed. Both
of the proposed bills strengthen the existing
requirement that customers be fully in-
formed about disclosure policies when sub-
scribing to an EFT service. The proposed
privacy of EFT bill also details the condi-
tions under which disclosure of information

4

*These bills  are discussed at length in Working  paper D.
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Table 6.—Comparison of NCEFT Recommendations on Privacy With Present Status of
Existing and Proposed Legislation

—
NCEFT Recommendations (Summarized) . . .

1, Government should minimize the extent to
which it requires an institution to maintain
and report records about an individual
using an EFT system, and should minimize
the extent to which it requires Information
to be collected that is not necessary to the
operation of the EFT system,

2. EFT systems should ‘not be used ‘for
surveillance of Individuals as to their loca-
tion or patterns of behavior.

3. Legislation should be enacted to provide
that the individual has a property interest in
the data maintained by a financial institu-
tion about that Individual and that Govern-
ment may get Information about depository
accounts only with a subpena or adminis-
trative summons

4, An individual whose account Information is
sought by court orders should be given
notice before the information is released

Present status

Existing legislation, includlng the two proposed bills, does not deal with
this recommendation, The EFT Act of 1978, Sec. 906, specified the
data that must be given on EFT receipts and periodic statements and
thus could be construed to limit the kinds of data that the Federal
Government requires. However, the intent of this section was to pro-
vide consumer protection of another kind; namely, protection against
error in recording of the transaction and against theft of funds. It IS

aimed at designating minimum data to be collected. By the same
token, however, existing and proposed legislation does not appear to
violate the spirit of this recommendation.

This subject is not dealt with by existing EFT legislation. The proposed
Privacy of EFT bill restricts disclosure of information to Federal agen-
cies except under court orders for purposes of law enforcement. Ac-
cording to an analysis by NTIA (Fact Sheet on Privacy in EFT Act)
“... the growing use of EFT services, and the potential for surveillance
of citizens which that use creates, necessitates effect we early steps
to ensure that this new tool of commercial Intercourse is not misused
for private or polit ical prying into cit izens’ affairs. Whether
surveillance is an ongoing interception of an individual’s transfers as
they occur, or an ex post facto recreation of all of an Individual’s ac-
tivities drawn from the records of an EFT service provider, this act ef-
fectively restricts disclosure by the service provider while permitting
access for law enforcement purposes in appropriate circumstances. ”

The existing Right to Financial Privacy Act says-that an individual can
contest such disclosures, but this is not based on a property interest,
The fair flnanclal information practices bill creates a clear, legally en-
forceable “expectation of confidentiality” with regard to non-Federal
organizat Ions, but this also does not rest on a property interest.
However, the individual is given the right to sue for damages for a
wolatton of the expectation of confidentiality. As it stands, this ap-
pears to apply only to violations by a financial institution and not to a
nonfinancial institution offering EFT services. The privacy of EFT bill,
however, covers disclosure to both Government and private organiza-
tions.

This recommendation IS covered by the Right to Flnanclal Privacy Act of
1978,

(except under certain specified conditions).

5. The individual whose account Information
is sought under court orders should have a
reasonable time to respond and to contest
such disclosures.

6. Disclosure of Information should be made
to third parties only:

a) If necessary for the operation of the
EFT system, or

b) for a purpose of which the customer
has been Informed and to which he/she
has consented

‘Th-is-recommendation would be met by the Right to Financial Privacy
Act of 1978. The customer has 10 to 14 days to respond.

This has not been addressed in existing laws which are both concerned
with the relationship between the Federal Government and financial
Institutions. The EFT Act of 1978, however, requires that when an ac-
count is opened the customer must be told “under what cir-

cumstances the financial institution wilI in the ordinary course of
business disclose information to third person s.” But there IS n o
guarantee that customers will be told about specific disclosures when
they occur or that they can then contest them. The proposed fair
financial Information practices bill has language about preservice
notice and gives very detailed conditions under which information
may be disclosed. Summarized, it provides for disclosure:

● when permission is given by the subject individual.
● when required by a Federal or State statute or regulation.
● to Government, to defend the financial instItution against fraud,

when there is evidence of illegal activities related to the account
in question, or when the Government requests such disclosure
under existlng laws.

● to litigants, under provisions of the act.
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Table 6.—Comparison of NCEFT Recommendations on Privacy With Present Status of
Existing and Proposed Legislation—Continued

NCEFT Recommendations (Summarized) Present Status
6, Continued— • for purposes of marketing, if the customer has been offered and

has refused an opportunity to object to the disclosure and if the
information is disclosed by the third party recipient only to the
subject,

● to someone who is performing business or legal services for the
financial institution, such as auditing.

● to another depository institution, consumer reporting agency, or
authorizing service.

● to self-regulating organizations.
• to the customer who is the subject of the file.

The customer must be fully informed about these conditions for
disclosure when the EFT relationship is established.

The proposed privacy of EFT bill sets similar conditions for disclosure:
● to a Government authority, pursuant to other laws.
● to an officer of a financial institution, only to determine if a trans-

action was correctly carried out.
● with specific authorization by one of the participants to a trans-

act ion.
● when the data are not identified with a particular individual,
● if criminal activity is indicated.

7. There should be no disclosure to private This is not co~ered by existing legislation, but see comments under rec-
— .

sector  th i rd  par t ies  wi thout  spec i f ic ornrnendation  6, above, concerning the proposed fair financial in for-
authorization by the subject, and certifica- mation practices bill.
tion by the recipient that data will be used
only for the designated purpose.—————

8. Information may be given to support This is not covered by existing legislation, but is covered by the pro-
organizations performing routine services posed privacy in EFT bill, except that certification is not specifically
for the financial institution, provided it cer- mentioned,
tifies that it will maintain confidentiality.

9. Information may be disclosed to par-
ticipants and intermediaries to a transac-
tion; ‘‘intermediaries” include authoriz-
lng/guaranteei  ng services.

10. Information necessary to ensure- the ex-
istence or good standing of an account may
be given to credit bureaus and authoriz-
Inglguaranteeing  organizations.

11. The credit pa-rt of an accou~t  (le., a line of
credit or automatic draft privileges at-
tached to an account) may be disclosed to
other credit-granting or credit-authorizing
organizations and other EFT organizations,

12, Information related to fraud and other
crime can be disclosed to law enforcement
off icers, and customer delinquency or
fraud can be disclosed to other EFT-
offering institutions, credit-granting organi-
zations, etc.

13. Names and addresses may be provided for
direct mail sol icltation unless the customer
objects. The customer should be sent writ-
ten notice that this may occur and be pro-
vided a simple means of objecting.—

14, Disclosure to any third party is permissible
with express written consent from the sub-
ject.

15. When establishing an EFT relationship the
customer should be provided with full in for-

—

This is not covered by existing legislation, but is covered by the pro-
posed fair financial information practices bill. See comments under
recommendation 6, above,

This IS not–covered by—existing legislation, but is covered by the pro-
posed bills. See comments under recommendation 6, above.

This is not specifically covered by either extsting  legislation or proposed
Iegislat  ion.

The first part of this recommendation is now covered by the Right to
Financial Privacy Act of 1978, as well as by both proposed bills. The
second part is not explicitly covered by either existing or proposed
legislation.

This is not covered in existing legislatio~,  but would be covered by the
proposed fair financial information practices bill.

This is-not covered by existing legislation. Both of the proposed bills
cover It.

This is fully covered by the existing EFT Act and Regulation E, and IS

also covered in the proposed fair financial information practices bill.
mat ion about these policies.
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Table 6.—Comparison of NCEFT Recommendations on Privacy With Present Status of
Existing and Proposed Legislation—Continued

NCEFT Recommendations (Summarized)

16. Customers should have access to all re-
corded Information about them and be able
to correct It.

17. Speclflcally, the Fair Credit Reporting Act
should be amended to provide that:

a) organizations that provide authoriza-
tion/guarantee services are subject to
the provisions that apply to credit
reporting agencies, except for the re-
quirement that the organization notify
prior recipients of information that is
later disputed and found to be of ques-
tionable accuracy.

b) Institutions that decline to honor a
check, debit, or credit presented by an
Individual because of a report by an
authorization/guarantee service
should provide the customer with the
name and address of the service

c) The Individual has the right to Inspect.
copy, and have Interpreted these
records subject to certain condItions.

18. NCEFT used this recommendation to con-
cur in two recommendations of the Privacy
Protect Ion Study Commission, saying that
EFT services should retain records only for
a Iimited time, and should provide ways for
the customer to correct records generated
by EFT services

NCEFT disagreed with the Privacy Pro-
tection Study Commission recommenda-
tion that no Government entity own, oper-
ate, or manage any EFT system handling
transactions among private parties (e. g.,
Federal Reserve’s ACHS)

19, The Federal Reserve should follow rules at
least as confidential as those of private
sector EFT operators, and access by other
Government agencies to ACH should be as
restricted as access to other financial In-
stitution records

SOURCE Off Ice of Technology Assessment

‘Present Status--

This is not covered explicitly by existing or proposed legislation. The
NTIA commentary on the proposed fair financial information prac-
tices bilI nevertheless says: “Current law and practice already provide
these aspects of information privacy protection in what appears to be
an effective and workable manner. Provisions regarding customer
disputes and correction of account information already exist under
the Uniform Commercial Code and various State laws (for depository
Institutions). (Customers are given additional access rights in other
parts of the fair financial information practices bill. in title I, II, Ill, and
V, regarding consumer reporting agencies. credit grants, check and
credit authorization services, and insurance companies ‘“)

This IS not covered by either existing or proposed Iegislation See com-
ment under recommendation 16, above.

This IS covered In the discussion concerning recommendations 6, 76,
and 17.

As private sector EFT p~vacy pract Ices are current Iy mandated by law in
only a rudimentary fashion, th IS recommendation IS not fully ap-
plicable. According to the Federal Reserve, their pollcles  are consis-
tent with this recommendation, Records of transactions are held for a
minimum period of time,  and there are Iong-standing restrictive pol-
icies about granting access to information.

does not violate the expectation of confiden- but also to credit-offering institutions (e.g.,
tiality. These conditions are not as restric- retail stores, credit card services, etc. ) and
tive as some customers would prefer; for ex- other EFT systems; and may provide names
ample, a financial institution may provide and addresses of customers to direct mail
certain kinds of information about custom- advertisers and marketers unless the cus-
ers not only to check-authorizing services, tomer explicitly objects in writing.
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Neither existing nor proposed legislation
directly provides guarantees that customers
may inspect, contest, and correct their rec-
ords held by all EFT offerors. While the Na-
tional Telecommunications and Information
Administration argues that such rights are
provided by other (non-EFT) legislation, it is
not entirely clear that such is the case (9).
The burden of proof with regard to the accu-
racy of records has not been clearly estab-

Chapter 4

1.

2.

3.

4.

5.

6.

7.

Title XX, Financial Institutions Regulatory
and Interest Rate Control Act of 1978, Public
Law 95-360, 2001, 92 Stat. 3641, codified in
Consumer Credit Protection Act, 15 U.S.C.
1601,
88 Stat. 1896; 5 U.S.C. 552a note; Public Law
93-579, Dec. 31, 1974. The first quotation is
from the preamble.
Privacy Protection Study Commission, Per-
sonal Privacy in an Information Society
(1977).
David Linowes, A Research Study of Privacy
and Banking (University of Illinois, 1979).
Touche Ross & Co., Priuacy Protection Cost
Study (1979).
For example, the Sentry Life Insurance Com-
pany conducted a study entitled “The Dimen-
sions of Privacy” (1979) which indicated that
48 percent of Americans are worried about
how the Federal Government will use per-
sonal information it gathers. See also Work-
ing Paper D: The Irvine Research Corp., An
Assessment of Equity and Privacy Issues in
Electronic Funds ‘Transfer Systems (Sep-
tember 1980), pp. 100-105.
The Electronic Fund Transfer Act (EFTA)
and Regulation E merely require that a finan-
cial institution’s policies concerning the cir-
cumstances “in the ordinary course of busi-
ness” under which it will release information
about the consumer’s account to third parties
be disclosed to the consumer. Some practical
implications for personal privacy have, nev-
ertheless, resulted from this law.

Reg. E’s model disclosure clauses suggest
that the “ordinary course of business” at the
very least means: 1) when it is necessary to
complete a transfer, 2) in order to verify the
existence and condition of the consumer’s ac-
count such as for a credit bureau or mer-

lished through legislation. U.S. privacy laws
(both existing and proposed) rely largely on
the protesting citizen as the primary initiat-
ing and enforcement agent. Yet this assumes
that financial institutions have diligently in-
formed the customers about the content and
use of their records. As the 1979 survey of
banks shows, this assumption of good faith
is not necessarily justified. New approaches
to privacy protection may be needed (10).
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chant, 3) in order to comply with governmen-
tal agency or court orders, or 4) with the con-
sumer’s consent. Many financial institutions
have routinely copied the model clauses into
their disclosures, thereby creating a contrac-
tual obligation to the consumer to handle in-
formation in the manner prescribed “in the
ordinary course of business. ” A consumer
could also bring a suit under the EFTA if the
financial institution violates the law’s disclo-
sure requirement. This is considered by some
experts to be an important protection of per-
sonal privacy. (Sept. 9, 1981, letter to OTA
from Fred M. Greguras, Kutak, Rock &
Huie.)
Title XI, Public Law 630, 12 U.S.C. Sec. 3401
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Also, the recent adoption of the Organiza-
tion for Economic Cooperation and Develop-
ment (OECD) guidelines for personal privacy
could be an important factor in future con-
gressional policy determinations. In Septem-
ber 1980, the OECD, to which the United
States belongs, adopted guidelines that rec-
ommend basic principles of fair information
practices and urge nations to remove or avoid
creating obstacles to international data flow
in the name of privacy protection.

Under the guidelines, OECD members may
restrict data flows to countries that do not
substantially observe the fair information
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practices principles. Because the United guidelines is that other nations could limit
States does not have privacy laws corre- the flow of personal and commercial data
spending to those of many OECD nations, ex- communications with the United States,
pecially European countries, the U.S. Depart- which in turn could be a primary impetus to
ment of Commerce is recommending volun- enacting more comprehensive privacy legisla-
tary compliance as the best means of avoid- tion in this country. (Sept. 9, 1981, letter to
ing restrictions on international data flows. OTA from Fred M. Greguras.)
One possible consequence of not adopting the
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Chapter Summary
Security means the protection of the integ-

rity of electronic funds transfer (EFT) sys-
tems and their information from illegal or un-
authorized access and use. Although the loss
per theft appears to be greater than for
paper-based payment systems, there is no
real evidence that EFT systems to date have
resulted in a higher than average crime rate.
Why, then, is the security of EFT systems
an important public concern and potentially
a major policy issue? In comparison with
other payment systems, EFT appears to
have some additional vulnerabilities:

●

●

EFT systems have many points of ac-
cess where transactions can be affected
in unauthorized ways because of direct
customer involvement with the dynam-
ics of the systems, the use of telecom-
munication lines, and the ways in which
data are aggregated and transmitted
among and between sites and institu-
tions.
Funds can be removed in currency al-
most instantly without review of indi-
vidual transactions by officials.
Because of the kinds of information re-
corded and the way it is aggregated,
EFT data have an economic value above
and beyond the value of the funds, and
hence provide another source of tempta-
tion,
It is possible, in theory, for large banks
of data to be destroyed by remote
agents, creating the opportunity for ma-
liciousness, extortion, blackmail, or ter-
rorism.
EFT crime provides a sporting element,
or intellectual challenge, to some people
that is perhaps as enticing as the oppor-
tunity for financial gain.

●

●

●

A

EFT crime is often difficult to detect be-
cause funds/data can be removed or ma-
nipulated by instructions hidden in com-
plex computer software; the dynamics
of the criminal action may be under-
stood only by a few experts within the
institution.
EFT crime is poorly reported because
publicity may draw attention to ways of
attacking the integrity of the EFT sys-
tem, may give organizations a poor pub-
lic image, or may even raise insurance
premiums.
Existing legislation may not be fully
adequate or appropriate for prosecuting
EFT crimes.

high degree of security is especially im-
portant to the future development and use of
EFT because this is a relatively new technol-
ogy that is challenging much older and well-
established payment systems. Therefore, it
is particularly dependent on the confidence
of the public. The failure to gain and main-
tain the confidence of individual and organi-
zational users during this period of rapid
development could ultimately undermine the
stability of financial institutions that have
already heavily committed themselves to
EFT systems and practices.

It is difficult at present to assess the level
of EFT security violations because there is
underreporting of EFT crime, a paucity of in-
formation about EFT security, and a lack of
informed public discussion, although consid-
erable public concern is voiced. Such evi-
dence as is available suggests that EFT se-
curity violation is not a severe problem, al-
though the magnitude of loss in individual
EFT thefts may be much higher than that in

45
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conventional thefts from financial institu-
tions. While there are some dangers that giv-
ing these problems higher visibility through
public discussion may at first make them
worse, the public is entitled to know what
risks they are exposed to in using EFT serv-
ices. Furthermore, both law enforcement
agents and financial institutions would bene-
fit by sharing information about vulnerabili-
ties, defense strategies, and security-enhanc-
ing technologies.

Some believe that both effective technol-
ogy and sound management procedures ex-
ist for adequately assuring EFT security,
though even present technology and proce-

dures are not all widely used. There is as yet
no clear and consistent set of industrywide
security standards for protection of com-
puter systems. The use of security technol-
ogy and procedures varies among institu-
tions. The cost of providing a reasonable
degree of security–equal at least to that pro-
vided for paper-based payment systems—is
probably not excessively high, but informa-
tion on this point is scanty.

Better information about EFT security
would allow Congress and State legislatures
to assess more effectively the possible need
for new or modified legislation and/or regula-
tions.

Security in Payment Systems
An important issue with regard to EFT is

the level of security that will be required and
its cost. Will new legislation be needed for
prosecution of EFT-related crime? Will pub-
lic discussion of EFT security problems ex-
acerbate those problems, and if so, is some
mechanism needed for sharing information
about security problems and appropriate de-
fense strategies?

Any payment system and any financial in-
stitution must be able to guarantee, at least
to some reasonable degree, the safety of as-
sets entrusted to it. It must be able to pro-
tect both funds and data against theft, loss,
and misuse. Users must be assured that
transactions will be carried out according to
their instructions. The ability to guarantee
the integrity of the payment system and the
safety of both funds and information is what
is meant by security.

Any medium of exchange, whether curren-
cy, checks, bills of credit, or recorded elec-
tronic signals, ultimately relies on public
confidence that it will retain its value and
continue to be acceptable to others in ex-
change for goods and services. Similarly, the
continued viability of financial institutions
depends on the confidence of their custom-
ers. Thus, the adequacy of EFT security sys-

tems is important, not only because individ-
uals are entitled to protection of their ac-
counts and to the confidentiality of the infor-
mation that they provide, but also because
an unacceptable number of security failures
could undermine public confidence in finan-
cial institutions, thus weakening the na-
tional economy and ultimately the national
security.

Wherever monetary value exists, and in
whatever form, it becomes an object of greed
and a target for criminal activity. Funds
have been embezzled and banks robbed for
as long as banks have existed. EFT offers
some valuable opportunities for protecting
individuals and organizations against loss of
assets. The availability of automated teller
machines (ATMs) and point-of-sale (POS)
terminals enables individuals to carry less
cash on their persons. Automatic deposit of
payrolls and social security checks would re-
duce the volume of thefts from mailboxes.
Merchants will suffer fewer losses from bad
checks and credit card fraud. Financial insti-
tutions can reduce employee error, improve
audit trails, and reduce overdrafts.

However, EFT also has some vulnerabil-
ities that paper-based payment systems do
not have, and it creates the opportunity for
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new kinds of white-collar crime (l). Most
funds have always existed only as data in ac-
count ledgers or files. Before EFT, however,
the customer was kept at a distance from all
but the first and last steps of transactions,
and financial institutions could control and
guard most of the processing so that risks
were at least limited to those internal to the
financial institution (with the exception of
bank robbers and check passers). Some time
had to elapse before funds could actually be
removed in the form of currency and could
no longer be returned simply by reversing
the paper transaction.

With some EFT procedures, however, cus-
tomer involvement with the system is facili-
tated and funds are quickly removed, often
without another human having overseen the
process. Other EFT systems involve many
third parties in encoding, transmitting, or
storing data, thus providing many vulner-
able points where security could be breach-
ed. Communication links are vulnerable to
electronic eavesdropping and provide entry
into the system at several points. The data
needed for EFT systems are easily aggre-
gated and accessed, thus creating a value
apart from and in addition to the value of the
funds. This also creates concern over secu-
rity in relation to EFT systems.

Security also may be breached accidental-
ly. EFT technologies can lose data through
failure of hardware components or communi-
cation links, or deterioration of storage me-
dia. Where there is no backup documenta-
tion such data loss can seriously compromise
the system.

Another difference between EFT and tra-
ditional security risks related to banking and
payment systems is the sporting element.
Armed bank robbers are almost always pro-
fessional criminals. Embezzlers, while they
may never before have committed a crime,
are motivated just as clearly by greed for
financial gain. But it appears that computer
criminals are sometimes motivated, at least
initially, by the sheer fun of beating the
system. This kind of gamesmanship, for a

lark as much as for funds, seems to provide
the motivation for bright college students
and even younger children breaking into in-
stitutional computers to discover, modify, or
steal information or merely to play tricks on
the system.

In the case of EFT systems, however, the
sporting behavior is apt to be lavishly re-
warded and the fun amplified by substantial
financial gains at minimum risk. Some ex-
perts assert that most EFT crime is never
detected, or if detected is not reported.

Financial institutions are reluctant to pub-
licize EFT losses for several reasons. They
fear that public confidence will be compro-
mised and the institution weakened; that
their insurance premiums will be increased;
and that other computer buffs, or more pro-
fessional criminals, will learn the system’s
vulnerabilities or will be challenged to sur-
pass the achievement.

Losses from individual accounts may go
undetected by the account owners because
they are so small; one strategy is to instruct
the computer to deduct a cent or two from
each transaction handled, and deposit it in a
fraudulent account. A sufficiently high vol-
ume of transactions could make such
amounts accumulate rapidly. Since informa-
tion, unlike money, can be owned and used
by many people at the same time, data can
be “stolen” without anyone being the wiser.
By the time stolen information is actually
used for unauthorized purposes it may be im-
possible to trace its origin. Often managers
and law enforcement officials are not quali-
fied to detect computer-based crimes and
frauds, and are unlikely to challenge either
the machine or the computer experts on the
workings of the system.

Typical computer criminals are said to be
young, intelligent, enthusiastic computer
buffs with no prior criminal record and prob-
ably no previous criminal activity (2). If de-
tected, they may be either hired or main-
tained as employees by the financial institu-
tion they victimized to help protect it
against similar violators. In any case, they
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are unlikely to be severely punished. One es-
timate is that only about 3 percent of compu-
ter criminals who are apprehended ever go to
jail (3).

Many States do not have legislation for
prosecuting computer-based crimes, and
even Federal law is unclear in some aspects.
In one case, a Federal judge ruled that move-
ment of a stolen program over telephone
wires did not legally constitute theft of trade

secrets, since the relevant statute required
the stolen article to be tangible (4). The act of
copying the program and taking it to the
thief’s office, however, was judged to be
criminal. Legislation proposed in 1979 but
not enacted, known as the Federal Computer
Systems Protection Act, was designed to fa-
cilitate prosecution of offenders charged
with computer-based crimes against Federal
systems (5).

Types of EFT Crime or Breaches of Security
Breaches of security can be accidental as

well as deliberate. They may affect individ-
ual accounts or threaten institutions or net-
works. EFT crimes may be aimed at theft of
funds; at use, disclosure, alteration, theft, or
destruction of data; or at disruption or de-
struction of the EFT system. Funds (or data)
can be stolen by embezzlement within the fi-
nancial institution, by intruders from out-
side of the institution, or by customer fraud.

Employees of the institution are frequent-
ly the source of EFT crime. They are likely to
have access to the systems and often can
mask criminal actions behind legitimate ac-
tivities. They may hide unauthorized proce-
dures within programs (the “Trojan horse”
strategy) by building in instructions to abort
or divert authorized transactions, and then
remove this procedure from the computer’s
memory bank. Unauthorized copying of
either programs or data, such as account
numbers and personal identification num-
bers (PINs), usually cannot be detected or
traced (6). However, most reported cases of
EFT crime are not sophisticated.

Most of these criminal tactics can also be
used by intruders from outside of the EFT
payments systems (7). For example, in the
hands of a computer expert, a home terminal
can successfully “impersonate” a POS ter-
minal and send perverse instructions over
the EFT communication line. However, this
is difficult to do at present.

EFT communication links can be tapped
or used for eavesdropping under some cir-
cumstances. False information can be en-
tered or legitimate information altered or de-
stroyed. The lines themselves are also vul-
nerable.

Customers often abuse EFT systems by
unauthorized overdrafts. Some ATM devices
are not online; that is, they do not have ac-
cess to customer accounts, Instead they lim-
it the amount of money that may be with-
drawn by a customer with proper identifica-
tion (usually $100 per 24 hours), Some offline
ATM devices cannot lock out stolen cards.
Most ATMs, of course, require both an au-
thorized card and a PIN for access. How-
ever, some require only a card, and users
often carelessly discard receipts bearing
their account number right at the site.
Against all advice, some users insist on writ-
ing their PIN on the access card or on some-
thing that they keep with the card.

Access cards can also be forged, They may
be stolen from the bank or from the mail en-
route to the customer. (Sometimes they are
sent to potential customers without having
been requested, although an additional vali-
dation step is usually required before they
can be used.) Account numbers and PINs
can be lifted from the card’s magnetic strip
and transferred to blank cards (8).

ATMs and POS terminals were not in use
during the height of political activism and
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protest demonstrations of the late 1960’s
and early 1970’s, With any new wave of pro-
test, however, they would be vulnerable to
politically inspired vandalism. Spray paint,
gum, glue, or objectionable substances
would easily render a machine inoperable, at
least temporarily.

Normal failures of EFT components or
communication links also make EFT devices
temporarily inoperable. ATMs currently
have an outage rate of about 3 percent (9),
which is frustrating to customers who de-
pend on the machines to complete transac-
tions outside of normal banking hours. As
more and more customers come to depend on
EFT, downtime will be even more unaccept-
able. Failure of system components can also
cause loss of data,
matter.

The vulnerability
ral disasters such

which is a more serious

of EFT systems to natu-
as earthquakes, floods,

fire, and severe ice and snow storms is a mat-
ter of some concern. As yet, however, there
has been only one reported incident of EFT
systems being affected by natural disasters.
When Mount St. Helens erupted, many
ATMs were disabled by dust and ashes from
the volcano. A number of banks have re-
ported that ATMs generally continued to
function well during severe winter weather,
even though user demands were much heav-
ier than at other times (10). It has recently
been suggested that electromagnetic pulses,
such as might result from nuclear weapons
use, could knock out systems over a very
wide area (11). As EFT networks are built,
such vulnerabilities become systemic rather
than localized. (The larger issue of national
security and systems vulnerability is dis-
cussed briefly in app. A.)

How Serious is EFT Crime at Present?
No one knows for certain how serious the

problem of EFT theft really is, since much of
it is either not detected or not reported.
Clearly the potential for crime is great. In
general, it is thought that EFT thefts aimed
at institutions tend to be much larger than
traditional forms of bank robbery. One ex-
pert estimates that the average armed bank
robbery in the mid-1970’s netted about
$10,000 and the average conventional em-
bezzlement about $20,000, but computer-
based banking thefts averaged about
$500,000. However, these figures are based
on 46 cases of computer-based theft ex-
amined 5 years ago when EFT was much less
widespread (12). A successful and unde-
tected EFT thief could attack an institution
repeatedly, and an institution with an unsus-
pected vulnerability could be victimized by
multiple criminals,

The extent of petty theft from ATMs is
also not known. A 1978 survey of financial
institutions by the American Bankers Asso-

ciation reported that only 5 percent of the re-
sponding institutions were willing to say
that ATM losses were greater than those ex-
perienced with paper-based transactions, 9
percent reported no losses, and 43 percent re-
ported minor security problems. Of the
losses reported, 65 percent by dollar volume
resulted from stolen access cards, 22 percent
from customer fraud, and 13 percent from
“internal problems” (13). Customer fraud
usually involved overdrafts at offline ATMs.
Reliability failures of the machines (e.g., fail-
ing to print a record of disbursements) ac-
counted for some losses. In 1979, the Federal
Reserve System reported that ATM losses
reported by 125 banks amounted to less than
1 percent of dollar volume of transactions
and less than $0.03 per transaction (14). A
survey by Payment Systems, Inc., estimated
average annual losses at about $0.03 per ac-
tive card (15).

Another survey reported that customers
have been robbed while using ATMs at 2.5
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percent of reporting institutions (16). All of
these surveys are based on reporting by fi-
nancial institutions (and only those institu-
tions that responded to questions). They
probably understate the facts, but there is
no real evidence that EFT systems have re-
sulted in greater losses by theft, fraud, or
system failure than result from other pay-
ment systems. While EFT creates some vul-
nerabilities that are not associated with
other payment systems, it also offers some
advantages in terms of security. For exam-
ple, it could reduce the number of thefts of

checks from mailboxes. Thus, while wide im-
plementation of EFT systems will almost
certainly result in shifts in the types of crime
associated with payment systems, the de-
gree to which it might result in an increase in
the number of crimes, or the dollar volume of
losses, is unclear at present.

What is clear is that much of the risk to
payment system security can be avoided or
reduced with increased attention to protec-
tive procedures and security technology.

Technology and Techniques for
Increased EFT Security

The major categories of threats to EFT se-
curity are summarized in table 7. In theory,
nearly all of these can be minimized by the
application of good management practices.
The three lines of defense against breaches
of EFT security are administrative proce-
dures, physical protection, and technical/
electronic safeguards.

Personnel within financial institutions or
associated with handling, transmitting, and
storing data are probably the most impor-
tant source of risk to security. Good manage-
ment requires strictly limiting access to
funds and data, and keeping full records of
who has access and at what times. Personnel
must, of course, be carefully selected and ju-
diciously supervised. They can be rotated in
their jobs to limit the time they have to ex-
periment with EFT systems and probe for
vulnerabilities. It may be possible to divide
critical data, such as a transmission encryp-
tion key, between two or more people. In
some cases, it is possible to divide process-
ing duties so that few people know all of the
procedures and programs. However, this is
often difficult since EFT by its nature inte-
grates the flow of processing. Audit trails
can be established and transaction logs care-
fully isolated and physically protected. Ac-
count activity can be reviewed regularly to

detect unusual increases in frequency or size
of withdrawals or account balances.

ATMs can be protected by judicious sit-
ing—well-lit, heavily traveled locations, usu-
ally under public observation—and, if neces-
sary, by armoring. Online ATMs (those with
access to customer files to check account
balances) prevent unauthorized overdrafts.
Both ATMs and POS terminals can be de-
signed so that the user’s hands and the key-
board are hidden from observers. In the fu-
ture, the combination of access cards and
PINs may give way to or be augmented by
safer access systems using recognition of fin-
gerprints or hand geometry, signature dy-
namics, or even voiceprints. Technology that
allows reliable authentication of human and
machine ‘‘signatures’ is already available
(17).

These protective measures have some po-
tential drawbacks. They increase the possi-
bility of unjustified rejections that cause in-
convenience, embarrassment, and frustra-
tion for the user. They remove the option of
sending an agent to carry out a transaction,
and at best may cause the devices to appear
more “unfriendly” to customers who already
are inclined to object to their impersonality.



Ch. 5—Security in Electronic Funds Transfer ● 5 1
-. —

Table 7.— Major Categories of Threats
to EFT Security

Internal threats (within the institution)
System failure

FaiIure of computer programs
Failure of hardware components
Loss of data from system malfunction
Deterioration of storage media
Failure of communication Iinks
Failure of power, destruction of facilities
Deterioration of storage media

Employees
greed. malice, Ineptitude accidents, disgruntle-

ment, challenge
Trojan horse (unauthorized procedures hidden

within programs)
Bogus transactions
Unauthorized copying of data or programs
Modification of data
Unauthorized sale of data
Destruction

External threats to system
Natural disaster: fire, flood, ice and snow, earthquake,

etc.:
Direct damage
Lack of maintenance
Overload at terminals
InaccessabiIity

Human
criminals, terrorists, political (and religious,

economic, racial) activists, “buff s,” Inept
customers

Physical damage (Including vandalism) or
destruction

Destruct Ion of data
Modification of data
Theft of data
Fake transactions
Impersonation of computer
Forged access devices
Unauthorized use of access devices

S O U R C E  O f f  II:P  :Jf Ter h notoqy  Asses srren I

Measures are available to reduce the likeli-
hood of access cards being forged. For exam-
ple, they can be made sensitive to heat and
pressure which are used in illegal duplicating
of the magnetic strips. The French and oth-
ers are experimenting with “intelligent
cards” that use a microprocessor to provide
access data (18). PINs are almost always
transmitted to the customer separately, with
instructions that they are not to be written
on or attached to access cards. Sealed mail-
ers are frequently used, with the PIN printed
through the envelope so that it is never ex-
posed to view even while still within the pro-
vider institution. Rather than being as-

signed a PIN, customers may be permitted
to select their own. Technologies are avail-
able that prevent the exposure of a selected
PIN, even to the system operators.

Institutional computers are generally en-
closed and guarded: access is limited and
sign-in procedures are used to record entry.
They can be protected with monitoring de-
vices and alarms to guard against fire, flood,
and intruders. All equipment can be de-
signed to require keys for access and opera-
tion. More sophisticated protective proce-
dures include protocols to guard against un-
authorized insertion of data or instructions,
and procedures that record every modifica-
tion and every use of programs. Communica-
tion lines can be protected with alarms
against taps, and tested frequently for
eavesdropping.

The best protection for data in transmis-
sion and in storage is probably encryption.
One form uses encoding in which the coding
and decoding procedures are public but the
actual encryption keys used are secret and
tightly controlled. The National Bureau of
Standards has developed a national encryp-
tion standard called the Digital Encryption
Standard (DES). Another technique never
permits the data to exist as clear text that
can be understood by humans. While encryp-
tion cannot be absolutely safe (every code
can in theory be broken with the use of com-
puters), procedures can be used that would
take so long to unravel that it would never be
worth the effort. For example, some experts
suggest that it would take hundreds of mil-
lions of dollars and hundreds of years to
crack DES (19). Another important but ex-
pensive security measure is the provision of
backup for computer processing, data stor-
age, communication lines, and power
sources.

While technology both to provide and to
breach security will undoubtedly continue to
develop in parallel, it seems clear that the ap-
plication of good management procedures
—combined with physical protection, back-
up facilities, and electronic technology—can
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provide a substantial level of security, but at the appropriate balance between cost and ad-
considerable cost. The issue, then, concerns ditional security.

Security and Public Discussion
The customer is often directly culpable in

violations of security, quite apart from inten-
tional customer fraud. EFT users often ig-
nore all warnings and handle access cards,
credit cards, PINs, and account numbers
with great carelessness. They write PINs on
ATM access cards, discard receipts beside
ATMs, fail to report the loss or theft of
cards, and leave bank statements lying
around. Public education about EFT secu-
rity risks and vulnerabilities therefore would
seem desirable.

However, financial institutions are reluc-
tant to call attention to these problems or to
encourage public discussion of security is-
sues. This is not entirely because the com-
petitive position of their own services may
suffer, or even because it might contribute to
loss of public confidence in EFT. They are
understandably reluctant to promote the re-
alization that EFT offers a new and poten-
tially lucrative field of crime, since this
might encourage other professional and ama-
teur criminals to try their hand.

Financial institutions are even less willing
to publicize or encourage discussion of
computer-based embezzlement and related
crimes. Whereas almost everyone knows, at
least in theory, how to rob a bank at gun-
point or how to kite a check, the strategies
for computer crimes are far more complex,
more numerous, and more diverse, and are
based on knowledge of new technology as
yet not widely available. The new breed of
criminal often attacks vulnerabilities that
the institution and its management did not
know existed, and often creates or discovers
avenues for theft (or maliciousness) that are
specific to the institution’s computer sys-
tems and programs. Clearly it would be un-
wise to disseminate this information to other

potential offenders by public discussion.
Moreover, there is a strong element of
gamesmanship in some computer crimes. In-
stitutions (and the police) are not inclined to
reward the offender with public notoriety
that may encourage others to try to beat the
system.

Thus, there is considerable motivation, in
some cases at least, for not reporting or pros-
ecuting EFT crimes, whether petty or gran-
diose. In addition, formal reporting systems
may not have appropriate categories for
identifying EFT crimes as such. These and
other factors have resulted in a paucity of in-
formation about the extent of EFT security
violations, and about effective strategies
and technologies for preventing such viola-
tions.

Both law enforcement agencies and finan-
cial institutions would benefit from better
information to increase their capability to
prevent, detect, and solve EFT crimes and to
apprehend and prosecute perpetrators. The
public also is entitled to know the extent of
risk in selecting and contracting for EFT
services, and would perhaps benefit from
additional education about how to use such
services without creating opportunities for
criminal acts. Better information would al-
low Congress and State legislatures to as-
sess more effectively the need for new or
modified legislation to deal with EFT secu-
rity, and to build a constituency for such leg-
islation if it becomes necessary. Such infor-
mation might also stimulate the develop-
ment of improved technology for security. A
possible danger is that information about
and wide public discussion of EFT security
problems might contribute to an increase in
criminal activity.
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Relationship of Security to Privacy and Equity
The question of EFT security is closely re-

lated to the concerns of privacy and equity.
Because information about individual cus-
tomers and their transactions, which in
paper-based payment systems is either not
recorded or is dispersed throughout the sys-
tem, is more easily aggregated and easier to
access in computer-based EFT processes,
privacy for the user has become a matter of
public concern. Users want to be assured of
the confidentiality of this information—
assured that it will be aggregated and used
only for purposes integral to the payment
system and necessary to the carrying out of
the transactions as intended by the custom-
er. This assurance rests on confidence both
in the intent of the financial institution, and
in its ability to protect the information and
limit access to the institution’s authorized
agents. If security is breached, the institu-
tion cannot provide this protection and the
user privacy may be violated. It should
also be noted that some means of increasing
security (e.g., audit trails) increase the
possibility that privacy may be infringed
because additional copies of data are created
at various points in the system. Security
then must be provided at more points in the
system.

The relationship between security and eq-
uity is even more subtle and more equivocal.
When transactions are handled and super-
vised by officials and employees of a finan-
cial institution, there is an element of real-
time personal judgment involed that dis-
appears when the customer interacts direct-
lY with an EFT device. A bank teller, for ex-
ample, approves a withdrawal or cashes a
third-party check for an unknown individual
partly on the basis of established identifica-
tion or other credentials and partly on
trained judgment of the individual based on
appearance and other factors. Where there is
judgment there is also the opportunity for
discrimination or prejudice.

On the other hand, EFT devices treat as
equals anyone with an acceptable access
card, validated credit card, etc., and do not
discriminate between regular customers and
purse-snatchers. At the same time, the
movement toward impersonal electronic sys-
tems may create new credential require-
ments that will make it more difficult for
some people (e. g., the poor, the young, for-
eign visitors) to gain initial access to EFT
services.
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Chapter Summary

The concept of equity includes the prin-
ciples that individuals, groups, and organiza-
tions within our society should be afforded
access to necessary activities and services
under rational and consistent rules and pro-
cedures; that there should be no arbitrary
imposition of disadvantage on some groups
or the unearned enrichment of others. Im-
plicitly, this may be taken to mean that the
range of choice, rights, and benefits that con-
sumers now enjoy should not be arbitrarily
reduced. In modern society, it is essential for
individuals, households, and businesses to
have a mechanism for carrying out basic eco-
nomic transactions (such as paying for nec-
essary goods and services). Therefore, it is
important that no segment of society —espe-
cially those already disadvantaged, such as
the low-income groups or the physically han-
dicapped–is deprived of a reliable means of
making and collecting payments. In general,
consumers want to preserve or enlarge their
options for managing their resources in
terms of using credit, scheduling payments,
and shifting funds, and EFT-based financial
services can and do serve these ends for
some consumers.

As long as electronic funds transfer (EFT)
is one of an array of alternative payment
systems or sets of financial services, it does
not appear that its use will result in a
necessary or significant loss of equity to any
group in society, nor does it appear that any
group is denied access to the services and
systems, except inasmuch as low income lim-
its participation in (or need for) all financial
processes. However, there may be some in-
creased risk to individuals from undetected
errors or from being less able to evaluate
alternatives in choosing the most appropri-
ate set of financial services to fit their needs.
Adequate attention to consumer education,

consumer advisory assistance, and design-
ing of customer-oriented EFT devices would
help to minimize these risks.

The significant benefit consumers derive
from EFT could be increased if technology
designers and financial service managers
were attentive to diverse human needs, For
example, dispersed EFT devices could be tai-
lored to the needs of the handicapped and
located to meet the needs of those whose mo-
bility is limited. EFT offers important and
obvious benefits in terms of customer con-
venience, reduced costs and increased pro-
ductivity for financial institutions (and pre-
sumably for customers as well), and perhaps
greater personal security for the user
against crimes of violence and some kinds of
privacy abuse.

However, if some forms of participation in
EFT become mandatory or if EFT signifi-
cantly displaces, reduces, or raises the costs
of alternatives, this situation could change.
People who do not choose to deal with banks
and other financial institutions could be
forced to do so, and would thus lose a degree
of individual freedom. People who for vari-
ous reasons are poorly equipped to use EFT
systems would have their access to financial
services reduced. Some communities or
neighborhoods could suffer a reduction in
available financial services, If this occurs,
consumers would be denied the option of
avoiding risks they may perceive in using
EFT, and concerns about privacy, security,
and accuracy of accounts would increase.

Explicit public policies to preserve some
level of conventional financial services may
need to be considered if market and other
forces move EFT to a dominant role. Several
situations could, in fact, make the use of
EFT much less voluntary in the foreseeable
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future. Large employers could insist on
direct deposit of payrolls to employees’ ac-
counts through automated clearinghouses.
Large-scale providers of services, such as
utilities or mortgageholders, could pressure
consumers to agree to automatic withdrawal

and payment. Government agencies at all
levels could move decisively toward deliv-
ery of social security and welfare checks,
intergovernmental transfers, employment
checks, tax refunds, and contractor pay-
ments through EFT.

What Is Equity?
The idea of equity is both cherished and

elusive. It covers a multitude of different yet
overlapping standards of behavior. Its con-
tent varies from society to society, and from
time to time in the same society. As dis-
cussed here, equity implies:

● that there must be a generally accept-
able degree of approximate equality of
opportunity and access to necessary ac-
tivities and services under rational and
uniform rules and procedures; and

Ž that there must be no arbitrary imposi-
tion of disadvantage on some individu-
als, or unearned enrichment of others.

This working definition does not eliminate
all ambiguities and contradictions, but it
seems to embody the main ideas expressed
in most discussions of equity.

What constitutes “necessary” activities
and services is a function of social organiza-
tion and changes with time. In this discus-
sion, the term “necessary” refers to those
basic economic activities for which there is
no equally accessible and convenient alter-
native. Rules and procedures can be neither
perfectly rational nor absolutely uniform,
and they cannot be both at the same time.

However, using these terms it can be
agreed that a license to drive an automobile
(that was once important to only a few peo-
ple) is now so nearly a necessity that it is
denied only for overriding reasons of public
safety. It can also be agreed that denial of a
driver’s license to someone for reasons unre-
lated to driving ability (e.g., physical appear-
ance or ethnic origin) would be an arbitrary
imposition of disadvantage and a denial of

equity; whereas to deny a driver’s license to
those who are under some minimum age or
who are blind is neither arbitrary nor a denial
of equity. Such a denial is rational because it
is based on a consideration appropriate to
the activity in relation to the public interest,
i.e., safety. The former categories are irra-
tional because there is no logical or neces-
sary connection between such character-
istics and driving an automobile.

In many definitions of equity there is a
third and somewhat more controversial ele-
ment that may best be stated negatively:

• a reduction of equity is perceived when
the range of existing, well-established
choices or options is significantly re-
duced to certain population subgroups.

The differential reduction or elimination of
options is often perceived as an inequity
whether it results from a Government order
or the working of market forces. For exam-
ple, when the wide availability of automo-
biles led to the demise of urban transit sys-
tems and rail passenger services, a serious
disadvantage was imposed on those who are
too poor, old, young, or handicapped to
drive. This may well be termed a loss of equi-
ty and, recognizing this, governments have
sometimes intervened to preserve these
services as alternatives to automobile use.

A government fiat, rather than market
forces, may bring about the elimination of
existing options. For example, the banning
of residential air-conditioning—for instance,
in a region suffering a severe and prolonged
shortfall in electricity generation—might be
perceived as a loss of equity even by those
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who have been unable, or have not chosen, to
exercise the option of buying air-condition-
ing.

The present discussion focuses on the way
in which EFT might narrow consumer op-
tions for carrying out financial transactions,
although this might better be called a poten-
tial social disbenefit rather than a loss of
equity, Gross disparity in income may or
may not be defined as inequity, but in any
case it is not substantially affected by EFT

and therefore is not pertinent to the present
discussion. However, the extent to which
services are accessible to all who seek to use
them under rational and relatively uniform
rules and procedures is important. Equitable
access to EFT services may be a relatively
insignificant issue at present. However, its
importance would increase greatly should
EFT services displace other payment sys-
tems to any major extent, thus making con-
ventional payment systems less acceptable,
more costly, or less readily available.

Equity in Payment Systems
EFT technology and services can change

the relationships between providers and con-
sumers of financial services, and the relation-
ships among the providers as well. It has the
potential for changing the relative accept-
ability of various forms of payment. Such
social changes may inadvertently impose
disadvantages or inequities on some seg-
ments of the population, on the general pub-
lic, or on some institutional participants in
the financial exchange system.

Special segments of the population whose
status with regard to EFT should be exam-
ined carefully are those who are or often
have been placed at a disadvantage in other
social processes and institutions—racial and
ethnic minorities, the poor, females, the
aged, the handicapped, and those without

acknowledged and established economic
status.

In terms of the mainstream consumers of
financial services, there have been concerns
about equity with regard to the effect of
EFT on:

EFT Equity and the Socially Disadvantaged

the acceptability of alternative methods
of payment, and hence the preservation
of a full range of choice between pay-
ment systems and financial serices;
the ability of the consumer to manage
financial affairs, control the timing of
purchases and payments, and have ac-
cess to credit;
allocation of the costs of financial serv-
ices; and
the ability of the consumer to guard
against errors.

The question at issue here is whether EFT
technologies and services would increase or
decrease the social disadvantages already
suffered by some segments of society. It
arises because social institutions and proc-
esses designed to meet the needs and wishes
of mainstream, dominant population groups
all too often are unsuited to the needs of pe-
ripheral groups, and thereby unnecessarily

add to their problems in carrying out basic
human and social functions.

It is possible that some EFT systems and
services that are dispersed or decentralized
can be tailored to the needs of special groups
or communities, thus alleviating some of
their problems with standardized service
delivery systems. Also, since EFT services
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are depersonalized they may eliminate some
of the subtle, deeply embedded forms of
discrimination to which such groups are sub-
jected. It is important to keep in mind that
potential sources of inequity for special
groups may be balanced to some extent by
beneficial effects, especially if the providers
of EFT services are alert to the possibilities
of using EFT capabilities to meet social
needs, For example, automated teller ma-
chines (ATMs) and point-of-sale (POS) ter-
minals in nursing homes and communities
for retired people can allow some people to
retain a degree of independence in managing
their affair; that they-might

The Poor

Based on the results of one
is estimated that 81 percent
have checking accounts (l).

otherwise rose.

1977 survey, it
of U.S. adults
Most of those

who do not are people with very low incomes.
The best evidence is that 35 percent of those
who do not have checking accounts are poor,
i.e., they earn less than $5,000 annually or
live on social security benefits or welfare.
Another 58 percent are skilled or semiskilled
workers earning $7,000 to $15,000 annually
(2). It is not entirely clear whether these peo-
ple do not choose to have accounts, or
whether they are somehow denied access to
checking accounts.

Those who do not deal with depository in-
stitutions must rely on currency and money
orders, one of the most costly ways of effect-
ing payment. Supermarkets, taverns, and
check-cashing booths will convert payroll or
social security checks to cash, often for a
relatively large fee, and money orders can be
used to send payments safely through the
mail. These appear to meet the needs of
many people. However, changes taking place
in the financial services industry make it im-
possible to assume a priori that currency and
money orders will continue to constitute a
minimally acceptable set of payment serv-
ices.

The Department of the Treasury is encour-
aging recipients of transfer payments to ac-

———

cept direct deposit of benefits (3). While
there may be many advantages to recipients
in doing so (such as reduced threat of mail-
box robbery and reduced transaction costs),
certain disadvantages may be perceived.
Some transfer payment recipients may be-
lieve their privacy is threatened, or may be
intimidated by having to deal with imper-
sonal institutions or systems. Mobility may
be a problem. At any rate, a forced “choice”
can be considered an inequity if imposed on
some but not all population subgroups. Peo-
ple may also suffer a loss in equity if they are
encouraged or pressured to become users of
noncash payment systems or EFT systems,
but are given little assistance in becoming
familiar with the systems, with the various
choices of services, and with mechanisms for
correcting errors or detecting fraud.

A related question is whether ATMs and
other dispersed forms of EFT systems will
be placed in low income neighborhoods,
which are also often high crime areas. In
some locations, it may be impractical or im-
possible to assure the security of the devices
or of the customers using them. A diminu-
tion of traditional neighborhood banks in
favor of EFT services, coupled with a reluc-
tance to locate EFT services in high crime
areas, could place a severe hardship on some
low income population subgroups.

The Elderly

Elderly people often derive their income
from a variety of sources—one or more pen-
sions, social security, savings, family con-
tributions, or part-time work. They may,
therefore, have need of a variety of financial
services and exercise them frequently. The
convenience of EFT systems can be benefi-
cial to the elderly, especially if the need to
travel to banks outside the immediate neigh-
borhood is reduced. It has been suggested
that EFT systems are popular in some com-
munities that have a large population of
retired people. At the same time, many of the
elderly are also poor and suffer some of the
disadvantages already described. They may
be intimidated by their unfamiliarity with
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complex systems or living in neighborhoods
where such services are not available. Pro-
gressive failure of short-term memory, a fair-
ly common disability of the elderly, may
make it difficult for them to become familiar
with new systems. Asking strangers for help
with the devices is likely to expose them to
fraud and victimization. For these reasons, it
is important that alternative services and/or
human support continue to be available.

Women

Women attempting to establish a personal
credit record after some years of marriage
and subsequent divorce (or widowhood)
often have trouble doing so, but this does
not appear to be exacerbated by EFT sys-
tems. In fact, EFT services might eliminate
some of the opportunities for personal dis-
crimination against women in obtaining
financial services. Positive verification serv-
ices can enhance the acceptability of non-
cash payments and implicitly create a
positive record of fiscal responsibility.

Government regulations allow Federal ad-
ministrative agencies (e.g., Internal Revenue
Service and Social Security Administration)
to use automated data systems to locate
parents who are avoiding child support re-
sponsibilities (4). If EFT data banks could be
used for this purpose, EFT could potentially
confer a benefit on women insofar as hus-
bands are most typically the missing parent
and wives most typically the victimized
parent. However, the social costs of such
Government surveillance could be substan-
tial.

There appear to be no significant inequi-
ties to women from a shift to EFT,

Racial/Ethnic Groups

Since EFT systems are depersonalized,
they may eliminate situations where tradi-
tional financial service delivery systems may
have discriminated against individuals be-
cause of race, color, ethnicity, or accent, An
inadequate command of written English

may present a problem, but this might be ac-
commodated by multilingual instructions,
graphics, or supplementary human support
systems. Multilingual systems have already
been implemented in some areas. There ap-
pear to be no important additional inequities
in EFT systems for racial and ethnic minori-
ties other than those they already experi-
ence.

The Handicapped or Disabled

The handicapped may experience a num-
ber of unavoidable difficulties with dispersed
customer-oriented and customer-operated
EFT systems. These are different in kind
rather than in magnitude from the problems
the handicapped may have with alternative
systems. The visually impaired or dyslexic
may have difficulty operating systems that
depend on reading instructions; on the other
hand, the deaf may find dealing with such
systems more congenial than with human
tellers. Operating ATMs or POS terminals
probably takes no more muscular coordina-
tion than writing checks, and perhaps less.
As long as alternative payment systems are
available, EFT should impose no new disad-
vantage on these groups. However, should
EFT displace alternative systems, some of
the handicapped may be subjected to unac-
ceptable disadvantages unless compensa-
tory mechanisms (e.g., special human assist-
ance) are provided.

Transitional Groups Without
Recognized Financial Status

This somewhat anomalous group includes
various special groups that are in transition
from one socioeconomic status to another, or
whose social-economic credentials are not
yet established. For example, first-time
workers and young professionals; students;
recent retirees; immigrants; recent widows
never employed; women recentering the work
force after some years as housewives; former
mental patients; and former prisoners might
all fall within this group. Because some EFT
services require an extension of credit, and
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credit approval depends heavily on creden- may be less significant in small, stable com-
tials and long-term credit ratings, such peo- munities where personal knowledge of appli-
ple are at a disadvantage in procuring credit- cants overrides the lack of credentials.
based financial services. This disadvantage

The General Public as Consumers
of Financial Services

The Knowledge To Choose

Money functions as a store of value and as
a medium. of exchange. As a store of value it
is expected to retain its buying power (aside
from the effects of inflation). As a medium of
exchange it must be readily acceptable as a
form of payment and convey value from one
party to another easily and reliably. How-
ever, the acceptability of noncash payment
instruments cannot always be assumed.
Losses from credit card and check fraud are
substantial. Many businesses will no longer
accept personal checks unless the customer
is known (or “looks reliable, ” which in-
troduces many forms of discrimination).
Others require two items of identification
and often require that at least one of them be
a major credit card. Alternatively, some mer-
chants require personal identification to
back up a credit card.

However, vendors know that customers
are prone to buying on impulse, which is en-
couraged when checks and cards are ac-
cepted. The vendor also wants funds to be
available as soon as possible because financ-
ing receivables represents a considerable ex-
pense. While vendors prefer to be paid at par
(face value), they are willing to pay fees to
organizations that authorize or guarantee
checks, and to take discounts from credit
card and debit card processors in order to
assure payment and to speed it up.

Customers want payment instruments to
be readily accepted at face value, and
minimal embarrassment if a payment is re-
fused. It has become more convenient for
many people to pay by credit card than by
check, especially if they are out of their local

trading area. In addition, procedures may be
less complex for a credit refund than for a
cash refund. To the extent that merchants
accept credit cards more readily than per-
sonal checks, those who have no credit cards
are disadvantaged. When a check is an unac-
ceptable instrument, it can no longer fulfill
the customer’s expectations of money.

However, check authorization and guaran-
tee services are now helping to remonetize
the check. The development of the debit card
is providing another means of drawing upon
transaction balances that should be readily
acceptable to vendors. Thus, various EFT
services are helping to increase the ability of
transaction balances to meet the need for
payment instruments that have the func-
tional characteristics of money.

Financial management is a very personal
activity. Some rely on cash almost exclusive-
ly, while others select a variety of financial
services that best meet individual economic
and emotional needs. Some adopt strategies
that maximize the use of “free” credit and
minimize the funds kept in accounts that do
not earn interest, and some make payments
at the last moment to obtain greatest benefit
from the available funds. Financial institu-
tions compete, therefore, by varying the
structure and prices of the services they of-
fer. The Depository Institutions Deregula-
tion and Monetary Control Act of 1980 (5)
has put banks, savings and loan associa-
tions, and credit unions on an equal footing
in many regards. Nonfinancial institutions
are becoming more aggressive in selling fi-
nancial services. New services have been
made available by the increase in EFT offer-
ings. Many providers of financial services
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are offering packages that are closely tai-
lored to consumer needs, which may be dic-
tated by wealth, lifestyle, and personal pref-
erence.

As a result, consumers are faced with a
number of alternatives for acquiring pay-
ment services, and the number is increasing
rapidly because of EFT. In order to make
choices to the best advantage, the consumer
must have the ability to evaluate alter-
natives. Not all individuals, particularly
those lacking in formal education and ex-
perience in financial management, are pre-
pared to do this. Consumer education is re-
quired, and many providers of financial serv-
ices and other agencies are beginning to fur-
nish it.

Consumers need to become familiar with
five aspects of financial services:

1, costs;
2. the mechanics of using such services;
3. the benefits that are offered;
4. the obligations and responsibilities that

are accepted when participating in each
service, such as the ways to safeguard
one’s own account (e. g., discretion in use
of personal identification number); and

5. their rights as consumers, and especial-
ly the methods for identifying, challeng-
ing, and correcting errors,

The sophistication required to select a set
of financial services most appropriate for
one’s needs is therefore growing, and is prob-
ably outpacing the consumer education that
has been made available. If the industry is
trying to tailor services to the needs of most
of its customers, the level of skills required
to select an optimal mix of services may be
unrealistically high for some population
subgroups.

The Preservation of Options

There is also concern that in the future
there may be an implicit but real compulsion
to use EFT. All people require a means for
effecting payment, Currency meets these
needs for face-to-face exchanges, and money

orders provide a reasonably convenient
(though relatively expensive) means for safe-
ly sending payments through the mails. To-
gether, cash and money orders meet all of
the needs for executing the most basic mini-
mum set of transactions, and access is virtu-
ally universal. More sophisticated payment
services are generally available to those who
require them.

The law does not allow creditors to require
the use of EFT in making payments. How-
ever, some mortgagees, for example, strong-
ly encourage applicants to agree to auto-
matic deduction of payments from their
accounts. At present, there is no legal pro-
hibition against an employer requiring em-
ployees to accept payment of wages by
direct deposit, although the employer may
not insist on deposit in a specific depository
institution. Government agencies are en-
couraging social security recipients to accept
direct deposit. In the future, it is possible
that Government payrolls and social securi-
ty benefits may all be subjected to direct
deposit in the interests of reducing Govern-
ment costs and protecting recipients against
theft. The Treasury Department has consid-
ered requiring distillers to submit taxes on
alcoholic beverages by EFT and is consider-
ing delivering tax refunds by this method (6).
Several major industrial firms already re-
quire employees to accept pay by direct de-
posit. Thus, for significant numbers of peo-
ple there is very real pressure to use EFT at
least for receiving funds. This in turn creates
the need to establish an account with a serv-
ice provider.

A second way in which EFT services may
become more compulsory is by simple mar-
ket displacement of alternative systems. Be-
cause of their inherent advantages to finan-
cial institutions, EFT systems could discour-
age the maintenance of older services. Under
some conditions, banks might not be built in
new communities and neighborhoods and
older banks may not be replaced as buildings
become obsolete. Dispersed ATMs and POS
terminals would be much less costly. Credit
cards could be withdrawn or priced to be
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noncompetitive in favor of debit cards. A
cascading series of such effects, driven only
by mass market forces, is conceivable. In the
same way, the automobile displaced local
mass transit and the airplane replaced rail
passenger service. Even though some, and
possibly many, people may prefer conven-
tional alternatives, there is no guarantee
that those alternatives will be maintained.

For example, service providers may short-
en lobby hours when sufficient ATMs are
available, or may reduce significantly the
number of tellers in the lobby. Check-
handling charges may go up to compensate
for lost economies of scale. This kind of
evolution is precisely the hallmark and ad-
vantage of a relatively free market, but each
such change causes perceived disadvantages
to some people who do not or cannot go
along with the preferences of the majority.
However, it must be recognized that in a free
market, services will disappear as they re-
placed by those that are preferable to the
majority. To the extent that EFT displaces
alternatives, equal access to EFT services
becomes more important, as do other con-
cerns such as privacy and security. As long
as consumers have a practical choice, they
cannot be subjected unwillingly to perceived
risks. In addition, financial institutions will
take consumer concerns seriously and devise
corrective measures (if needed) to avoid los-
ing customers.

The Economics of
Payment Systems

Concerns about privacy and security are
stimulated by the nature of EFT technology.
Concerns about social equity are much less
closely tied to technology and tend to derive
from the way in which managerial decisions
are made by providers of financial services.
EFT technology creates new options for the
institutions, but the decision criteria are
business-oriented and technology-struc-
tured.

The location and timing of services are
decided by geographic, economic, and demo-

graphic factors, but not necessarily on the
basis of whether alternative services and in-
stitutions are available to consumers in
those areas. Price schedules are established
with management deciding whether a serv-
ice will be subsidized and for how long. Loss
leaders are widely used in business for good
economic reasons. Managerial decisions to
use technology to supplement or replace
human resources in delivery of services are
driven by cost and competitive considera-
tions. Since prices to consumers should re-
flect the cost of providing services, it is rea-
sonable to expect that fee structures will de-
velop that reflect the lower costs of EFT
services. However, this differential may be
increased where providers subsidize EFT
ventures with revenues from existing serv-
ices.

Customers then may be expected to toler-
ate some inconvenience or additional costs in
the relatively rare cases when a transaction
requires a human teller; this will become a
specialized rather than a mass-market serv-
ice. But those who must rely on human tell-
ers for some transactions—e.g., the blind—
may find that the times and places where
tellers are available have been markedly
decreased. Alternatively, they may find that
telephone transfers and ATMs with Braille
keys and voice response may be available to
meet their needs.

Some critics point out that the market for
financial services does not meet the assump-
tions of a purely competitive market in
which all economic and social costs are rec-
ognized and services are allocated in a way
that is responsive to societal needs. Highly
efficient markets are not necessarily equit-
able providers of goods and services. Some
consumers may be out of the mainstream
and, if few in number and/or expensive to
provide for, may be left out for all practical
purposes if the market works efficiently.
With a social activity that is so essential to
adequate functioning in our society as is the
performance of financial transactions, rela-
tive deprivation of access can become a seri-
ous social issue.



There is evidence that EFT can substan-
tially reduce the time and money that both
consumers and businesses spend paying
bills, handling checks, and collecting pay-
ments. A State of California study noted in
1979: “The savings which EFT can bring in
consumers’ time and in processing costs for
depository institutions have been projected
to be more than $1 billion per year nation-
wide . . .“ (7). It also concluded that EFT
could reduce by substantial amounts the
total expenses for credit card operations
(which in 1979 were running as high as 10 to
15 percent of outstanding amounts). EFT
can also reduce the loss of revenues suffered
by merchants due to the float between re-
ceipt of a customer’s check and payment by
a bank. There is also concern as to whether
the savings from use of EFT will be passed
on to consumers in the form of lower check-
ing account service charges and credit card
interest charges, or whether the users of
these alternative systems are involuntarily
paying the costs of adding EFT systems
that they themselves do not choose to use.

A more specific but less obvious issue in-
volves those potential situations (discussed
above) in which people who by choice have
no depository relationship might be forced to
establish one in order to receive social pro-
gram benefits (or payroll checks). These ac-
counts could quickly become zero balance ac-
counts from which the customer withdraws
all funds as quickly as available. Arguments
can be made that

●

●

●

the (involuntary) customer should pay
the costs of the account since he or she
is the beneficiary, enjoying less danger
of theft and possibly higher social sta-
tus thereby;
the financial institution should absorb
the costs because it can, over time, sell
the customer additional services with
minimum effort; and
the employer/agency should pay the
cost because it is the party that initiated
the requirement, presumably to reduce
its own costs.
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There may be alternative methods for
making funds paid by direct deposit avail-
able to the recipient; for example, an employ-
ee or welfare recipient could be provided
drawing rights against a common account to
which salaries of all employees, or benefits to
all recipients, are credited. Specialized in-
stitutions could be established through
which payments could be funneled.

Personal Money Management

Individuals use a variety of strategies to
extract the maximum benefit from personal
and household funds, or, more commonly, to
stretch limited incomes to cover their
family’s needs. Dependence on daily, weekly,
or monthly wages (or benefits checks) allows
only limited flexibility. Many people increase
this small margin of maneuverability by
using retail credit, which allows them to
make a large purchase and pay over a long
period, or to lump together many small pur-
chases and pay varying amounts on a more
or less regular schedule. One of the bargain-
ing points of any commercial transaction is,
in fact, the timing and method of payment.

A credit card is a convenient method of
credit for a wide range of goods, services,
vendors, and locations, and is acceptable in
many places and situations where personal
checks are not. Other forms of credit are also
used as a bargaining chip on both sides of a
transaction. Discounts are given for pay-
ment on delivery or within a specified time;
interest or payments may be deferred (“Buy
in time for Christmas—no payments due un-
til February! “). People also use less formal
forms of credit, e.g., writing a check against
a zero balance on Friday, knowing that a
paycheck will be deposited on Monday to
cover it.

The cost of supporting lines of credit and
servicing credit accounts and usury limits
may cause financial institutions to empha-
size the debit card over the credit card. Cred-
it cards permit the consumer to control the
timing of disbursements, but the cost of
credit to the consumer is likely to increase.
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Debit cards, on the other hand, reduce peo-
ple’s control over the timing of payments.
They also limit the ability to withhold pay-
ment if the purchase is unsatisfactory. The
question of reversibility, or the right to stop
payment, is a serious concern for consumers.
Some argue that the use of a card is the func-
tional equivalent of cash and is not reversi-
ble; others claim that it is the functional
equivalent of a check and that stop payment
orders should be permitted. Reversibility is
especially important with preauthorized pay-
ments. The Electronic Funds Transfer Act of
1978 provides that customers can place a
stop on preauthorized payments, but only up
to 3 business days before the transaction is
due. Some States (Wisconsin, Michigan,
New Mexico) provide more extensive rever-
sibility rights.

Liability

According to the Electronic Funds Trans-
fer Act of 1978, financial institutions are
liable for damages caused by their failure to
transfer funds as instructed by the custom-
er, unless the failure was caused by an “act
of God” beyond the institution’s control.
This does not directly answer the question of
whether an electrical blackout is such an
“act of God” or whether the institution
should provide sufficient backup to prevent

such failures. It also does not address the lia-
bility of third parties (e.g., a merchant with a
POS terminal). If the card is used fraudulent-
ly, consumer liability varies with the degree
to which his/her actions contributed to the
loss.

Customer Vulnerability to Errors

EFT customers bear somewhat greater re-
sponsibility for detecting and correcting er-
rors than with payment systems relying on
paper instruments and a full panoply of hu-
man support services. At the same time, the
various statements and printouts provided
to the customer are more complicated and
less familiar than a batch of returned checks
in one’s own handwriting. Procedures for
reconciling errors may appear formidable. At
least in the early stages of developing famil-
iarity with EFT systems (which in any case
vary widely and are constantly changing),
customers may tend to be intimidated by the
devices and believe themselves more likely
to be in error than the system; they may hes-
itate to challenge the accuracy of any print-
out statement and fear embarrassment if
caught in a failure to understand it. Atten-
tion to consumer education would probably
cause these problems to diminish as experi-
ence with EFT increases.

In Conclusion
There appear to be few reductions in equi-

ty inherent in EFT systems for socially dis-
advantaged groups, as long as a full range of
alternative payment systems and financial
service delivery systems continue. In this
situation, EFT expands the range of services
from which special groups may choose, and
thus increases the possibility of finding de-
livery mechanisms that better accommodate
their needs. In a few cases, designing EFT
systems to meet specialized requirements
would be relatively simple and would deliver
significant benefits to groups that are disad-
vantaged at present. However, in the future,

if EFT displaces conventional alternatives in
certain neighborhoods, communities, or re-
gions (or replaces them completely), socially
disadvantaged groups may suffer significant
additional restrictions on their ability to
function in society. The largest socially
disadvantaged group, the poor (which in-
cludes many with other disadvantages as
well), could be maneuvered into accepting
new payment mechanisms that they would
not choose voluntarily.

EFT and equity raise important questions
for consumers and the public at large, Will



consumers be given sufficient information,
in terms they can readily understand, to
choose the optimum mix of services? Will
the costs of alternative financial services and
payment systems rise or fall because of
EFT? Will their ability and maneuverability
to manage personal finances through formal
and informal means increase or diminish?
Will they become more or less vulnerable to
bank errors and system failures that they
may be unable to detect or prove? Will they
retain, both in principle and in practice, full
freedom to use or not to use EFT systems
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The importance of these questions and is-
sues increases as EFT becomes more wide-
spread. It is possible, even likely, that the
lower cost of EFT services may lead to their
replacing older forms of financial services, at
least sufficiently to make the traditional
services and systems less readily available
or more costly. Because access to basic eco-
nomic activities and functions is essential to
life in modern society, any reduction in equi-
ty for any group within society would be a
matter of public interest and concern,

and

1.

2.

3.

services?
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Appendix A

Other Questions and Issues
Concerning Electronic Funds

Transfer

Appendix Summary

Privacy, security, and equity in electronic
funds transfer (EFT-the focus of this back-
ground paper—are only three of the many issue
areas concerning EFT that are as yet unresolved.

One other cluster of major questions points to
two fundamental and related issues: 1 ) Will the
future usefulness and cost effectiveness of EFT
be limited unless Federal and State laws are
changed to allow EFT to operate across jurisdic-
tional boundaries, under uniform rules and pro-
cedures? 2) Are the risks to small financial in-
stitutions and to a decentralized and disaggre-
gated financial services industry so large that ex-
isting restrictions should be maintained and per-
haps strengthened?

A second group of questions has received so lit-
tle attention that they have yet to be articulated
as public policy issues. These concern possible
consequences of EFT for the Nation as a whole,
aside from its financial structures. Some of these
questions involve the effects of large-scale EFT
systems on national welfare and national secu-
rity. Other, broader questions relate to changes in
the number and nature of jobs in the future.
Many of the broad indirect, effects of EFT per-
haps have not yet been anticipated.

A third group of questions relates to the effects
of EFT on consumers of financial services, and
equally important, on those in society who are not
(or not yet) consumers of financial services. These
include issues concerning the role of the Federal
Government as a user, regulator, and/or provider
of EFT services, as well as the issues of privacy,
security, and equity discussed in chapters 4, 5,
and 6 of this background paper.

The future effects of wide-scale adoption of
EFT are, in fact, difficult to forecast. Much
depends on the relative speed with which EFT is
adopted, the level of use it finally achieves, and
the changes that will occur in these and alter-
native technologies over time. The use of EFT
could eventually be widespread, almost complete-

ly replacing some alternative means of delivering
financial services and carrying out transactions.

This makes it important that attention be paid
to the full range of potential impacts on society,
as well as to perceived areas of concern such as
privacy, security, and
yet no comprehensive,
downstream effects.

EFT and the

equity. There has been as
exhaustive search for such

Structure of the
Financial Services Industry

EFT systems and services affect the relation-
ships between financial services and among pro-
viders of financial services. The changes this
might bring about in the financial services in-
dustries, and whether any of these changes will
significantly affect the public interest, raise a
number of questions and issues.

Should automated teller machines (ATMs)
and point-of-sale (POS) terminals continue to
be defined as branch banks?
In January 1974, the Federal Home Loan Bank

Board (FHLBB), which regulates savings and
loan associations (S&Ls), allowed the Federal
Savings and Loan Associations of Lincoln, Nebr.,
to place EFT terminals in the Hinky Dinky Su-
permarkets. The terminals allowed customers,
with the assistance of the supermarket personnel,
to make deposits or withdrawals from their sav-
ings accounts and to cash checks. Although fi-
nancial institutions had been experimenting with
EFT, this event shocked the industry. It involved
S&Ls in an activity that looked very much like
banking, and it made merchants look very much
like bank officers. The Comptroller of the Curren-
cy immediately ruled that ATMs and POSs were
not branch banks so that banks could deploy ter-
minals: otherwise commercial banks in many
places would be unable to compete with S&I,s (1).
However, this finding was reversed in a court
case that was carried to the Supreme Court (2).
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The 1927 McFadden Act defined a branch bank
as a location where deposits were received, checks
paid, and money lent. The Banking Act of 1933
allowed federally chartered banks to have
branches only where State banks were authorized
to branch under State law.

Generally, only commercial banks are sub-
jected to branching restrictions. Federally char-
tered thrift institutions are not so restricted, and
Federal S&Ls may have branches if approved by
FHLBB. However, the FHLBB usually has ad-
hered to State or metropolitan area boundaries in
allowing branches, although a recent FHLBB pol-
icy permits deployment of remote service units
across State lines. Illinois and West Virginia
completely forbid branching, although Illinois
has passed legislation that permits the phased
deployment of ATMs.

Strong opposition to branch banking developed
at the turn of the century. This was based on fear
that it would lead to industry concentration;
place small, independent or unit banks at a disad-
vantage; and deprive small communities of access
to credit and financial services (3). Proponents of
branch banking argue that it stabilizes cash flow,
prevents bank failures, provides an expanded
range of services in small communities and neigh-
borhoods, improves local sources of credit, gener-
ates economies of scale (thus reducing consumer
costs), and meets the needs of a highly mobile
population.

Since ATMs and POSS are defined as branch
banks, they are subject to the same approval cri-
teria as “brick and mortar” branches, This places
commercial banks at a disadvantage compared
with other financial institutions. The National
Commission on Electronic Funds Transfer
(NCEFT) therefore recommended changes in leg-
islation. Illinois, a unit banking State, has now
passed legislation that permits the phased de-
ployment of offsite ATMs, although “brick and
mortar” branches are still prohibited (4).

EFT devices could be exempted from laws re-
stricting branch banking. Alternatively, States
could authorize their use statewide and enter into
reciprocal agreements with other States for out-
of-State utilization. Or the Federal Government
could preempt State action and authorize EFT
devices nationwide. Such proposals have been
meeting strong opposition from some small
banks, from consumer groups who fear the
growth of banking oligopoly, and from many
States opposed to preemption (5). However, as
already described in chapter 3, many nondepos-

itor financial institutions are developing in-
terstate EFT services.

Should shared EFT networks be permitted,
made mandatory, or be prohibited?
Small institutions may be unable to enter the

EFT market unless they have access to EFT net-
works. Because investment costs for EFT net-
works are high and the economies of scale are
large, small institutions want to be able to estab-
lish EFT networks through joint ventures or co-
operative efforts. This immediately raises ques-
tions about antitrust rules. Soon after the first
off site ATMs were placed in 1974, 20 States re-
sponded to this concern by passing mandatory
sharing laws under which any EFT network
established must grant access to any qualified in-
stitution seeking it. Nine States have “permis-
sive” sharing laws, Some of the shared (or propri-
etary) systems have “like” members (e.g., all S&L
associations) and some have unlike members (6).

Concerns then are raised about whether some
shared systems are so inclusive as to dominate
their market and preclude new entries, thus fore-
closing further innovation and development. An-
titrust law is meant to encourage competition
among firms, rather than joint ventures; but it al-
lows for cases where risk is greater and/or econ-
omies of scale are greater than individual firms
can accommodate (7).

Some shared EFT networks have become very
large. The Nebraska Electronic Transfer System
(NETS) included 86 percent of all commercial
banks in the State, and the Department of Justice
brought action against it as anticompetitive (8).
The Department of Justice issued a letter warn-
ing that automated clearing house (ACH) associa-
tions had established exclusionary policies that
discriminated against some classes of insti-
tutions (9). As a result, ACHS have been directed
to provide service to all depository institutions
(lo).

NCEFT recommended that sharing or nonshar-
ing be left to market force determinants, subject
to antitrust proceedings when reasonable bounds
were exceeded. The policy issues involved are the
following:

●

●

●

What is the best way to assure access for
small firms, yet provide the maximum com-
petition that markets can support?
Should shared networks that dominate a
market area be regulated as a public utility?
Should this be decided on a State-by-State
basis?
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Should foreign financial institutions have un-
restricted entry into the American EFT mar-
ket?
Foreign banks may establish branches in multi-

ple States, while an American bank may not buy
a bank or establish a branch in another State.
Some argue that this puts American banks at a
relative disadvantage. If foreign banks choose to
expand the number of States in which they oper-
ate, and especially if they expand EFT services,
Congress will be urged to address this issue.

Might EFT change the structure of the finan-
cial services industry and, in so doing, reduce
the viability of small financial institutions?
There are about 40,000 depository institutions

in the United States, most of which are small. In
1979, the largest bank had about $62 billion in
assets, and the bank that ranked 132 had about
$1 billion (1 1). There is concern that EFT may
place small institutions at a greater disadvantage
because:
1. of the capital costs of the EFT technology,
2. EFT may lead to a change in the laws restrict-

ing branch banking, or
3. small banks cannot gain access to important

EFT communication networks.
There is no evidence that this is happening at the
present time. EFT technologies, such as ATMs,
are becoming less expensive while labor costs
continue to rise. Some observers say that small
institutions are adopting EFT systems more rap-
idly than larger institutions. Changes in branch
banking laws, however, could change the situa-
tion in the future, The viability of small financial
institutions may also be threatened, perhaps to a
greater degree, by other factors such as high in-
terest rates, deregulation, and competition from
large financial services conglomerates. For exam-
ple, these factors are contributing to a significant
increase in the number of mergers among savings
and loan institutions.

EFT and the National Welfare

Aside from the potential impacts on individuals
and groups, and on payment systems and the fi-
nancial services industries, there are potential im-
pacts of a more general nature that should be con-
sidered. One is the dependence on a complex tech-
nological system or systems for functions that
are essential to the Nation’s welfare and security.
Another is the effects on nonfinancial businesses
and commercial activities and on employment
throughout all economic sectors. A third is the

impact on Government itself and on the delivery
of Government services.

Would increased dependence on EFT create
increased vulnerability to national enemies,
terrorists, or natural disasters?
When a community or society becomes depend-

ent on a complex technological system and allows
older, perhaps less efficient alternatives to disap-
pear, any failure or disruption of the system can
create a crisis—sometimes a catastrophe. A city
can be thrown into turmoil by disruption of a
number of systems, such as potable water supply,
waste pickup, sanitation, telephone, transit, etc.
But an electrical blackout has more serious and
immediate effects, and if citywide or prolonged it
can be disastrous. There are few or no practical al-
ternatives left for most of the functions per-
formed by electricity, at least in the short run.
Even at the national level, any disruption of sys-
tems on which people have become dependent
(such as air travel, mail service, or petroleum
delivery) can cause severe economic loss and per-
sonal suffering.

Complex systems can be disrupted for many
reasons, such as normal component failure, hu-
man error, sabotage, or a natural disaster. The
question is whether the Nation as a whole can be
put at risk or coerced by the threat of disruption
of EFT systems by, for example, violent political
dissent, terrorism, or attack by external enemies
(12). (See table A-l.)

Terrorists might attack EFT systems for sever-
al rather different reasons. One is to gain funds
(and conceivably data) to support revolutionary
activities. Other, more direct motivations might
be: 1) to disrupt a system essential to the eco-
nomic functioning of a community or region in or-
der to demonstrate the power, commitment, and
ruthlessness of a terrorist group, or 2) to lend

Table A-1 .—A Comparison of EFT Threat Levels by
Source

Amateur white-collar criminals
D e r a n g e d  i n d i v i d u a l s  . ,
Unethical business enterprises
C a r e e r  c r l m l n a l s
Organized crlmlnal groups .,
Extreme economic advocates
Extreme political advocates
F o r e i g n  p o w e r s

of Threat

Past threat
a l l  computer

c r i m e

H i g h
Low
H i g h

. Low
Low
Low
Med ium
Low

Future threat
massive EFT

losses

L o w
Med ium
H}gh
L o w
Med ium
Med ium
H i g h
H i g h

SOURCE Dorm B Parker, SRI International, In The Potential  Effects of Elec
tromc  Funds Transfer Systems on Nat(onal  Security Session 19 [n
ternational  Conference on Computer Corn municalton  Atlanta Ga
1980



74 ● Selected Electronic Funds Transfer Issues: Privacy, Security, and Equity
— - — -  —

credibility to their threats in order to force gov-
ernments to take some action (e. g., to release ‘po-
litical” prisoners or pay a ransom).

It is possible to “harden” the security of EFT
systems and/or provide backup computer capabil-
ity as such threats materialize. However, this
would increase costs and thus slow the adoption
of EFT systems. It is unlikely to be undertaken
on a major scale unless and until the threat to na-
tional security has been demonstrated to be real.

How would nonfinancial businesses and
general employment levels be affected by
widespread use of EFT?
Little systematic attention has been given to

this question. It is clear that all businesses—not
merely financial institutions—will feel the impact
of EFT; indeed some are already affected. Many,
and quite possibly most, businesses will eventu-
ally use EFT for some or all of the following func-
tions:

● automatic deposit of payrolls;
● automatic registration and cataloging of ac-

counts receivable by the bank;
• payment of bills; and
● general management of financial assets.
It is reasonable to assume that the clerical work

force will be affected, both by microeffects (on the
number and kinds of office workers needed by in-
dividual businesses) and by macroeffects (on the
kinds of workers in demand and on the level of
employment in some categories of jobs, on a na-
tional level). The exact nature and degree of such
changes is poorly understood at present. EFT will
tend to reduce the number of clerical jobs, but
how much is still unclear.

One organization that may experience adverse
effects is the U.S. Postal Service. Much of the vol-
ume of first class mail is related to financial trans-
actions, probably about 60 to 70 percent (13).
Roughly 50 percent of postal revenues are gener-
ated by first class mail ( 14). The costs of handling
this category of mail are relatively insensitive to
volume; large decreases in the volume of first
class mail handled would have serious conse-
quences for the financial viability of the Postal
Service as now constituted.

Some EFT services would tend to increase the
volume of payments-related mail; e.g., a switch
from passbook savings to services where monthly
printed statements must be sent to customers.
However, this is likely to be far outweighed over
time by the negative impacts of other EFT serv-
ices, such as automatic bill paying and the direct
deposit of paychecks and social service checks.

Even monthly statements may eventually be sent
electronically to business computers or home ter-
minals for printout onsite.

The Government Role in EFT

Another controversial issue is the question of
the appropriate role for the Federal Government.
Federal agencies will continue to be among the
largest users of EFT services. What, then, are the
potential impacts of EFT on delivery of Govern-
ment services, and what might be the secondary
impacts of reliance on EFT? Because payment
systems are intimately related to the integrity
and health of the Nation’s economy and social
well-being, their proper functioning is a matter of
public interest and national concern. How should
responsibility for their monitoring and regulation
be allocated among Federal, State, and local gov-
ernments and industry self-regulation? A Federal
entity, the Federal Reserve Board, now operates
ACHS, a crucial link in the developing network of
EFT services, Is this a necessary and appropriate
role? Should it be expanded or contracted?

Thus, the Federal Government has at least
three roles in relation to EFT—user, regulator,
and provider. Each role causes some concern or
controversy on the part of some other actors in
EFT development, The question of possible abuse
of EFT systems for Government surveillance is
considered in chapter 4.

As a user of EFT, the Federal Government al-
ready makes a significant portion of social securi-
ty payments through EFT (about 30 percent in
1980), as well as some payroll deposits (15). Po-
tentially all payrolls, retirement benefits, unem-
ployment checks, veterans benefits, disburse-
ments to State and local governments, and pay-
ments to contractors could be handled through
EFT. Federal law now prohibits mandatory
automatic deposit of benefit checks into a deposi-
tory institution, but the costs of maintaining
dual-payment systems will eventually have to be
balanced against these other potential social
costs.

The financial services industry generally would
prefer a minimum of regulation, except that each
category of financial institution wishes its com-
petitive position vis-a-vis other kinds of institu-
tions to be protected. Because States may have
different policy positions toward such issues as
branching and sharing of EFT networks, they are
reluctant, for the most part, to have their regula-
tory responsibilities preempted by Federal ac-
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tion. Dual systems of regulation can cause prob-
lems for the industry in the future, but many
smaller institutions are fearful that Federal
preemption would void State laws designed to
protect them against any tendency toward con-
centration in the financial services industry.

Many consumer groups, on the other hand,
want, stronger Federal legislation in the areas of
privacy, security, and equity. Civil libertarians
argue for stronger laws in these areas to limit ac-
cess to data for the Federal Government, as well
as for State and local governments and private
sector organizations. Some observers believe that
the Federal Government has a responsibility? to
aggressively protect EFT systems from potential
abuse or illegitimate and/or illegal use. Extension
of the Bank Protection Act and Regulation P to
cover EFT systems and services has been sug-
gested.

The Federal Reserve System (FRS) now oper-
ates all but one of the 32 ACHS. This developed
as an extension of the FRS role in operating a
check-clearing network, an activity based on the
Federal Reserve Act of 1913. This act was passed
following the financial crisis of 1907 when it
became clear that the private sector was not per-
forming this task effectively ( 16). FRS provided
the check-clearing service in a cost-effective man-
ner, assuring access to the system for all
depository institutions ( 17). This has also been
true of ACH operations.

In 1978, the regional ACHS were linked by a
communication system. FRS and the American
Bankers Association have developed standards
that will permit ACHS to clear customer-initiated
individual entries originated by telephone, ATM,
or POS ( 1 8). FRS is now implementing a new com-
munication network that will carry ACH and
Fedwire transactions as well as administrative
messages. These activities suggest that FRS in-
tends to maintain a major role as a provider of
EFT services ( 19).

FRS became the major ACH service provider
because of its early development of and support
for ACHS and because its services were supplied
for the most part without charge to its members.
However, the Financial Institutions Deregula-
tion and Monetary Control Act of 1980 (20) forced
FRS to charge for its services.

Nevertheless, some financial institutions and
associations object to FRS as a provider of EFT
services, claiming that it unnecessarily competes
with private sector institutions, and that the in-
evitability of cost- subsidy will discourage private

entry. Critics also say that the FRS role as a pro-
vider of services conflicts with its role as regu-
lator of financial service providers, and that it
provides a dangerous invitation to Government
surveillance (21 ).

On the other side, including the National Com-
mission on Electronic Funds Transfer, are those
who argue that the clearinghouse function is one
that should be considered a natural monopoly be-
cause the economies of scale are so large; yet the
investment required makes it impractical for any
one private sector organization to fulfill this role
as efficiently as can FRS (22). In addition, they
argue, FRS can be counted on to provide service
to all, i.e., to guarantee equity of access.
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