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How Modern Web Archives Operate?
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Problems With Web Archives: Poor Page Fidelity

[ — il (1
DAILY CALLER

= “ﬂ’ oge

o] 'Peaceful Protesters’

1 and store web page = Fetch archived page

Web servers Web archive User




Problems With Web Archives: Poor Page Fidelity
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Browser Errors: Missing Resources (404) and Runtime Errors
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net: :ERR_BLOCKED_BY_CLIENT

» GET https://web.archive.org/web/20200905143156/https://basketballbelieve.com/v2/0/dqjeWxXSDECEN7RCY yombat. js?v=txqjZnKC:21
HqlV3IXfILtPp42IefE2tPA4CRTbHalodGic45ruuilncQHpWUmAYLr net::ERR_HTTP2_SERVER_REFUSED_STREAM

» GET https://web.archive.org/web/20200905133311im_/https://images.dailycaller.co..p /web/20200905133311i..1599262824744.jpg:1 ®
—content/uploads/2020/09/GettyImages—1268412082-scaled—-e1599262824744. jpg
net: :ERR_HTTP2_SERVER_REFUSED_STREAM

» GET https://web.archive.org/web/20200905133311/https://c.amazon-adsystem.com/e/..9-1274-40b@-8clc-1f4c8a36¢cb apstag.ts:4455 Q@
1489dpri=%7B%22status%22%3A%22cmp-timeout%22%7D 404

» SyntaxError: Unexpected token '<' apstag.ts:4455
at t (apstag.ts:4455:18)

» GET https://web.archive.org/web/20200908065246/https://sb.scorecardresearch.com.ns_c=UTF-8&c8=The%20Daily%2@Caller&c7= h.1 @)
https%3A%2F%2Fdailycaller.com%2F&c9= 404

» POST https://web.archive.org/web/20200905133308/https://www.google—analytics.com..97&tid=UA-12159302-1& gid analytics.js:48 (&)
=1562094415.1599312797& r=1&cd6=Rambo&z=190629678 404

» GET https://web.archive.org/web/20200905133308/https://www.google-analytics.com..9312797&tid=UA-12159302-1& gid=1 collect:1 @
562094415.1599312797&cd6=Rambo&z=132763242 404

»GET https://web.archive.org/web/20200905133308/https://www.google—analytics.com..9312797&t1d=UA-12159302-1& gid=1 collect:1 @&
562094415.1599312797&cd6=Rambo&z=935436807 404

» GET https://web.archive.org/web/20200905133308/https: //www.google-analytics.com.312797&tid=UA-12159302-1& 9id=15 collect:1 @
62094415.1599312797&cd6=Rambo&z=1949102849 404

» GET https://web.archive.org/web/20200905133308/https: //www.google-analytics.com..9312797&tid=UA-12159302-1& gid=1 collect:1 &

ER2MQAA1TK 15002127078 ~dA=Ramhnf7=AKR2AARRIA ANA

» GET https://web.archive.org/web/20200965133311/https://htlb.casalemedia.com/cyg... Com%2F%22%7D%2C%22ext%22%3A%7 (index):117 @&

B%22source%22%3A%22prebid%22%7D%/D&ac=]j&sd=1 404

» POST https://web.archive.org/web/20200905133311/https://hb.undertone.com/hb?pid=2252&domain=dailycaller.com (index):117 @

404 - sl

» POST https://web.archive.org/web/20200905133311/https://prebid.a-mo.net/a/c net::ERR_BLOCKED_BY_CLIENT (index):117 @

GET https://web.archive.org/web/20200905133311js_/https://www.googletagservices.com/tag/js/gpt.js web.archive.org/:95 @
@




Root Cause: Increasing JavaScript on Web Pages
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Root Cause:
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Root Cause: JS Execution Varies- Across Loads of Same Page

Non-determinism

Resources fetched different from crawled =+ Poor page fidelity




Sources of JavaScript Non-Determinism

Browser vendor (Chrome, Firefox, Edge) \
Operating system (Linux, Windows, Mac)
Screen dimensions (height, width)

Type of internet connection (wifi, cellular)

Client characteristics

(»L»L»L»L»L\

Geolocation
Hardware specs: # CPUs, memory /
" = Current time A
- Random number DRP APIs
. = Performance y




Strawman Fix; Remove All Non-determinism

Vendor: Chrome

OS: Linux

Time: 7:.01pm, 1/1/1970
Random number: 7878567

Fetch and store web page

Web servers

N
>

Web archive

Vendor: Chrome
OS: Linux

Time: 7:.01pm, 1/1/1970
Random number: 7878567

Fetch archived page

»
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Non-determinism Critical to Page Functionality

JavaScript Tetris

Goal: fill as many rows as possible!

Control Keys

To move left  press 4 or «

To move right press 6 or —

To rotate press 5or8ort
To drop faster press space or |

Mouse Control

To move left  click to the left of the piece
To move right  click to the right of the piece
To rotate click on/above the piece
To drop faster click below the piece

Featured at JavaScripter.net
Copyright © 1999 Alexei Kourbatov

Original page

Level:[1 v| Lines:@ S‘art

Deterministic page (broken)

JavaScript Tetris

Level:|1 v Lines:[L [start | [ Pause
|
O

Goal: fill as many rows as possible!
Control Keys

To move left  press 4 or «—

To move right press 6 or —

To rotate press 5or8ort

To drop faster press space or |

Mouse Control

To move left  click to the left of the piece
To move right click to the right of the piece
To rotate click on/above the piece

To drop faster click below the piece

Featured at JavaScripter.net
Copyright © 1999 Alexei Kourbatov
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Analyze How Non-determinism Impacts Resources Fetched

Date, Math.random,
Performance (DRP)
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Analyze impact
on resources
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No impact on resource fetches
= retain the non-determinism

Client characteristics

Influences resources fetched

> Elimi

iminate non-determinism ”



Strawman Fix; Remove All Non-determinism

Vendor: Chrome

Vendor: Chrome OS: Linux
OS: Linux Firer e HI976
Randeomnumber—787356%

Fetch and store web page = Fetch archived page

Web servers Web archive
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Eliminated Almost All Failed Resource Fetches

CDF across pages
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Eliminated Almost All Failed Resource Fetches

CDF across pages
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Corpus: 3000 web pages from 300 sites
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Summary

1) JavaScript's non-determinism negatively impacts web archival
a) Missing resources, runtime errors

2) Key to fixing this is to selectively remove non-determinism

3) Store and reuse values of all client-characteristic APls

https://qist.qgithub.com/goelayu/bbc1348f4b5913ce9a304f3cfd708bb1
] goelayu@umich.edu



https://gist.github.com/goelayu/bbc1348f4b5913ce9a304f3cfd708bb1

Backup slides



Client-characteristics: Remove Non-Determinism

- While archiving page, store values of client characteristic APIs
Vendor: Chrome

OS: Linux

Chrome version: 110

2
2
2
¢ Screen dimensions: 1200x800

-> While loading archived page, reuse the stored client characteristic values



Questions



DRP APls: Use



Handle
- Browser vendor (Chrome, Firefox, Edge)
= Operating system (Linux, Windows, Mac)
- Screen dimensions (height, width)
- Current time
- Random number
= Type of internet connection (wifi, cellular)
- Geolocation
- Hardware specs: # CPUs, memory
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act of Browser Vendor On Archived Page

Archived using Chrome

Continuously learn new skills and
experiment with Azure

o,
"u Microsoft Azure

LVETY G

World  Poliic Opinion Health Entertainment Style Travel Sports Videos

LIVE UPDATES: Ukraine  TRENDING: Brittney Griner arrest | NYC, DC manhunt | Tesla cruise control | Patrick Mahomes married | PODCAST: Diversifying

Blasts heard around Kyiv as
Russian forces inch closer

Donetsk, Ukraine

¥

Pregnant woman and baby
die after maternity hospital
bombing

Russia could default on its
debt within days

- Rusia i tying o nstal pro-remin offcals
In ocoupied o, but Uirainans are fighing
oack

LIVE UPDATES Apartment block hit in deadly
flussa e eauseied TtV SN0 ScnCTe strike near the capital; extensive damage

ay.

reported in several other major cities as
talks are paused until Tuesday
Full coverage on Ukraine | CNN lite site | Photos:
NN auieno hasfased more than $4.9 milon: How to helo

- Opinion: Vihat keeps China from stopping

© National security analyst: Tis el s ‘embarrassing or PUin B 11 2o o o Ukraine:
Catoh up: 5 key things that happenz tis weekend Trump 'emboldened" Putin

40 min ago,
US House Democrat urges Biden
‘administration to make exception for
Ukrainians seeking tourist visas.

® Video: R ‘soidier fires weapon over heads of protesters

US official: Russians haven't achieved ‘air superiority over al of

Utaine

US economy flashes a e

recession warning sign UN agency More than 2.8 millon people have fled Uaine s T ouset vhass widen

S e —— _ administration to mako oxcepton for
briefly tumbles below $100 a barrel. That's @) analysis: Ex-KGS agent n on ‘bizarre’ Putin photos Ukrainians seeking tourist visas

good news for gas price

Loaded using IE

IPTS5007: Inv

criptor for property

Line: 2, Column:

bundle-playback

PT1010:

xpected identifier

Line: 21, Column: 81692

undefined

300, Column:




DAILY CALLER

'Peaceful Protesters'

Wild Goose Chases" Strzok Says B
Steele Dossier Was A Problem’ For
The Trump-Russia Probe

[

Release $300 Billion In Relief Funds
To Americans

poLmcs
Here's How Democrats And The Media
Have Responded To The Months Of Civil
Unrest Following George Floyd's Death

PATRIOT:

Will Democrats Accept Defeat In

Problems with Web Archives: Poor Page Fidelity

ttps:/ fwww bostonglobe.com/

Boston Globe

TRENDING: BOSTONMARATHONBOMBER | DR.FAUCI | 'BLACKISKING' | JOEBIDEN | BOSTONSCHOOLS

ON STATNEWS.COM ——————————

EDITORIAL How the world made

Endthefederal pobireiic oy
death penalty fot

now

M Fromthe The irst US. Covid-19
case was found in her

Archives: To end the district. A

anguish, drop the congresswoman

death penalty reflects on the last six

months

CORONAVIRUS —

‘The latest COVID-19
numbers from
Massachusetts

‘Town-by-own COVID-
19 data in

OPINION Massachusetts

11 coronavirus.
vaccines to keep an
eyeon

Graphic: US shows
lite signs of being
able to control

MOST READ ON BOSTONGLOBE.COM

1 Methuen's polc ciefis one o the highest pad
inthe country  and e says e deserves more

2 htwasallalie

3 N
santizing asif thei lvs depend upon it Butis 24
Fauci Coronavirus Elenies i+ amnnd



Sources of JavaScript non-determinism

Browser vendor (Chrome, Firefox, Edge)
Operating system (Linux, Windows, Mac)
Screen dimensions (height, width)
Current time

Random number

2 20 28 )



Outline

- Web page trend (increasing JS)

- What is the utility of increasing JS

- Web archives suffer detrimentally

- variation can break the page — runtime errors; missing resources
- simple solution: remove all non-determinism

- our analysis



