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ABSTRACT 
The Language Data Commons of Australia (LDaCA) makes 
nationally significant language data available for academic and 
non-academic use, managing the data in a culturally, ethically, and 
legally appropriate manner guided by FAIR and CARE principles. 
Here, we describe the approach which we are taking to access 
control and a design for a distributed access control system which 
can look after the A-is-for-accessible in FAIR data while respecting 
the CARE principles. We also describe and demonstrate a pilot 
system based on that design, showing how data licenses that allow 
access by identified groups of people can be used by adding 
functionality, CILogon for non-institutional identification and 
REMS for managing access to resources, to the existing Australian 
Access Federation infrastructure. 

CCS CONCEPTS 
• Applied computing → Computers in other domains → Digital 
libraries and archives • Applied computing → Arts and humanities 
• Security and privacy → Human and societal aspects of security 
and privacy  
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1 INTRODUCTION 
The Language Data Commons of Australia (LDaCA) focuses on 
preservation and discovery of distributed multi-modal language 
data collections under a variety of governance frameworks. This 

will include access control that reflects ethical constraints and 
intellectual property rights, including those of Aboriginal and 
Torres Strait Islander, migrant and Pacific communities. Regarding 
rights, our project is informed by the CARE principle 
(https://www.gida-global.org/care) for Indigenous data which also 
describe the level of respect which should be given to any data 
collected from individuals or communities. 

Language archiving has received considerable attention in the 
last 20 years because of the importance of the practice in the 
documentary linguistics tradition originating with Himmelmann 
[4]. Discussions of access to language archives [1,3] concentrate on 
the need for access control, who should be involved in making 
decisions and how those decisions can be documented. Perhaps 
understandably, the details and implementation of processes at a 
technical level have received less attention. Two exceptions to this 
generalisation must be mentioned. Broeder et al. [2] present a 
technical architecture for access control in a federated repository 
system, and Nathan [6] discusses a system based on the roles which 
can be taken by those interacting with the archive, an approach 
which emphasises that technical solutions must be based on human 
behaviour.  In this paper, we present a design for a distributed 
access control system which could look after the A-is-for-
accessible in FAIR data while respecting the CARE principles; and 
describe and demonstrate a pilot system based on that design, 
showing how data licenses that allow access by identified groups 
of people can be used with an Australian Access Federation (AAF) 
pilot system (CILogon) to give the right people access to data 
resources. We suggest that our approach combines desirable 
features of the designs described by [2] and by [6]. 

2. BASIC PRINCIPLES 
Our system must be able to implement data access policies with 
real-world complexity and one of our challenges has been 
developing a data access policy that works across a range of 
different collections of language data. Accessibility, the A of FAIR 
data [8], means that data is accessible to the right people and who 
is included in ‘right people’ varies from collection to collection and 
even within a single collection. Another challenge is to make sure 
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that the information about access is sustainable; that is, the 
information is not locked in a specific software solution and can be 
easily reused when delivery systems change. 

The key idea is to separate safe storage of data from its delivery. 
Each item in a repository is stored with licensing information in 
natural language and the repository defers access decisions to an 
Authorization system, where data custodians can design whatever 
process they like for granting license access. 

3. LICENSES  
A license in this context is a natural language document in which 
a copyright holder sets out the terms and conditions of use for data. 
Licenses may have metadata that describes them, e.g., a property to 
say that this is an open license and such metadata about a license 
can be used to automate decision making. If it is labelled as being 
an open license, then a repository can serve data and include that 
data, if it is labelled as “closed” or more aptly, “authorization-
required” then repository software can perform an authorization 
step, which we cover in detail later. 

In the world of research data generated by or about human 
participants, licenses can’t always allow unauthenticated access 
and data redistribution, and they may permit distribution only to 
certain people, or classes of person. So, a license is a document that 
expresses conditions such as “Data can be used by other 
researchers”, but unfortunately we don’t have systems in the 
research-data ecosystem which can automatically identify a user as 
“a researcher” (see also [2]). 

The access control system we have been prototyping is based 
on licenses. For any data object, we store a license with it, and we 
give the license an ID which is a URL we can use to identify it 
uniquely (see Figure 1). Figure 2 shows how a license is explicitly 
linked to the data using a metadata description standard known as 
“Research Object Crate” (RO-Crate) [7]. Each object in the 
repository is a crate, with a metadata file that describes the object 
and (optionally) its component files, including the data license. 
Every item in a repository has a license, which may be an open one 
like CC Share Alike or a custom license derived from the ethics and 
participant agreements for a study in the context of local laws and 
institutional policy.  

Using this license, distributed access portals in our architecture 
can check against an authorization system for each request for data. 
The portals may host data with the same licensing but do not need 
to maintain access control lists. 

4. AUTHENTICATION 
 
When we first developed access controls for LDaCA in 2021 it was 
a requirement that data licensing and access control decisions be 
decoupled from each other, and from particular repository software. 
We could not find an available open-source system for managing 
license-based access to data, so our starting approach used groups 
as a proxy for granting licenses on the basis that all common user-
directory services such as LDAP include the concept of user groups. 

A proof-of-concept Github based system demonstrated that 
authorization can be delegated from a data repository service to an 

external service. For each of the licenses there was a Github group 
(organization). The data repository, when requested to serve data 
would get the user to login using the Github Authentication services 
(no Github repositories were used), then check if the user was in 
the correct license group. Although this worked, there were no 
workflow options and it supported only a single logon service, 
which is not widely used in academia or by community groups. 

The AAF were already working with other research groups on 
a service called CILogon (https://www.cilogon.org/). Like Github, 
this service has groups but also allows users to log in with a variety 
of Authentication providers, including research institutions, via the 
AAF as well as social logins such as Google and Microsoft (and 
our old friend Github). 

Again, this worked, but the current version of CILogon does not 
have particularly easy-to-use ways for a license-holder to create 
groups. The AAF team made us aware of the Resource Entitlement 
Management System, (REM: https://github.com/CSCfi/REMS), 
which is an open source application out of Finland which has been 
used previously in at least one language data repository [5]. This 
software is the missing link for LDaCA in that it allows a data 
custodian to grant licenses to users. And it works with CILogon as 
an Authentication layer so we can let users log in using a variety of 
services. 

At the core of REMS is a set of licenses which can be associated 
with Resources - in our design this is (almost always) a one-to-one 
correspondence, for example we would have a license “Sydney 
Speaks Data Researcher Access license” corresponding to a 
resource that represents ALL data with that license. These 
Resources can then be made available through a catalogue, and 
workflows can be set up for pre-authorization processes ranging 
from single-click authorizations where a user just accepts a license 
and a bot approves it, to complex forms where users upload 
credentials, and one or more data custodians approve their request 
and grant them the license (see Figure 3). Once a user has been 
granted a license then a repository can authorize access to a 
resource by checking with REMS to see if a given user holds the 
license. Users do not have to find REMS on their own - they will 
be directed to it from data and computing services when they need 
to apply for authorization. Figure 4 shows the interactions involved 
in accessing data once a user has been granted the license in REMS 
via a data portal which gives access to data in a repository or 
archive. 

5. DISCUSSION 
Access Control Lists (ACLs) are a popular approach to the 

problem we are addressing but we suggest that the more modular 
approach which we advocate has several advantages over ACLs. 
Firstly, ACLs need maintenance over time - people's identities 
change, they retire and die, so storing a list of identifiers such as 
email addresses alongside content is not a viable long-term 
preservation strategy. Rather, we will encourage data custodians to 
describe in words what are permitted uses for the data, and by 
whom, in a license, then allow whoever is the current data custodian 
to manage that access in a separate administrative system.

https://www.cilogon.org/
https://github.com/CSCfi/REMS
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Figure 1: Data packaging architecture 

 
 
 

 

Figure 2: Relationships between repositories, portals, and the Authentication System 
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Figure 3: Interaction diagram showing the flow involved in a user applying for a data license via REMS. 

 

 

Figure 4: The “access-control dance” for a user who has been granted a license in REMS 
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Secondly, LDaCA data will be stored in a variety of places with 
separate portal applications serving data for specific purposes; if 
these systems all have in-built authorization schemes, even if they 
are the same, then we have the problem of synchronizing access 
control lists around a network of services. Thirdly, accessing data 
that requires some sort of authorization process is not a language or 
humanities specific problem, so working with an existing 
application that can handle pre-authorization workflows and 
access-control authorization decisions is an attractive choice and 
should allow LDaCA to take advantage of centrally managed 
services with relevant functionality. Fourthly, if complex access 
controls are implemented inside a system, then there is a risk that 
data becomes stranded inside that system and cannot be reused 
without completely re-implementing the access control. For 
example, imagine an archive of cultural material with complex 
access controls encoded into the business logic such as “this item 
is accessible only to male initiates”. Applications like this need to 
store user accounts with attributes on both data and user records 
that can be used to authorize access. There is a high risk of data 
being stranded in a system such as this if it is no longer supported.  

Our approach may seem to involve more work than an ACL 
based system. We believe that our emphasis on licenses as the basis 
for access control has advantages which outweigh the possibility of 
additional work (although we are not convinced that extra work will 
be needed in the long term). Reuse of data (the R in FAIR) means 
that users, including researchers and community members, should 
be able to download data for certain authorised purposes and 
activities. The license is the way that data custodians communicate 
to data users (and future administrators) what those purposes and 
activities are. A license, which is always packaged with data will 
allow: 
• A user to inspect a five-year-old dataset in their downloads 

folder and work out what they are allowed to do with it. 
• An IT professional to clean up laptop that has been handed in 

by (or seized from – it happens) a departing faculty member. 
• A developer to re-create an access control replacing a 

decommissioned system. 
We expect that the overhead of writing licenses will diminish 
greatly over time and standard clauses and complete licenses will 
be established.  

It might seem that using REMS to administer access control 
means that we are locked into a specific software solution. This is 
not really the case; REMS is an app for establishing relationships 
between resources (licenses) and users. Both these components can 
be exported and used in another system for other purposes (e.g., 
auditing). In other words, if there is lock-in, it is temporary. But, 
because our process requires a governance step first in writing a 
license, then there is a statement of intent for re-building those 
processes later if needed - a step which is very likely to be missing 
in a system with built-in access control. 
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