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• Presented at NDSS’20

• Study security flaws of web rehosting services

• Demonstrate five client-side attacks on real services

• Provide countermeasures
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You are cracked!

Pay 10 BTC



• SW script, register page, scoped pages

• Powerful feature in HTML 5.1

• Restrictions

• intercept all req./res. 
https://a.example/register.html

https://a.example/*

sw.js

• HTTPS

• Same Origin

• MIME Type (JavaScript)
Scoped pages

Register page
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Scope: origin of
web rehosting service
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1. User visits rehosted page.

2. Page writes cookie or localStorage by using JavaScript.

3. Rehosted malicious page retrieves cookie/localStorage.

4. Attacker estimates browsing history by using retrieved data.

document.cookie = “unique=string”;



● Vulnerable

○ Secure



• Threats from different directions

• falsifications and privacy violations

• Evolution of web features vs. web archives architecture

• HTML5, CORS, Progressive Web

• Difficulty in observing attack damage

• Who is a real victim?


