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.I.L .. . _ STANDARD OPERATING PROCEDURES 

FOR 
SAFEGUARDING BASE REALIGNMENT AND CLOSURE DATA 

References: 
1. Memorandum, Secretary of Defense, 15 Nov 02, Subject: Transformation 

Through Base Realignment and Closure. 
2. Memorandum, Secretary of Defense, 13 Feb 03, Subject: Public Affairs Guidance 

Transformation Through Base Realignment and Closure. 
3. Memorandum, Under Secretary of Defense (Acquisition, Technology, and 

Logistics), 16 Apr 03, Subject: Transformation Through Base Realignment and Closure 
4. Policy Memorandum One - Policy, Responsibilities, and Procedures. 
5. Appendix B, Office of the Secretary of Defense Internal Control Plan for the 2005 

Base Realignment and Closure Process. 
6. Standard Operating Procedure for BRAC Office, 1401 Wilson Blvd., Rosslyn, VA. 

1. Purpose: To establish standard operating procedures (SOP) for the Professional 
Development Education (PDE) subgroup of the Education & Training Joint Cross 
Service Group (JCSG) for safeguarding Base Realignment and Closure (BRAC) data. 

2. Background: The Office of the Secretary of Defense Internal Control Plan (ICP) 
establishes the policies and responsibilities for the protection of data to prevent 
premature dissemination. It is the responsibility of each JCSG and its respective 
subgroups to assure internal controls and SOP is in place for handling information 
received in data calls. The subgroup chair of each designated BRAC group will assure 
all assigned members of the group have signed non-disclosure statements and are 
informed that no internal deliberation or data will be discussed or shared with anyone 
outside their respective groups. The goal is to assure accuracy, completeness, and 
integration of all information and analytical processes upon which BRAC 05 
recommendations are based and to limit the possibility of premature or improper 
disclosure. This includes inadvertent dissemination of BRAC information through any 
means. 

3. Administrative Requirements: 

a. Storage Requirements: All PDE BRAC working data will be kept in room 
1 B474A Pentagon, Arlington Virginia or in the E&T JCSG workspace located 
at 1401 Wilson Boulevard, Rosslyn, VA. These will be the only authorized 
storage and data analysis work locations. The Pentagon is a badge 
controlled access building with uniformed guards controlling access to the 
building. The room (1 B474A) is protected by card lock and cipher keypad. 
The Joint Staff Security Office will change the cipher lock combination, 
whenever a PDE subgroup member leaves the BRAC team. All members of 
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1. The Office of Secretary of Defense Internal Control Plan (ICP) establishes the 
policies and responsibilities for the Protection of data toprevent premature 
dissemination. The Chair of each designated BRAC group will ensure all assigned and 
substitute members of his or her group are informed that no internal deliberation or data 
will be discussed or shared with anyone outside their group without specific Chair 
approval. 

2. ADMINISTRATIVE RESPONSIBILITES 

a. E&T JCSG-SST Conference Room: SAFIAQ Conference and Lnnovation 
Center, Suite 900, Conference Room 2, 1560 Wilson Blvd, Rosslyn, Virginia, 22209. 

b. Personnel responsibilities: The Chair of the E&T JCSG-SST is Brigadier 
General Gilmary M. Hostage I11 who is responsible for compliance with the SECDEF 
ICP and the security oflaccess to BRAC information related to the E&T JCSG-SST 
subgroup. The Chair shall designate a Point of Contact (POC) who shall ensure 
compliance with this instruction. The POC is Col James E. Briggs who is responsible for 
the subgroup's daily conduct, maintenance of the Non-Disclosure Agreements, and the 
security of the entrusted sensitive information. The E&T JCSG-SST Suite Custodian is 
Ms Annette Atoigue who is responsible for the facilities, phones, and office equipment. 
Additionally, Ms Atoigue maintains a Suite Access Log. E&T JCSG-SST Subgroup 
members are responsible to secure the Suite 900 common use workstations at the end of 
each day. E&T JCSG-SST members will be prohibited from bringing outside laptop 
computers into Conference Room 2. The last individual out of Conference Room 2 shall 
ensure the computers are offlsecured, lights are turned off, the file cabinets are secured, 
and the door is locked. 

c. Storage requirements: Access to the building is controlled by a 
DATAWATCH Systems card reader, the Suite is protected by an A-Team card reader, 
and Conference Room 2 secured with a keyed door lock. The Suite Custodian, Ms 
Annette Atoigue, and the 4th floor security maintain keys to all Conference rooms. Data 
will be stored in locking file cabinets within Conference Room 2. The POC and CDR 
Greg Hilscher have keys to Conference Room 2 and the SST common-use locking file 
cabinet. All team members have access to the common-use file cabinet. Computer 
security will follow standard DOD computer security requirements. Computers will be 
password protected and must have password protected screen savers. 
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d. Control Requirements: The SST Subgroup Chair has designated the Chair, 
POC, and Deputy POC (CDR Hilscher) as the only individuals with access to the original 
deliberative documents (e.g., data call responses, information dealing with scenarios, 
possible alternatives, or recommendations). The original deliberative documents will be 
stored in a separate locking filing cabinet within Conference Room 2. The SST 
Subgroup Chair, POClDeputy POC (plus suite custodian) will be the only individuals 
with keys to this filing cabinet. Controlled Data (Certified disks) will be inventoried, 
dated, logged, and assigned a control number when received. The POCIDeputy POC will 
maintain a Master Data Log. The Subgroup Chair, or POClDeputy POC must approve 
copies of controlled data. Additional copies will only be made on a limited basis to 
support questions, notes, and analysis. The same control number will be used for each 
copy and annotated with the copy number. The POCDeputy POC will maintain a sign- 
idout log. Copied data will be inventoried, dated, logged in the same fashion as original 
data. Copies, notes, or computations cannot leave the secure area without approval from 
the SST Subgroup Chair, POCiDeputy POC. The POC/Deputy POC will maintain a 
transit log to identify what information left the facility, who took it out, where it was 
stored, and when it was returned. Subgroup Chair or POC/Deputy POC are authorized to 
remove original data from the facility. If individuals are authorized to leave the facility 
with BRAC data, they must have sufficient containers to store the information and have 
the ability to restrict access to the container. Deliberative documents will be properly 
marked with the following BRAC headers and footers: Draft Deliberative Document-For 
Discussion Purposes Only, Do Not Release Under FOIA or Deliberative Document-For 
Discussion Purposes Only, Do Not Release Under FOIA. Under no circumstances will 
deliberative documents (including but not limited to scoring plans, computations, 
scenarios, and recommendations) be emailed. 

e. Access Requirements: Data access will be limited to members of the JCSG- 
SST Subgroup and to those the Chair designates. The POC will provide a list of 
individuals granted authority to access Conference Room 2 to the SST Subgroup Suite 
Custodian. The list may be modified only with the approval of the Subgroup Chair or 
POC. Individuals who are not on the list will not be granted access regardless of grade or 
rank. The POC will maintain a list of individuals who have signed a Non-Disclosure 
Agreement. The Subgroup POC will serve as the point of contact for gaining access and 
scheduling availability of data as required. The SST Subgroup Suite Custodian will 
maintain an Access Log. Each primary Subgroup member (service designees) will have 
access to the data. However, the Subgroup POC will make the determination whether 
varying levels of access are authorized for support members based upon the particular 
situation. The Chair or POC is authorized to grant one time access to data/secure area for 
Subject Matter Experts (SMEs). SMEs are not authorized to remove any of the data in 
any form (hard copy, notes, e1ectronic)'from the data storage area. Subgroup POC will 
ensure all SMEs have signed Non-Disclosure Agreements. All SST approved visitors 
will sign the Access Log. 
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f. Document Destruction. As required, BRAC documents will be placed in the 
Suite locked "Shred-It" bin for disposition. Each SST member is responsible to ensure 
all BRAC related documents not under document control are placed into the Suite 
shredder bin. 

g. E-Mail Use. E-Mail use is permitted fiom a dot Mil to a dot Mil server for 
question development, reviewing draft minutes, and other information that does not deal 
with Military Value Scoring Plans, data call responses, scenarios, possible alternatives, or 
Candidate Recommendations. Use of E-mail to transmit information dealing with 
Military Value Scoring Plans, data call responses, scenarios, possible alternatives, or 
Candidate Recommendations is prohibited. 

h. Other Requirements: All data, including electronic, originals, and copies, 
will be centrally stored. To prevent unauthorized access to data submissions, Conference 
Room 2 access will be restricted by locking Conference Room 2 whenever vacant. The 
POC will run periodic checks (monthly) to ensure only authorized individuals are gaining 
access to the facility and data, how much information is being copied, how much 
information is leaving the facility, and whether the data is under positive control. SOP 
will be reviewed on a monthly basis and updated as required. 

3. RECEIPT OF DATA CALL INFOFWATION FROlM E&T JCSG CHIEFS 

a. E&T JCSG Chiefs will provide the E&T JCSG SST subgroup with the 
BRAC data call information via CD-ROM. The SST POC/Deputy POC/Data Manager 
are authorized to transport the BRAC information. While transporting BRAC 
information, media should be appropriately covered with close hold cover sheet and 
protected from possible disclosure. 

b. Upon arrival back at the SST work site, 1560 Wilson Street, Rosslyn, the CD 
will be logged according to the SST SOP section 2d. The POC will copy the CD onto the 
SST Conference Room computer using the D Drive, BRAC file. The SST POC will 
verify everything was copied fiom the CD to the D Drive, BRAC file. The CD will then 
be secured in accordance with SST SOP section 2d. This CD will not be used again 
unless the file on the D Drive should become corrupt. Paper copies of the D drive BRAC 
information will be logged and distributed to SST members according to SST SOP 2d. 
The Chair, POC/Deputy POC are the only members of the subgroup who are authorized 
to make copies of the BRAC information. SST members are required to secure the paper 
copies of BRAC data according to 2d. 
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4. TWYSFER OF INFORVATION INTO THE SUBGROUP ANALYSIS TOOL 

a. The SST POC designates the SST data manager and Service SST 
members authority to take the information off the D drive BRAC file and input it directly 
into the SST analysis tool. Each member is responsible for verifying the accuracy of the 
BRAC information entered into the tool. SST members who enter BRAC information 
into the tool must have another SST member verify information accuracy. If data entry 
errors are discovered, the member committing the error or POCIDeputy POC will make 
immediate corrections and the change revalidated for accuracy. 

5. RECEIPT OF SUPPLEMENTAL DATA CALL INFORMATION FROM E&T 
JCSG CHIEFS 

a. E&T JCSG Chiefs will provide the E&T JCSG SST subgroup with the 
BRAC supplemental data call information via CD. The SST POCDeputy POCIData 
Manager are designated the individual authorized to transport the BRAC information, 
While transporting BRAC supplemental information, media should be appropriately 
covered with close hold cover sheet and protected from possible disclosure. 

b. Upon arrival back at the SST work site, 1560 Wilson Street, Rosslyn, the 
CD will be logged according to the SST SOP section 2d. The POC will copy the CD 
onto the SST Conference Room 2 computer using the D Drive, BRAC file. The 
supplemental information will be stored in folders on the D Drive, BRAC file as follows: 

a. Data Call Number 
1. Army 

a. Question 103 (Example) 
b. Question 108 (Example) 

2. Navy/Marine Corps 
3. Air Force 
4. Defense Agencies 

The SST POC will verify everything was copied from the CD to the D Drive, BRAC file. 
The CD will then be secured in accordance with SST SOP section 2d. This CD will not 
be used again unless the file on the D Drive should become corrupt. Paper copies of the 
D drive BRAC Supplemental information will be logged and distributed to SST members 
accordins to SST SOP 2d. The Chair and POCIDeputy POC are the only members of 
the subgroup who are authorized to make copies of the BRAC Supplemental information. 
SST members are required to secure the paper copies of BRAC supplemental data 
according to 2d. 
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c.  The SST POCIDeputylData Manager are responsible for incorporating 
supplemental data into the D Drive BRAC files. The SST POCIDeputylData Manager 
will identify the specific question, data element, and response to be changed. In the 
electronic Files (MS Access and MS Word), the SST POCIDeputylData Manager will key 
enter updated response in the appropriate location(s) and in the MS Word add a footnote 
that includes the date, log number and change. For PDF files, the SST 
POCIDeputylData Manager will attach a comment (date, log number and change) to the 
specific PDF file that is being updated. A Service SST member will verify the 
supplemental data was updated correctly into the D Drive BRAC files. If data entry 
errors are discovered, the POCIDeputylData Manager will make immediate corrections 
and the change revalidated for accuracy. The POCIDeputylData manager will identify to 
the Service SST members that supplemental data has been received and changes are 
required in the data tool. 

d.  The SST POC authorizes the SST data manager and Service SST 
members to take the information off the D drive BRAC supplemental file and input i t  
directly into the SST analysis tool. Each member is responsible for verifying the 
accuracy of the BRAC supplemental information entered into the tool. SST members 
who enter BRAC supplemental information into the tool must have another SST member 
verify information accuracy. If data entry errors are discovered, the member committing 
the error or POCIDeputylData Manager will make immediate corrections and the change 
revalidated for accuracy. The SST data manager and Service SST members must review 
all analysis tools to determine all areas impacted by the supplemental information. 

4 I&-- 
GILMARY M. HOSTAGE 111, 
Brigadier General, US@ 
JCSG-SST Chair 
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E&TJCSGFTSG Notice 50001 
01 April 2005 

STANDARD OPERATING PROCllDURE (SOP) 1iOR INFORMATION 
SECURITY WlTHTN THE EDUCATION AND TRAINING (E&T) JOlNT 

CROSS SERVICE GROUP (JCSG), FLTGHT TWINING SUBGROUP FOR 
THE BASE REALIGNMENT AND CLOSURE (BIIAC) COMMISSION 2005 

1. PURPOSE 

This document contains important informalion on the Standing Operating 
Procedures (SOP) related to controls necessary 10 safeguard the BRAC 2005 
deliberative data, documents, decisions, und itcommendutions for the E&l' JCSG 
Plight Training Subgroup. 

The office of the Secrelary of Defcnsc (SECDBF) lntcrmal Control Plan (ICP) 
establishes the policies and responsibililieb Tor the protection of sensitivc data lo 
prevent its premature disseminution or disclosure. The Chair will ensure all 
assigned and substitutc members of his or hcr group arE informed that no intcrnal 
delibernlion or data will bc discussed or shared with anyone outside their group 
without speci Tic. Chair approval. 

3. KEY POlNTS OF CONTACT/ADMI1VISTMrr1VE RESPONSIBILITIES 

a. The Chair of thc E&T, JCSG, Flight Training subgroup is: RADM 
George Muyer. He is rcsponsible for compliance with the SECDEF TCP 
and the security of/acccss 10 BRAC information relnted to the E&T, 
JCSO. Flight Training subgroup. The Chair shall dcsignale a Point of 
Contact that shall ensure colnpliancc wilh this instruction nnd instructions 
promulgated by higher authority. 

b. The E&T, JCSG, Flight Training subgt'oup Point of Contact is: CAPT 
Gcne Summerlin, USN. Responsible for thc subgroup's daily conduct, 
maintenance of the Non-disclosure Agreements and Fucility Acccss Logs 
and the security of the entrusted scnsitive information. 

c. The E&T, JCSG, Flight Training subgroup Team Lauder is: Col Jimmie 
Simmons, USAF. Responsible for the daily execution of tusking and 
tactical Team direction. 

d. The E&T, JCSG, Flight Training subgroup Assistant Team Lcader is: Lt 
Col Gary Wolfe. 
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e. The E&T, JCSG, Flighr Training subgroup Room Custodian is: CDR 
John Lund. Responsible for [he facilities, phones, office equipment, to 
provide key control to Room 3052. The Room Custodian shall maintain a 
log of those members that have been issued keys. 

4. STORAGE / SECURITY / ACCESS REQUIRMXNT 

a. Phvsical locution uscd to smre data. All BRAC 2005 data will be securely 
stored at the E&T, JCSG, Plighl TI-aining subgroup Federal Government 
office space a1 the Navy Auncx, Room 3052. 

b. Phvsical security for thc localion. A cornputcr key lock on the main door 
secures the entrance to thc ofrice space; all othcr access doors a x  sccured 
and blockcd. All individuals without u key are required to utilize the 
Visitor Register log (locatcd a1 Lhc doorway for Room 3052). A Key Log 
is maintained identifying who has nccess to Room 3052. 

i .  Ph~sical Access. Individuals rcceiving ticcess to Room 3052 must 
be part of BRAC 05 a i d  Iwve a need to know E&T JCSG BRAC 
information. First time individuals must bc escorted by subgroup 
POC's and are required to providc a signed Non-disclosure 
Agreement to thc S L I ~ ~ I ~ ~ I  Security Manager. Any individuals 
present that are not on thc subgl.oup Phonc Roster will not be 
granted access. Last person out of the office for Lhe day shall 
complete the Sccurcd Office Checklist 

C. Hard copy storam. Specir~l containas lo store hard copy filcs me not 
required within Room 3052 since the room is secured behind locked or 
blocked doors, which linlils nccess to authorizcd personnel. llowevcr, 
subgroup staff members will cnsure [heir documents are properly 
protcctcd, safeguarded, und s t o l ~ ~ I  in locked file when not in usc. 

5. DOCUMENT CONTROL 

a. l['lnnspor&ation of Informalion. Subgroup members are the only individual 
uuthorized to transport originul docurncnrs, coniputer disks, etc. 
Documents must bc concealed and heve "CLOSE HOLD" denotcd on the 
outer covering. 

b. Preserving documem. All master filcs and documents shall be 
maintained in an clcctronic (nc~rnmlly .PDF) or paper fornlat. Whcn 
required for reference ma~crial, Tor the Subgroup Office, paper copies may 
be ~naintained at the discretion of [he Slaff Member. 
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G. Copies of Information. All copies made for in-house purposcs will be 
collected same day by a ~ taf f  member and destroyed weekly through a 
local shredding center. 

d. Information Access. Acccss to copies of deliberative and/or draft 
deliberntive documents will he restricted to those individuals who have 
signed Non-disclosure Agrcen1ent.s that arc on file in Room 3052 and on a 
need to know basis. All dclibcralive documents are "CLOSE HOLD" 
informution and shall be maintained in the subgroups secure office space. 
Authorized individunls who removc copies of deliberative and/or draft 
deliberative documents (clectl-onic or paper) from 3052 must first obtain 
pe~mission from the subgroup POC or Team Leader and sign for the 
muterial in thc sign-out log mainrained at the Access Door. The following 
is a quote from Policy Memorandum One from the Undcr Secretary of 
Defensc (Acquisition, Tcchnology, und Logistics), 16 April 2003. 

"To protcct the integrity of the BRAC 2005 proccss, all files, data and materials relating 
to that process are deemed delibcrativc and internal to DoD. All requcsts for release of 
BRAC 2005 data and materiuls, including those uiider thc Freedvm of Information Act, 
receivcd prior to the Secretory forwurding his realignment and closure recommendations 
to the Defense Base Closurc and Realignment Comnlission shall bc forwarded to the 
Military Department BRAC Authority concerncd, or the DUSD (I&E)." 

e. Data Requirements sljesific ro [he suh~roup, All Request For Clarification 
(pertaining to Capacity and Mili tsry Value) will be entered inlo nn Excel 
spreadsheet for tracking. A weekly report shall be submitted to OSD (Mr. 
Howlett) delineating thc progress. All data shall be entered into thc OSD 
CADIMAD databuses and have certification to bc used in calculating 
station capacity and Military Valuc. 

i. Scenario Dutu Calls (SDC) shall be entered into the OSD 
tracker for Education and Training number assignmenl (in 
Rosslyn). This SDC trucker will be updated weekly 
following thc E&T JCSG meeting. 

i i .  The HSA COBRA Input spreadsheet shall be utilized to 
input dutu und build COBRA (.CBR) filcs. 

iii. All SDCs shall be storcdItsansferred via the OSD portal, 

f. Other Rcauirwents. All data, including electronic, originals, and copies, 
will be centrally stored i n  Room 3052, '1'0 prevent unauthorized acccss to 
data, room nccess will bc restricted by controlled access to Rovm 3052. 



A M~&T buta Call Binder shall bc estnblished, whcn 
neccssary. It shall bc slored in Room 3052, when not in 
actual usc. The Room Custodim shall incorporate 
supplcmcnul data call reports into thc Masier Data Call 
Binder. 

No copics shall be madc ofthe information in the Mastcr 
Data Call Binder without thc consent of subgroup Point of 
Contnct. All retrogrxk information shall be maintained in 
an addi~ionul binder, Retrograde Data Call Binder, logged 
and stored in Room 3052. 

All dala produced by thc E&T JCSG Flight Training 
Subgroup shall be propcrrly labeled with BRAC headers and 
footers. Candidute Recommcndations (Scenarios) must be 
blessed by tllc JCSG prior to advancing to the ISG. 

g. Information Disclosure. Evcryone involved in the BRAC 2005 effort 
must use every precaution to prcvcnl h e  iinyroper rclease of, or access to, 
BRAC 2005 information. Not only is access restricted to those individuals 
officially approved to lake part in thc BRAC 2005 proccss, care must also 
bc taken to avoid inadvertent dis.semination of such information through 
verbal conversution, facsimile, e-mail, or othcr elec~ronic cornmunica\ion 
means. 

h. All team mcmbcrs must lock their workstutions whcn leaving room 3052. 
Workstcltions must be shut down on P~iday evenings. 

i. Infonmtion Sccurily Breach. All precautions must be takcn to avoid 
loss/unauthorized rcleasc of "CLOSE HOLD" infolmation that is 
considered or produccd by \he ,subgroup. Attention to detail and training 
are thc best preventative mcasures ro r~void R sccurily breuch. However, i f  
a security brench incident occurs, follow the procedures set forth in the 
E&T JCSG SOP. 

6. FACSIMILE 

The use of facsimile machines to tl-ansrnit information such as Military Value 
Scoring Plans, data call questions und 1csponsc-s, scenarios, possible ulternativc, 
or recoinrnendetion cundidates is prohibited. 

7. PUBLIC AFFAIRS GUIDANCE (FAG) 

a. The Subgroup Chair will take all prcss, public, or Congressional 
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Inquiries without comment and Sorwwd with proposed answers to the 
E&T JCSG Coordination 'I'eum, Forwarded inquiries should include the 
publication name. reporter's name, and deadline. 

If the inquiry is from thc public, the recipient should determine the 
questioner's name, contact infomation, and i f  the inquiry is on behalf of 
an organization. If applicable obtain the name of the organization thc 
questioner represents. 

The E&T JCSG Coordination Team will forward Congressional Inquiries 
to OSD Legisldve Affairs for  response. 

8. USE OF E-MAIL 

Use of e-mail is permitted from a dot Mil ro a dot Mil servcr for question 
development, and other information L h n ~  does not deal with Military Value 
Scoring Plans, data cnll responses, scenarios, possible nlternatives, or Candidate 
Recommendations. 

9. SOP Review 

This SOP should be reviewcd qc~a~te~.ly to cnsure individuals are following the 
guidelines and that necessary updares we mndc. 



Draft Deliberative Document - For Discussion Purposes Only 
Do Not Release Under FOlA 

Addendum 2 to E&T JCSG-PDE SOP dated 27 October 2004 

Scenario Tracking 

Scenario data requests will be submitted to the appropriate service PDE 
representative for processing. Each service will formalize their own 
methodology for data requests however, this will not preclude submission and 
retrieval of data via courier and electronic disks (see Addendum 1). Email is 
not authorized for any scenario data. The following sections apply to specific 
scenario data call ICP issues 

1. OSD Portal 

a. The PDE subgroup will designate one Point of Contact and one alternate 
to be given access to the Air Force Scenario Data Portal. These 
individuals will be able to deliver electronically (through secure FTP 
technology) scenario data worksheets and any other applicable 
information for the services to conduct its data calls. In addition these 
designated individuals will be able to retrieve from the portal site all 
completed scenario information. The designated POC and alternate will 
be given separate user names and passwords to be managed by the Air 
Force BRAC office. 

2. Secure Facsimile (FAX) Instructions 

a. Scenario data may be sent via fax machine only when positive voice 
confirmation is achieved prior to transmittal. The sender will ensure the 
receiver is present at the receiving fax machine with a phone 
conversation. Upon completion of data transmittal, the receiver will 
contact the sender to confirm receipt and number and quality of pages 
sent. All data sent will be logged in accordance with the procedures in 
Section 4 of the Internal Control Plan. 

3. Scenario Tracking Spreadsheet 

a. The development of scenarios occurs in three stages: ideas, proposals 
and scenarios. Ideas are formulated at the PDE subgroup level and as 
the subgroup is a nondeliberative body, ideas are not subject to BRAC 
tracking procedures other than entry into the JCSG Scenario Tracking 
Tool. Proposals are submitted to the JCSG deliberative body for approval 
or disapproval with the appropriate date and accompanying commentary. 
Scenarios are approved proposals and receive an official E&T scenario 
tracking number as generated by the OSD Scenario Tracking Tool. 
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b. The tracking spreadsheet will be updated once a week, typically after the 
E&T Principles meeting. The update will be made at one location (BRAC 
office, Rosslyn, VA) by a subgroup member and given to the E&T scenario 
representative. 

c. Electronic copies of each week's spreadsheet are kept on the PDE shared 
folder in Rosslyn, VA. 

4. Scenario ISG Tracking Tool 

a. The ISG Scenario Tracking Tool is a Microsoft Access data base tool that 
allows for convenient deconfliction of all approved scenarios. When a 
proposal is approved by the E&T principles, the new scenario must be 
entered into the ISG tracking tool in order to receive its official number. 

b. The entry must include a detailed description of the scenario as well all 
gaining and losing installations and activities affected. 

c. All updates to the Tracking Tool will be complete by noon of the day 
following the JCSG Principles meeting. 

5. Criteria 6,7,8 Points of Contact 

a. For Criteria 6 (Economic lmpact of the Losing Installation) the Point of 
Contact is LtCol. Greg Moore. 

b. For Criteria 7 (Community lmpact of the Scenario) the Point of Contact is 
Mr. Frank Petho. 

c. For Criteria 8 (Environmental lmpact of the Scenario) the Point of Contact 
is COL. Robert Grubbs. 

6. Weekly Disc Back-ups 

a. All work conducted for a given week is stored in a unique floppy disc or 
CD-Rom. The work consists of but is not limited to, Military Value 
updates, Capacity updates, weekly slide briefings and Requests for 
Clarifications. 

b. The updates are placed in an electronic folder every Friday. One copy is 
saved in the PDE shared drive, the other is saved in the discreet floppy 
disc or CD-Rom. 

BG, USA 
Chair, E&T JCSG-PDE 
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Addendum 1 to E&T JCSG-PDE SOP dated 2 August 2004 

RECEIPT OF DATA CALL INFORMATION FROM E&T JCSG CHIEFS 

a. E&T JCSG Chiefs will provide the E&T JCSG PDE subgroup with the BRAC 
data call information via CD. The PDE POC is designated the individual 
authorized to transport the BRAC information. While transporting BRAC 
information, media should be appropriately covered with close hold cover 
sheet and protected from possible disclosure. 

b. Upon arrival back at the PDE work site, Room 1 B474A, Pentagon, the CD will 
be logged according to the PDE SOP. The POC will copy the CD onto the 
PDE Stand Alone computer hard drive. The PDE POC will verify everything 
was copied from the CD to the hard drive. The CD will then be secured in 
accordance with PDE SOP. This CD will not be used again unless the file on 
the Hard Drive should become corrupt. Paper copies of the working data 
from the hard drive will be logged and distributed to PDE members according 
to PDE SOP. Only the Chair, POC, and members designated in writing by 
the Chair are authorized to make copies of the BRAC information. PDE 
members are required to secure any paper copies of BRAC data according to 
PDE SOP. 

TRANSFER OF INFORMATION INTO THE SUBGROUP ANALYSIS TOOL 

a. The PDE POC designates the PDE data managerladministrator and primary 
Service PDE members authority to take the information off the hard drive and 
input it directly into the PDE analysis tool. Each member is responsible for 
verifying the accuracy of the BRAC information entered into the tool. PDE 
members who enter BRAC information into the tool must have another PDE 
member verify information accuracy. The DODIG is responsible for 
performing spot checks on the accuracy of the BRAC data transfer. If data 
entry errors are discovered, the member committing the error or POC will 
make immediate corrections and the change revalidated for accuracy. 

RECEIPT OF SUPPLEMENTAL DATA CALL INFORMATION FROM E&T JCSG 
CHIEFS 

a. E&T JCSG Chiefs will provide the E&T JCSG SST subgroup with the BRAC 
supplemental data call information via CD. The PDE POC is designated the 
individual authorized to transport the BRAC information. While transporting 
BRAC supplemental information, media should be appropriately covered with 
close hold cover sheet and protected from possible disclosure. 
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b. Upon arrival back at the PDE work site, 1 B474A, Pentagon, the CD will be 
logged according to the PDE SOP. The POC will copy the CD onto the PDE 
stand alone computer using the hard drive. The supplemental information 
will be stored in folders on the hard drive, BRAC file as follows: 

- Data Call Number 
(a) Army 

i. Question 103 (Example) 
ii. Question I08  (Example) 

(b) NavyIMarine Corps 
(c) Air Force 
(d) Defense Agencies 

The PDE POC will verify everything was copied from the CD to the hard drive. 
The CD will then be secured in accordance with PDE SOP. This CD will not 
be used again unless the file on the hard drive should become corrupt. Paper 
copies of the hard drive BRAC Supplemental information will be logged and 
distributed to PDE members according to PDE SOP. Only the Chair, POC, 
and members designated in writing, are authorized to make copies of the 
BRAC Supplemental information. PDE members are required to secure the 
paper copies of BRAC supplemental data according to PDE SOP. 

c. The PDE POC is responsible for incorporating supplemental data into the 
hard drive BRAC files. The PDE POC will identify the specific question, data 
element, and response to be changed. In the electronic files (access and MS 
Word), the PDE POC will key enter updated response in the appropriate 
location(s) and in the MS Word add a footnote that includes the date, log 
number and change. For PDF files, the PDE POC will attach a comment 
(date, log number and change) to the specific PDF file that is being updated. 
A primary Service PDE member will verify the supplemental data was 
updated correctly into the hard drive BRAC files. The DODlG is responsible 
for performing spot checks on the accuracy of the BRAC supplemental data 
transfer. If data entry errors are discovered, the POC will make immediate 
corrections and the change revalidated for accuracy. The POC will identify to 
the primary Service PDE members that supplemental data has been received 
and changes are required in the data tool. 
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d. The PDE POC designates the PDE data analyst and primary Service PDE 
members authority to take the information off the hard drive BRAC 
supplemental file and input it directly into the PDE analysis tool. Each 
member is responsible for verifying the accuracy of the BRAC supplemental 
information entered into the tool. PDE members who enter BRAC 
supplemental information into the tool must have another PDE member verify 
information accuracy. The DODlG is responsible for performing spot checks 
on the accuracy of the BRAC data transfer. If data entry errors are 
discovered, the member committing the error or POC will make immediate 
corrections and the change revalidated for accuracy. The PDE data analyst 
and primary Service PDE members must review all analysis tools to 
determine all areas impacted by the supplemental information. 

e. The PDE POC will designate the personnel authorized to respond to RFQs 
(Request for Clarification) from the Military Service Departments and various 
DoD agencies. OSD BRAC has created a query tool to assist in collecting 
RFQs and disseminating to the correct subgroups. The query entries are 
made by designated personnel within the MilDep and forwarded to the E&T 
JCSG via email. The JCSG representative will then forward to the 
appropriate subgroup representative for response (see E&T ICP for more 
details). The Subgroup representative will have two business days to provide 
a response via email. 

f. All supplemental data and data base "refreshes" will be delivered to the 
subgroup by means of a CD-ROM. The disk will be provided to the E&T 
JCSG representative, who will make one (1) copy for every subgroup. The 
PDE designee will receive the subgroup copy, log it and copy a working 
version to all PDE PCs at 1401 Wilson Blvd. For details on network security 
within the BRAC office at 1401 Wilson BLVD see ref. 6 (SOP for BRAC 
Office). Once a week the designated member of the PDE subgroup will bring 
the archival CD-ROM disk over to 1B474A1 in the Pentagon, to update the 
working copy at that location. 

BG, USA 
Chair, E&T JCSG-PDE 
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Stmdard Opera- Proceduw fiir:'&t 

Education snd Tra-g Joint Crasj-Service Group (F&T JCSG) 
Base Realignment and Closure (BXAC) 2005 

1. PURPOSE 
This document contains important infbrmaticm on the Statding Operating Procedures (SOP) 
related to controls necessary to safkguard the BRAC 2005 delibsratiw data, documents, 
decisions, and recommendations for the E&T JCSG. 

' 3 

2. REFERENCES 
Memorandum, Under Secretary of Defmse {Acquisitiwl, Techn~logy, and andgistics), 16 Apnl 
2003, subject: hnsfo&on tb1cgk Base Reakpment uud Chwe (BMC 2005) Po&y 
Memomrrdum t h e  - Policy, Resp&filiHm, m d  &ocodum; imluh r4ppmdixB; of * the Secretary of Defense Intern! Control Plan for the 2003 Base Rml@ent and C h w  C 4 Process. 

. - 
; , .  

,: Defense Base Closure and Realignment Act of 1990 (Public Law 101 -5 10, m amended). 

Memorandum, Secretary of Defense, 15 November 2002, Subject: Transformation Through 
Base Realignment and Closure. 

Message, Secretary of Defense, 13 February 2003, Subject: Public Affairs Guidance (PAG) - 
Transformation Through Base Realignment and Closure (BMC 2005). 

Message, Secretary of Defense, 20 November 2003, Subject: Public Affairs Guidance (PAG) - 
Transformation Through W e  Rdignment and Closure (BRAC 2005). 

3. KEY POINTS OF CONTACT 

The Em JCSG shares office suite space with w w d  JCSGa md subgrmpa. JCSQ i s  
responsible for there own &ty. Each subgroup is rapmiMe for providing adequate 
controls and management oversight to protect against the r e b e  of W subpup's 
information to unauthorized personnel, The E&T JCSG key points of miacts inchda: 

a. E&T JCSG Chi& and primary pin&: oI.cwtact :(POC): Ms. Nmey Weaver, (703) 696- 
6435 Ext 206 end Mr. Robert Huwlett, 'WD P&R, Bxt3 19. 

b. E&T JCSO Senin Mgst:  Mr. Mark Horn, (703).6966435 Bxt.:209. 
c. Office Mmetget for Suite 501 : Mr. Smk Hoggarif, (703) 696-6435 :)3xt 201. 
d. Buildiq Security Manager; Mr. Tam P- @3) '101-2554.Ext 103. 
e. Computer Suppart St& Ms. Jmet Wave &.MS. Wanda Wsc& 703)  696-9432. 
f. DataDocument Control Manager/Analw Ms. Marshst Warren, (705) 696-6435Ext 290. 
g. E&T JCSG Security Mmager: W C  T M  S&t, uO3) 696-6435 Bxt 2439. 
h. E&T JWO Emthe Adninishtive Awlstant: YNC Tmn Skaker, (703) 686-6435 ~ 2 0 9 .  
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STORAGE 1 ACCESS REQUIREMENTS 

a. Physical location used t~ store data. All BRAC 2005 data will be securely stored at the 
E&T JCSG Federal Government office space at 1401 Wilson Boulevard, Suite 50% 
Rosslyn, Virginia 22209. 

b. Physical security for the Imtbn, The entrance to the ~ f f i c ; a  space is secured by locks on 
dl aocess doom and the main door is 00ntrolIed by an electroslf~ badge x c e s a  reader. 
Indidduala without IhD swipe access bad* are escorted and are required to utilize the 
Visitor Regista log (located at do- for Room 550). Aceas is wnhnllod by md 
Offica Manager of the EBT JCSO Secmity Manager to the E&T JCSG staff An Aeeres 
Log is maintained by the. lG&T JCSG S d t y  Manager identifling wha hm access to 
Suite 502. 

c. All Swipe Card requests &all he rrppmved by the.E$T JCSG Chief prior to its 
submission to the Securily Mmager, Thq. g a p e r w d  requited to obtain the Wpe Access 
Card is maintained on fik with .the Odce Mmgmb The fbllbwiag the requirenm~fts 
to hold a Swipe Access Card {exceptions iimited to those approved by an E&T JCSO 
Chief). 

(1) Swipe Card Accws, Requirements hr eligibility fix d p e a c w s  to suite. 502: 
i. Maintain a permanent s e ~ t  ,pdhr w.mail aooount a c c k  in this. fiircflity, 

ii. POCs must pmvide the EBT JCSG Security Mmggcr s written qcaest 48 
hours prior required a w s .  

iii. Provide the Swtity Manager with the following idonnation: 
1. Full name 
2. Social S d t y  Nmber 
3. Copy of Non-dischmtr6 Ageanent 

iv. Permission p k d  by one d t h c  EgtT JCSG CXefs. 
v. E&T JC8G Security Manager submits the required Excel spreadsheet to 

the Office Manager [zone 61 5 aocess q u e s t  hm is located Qn the E&T 
JCSG Shared drive I$:EIectrwtlc F I ~ Q  i@terrp ~dniini8huti~cRb 
Accesr). (All routing information b located at the bultanaf the fz)+ 

(2) Phvsical Access, Individu J s  receiving access .b Suite 502 must be part qf aRAC 
05 and have a need to know EgrT JCSO BRAC information, ~irst time 
individuals mast be awrtsd by subgroup POCs.and:m requfred to provide .a 
si@ ~ 0 t l - d i $ ~ b $ ~ 8  Agrcemmt to the EGkT f C$Q Security Mauager,hr E&T 
ICSG fib. Any individuals present that are not on E$tT JCSO Subgtoup 
Memberahfp phone roster will not be granted access. 

Page 2 
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Note: WHS mppcd tearn will. be resgonsib4 for gdnning backups of the w a  and E&T 
JCSG files. Once a week a @em b&hp is created, atchi* and malnteinadat p~ off-aite 
location (52 weekly tapes' am maintzrined on file), Ad&ti~ally, daily p . d 4  bachpi are 
conducted to protect work production. 

5. DOCUMENT CONTROL 

a. Transportation of Inkmation, E&T JCSQ C k f q  thmity Managets, h t u  Managers, 
and Executive Administrative Assistants am tha cudy indiddudr authdsed to tr&port 
original documents, computer disks, etc. hwments must be concealed and have 
"CLOSE HOLD" denoted on the outer cw&g. 

b. Preserving; documents, All mmkr file$ and do~amenb shall 8a maintained in an 
electronic (normally .PIIF) w paper h a t .  Whtn recplird for reference materid, fm 
the E&T JCSQ office, paper mpim may be mdnhined at the discretiori of the &ff 
member. 

d. Access to BRAG oriainal infmathq E&T JCSG members will work d y  .a q y  
of the original BRAC information. Only the E&T JCSG Ch& fhe E&T' Chf &, 
Security Manager, Senior Aadyst Olta M~agdAnalyst, md I3xem1~8 Administtatiiei 
Assistant have accm3 to the original WmaHw prbMsd by C W  BRAG. Uplm receipt 
of the originat data, copy[@ will be made by the&&T JCSO E m t i v e  ~dnini&dve 
Assistant. The original will bs lacked np in s61s csbinst'whilb the oopy(8) will bt nsed 
by the subgroups fiw malyds. Cap& will be as&pd.c~1bol mmbm'.w.stated above. 

Page 3 
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'To protect the integrity of the BRAC ZOOS pmccw, a11 filw data atld material$ relating to that 
process are deemed deliberative and intend to DoD. All requests for t e l ~ ~  of B M C  2005 
data and materials, including those under the F r d m  of Information Act, received prior to 
the Secretary forwarding his rmligmwnt md c1~a.m rmmmeadatim to the Defense Base 
Closure and Realignment Cwnmission shall be finwarded to Military Department BRAC 
Authority concerned, or the DUSD(I&E)." 

Page 4 

Information Disclosure. Everyone involved in the BRA€ 2005 effort must we.every 
precaution to prevent the Improper release of; or a m  to, BRAC 2005 informpltion. Not 
only is access restricted to those individuals officidlyappIoved to t a k c p ~  in ths BBAC 
2005 process, care must film be taken to avoid inadvertent & m a t h  of such 
information through verbal conversation, &&milei e-mail, ar other electronic 
communication means. 

Computers are provided in the E&T JCSG ofices by W S .  Thefie mmpntem are 
password protected and users must &age their password every 90 days. Pawords 
must contain at least 8 chactem,.ona specid character, me mrnber and om. capital 
letter. Users matry not use a previous . p m I . d s  for at least 10 p 1 s w d  changes, 
Passwords shauld not be written down or shared with anyone. 

A11 employees must lock the oomputer whenever the individual leavat their work area. 
The individual will lag-off the computer at the end of each duty day, Cornputera must be 
shut down on Friday evenings. 

(1) To lock; Hold down the and Alt keys and prew the ri@t Delete key, then 
click on "Lock" in the .pop-up dialog box. 

(2) To unlock Hold &wn the C b l  dlnd Alt keys white hitting the Delete key, tam 
log on by entering your password and bitting the Enter key, 
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The individual identifying the breachshdl; 
1. Conduct an immediate semh of the local area and question personnel in the 

viciiity. 
2. Notify the E&T JCSG Chairs Persons and the Security Manager. 

The E&T Security Manager shall: 
1. Conduct an exhaustive search in the vicinity of the &cument'a(Ca's last knmm 

location. 
2. Assess the nature/impact of the losslunauthorized release of the uCLOSE HOLD" 

information. 
3. Report incident status to the E&T JCSG Chairs Persons. 

The E&T JCSG Chair Persons shall: 
1. Review the incident. 
2. E x p d  the scarchhpen an investigation concerning the inchlea 8s seen fit. 
3. Assess potential damagdpblicity that could be wmdsted with tb hcidmt. 
4. At their discretion, inform all appr~pdate authorities of the nature, extent, and 

resolution of the security breach. 

6. FACSIMILE 

The use of facsimile machines to transmit information such as Military Vdue $caring Plan@, data 
call questiong responses, scenarios, possibk alternati~es, or r~inmCrndationamiiitIatestesis 
not permittsd. I n h a t i o n  not deadingeadingwith Military Value S d n g  Plm, data d l  q\lahm 
and responses, scenarios, p&bb alternatives, or rmmmmdattnnS may be fad to:authorized 
recipients. Individuals am responsible f h  logging in the appropriate fnfbrmation into the 
''~mrnent Fiur Log". Care wiltbe taken to enswe that the Lcsinnile d p c l i h  is ino&md'' 
during transmis'sion and receipt to preclude any q m p d s e  of sensitive ihfbrinatign. me. 
pmcedure is that contact between the ind~duals'srndin~~iving.~ fax mmt'bi made atld 
that each individual must be present at the FAX to cuntrol trans--bacam&and o o n h  
receipt. A sign will be posted on the fachile machine stating the qulrement. for monitoring 
transmissions. This is not the normal means of cornmudcation. 
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7. MIMJTES 

8. RECORD KEEPING 

The E&T JCSG Executive Administrative Assistant will develop and maintain records in a 
timely manner of all of the following types of information: 

a. Signed Nondisclosure Agreement. 
b. Descriptions of how E&T JCSa BRAC ;MOS p H c f q  analysts, and tecpanrrtendatw 

were developed. To include, but not limi@d to: directives h m  hI@r aufh01Sfy 3u the 
fom of memorandums, policy statmnts and mch that d i r d y  afFect the E&T JCSX3 
policies/business practice. 

c. Minutes of all deliberative meetings of the E&T JCSG. 
d. All data, information, and analyses considered in making E&T JCSG BRAC 2005 

recommendations. 
e. List of individuals and titles, which will be kept updated, associated with the E&T JCSG 

is attached at Appendix A. 

9. OPEN SOURCE DATA 

lo. PUBLIC AFFAIRS GUIDANCE (PAG) 

Page 6 
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E&T JCSG Cchxdinativn T&m Fawded inquiries B ~ M  include the publication 
name, reporter" name, and deadline. 

b. If the inquiry is from tb publiq the recipient should detarnhe the quatibner's m e ,  
contact information, and if the hqairy is on b d d f  of m mgmizatiom If applicable, 
obtain the name of the organization the questher represents. 

c. The E&T JCSG ChwrtinatIm Team will brwafd C m g r ~ s i d  inquiries to OSD 
Legislative Affairs for response. 

11. USE OF EMAIL 

Use of e-mail is permitted from. a dot Mil to a.dot Mil smer for question devdopment, 
reviewing draft minutes, and other i n h a t i o n  that. d m  not deal with Military Valw S d n g  
Plans, data call raponseq scemips, possible alternatives, or Cmdidate Recqmndations. 
However, use of e-mail to tranmnit information that does deal with M i l i t q  Value Scoring PIanq 
data call responses, scenarios, possible alternatives, or Candidate Recommendations is 
prohibited. 

12. PERFORMING ANALYSIS 

a. Analysis of certified data, scenarios, etc. must be conducted at the E&T JCSG secure 
office space or the appropriate subgroups' secure facilities. 

b. Specified E&T JCSG staff will perform the analysis. 

13. OFPICE SECUFUTY 

a. The E&T JCSG offim space is secure and the doors must remain dosed and locked at all 
times. The last person to leave the office will da .a mrity check d fill out the 3&ty 
checklist before departing. It i s  each individud'a respoms&ility to ensure that, In the 
evening before Leaving; d e b  am ulmd af deliberative para, trs& receptacles 
contain no BRAC papers, office winduws are closed and Eockea, an8 that t h y  are bgged 
off of their PCs. 

b. Visitors (all non full-time empIoyees) mwd mgp into the +Visitor Register'', be e s 0 0 M  0t 
all times, and must wcar a visitor badge. BRAC i n f d a n  will bc povid&m a need 
to know basis only. Signing a nondisclom agcmmt doee hot par an tee^^ h all 
BRAC 2005 information Office personnel are required toWq.t and question s k ~ g e o s .  
and report suspicious activity immediately tu the B&T JCSG CoordhatMs and/or 

. 

Security Manager. 

14. OFFICE PROCEDURES FOR CORRESPONDENCE 
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b. All correspondence will contain the following infomation in the header or footer: 
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Or 
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The header or footer will also contain the version number and date, which will be updated each 
time the document it is updated. 

15. RECEIPT OF DATA CALL lNBOBMATION.FROM OSD BaAC 

- b. The E&T JCSG Smiw ,&alys$ Dtih Mm~@Analy& or Exwutiw Administrative 
Assistant will make copies the shared drive to a CD that will be di$tfiibutad tb'eaoh 
of the subgroups. Tht E&T JCSO &eouthe A d m i a i ~ t i v 6  Agistmt will.Yeri&ull 
information was mpid before distcibuth out'Ck. A b h M  indlvihals identified by 
the subpup PQC r q a n s i b l  fbr carrying infbmtion must fbllow procedures d~sctibed . . 

above in section 5.d. 

c. Each E&T JCSG subgroup will be respallsible for establishing p r o c h  on how they 
will control all information removed from Suite 502. 

16. TRANSFER OF INFORMATION INTO THE SUBGROUPS' ANALYSIS TOOL 

Each E&T JCSG subgroup will take the informath received on the dislu'CD and input it 
directly into their analysis tool. Ehch E&T JCSG ~ubgmup is respomible for ahblishing 
procedures that verify dtit was awurate1y oopied h m  CD into theit analysis tool. 

17. RECEIPT OF SUPPLEMENTAL DATA CALL ENPOIRMATION FROM OSD BMC I 
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a. Supplemental data call information will wme in fiom 09D B M C  t~ required. OSD 
BRAC will provide EgtT JCSQ Chiefg ar.&ecutive AWniatsativb Assistant 
supplemental inhation via sofk w hard copy, Upon receipt of hard copy infixmation, 
the E&T JCW Execptive Administrative Asslistant will sm od$inal supplanmtd 
information to the l%T JCSG shared drive that i s  only ~aessible by the EBtT JC& 
Chiefs, S d t y  Manager, Executive Adminisbtitivc Assisb~& and Data Manager, The 
files on the shard drive will only be used to make copies. "The original supplcntmtal 
hard copy is being scanned h case the h d  cgpy gets damageb. The EStT JCSG. 
Executive AdminlsDradive Assistant will verify that scanned file is readable m the shared 
drive. 

b. If a Subpup rect$ves certified data b i d y  from a Se.rviw.the Subgmp shall turn over 
the data to the E&T JCSG C T .  fir ttm the E&T JCSG €3' ~h41 tum that same data over 
to OSD BRAC Data Manager. 

c. Ths original supql erncntal hard copy infbrmation will be maintained in mdariw with 
paragraph 5 ( D ~ ~ e n t  Conat.01). Binders win be set up as f6llaw: 

- Data Call Number 
(a) 

i. Question 103 (Example) 
ii. Question 108 (Example) 

@) Navy / Marine Corps 
(c) Air Force 
(d) Defense Agencies 

d. The scanned supplemental information will be stored in folders on the shared drive 
broken down as follow: 

- Data Call ~ k n b e r  
(a) Army 

i. Question 103 (Example) 
ii. Question 108 (Example) 

(b) Navy / Marine Corps 
(c) Air Force 
(d) Defense Agencies 

f. The E&T JCSG will wt u@te the copied original data.&dl inf%tm8tii nn h e  shared 
drive with the supplemental data. The lhcT ICSO~sub~upt will k responsible for 
updating their copy d the original dater call infbrrnation with all supplmmtal data 
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the PDE subgroup who have signed the nondisclosure agreement will be 
given the lock combination. The E&T JCSG BRAC office at Rosslyn will 
confirm to the security SOP for that area (See Ref. 6), in addition the following 
courier requirements will be in place for movement of data between the two 
locations: 

(i) To the greatest extent possible, only electronic disks will carry 
information between the two locations. If paper copies must be carried, it 
shall be in strict accordance with section 4.b below, and only with the 
approval of the Subgroup chair or the designated POC. 

(ii) Only predestinated courier disks (Zip, floppy or CD-ROM) will be 
utilized for transportation of data between the locations. (Draft Deliberative 
Document - For Discussion Purposes Only Do Not Release Under FOIA)." 

b. Additional security requirements for storage: 
(i) Room 1 B474A and the E&T JCSG workspace located at 1401 Wilson 

Boulevard, Rosslyn, VA will be the only designated PDE BRAC data storage, 
and analysis work area. 1 B474A is a secure conference room within the J-7 
Joint Education and Training Division work area. 

(ii) All BRAC working papers will be stored in 1 B474A and Rosslyn 
location a daily basis. No dataldata analysis (to include noteslnote pages) 
will leave the 1 B474A or Rosslyn location without logging out with stated 
purpose. 

(iii)Standard Form 702 will be used to document access to security 
containers. 

(iv) Data may be stored on individual computers only on disk or hard drive 
not connected to the network or with a laptop or removable hard drive that 
can be removed and secured. Computers will be password protected and 
have password protected screen savers. 

(v) Data will not be transmitted over the internethetwork. When data 
analysis is conducted via automation; the computer will have a removable 
hard drive, or utilize a laptop that can be disconnected from the network. All 
PC workstations will not have external connectivity through either physical or 
logical connections. 

(vi) Computers will comply with standard Department of Defense computer 
security requirements. 

o Data will be secured and requests for data will be controlled to 
assure that only individuals with a bona fide need to know are 
granted access. 

o lntranet Security and Access Controls: All PDE data and products 
shall be kept and worked on in the designated PDE controlled 
access workspace in room 1 B474A and 1401 Wilson Blvd. 
Computers used by the subgroup at 1 B474A will remain stand- 
alone and will not be connected to any networks. No work will be 
done on computers connected to lntranet or Extranet services 
except if conducted at designated work stations at Rosslyn location. 
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4. Control Requirements: 

a. Data input will be inventoried, dated, logged assigned a control number and 
designated "Original Copy". The PDE Subgroup Chair and his designated Point 
of Contact (POC) are the only ones with access to the "Original Copy". A 
"Master Copy" of the Original will be re-produced and is the main source of data 
for conducting analysis. Additional copies will be made on a limited basis to 
support questions, notes, and analysis with prior approval of the PDE Subgroup 
Chair. The same control number will be used for each copy, annotated with copy 
number and total number of copies re-produced (e.g. Control # 101A -1 Of 1012 
Of 10). 

b. Additional Control Requirements: 
(i) Log and/or sign-in sheets are maintained by the PDE Subgroup 

designated POC to control all data and personnel. 
(ii) Logging procedures: Two separate logs are utilized 

o Log #I :  lnformation review and analysis only in the data storage 
area location where the "Master Copy" is stored. Copies should be 
limited but, can be re-produced and must be returned to POC prior 
to departing data storage area. 

Name (Last, First, MI) 
Non-disclosure on file (yestno), if no access is denied 
Date (ddlmmmlyy) signed out (to work in the designated data 
analysis work area). 

o Time (24 hour clock) 
Date (ddlmmmlyy) returned 

o Time (24 hour clock) 
Rank, Civilian (Title, grade) 
Organization 
Description of information 
Purpose (why access is requested) 

o Log #2: lnformation copied for removal 
Name (Last, First, MI) 
Non-disclosure on file (yestno) If no access is denied 
Date (ddtmmmtyy) copied 
Time (24 hour clock) 
Rank, Civilian (Title, grade) 
Organization 
Numberof Pages copied 
Description of information 
Reason for copy 

o Log #3: Access checks log; Recap of Log 1 and 2 on monthly 
basis. Purpose is for POC to run periodic checks ensuring only 
authorized BRAC personnel gain access to facility and data. 
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Recap of information copied, information leaving facility, and control 
measures. 

Date (by month) 
Data requests for analysis in designated storage area 
Data requests to be copiedlremoved 
Rank, Civilian (Title, grade) 

(iii) Original data, copies, notes, or computations will not be removed from 
the secure area without prior approval of the PDE Subgroup Chair. 

If information is to be removed, the PDE Subgroup chair or his 
designee will assure all documents are properly marked with BRAC 
headerlfooter information (Draft Deliberative Document - For 
Discussion Purposes Only Do Not Release Under FOIA). 
If personnel are authorized to leave the BRAC Controlled Data 
Secure Area(s) with BRAC data, the data and cover sheet will be in 
manila envelope andlor sufficient containers to secure information. 
Personnel transporting such material must have the ability to 
restrict access to the data at interim and final destinations. Taking 
data out of the secure area is the exception not the norm. 
The use of e-mail for discussion, notes, and computations is 
prohibited. This includes in addition to notes, data regarding 
scenarios, alternatives, recommendations, military value scoring 
plans and capacity analysis. 

5. Access Requirements: 

a. Data access is limited to members of the JCSG- E&T PDE Subgroup and to 
those the Chair designates in accordance with sign-in procedures listed above. The 
Chair will maintain a list of individuals granted access to the information within 
facilitylsecure area. The subgroup POC is responsible for opening and securing the 
datalfacility. The list is modified only with the approval of the Subgroup Chair. The 
subgroup POC will maintain a list of individuals who have signed a Non-Disclosure 
Agreement. The Subgroup POC will serve as the point of contact for access and 
availability of data. Each primary Subgroup member (service designees) will have 
equal access to the data. However, the Subgroup POC will make the determination 
whether varying levels of access are authorized for support members based upon the 
situation. 

b. Additional Access Requirements: 
(i) An access authorization list of personnel with authorized access to 
facilitylsecure area is maintained by PDE subgroup POC and checked 
when access is requested. 
(ii) No access is granted if the individual is not on the approved list. 
(iii) Non-disclosure agreements are maintained as backup documentation 
to the approved access list. 

Draft Deliberative Document - For Discussion Purposes Only 
Do Not Release Under FOlA 



Draft Deliberative Document - For Discussion Purposes Only 
Do Not Release Under FOlA 

(iv) One time access to datalsecure area for Subject Matter Experts (SME) 
is granted by the Chair., SME are not authorized to remove, take any of 
data in any form, (hard copy, notes, electronic) from the data storage area. 
Subgroup POC will assure all SMEs have signed non-disclosure 
statements. 

6. Other Requirements: 

a. All data, including copies/version in any form are centrally stored. To prevent 
unauthorized access to data submissions, the suite is locked when not in use. 

b. Other Requirements: 
(i) SOP'S will be reviewed and updated as required. 
(ii) If additional information is collected (i.e from subsequent data calls) the 
information will be handled in the same manner as described above. 
(iii) Corrected or replaced information will be annotated in the appropriate 
logs, with positive control kept of all versions. Old versions will be 
destroyed only upon approval of subgroup POC and then in accordance 
with section 4.a. 

BG, USA 
Chair, E&T JCSG-PDE 
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FOR 
EDUCATION AND TRAINING JCSG 

RANGE SUBGROUP FOR 
SAFEGARDING BRAC 2005 DATA 

ADDENDUM 5 

29 Apr 2005 
Subject: Addendum 5 to ICP SOP 

1. Addendum 5 to the Internal Control Plan (ICP) to the Range Subgroup SOP for the 
safeguarding of BRAC data is: The addition of transportation requirements between the 
JCSG in Rosslyn and the Range Subgroup in the Pentagon (1 E121). 

2. 1 approve addendum 5 
to the ICP SOP. 

3. Alternate E&T JCSG Range Subgroup working POC is Mr. Robert Lepianka, 703- 
692-6427, DAMO-TRS. 

~ a m e s .  B Gunlicks 
Deputy Director of Training 
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STANDARD OPERATING PROCEDURES (SOP) 
FOR / 

EDUCATION & TRAINING JCSG 
RANGES SUBGROUP 

FOR SAFEGARDING BASE REALIGNMENT AND CLOSURE (BRAC 2005) DATA 

30 Jan 2002 

I .  Purpose: The Office of the Secretary of Defense Internal Control Plan (ICP) establishes the policies 
and responsibilities for the protection of DATA TO PREVENT PREMATURE DISSEMINATION. It is the 
responsibility of each Joint Cross Service Group and its respective subgroups to ensure internal controls 
and a Standard Operating Procedure (SOP) is in place for handling information received in data calls. 
The subgroup chair of each designated BRAC group will ensure all assigned members of the group have 
signed non-disclosure statements and are informed that no internal deliberation or data will be discussed 
or shared with anyone outside their group. The goal is to ensure accuracy, completeness, and integration 
of all information and analytical processes upon which BRAC 2005 recommendations are based and to 
limit the possibility of premature or improper disclosure. This includes inadvertent dissemination of BRAC 
information through any means. 

References: 

Memorandum, Secretary of Defense, 15 November 2002, Subject: Transformation through Base 
Realignment and Closure. 
Memorandum, Secretary of Defense, 13 February 2003, Subject: Public Affairs Guidance (PAG) 
- Transformation through Base Realignment and Closure. 

r Memorandum, Under Secretary of Defense (Acquisition, Technology, and Logistics), 16 April 
2003, Subject: Transformation through Base Realignment and Closure (BRAC 2005) Policy 
Memorandum One - Policy, Responsibilities, and Procedures. Includes Appendix B, Office of 
the Secretary of Defense Internal Control Plan for the 2005 Base Realignment and closure 
Process. 

2. Administrative Responsibilities: 

a. Storage Requirements: Store data in DAMO-TRS Rm 1 E121, Pentagon, Arlington Virginia 
for use by the Training sub-working groups, and in Chief of Naval Operations (OPNAV), Director, Test 
and Evaluation and Technology Requirements (N091), Rm 3400, Presidential Tower, Crystal City, 
Virginia, for use by the Test and Evaluation sub-working group (T&ESWG). These will be the only 
authorized storage and data analysis work locations. Both buildings are badged with both Military and 
uniformed guards controlling access to the buildings. Both offices are protected by either card lock or 
tumbler lock and a cipher keypad. Army G-3 DAMO Admin is responsible to ensure that the codes and 
com binations to Rm 1 E l  21 are changed every 90 days for Rm I E l  21, and NO91 is responsible for codes 
and combinations changes for Rm 3400. It is the responsibility of the E&T JCSG Ranges Subgroup 
working lead POC, Mr. Thomas Macia 703-692-6410, to ensure that DAMO administration is alerted to 
the departure or addition of any permanent Ranges Subgroup team members. Designated alternate E&T 
JCSG Ranges Subgroup working POC is Mr. Robert Lepianka, 703-692-6427. It is the responsibility of 
Mr. John Foulkes, 703-695-8996, to inform NO91 administration of the departure or addition of any 
permanent T&ESWG member. 

b. Additional security requirements for storage: 
+ Room 1 E l  21, DAMO-TRS and Rm 3400, NO91, will be the only designated BRAC data 

storage areas, analysis work areas, and the only locations to work with the BRAC data. 
Rm 1 E l  21 and Rm 3400 are secure areas that have secure conference rooms for data 
analysis discussions. 
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BRAC 2005 questions will be stored in lockable, key controlled, steel, standard issue 2-4 
drawer file cabinets at each location (1E12land 3400) on a daily basis. NO dataldata 
analysis (to include noteslnote pages) will be done anywhere other than these Ranges 
Subgroup designated BRAC facilities (1 E l  21 13400). 
Standard Form 702 will be used to document access to security containers. 
BRAC Data (i.e. Mil Val) may be stored on individual computers only on disk or hard drive 
which is not connected to the network or with a removable hard drive that can be 
removed and stored in the Ranges Subgroup designated storage facilities (lE12113400). 
Computers will be password protected and have password protected screen savers. 
Data Will Not be transmitted over the internethetwork. lflwhen data analysis is 
conducted via automation; the computer will have a removable hard drive, or be a laptop 
that can be securedldisconnected from the network. 
Computers will follow standard DoD computer security requirements. 

Data will be secured and requests controlled to ensure that only individuals with 
a bonified need to know are granted access. 
lntranet Security and Access Controls (1 E121) : The OPSLAN lntranet sites are 
protected from external access by a firewall and proxy server. These sites are 
accessible only by users of OPSLAN and trusted Pentagon HQDA networks. 
Extranet Services (1 E l  21): The DCS G3 CIO office maintains servers and 
provides support for publishing external (NIRPNETIlnternet accessible) sites. 
Typically DCS G3 sites are provided security and access controls IAW Army and 
DoD guidance. 
Extranet Security and Access Controls (1 E121): The OPSLAN Extranet servers 
are designed as non-public servers. Sites on the server are protected by 
authentication, (Public Key Infrastructure) encryption or by domain (.mil) 
restrictions. 
Rrn 3400 will use only standalone computers and all data will be transferred via 
CD-ROM or discs which will remain in the space and be stored in lockable file 
cabinets when not in use. 

3. Control Requirements: 

a. Data Call replies will be inventoried, dated, logged assigned a control number and designated 
"Original Copy." E&T JCSG Ranges Subgroup working lead POC Mr. Thomas Macia 703-692- 
6410 andlor E&T JCSG Ranges Subgroup working alternate POC (Mr. Robert Lepianka) are the 
only ones with access to the "Original Copy". Two "Master Copiesn of the Original will be re- 
produced and will be the main source of data for conducting analysis in Rm 1 El21 and Rm 3400. 
Additional copies will be made on a limited basis to support questions, notes, and analysis with 
prior approval of the E&T JCSG Ranges Subgroup working lead POC. The same control number 
will be used for each copy, annotated with copy number and total number of copies re-produced 
(e.g. Control # 101A -1 Of 1012 Of 10). 

b. Additional Control Requirements: 
*:* Loglsign-in sheet will be maintained by E&T JCSG Ranges Subgroup working alternate 

POC (Mr. Bob Lepianka) to control all data and personnel for Rm 1 El21 and by 
T&ESWG alternate POC (Mr. C. Buchanan) for Rm 3400. 

Q Logging procedures: Two separate logs are utilized in each area: 
o Lon #I: Information review and analysis only in the data storage area location 

where the "Master Copy" is stored. Copies should be limited, but can be re- 
produced and must be returned to POC prior to departing data storage area. 

Name (Last, First, MI) 
Non-disclosure agreement on file (yeslno), if no access is denied 
Date (ddlmmmlyy) signed out (to work in the designated data analysis work 
area). 

o Time (24 hour clock) 
Date (ddlmmmlyy) returned 
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o Time (24 hour clock) 
Rank, Civilian (Title, grade) 
Organization (Ranges workgroup) 
Description of information 
Purpose (why access is requested) 

o Log #2: Information copied for removal 
Name (Last, First, MI) 

a Non-disclosure on file (yeslno) If no access is denied 
a Date (ddlmmmlyy) copied 

Time (24 hour clock) 
Rank, Civilian (Title, grade) 

a Organization (Ranges workgroup) 
Number of Pages copied 

a Description of information 
Reason for copy 

o Log #3: Access check log; Recap of Log 1 and 2 on monthly basis. 
a Date (by month) 
a Ranges Subgroup working group title 

Data requests for analysis in designated storage area 
Data requests to be copiedlremoved 

a Rank, Civilian (Title, grade) 

*:* "Master" (original data) copies notes, or computations will not be removed from the Rm 
1 E l  21 secure area without prior approval of the E&T JCSG Ranges Subgroup working 
lead POC Mr. Thomas Macia 703-692-6410. Movement of original data outside the 
secure area is limited to the E&T JCSG Ranges Subgroup working lead POC andlor his 
designated alternate. 

o Ensure all documents are properly marked with BRAC headerlfooter information 
(Draft Deliberative Document - For Discussion Purposes Only Do Not Release 
Under FOIA). 

o If personnel are authorized to leave the BRAC Controlled Data Secure Area(s) 
with BRAC data, the data and cover sheet will be in manila envelope andlor 
sufficient containers to secure information. Personnel transporting such material 
must have the ability to restrict access to the data at interim and final 
destinations. Taking data out of the secure area is the exception not the norm. 

o The use of e-mail for discussion, notes, and computations is prohibited. 

4. Access  Requirements: 

a. Data access is limited to members of the JCSG- E&T Ranges Subgroup and to those the E&T 
JCSG Ranges Subgroup working lead POC Mr. Thomas Macia 703-692-6410, or Mr. John Foulkes, 703- 
695-8996, TBESWG POC for T&ESWG matters, designates in accordance with sign-in procedures listed 
paragraph # 3. The alternate POCs will maintain a list of individuals granted access to the information 
within each facility/secure area. The alternate POC (Mr. Bob Lepianka and Mr. C. Buchanan, 
respectively) is responsible for opening and securing the datalfacility. The list is modified only with the 
approval of the E&T JCSG Ranges Subgroup or T&ESWG POC. The alternate POCs will maintain a list 
of individuals who have signed a Non-Disclosure Agreement. The alternate POCs will serve as the point 
of contact for access and availability of data. Respective sub-working groups will work from their "Master 
Copy" of the data. Each primary Subgroup and sub-working group member (service designees) will have 
equal access to the data. However, the alternate POCs (Mr. Bob Lepianka and Mr. C. Buchanan) with 
concurrence from the subgroup POC, Mr. Tom Macia, or T&ESWG POC, Mr. John Foulkes, will make the 
determination whether varying levels of access are authorized for support members based upon the 
situation. 

b. Additional Access Requirements: 
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-3 An access authorization list of personnel with authorized access to each 
facility/secure area is maintained by the respective alternate POC and 
checked when access is requested. Subgroups will work with their individual 
"Master Copy" and not the 'Original Document". 

o No access is granted if the individual is not on the approved list. 
Access is not granted to an individual until the individual goes 
through channels with appropriate documentation and approval. 

o Non-disclosure agreements are maintained as backup 
documentation to the approved access list. 

o One time access to datalsecure area for Subject Matter Experts 
(SME) is granted by the E&T JCSG Ranges Subgroup working lead 
or T&ESWG POC. SMEs are not authorized to remove, take any of 
data in any form, (hard copy, notes, electronic) from the Ranges 
Subgroup or T&ESWG data storage areas (1 E l  22113400). 
Subgroup or T&ESWG POC will ensure all SMEs have signed non- 
disclosure statements 

5. Other Requirements: 

a. All data, including copies/version in any form are centrally stored in each area. To prevent 
unauthorized access to data submissions, suite access is restricted by locking suitelsteel storage 
containers whenever they are unattended or when not in use. 

b. Other Requirements: 
O SOP'S will be reviewed monthly and updated as required. 
0% Access checks will be run monthly and logged to gage whom (by Ranges 

Subgroup workgroup and T&ESWG) and how often access has been 
requested/utilized. 

9 If the requirement for a Supplemental Data call arises, the collected 
information will be handled in the same manner as described above. 

+3 SupplementallCorrected data: If/when supplemental data is received it will 
be inserted as a replacement page to the original data file. The original data 
replaced will be saved in a back-up file for reference. The original hard copy: 
The page will be replaced with the supplement data and the original page will 
be shredded. (The original will be in a back up file on disk, no reason to save 
hard copy) Same replacements will be made to Master Hard Copy 
documents for Rm 1 E l  21 and Rm 3400. 

Alternate E&T JCSG Ranges Subgroup working POC is Mr. Robert Lepianka, 703-692-6427, DAMO- 
TRS. Alternate T&ESWG POC is Mr. C. Buchanan, 703-601-1 760, N091. 

BUFORD C. BLOUNT, Ill 
Major General, GS 
Assistant Deputy Chief of Staff, G-3 
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Addendum I to JCSG-Ranges ICP SOP dated 30 Jan 2004 

Receipt of data call information from E&T JCSG Chiefs 

a. E&T JCSG Chiefs will provide the E&T JCSG Range subgroup with the BRAC data call 
information via CD. The Range alternate POC is designated the individual authorized to transport 
the BRAC information. While transporting BRAC information, media should be appropriately 
covered with "close hold" cover sheet and protected from possible disclosure. 

b. Upon arrival back at the Range work site, 1 E121, Pentagon the CD will be logged according to 
the Range ICP SOP as per log #l. The alternate POC will copy the CD onto the Range 
designated computer using the C drive, BRAC file. The Range POC will verify everything was 
copied from the CD to the C drive, BRAC file. The CD will then be secured in accordance with 
Range ICP SOP. This CD will not be used again unless the file on the C Drive should become 
corrupt. Paper copies of the C drive BRAC information will be logged and distributed to Range 
members according to Range ICP SOP. The chair and POC, and alternate POC's are the only 
members of the subgroup who are authorized to make copies of the BRAC information. Range 
members are required to secure the paper copies of BRAC data according to Range ICP SOP. 

Transfer of information into the subgroup analysis tool 

a. The Range alternate POC designates the Range data analyst primary Service Range 
member's authority to take the information off the C drive BRAC file and input it directly into the 
Range analysis tool. Each member is responsible for verifying the accuracy of the BRAC 
information entered into the tool. Range members who enter BRAC information into the tool must 
have another Range member verify information accuracy. The DODIG is responsible for 
performing spot checks on the accuracy of the BRAC data transfer. If data entry errors are 
discovered, the member committing the error or POC will make immediate corrections and the 
change revalidated for accuracy. 

Receipt of supplemental data call information from E&T JCSG Chiefs 

a. E&T JCSG Chiefs will provide the E&T JCSG Range subgroup with the BRAC supplemental 
data call information via CD. The Range alternate POC is the designated individual authorized to 
transport the BRAC information. While transporting BRAC supplemental information, media 
transported should be appropriately covered with "close hold" cover sheet and protected from 
possible disclosure. ' 

b. Upon arrival back at the Range subgroup worksite, 1 E l  21, Pentagon the CD will be logged 
according to the Range subgroup ICP SOP. The alternate POC will copy the CD onto the Range 
computer using the C drive, BRAC file. The supplemental information will be stored in folders on 
the C drive, BRAC file as follows: 

Data Call Number 
o Army 

Question 103 (Example) 
Question 108 (Example) 

o NavylMarine Corps 
o Air Force 
o Defense Agencies 
0 

The Range alternate POC will verify everything was copied from the CD to the C drive, BRAC file. 
The CD will then be secured in accordance with Range ICP SOP. This CD will not be used again 
unless the file on the C drive should become corrupt. Paper copies of the C drive BRAC 
supplemental information will be logged and distributed to Range members according to Range 
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ICP SOP. The Chair, POC, and alternate POC are the only members of the subgroup who are 
authorized to make copies of the BRAC supplemental information. Range members are required 
to secure the paper copies of BRAC supplemental data according to Range ICP SOP. 

c. The Range alternate POC is responsible for incorporating supplemental data into the C drive, 
BRAC file. The Range alternate POC will identify the specific question, data element. And 
response to be changed. In the electronic files (access and MS Word), the Range alternate POC 
will key enter updated response in the appropriate location(s) and in the MS Word add a footnote 
that includes the date, log number, and change. For PDF files, the Range alternate POC will 
attach a comment (date, log number, and change) to the specific PDF file that is being updated. 
A primary Service Range member will verify the supplemental data was updated correctly in the 
C drive, BRAC file. The DODlG is responsible for performing spot checks on the accuracy of the 
BRAC supplemental data transfer. If data entry errors are discovered, the POC will make 
immediate corrections and the change revalidated for accuracy. The alternate POC will identify 
to the primary Service Range member that supplemental data has been received and changes 
are required in the data tool. 

d. The Range alternate POC designates the Range data analyst and primary Service Range 
member's authority to take the information off the C drive BRAC supplemental file and input it 
directly into the Range analysis tool. Each member is responsible for verifying the accuracy of 
the BRAC supplemental information entered into the tool. Range members who enter BRAC 
supplemental information into the tool must have another Range member verify information 
accuracy. The DODlG is responsible for performing spot checks on the accuracy of the BRAC 
supplemental data transfer. If data entry errors are discovered, the POC will make immediate 
corrections and the change revalidated for accuracy. The Range data analyst and primary 
Service Range members must review all analysis tools to determine all areas impacted by the 
supplemental information. 

CALIBRE access requirements 

a. CALIBRE will receive or send data on a CD or floppy disc tolfrom the E&T JCSG Range's 
subgroup data security POC (Mr. Bob Lepianka) fromlat his Pentagon location. 1 E121. 

b. All work at CALIBRE headquarters (6354 Walker Lane, Metro Park, Alexandria, VA 22310- 
3252) will occur within secure office that will be secured 2417. The office is room number 5019 
located on the 51h floor of CALIBRE, Metro Park, Alexandria, VA. 

The secure office will allow only limited access to a predetermined list of CALIBRE 
employees. Employees with access have both a Secret Security clearance and have 
signed a Non-Disclosure Agreement. ((Non-Disclosure on file at both CALIBRE HQ 
and Pentagon, Rm 1 E l  21. 
The secure office will include a sign in sheet, documenting dates and times of ' 

entrance and egress. 
The master data CD copy received from Range subgroup alternate POC will be 
loaded onto two secure desktop computers that will NOT be connected to the LAN 
and the copy of the Master will be stored in a locked storage container in the office of 
Ms. Amy Dubois, CALIBRE Headquarters. 
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Addendum 1 A 

JCSG-Ranges ICP SOP dated 30 Jan 2004 25 Jun 04 

Receipt of data call information from E&T JCSG Chiefs 

a. E&T JCSG Chiefs will provide the E&T JCSG Range subgroup with the BRAC data call 
information via CD. The Range alternate POC is designated the individual authorized to transport 
the BRAC information. While transporting BRAC information, media should be appropriately 
covered with "close holdn cover sheet and protected from possible disclosure. 

b. Upon arrival back at the Range work site, 1 E121, Pentagon the CD will be logged according to 
the Range ICP SOP as per log # l .  The alternate POC will copy the CD onto the Range 
designated computer using the C drive, BRAC file. The Range POC will verify everything was 
copied from the CD to the C drive, BRAC file. The CD will then be secured in accordance with 
Range ICP SOP. This CD will not be used again unless the file on the C Drive should become 
corrupt. Paper copies of the C drive BRAC information will be logged and distributed to Range 
members according to Range ICP SOP. The chair and POC, and alternate POC's are the only 
members of the subgroup who are authorized to make copies of the BRAC information. Range 
members are required to secure the paper copies of BRAC data according to Range ICP SOP. 

Transfer of information into the subgroup analysis tool 

a. The Range alternate POC designates the Range data analyst primary Service Range 
member's authority to take the information off the C drive BRAC file and input it directly into the 
Range analysis tool. Each member is responsible for verifying the accuracy of the BRAC 
information entered into the tool. The check and balance for input accuracy is: Range members 
who enter BRAC information into the tool must have another Range member verify information 
accuracy. The DODIG is responsible for performing spot checks on the accuracy of the BRAC 
data transfer. If data entry errors are discovered, the member committing the error or POC will 
make immediate corrections and the change revalidated for accuracy. 

Receipt of supplemental data call information from E&T JCSG Chiefs 

a. E&T JCSG Chiefs will provide the E&T JCSG Range subgroup with the BRAC supplemental 
data call information via CD. The Range alternate POC is the designated individual authorized to 
transport the BRAC information. While transporting BRAC supplemental information, media 
transported should be appropriately covered with "close hold" cover sheet and protected from 
possible disclosure. . 
b. Upon arrival back at the Range subgroup worksite, 1 E l  21, Pentagon the CD will be logged 
according to the Range subgroup ICP SOP. The alternate POC will copy the CD onto the Range 
computer using the C drive, BRAC file. The supplemental information will be stored in folders on 
the C drive, BRAC file as follows: 

Data Call Number 
o Army 

Question103(Example) 
Question 108 (Example) 

o NavyIMarine Corps 
o Air Force 
o Defense Agencies 
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The Range alternate POC will verify everything was copied from the CD to the C drive, BRAC file. 
The CD will then be secured in accordance with Range ICP SOP. This CD will not be used again 
unless the file on the C drive should become corrupt. Paper copies of the C drive BRAC 
supplemental information will be logged and distributed to Range members according to Range 
ICP SOP. The Chair, POC, and alternate POC are the only members of the subgroup who are 
authorized to make copies of the BRAC supplemental information. Range members are required 
to secure the paper copies of BRAC supplemental data according to Range ICP SOP. 

c. The Range alternate POC is responsible for incorporating supplemental data into the C drive, 
BRAC file. The Range alternate POC will identify the specific question, data element. And 
response to be changed. In the electronic files (access and MS Word), the Range alternate POC 
will key enter updated response in the appropriate location(s) and in the MS Word add a footnote 
that includes the date, log number, and change. For PDF files, the Range alternate POC will 
attach a comment (date, log number, and change) to the specific PDF file that is being updated. 
A primary Service Range member will verify the supplemental data was updated correctly in the 
C drive, BRAC file. The DODlG is responsible for performing spot checks on the accuracy of the 
BRAC supplemental data transfer. If data entry errors are discovered, the POC will make 
immediate corrections and the change revalidated for accuracy. The alternate POC will identify 
to the primary Service Range member that supplemental data has been received and changes 
are required in the data tool. 

d. The Range alternate POC designates the Range data analyst and primary Service Range 
member's authority to take the information off the C drive BRAC supplemental file and input it 
directly into the Range analysis tool. Each member is responsible for verifying the accuracy of 
the BRAC supplemental information entered into the tool. Range members who enter BRAC 
supplemental information into the tool must have another Range member verify information 
accuracy. The DODlG is responsible for performing spot checks on the accuracy of the BRAC 
supplemental data transfer. If data entry errors are discovered, the POC will make immediate 
corrections and the change revalidated for accuracy. The Range data analyst and primary 
Service Range members must review all analysis tools to determine all areas impacted by the 
supplemental information. 

CALIBRE access requirements 

a. CALIBRE will receive or send data on a CD or floppy disc tolfrom the E&T JCSG Range's 
subgroup data security POC (Mr. Bob Lepianka) fromlat his Pentagon location. 1 E l  21. 

b. All work at CALIBRE headquarters (6354 Walker Lane, Metro Park, Alexandria, VA 22310- 
3252) will occur within secure office that will be secured 2417. The office is room number 5019 
located on the 5'h floor of CALIBRE, Metro Park, Alexandria, VA. 

The secure office will allow only limited access to a predetermined list of CALIBRE 
employees. An employee's access roster will be posted on the entrance door to the 
secure room. Employees with access have both a Secret Security clearance and 
have signed a Non-Disclosure Agreement. ((Non-Disctosure on file at both CALIBRE 
HQ and Pentagon, Rm 1 E l  21. 
The secure office will include a sign in sheet, documenting dates and times of 
entrance and egress. 
The master data CD copy received from Range subgroup alternate POC will be 
loaded onto one secure desktop computer that will NOT be connected to the LAN 
and the copy of the Master CD will be stored in a locked storage container in the 
office of Ms. Amy Dubois, CALIBRE Headquarters. 
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Addendum 2 25 Jun 2004 

E&T JCSG-Ranges ICP SOP dated 30 Jan 2004 
Capacity Analysis Clarification ProcesslProcedure 

1. PURPOSE 
This document outlines the procedures for E&T JCSG members to request fiom the various Department of 
Defense entities and Branches of Services clarification concerning the BRAC 2005 Capacity and Military Value 
questions. The intent of this effort is to address current questions and answers of Data Call #l. Obtaining 
correct data to the current "as is" capacity questions is the objective. Seeking supplemental capacity related 
data is not the intent. Supplemental capacity data requests require separate data calls with short turn suspense's. 

2. REFRENCES 

Memorandum, Under Secretary of Defense (Acquisition, Technology, and Logistics), 16 April 2003, subject: 
Transformation Through Base Realignment and Closure (BRAC 2005) Policy Memorandum One - Policy, 
Responsibilities, and Procedures. Includes Appendix B, Ofice of the Secretary of Defense Internal Control 
Plan for the 2003 Base Realignment and Closure Process. 

Defense Base Closure and Realignment Act of 1990 (Public Law 101-510, as amended). 
Memorandum, Secretary of Defense, 15 November 2002, Subject: Transformation Through Base 
Realignment and Closure. 
Message, Secretary of Defense, 13 February 2003, Subject: Public Affairs Guidance (PAG) - 
Transformation Through Base Realignment and Closure (BRAC 2005). 
Message, Secretary of Defense, 20 November 2003, Subject: Public Affairs Guidance (PAG) - 
Transformation Through Base Realignment and Closure (BRAC 2005). 

Email Message, McAndrew, Michael, Mr,  OSD-ATL, 6 May 2004, Subject: Data Call #1 Clarification 
(Note: addresses coordination points of contacts for resolving incomplete or erroneous information) 

3. CLARIFICATION PROCESS 

The following procedures outline the steps to request clarification for incomplete, unclear, erroneous and or 
unanswered information: 
E&T JCSG staff andlor Subgroup 

Identifj, requirement, establish a data delivery due date, document requests using the E&T JCSG 
tracking tool (must be auditable), and assign category to requirement as follows: 
Missing Data: Data is incomplete or missing 
Erroneous Data: Data appears to be inaccurate or is inconsistent with responses ffom other MILDEPS, 
agencies, and activities. 
MILDEP Tool Problem: The limitations of a specific MILDEP data collection tool are creating a 
situation where the data is not recognizable, translatable or understandable. 
Structural Issue: Problemslissues with the Master Database (will be directed to OSD BRAC) 

Forward the request for information to the appropriate E&T JCSG Service BRAC Representatives identified 
beIow: 

Air Force: Send all inquires to AF BRAC Help Desk via E-Mail to 
af.brachel~desk@pentagon.af.mil. The lead 0-6lGS-15 of the JCSG or of a JCSG Subgroup is to provide 
the initial tasking e-mail to the Help Desk. The Help Desk is responsible for reviewing, coordinating, 
trackmg, and changing the data through established adjudication process. The SAF/IEBB Helpdesk 
Personnel contacts include: 
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Mr Martin Bullock, 692-5 122 
Mr Bob Tuck: 692-5 123 
Ms Paula Loomis: 692-95 14 
Mr Chuck Meshako: 692-5 124 
Mr Roy Murray: 692-5 12 1 
Army: Mr. Bob Hamson, 703-692-7780, robert.harrison@us.my.mil 
Navy: Capt Gene Surnmerlin, 703-602-643 1, gene.summerlin@navy.mil 

o Flight Training subgroup: Capt Gene Surnmerlin, 703-602-643 1, 
gene.summerlin@,navv.mil 

o Ranges subgroup: CDR Joe Arleth, 703-602-6436, 
joseuh.arleth@,navv.mil 

o Specialized Skills and Training subgroup: CDR Greg Hilscher, 703- 
602-6433, greg.hilscher@,naw.mil 

o Professional Development and Education subgroup: LtCol Mark 
Murphy, 703-602-6438, rnark.murphv2@navy.mil 

Monitor all Open Requests on a regular basis with the "Open Clarification Report". Coordinate all 
"Past Due Requests" needing escalation with Service BRAC representatives and E&T JCSG 
Coordination Team. E&T JCSG Coordination Team will submit request for assistance to the BRAC 
office and/or E&T JCSG Service Principles. If issues raised by your Service Principal cannot be 
resolved by a particular Military Department, they will be forwarded to the ISG for adjudication. 

Close Clarification Request in the E&T JCSG tracking tool upon receiving a confirmation that the 
certified data has been incorporated into the OSD JCSG Master Production Capacity Analysis 
Database. 

Service BRAC Representatives 

o The Service BRAC representatives are the central point of contact for the E&T JCSG sub- 
groups to monitor the status of all requests to their various entities. 

o Ensures requests for clarification are forwarded to the appropriate unitlorganization. 

o Ensures the unitlorganization data is certified and captured by the established delivery 
suspense date. 

o Ensures the certified data is captured into Service data tool and OSD BRAC or forwarded to 
the E&T JCSG through approved procedures. 

OSDBRAC 

o Captures the certified data from the various DoD and Services databases and post updates at 
least weekly to the JCSG Master Database. 

o Notifies the JCSG when changes to the OSD Master Database are available for updating the 
JCSG Production sources. 

E&T JCSG Coordination Team 

o Updates the certified changes to the E&T JCSG Production database. 

o Notifies the E&T JCSG sub-groups when changes are available and ready for use. 
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Addendum 3 27 July 2004 

E&T JCSG-Ranges ICP SOP dated 30 Jan 2004; Addendum I 
Receipt of supplemental data call information subpara c. 

1. Addendum 3 superceds addendum 1 paragraph c. 

2. Paragraph now reads: The Range alternate POC is responsible for incorporating supplemental data 
on to the desktop as an access database file. The file will be labeled "E&T BRAC analysis Data Base 
(Then the current number #), the old data base will be moved to the JCSG desktop folder, and file under 
old information. No more than the past two databases will be kept in the old file. The hard drive is 
removable. It is removed nightly and secured as per SOP instructions. All of the old databases will be 
stored in a secure cabinet on cd for reference and audits. Each database comes with a hard copy print 
out of the question numbers that were changed and the installations that changed them. 

The Range alternate POC will identify the specific questions (questions specifically used by the 
Training subgroup for capacity analysis and questions that were sent as requests for clarification. 
The alternate POC will create a data base cd and copy of the hard copy question printout for the 
T&E to sign for and receive. T&E will be responsible for handling the supplemental data as per 
T&E specific ICP SOP instructions. 
Range Training has no supplemental data but does have requests for clarifications. These 
specific question numbers are: 

o Ground training: #152, 157 
o Air: # I  60, 169 
o Sea: #192, 193 

Data updates will be implemented as follows: 
o Data questions will be queried and saved as an excel file for use in updating. 
o Data in excel will be identified by target location and question. 
o Data will be updated on the master excel capacity analysis spreadsheet for training. 
o The master spreadsheet will be annotated in the installation name box by the last data 

base number that was updated. (db3). 
o The hard copy printout will be annotated and filed. The filed hard copy will be the audit 

trail for the execution of the data base updates. 
A primary Service Range member will verify the supplemental data was updated correctly in the 
C drive, BRAC file. The DODlG is responsible for performing spot checks on the accuracy of the 
BRAC supplemental data transfer. If data entry errors are discovered, the POC will make 
immediate corrections and the change revalidated for accuracy. The alternate POC will identify 
to the primary Service Range member that supplemental data has been received and changes 
are required in the data tool. 
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Addendum 4 28 Oct 2004 

E&T JCSG-Ranges ICP SOP dated 30 Jan 2004; Addendum 1 

Safeguard procedures for the use to OSD TJCSG Secure Portal for information 
and data transfer. 

Portal Access Control Roster: POC for portal access for the training subgroup is Mr. Robert S. Lepianka, 
POC for T&E is Mr. Roy Owens. 

o Training Access Roster 
o Mr Robert Lepianka POC 
o Mr. Thomas Macia Range Subgroup POC 
o CDR Joseph Arleth Sea domain USN 
o LCDR Kristina Nielsen Sea domain USN 
o Mr James Sample Air domain USAF 
o Ms. Kerry Sawyer Grd domain USMC 
o LtCol Wren Meyers Grd domain USMC 
o Mr. Markus Craig Calibre Systems 
o MAJ Michael Hitchcock JFCOM 
o Mr Robert Harrison Army Liaison TABS 

o T&E Access Roster 
o Mr Roy Owens POC 
o Dr John Folkes T&E Subgroup POC 
o Beth Schaeffer DoD IG 
o Mr Thomas Dobry USAF 
o Mr Dan Long USN 
o MAJ Martin Whalen USAF 
o Mr Paul Schaeffer USAF 
o Mr Skip Buchanan USN 
o Mr In, Boyles DO T&E 
o Mr Ray Fontaine USA 
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Addendum 5 15 April 2005 

E&T JCSG-Ranges ICP SOP dated 22 Feb 2005 

Range Subgroup SOP Update for Safeguarding Base Realignment and Closure 
(BRAC) Data. 

Addendum 5 change 1 : Storage Requirements: Store data in DAMO-TRS Rm 1 E l  21, Pentagon, 
Arlington Virginia for use by the Training sub-working groups is 

Change to: Store data in Rosslyn Office, 1401 Wilson Blvd., Rosslyn, VA, 22209-2325, sth floor 
suite 501 Range Subgroup office, room number 551. All data storage and accounting requirements 
remain static. 

Addendum 5 change 2: It is the responsibility of Mr. John Foulkes, 703-695-8996, to inform NO91 
administration of the departure or addition of any permanent T&ESWG member. 

Change to: It is the responsibility of Mr Brian Simmons, 410-278-1016, to inform NO91 
administration of the departure or addition of any permanent T&ESWG member. 

Addendum 5 change 3: Administrative Functions conducted at the Pentagon 1 E121. 
Change to: All administrative functions conducted at the Pentagon, 1 El21 will remain the same, 

except they will now be conducted in Rosslyn. 

Addendum 5 change 4: Control requirements paragraph 3 sub-paragraph a &b; conducted at the 
Pentagon, 1 E l  21. 

Change to: All control requirements conducted at the Pentagon, 1 El21 will remain the same, 
except they will now be conducted in Rosslyn. 

Addendum 5 change 5: Access requirements paragraph 4 sub-paragraph a; Data access is limited to 
members of the JCSG- E&T Ranges Subgroup and to those the E&T JCSG Ranges Subgroup working 
lead POC Mr. Thomas Macia 703-692-6410, or Mr. John Foulkes, 703-695-8996, T&ESWG POC for 
T&ESWG matters. 

Change to: Access requirements paragraph 4 sub-paragraph a; Data access is limited to 
members of the JCSG- E&T Ranges Subgroup and to those the E&T JCSG Ranges Subgroup working 
lead POC Mr. Thomas Macia 703-692-6410, or Mr Brian Simmons, 410-278-1016, T&ESWG POC for 
T&ESWG matters. 

Addendum 5 change 6: Access requirements paragraph 4 sub-paragraph a; Each primary Subgroup and 
sub-working group member (service designees) will have equal access to the data. However, the 
alternate POCs (Mr. Bob Lepianka and Mr. C. Buchanan) with concurrence from the subgroup POC, Mr. 
Tom Macia, or T&ESWG POC, Mr. John Foulkes, will make the determination whether varying levels of 
access are authorized for support members based upon the situation. 

Change to: Access requirements paragraph 4 sub-paragraph a; Each primary Subgroup and 
sub-working group member (service designees) will have equal access to the data. However, the 
alternate POCs (Mr. Bob Lepianka and Mr. C. Buchanan) with concurrence from the subgroup POC, Mr. 
Tom Macia, or T&ESWG POC, Mr. Brian Simmons, will make the determination whether varying levels of 
access are authorized for support members based upon the situation. 

Change to: All of the rest of the access requirements conducted at the Pentagon, 1 El21 will 
remain the same, except they will now be conducted in Rosslyn. 

Addendum 5 change 7: Other requirements paragraph 5 sub-paragraph a and b; 
Change to: All of the rest of the other requirements conducted at the Pentagon, 1 El21 will 

remain the same, except they will now be conducted in Rosslyn. 
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Addendum 5 change 1 to addendum 1: Receipt of data call information from E&T JCSG chiefs, sub- 
paragraph a and b. 

Change to: All of the rest of the receipt of data information from E&T JCSG chiefs conducted at 
the Pentagon, 1E121 will remain the same, except they will now be conducted in Rosslyn. 

Addendum 5 change 2 to addendum 1: Transfer of information into the subgroup analysis tool, subparagraph a, 
The Range alternate POC designates the Range data analyst primary Service Range member's authority 
to take the information off the C drive BRAC file and input it directly into the Range analysis tool. Each 
member is responsible for verifying the accuracy of the BRAC information entered into the tool. The 
check and balance for input accuracy is: Range members who enter BRAC information into the tool must 
have another Range member verify information accuracy. The DODlG is responsible for performing spot 
checks on the accuracy of the BRAC data transfer. If data entry errors are discovered, the member 
committing the error or POC will make immediate corrections and the change revalidated for accuracy. 

Change to: The Range alternate POC designates the Range data analyst primary Service 
Range member's authority to take the information off the CAD and MAD E&T JCSG data CDs and input 
them directly into the Range analysis tool for capacity. Data for Mil Val is copied from the original data 
cd, logged out and signed for by the POC (Mr. Karl Kalb) to Calibre Systems. Calibre Systems, in turn 
merges the raw MIL Val data into the Mil Val data bases for analysis. 

Change to: The DODlG is responsible for performing spot checks on the accuracy of the BRAC 
data transfer. If data entry errors are discovered, the member committing the error or POC will make 
immediate corrections and the change revalidated for accuracy. Spot checks are not conducted but 
rather a full DoD IG validation of the capacity arrd mil val output. Any discrepancies are returned to the 
Subgroup POC via DoD IG memo, with a S: for documented corrections. The same procedures hold for 
Mil Val, except the POC is Mr KARL Kalb at Calibre. 

Addendum 5 change 3 to addendum 1: Receipt of supplemental data call information from E&T JCSG chiefs sub- 
paragraphs a,b,c,and d. 

Change to: All of the rest of the receipt of supplemental data call information from E&T JCSG 
chiefs conducted at the Pentagon, 1 E l  21 will remain the same, except they will now be conducted in 
Rosslyn. 

Addendum 5 change 4 to addendum 1: Calibre access requirements sub-paragraph a and b. all 
references to 1 E l  21. 

Change to: Rosslyn location 
Change to: Replace Amy Dubois with Chuck Fowler 

Addendum 5 change 1 to addendum 1A: All references to Pentagon, 1E121 
Change to: Rosslyn location. 

Addendum 5 change 1 to addendum 4: Portal access control roster. 
Change to: T&E access roster Replace Dr. John Folks with Mr Brian Simmons 

Addendum 5 addition 1 Range Subgroup SOP: Key Points of Contact, Each subgroup is responsible for providing 
adequate controls and management oversight to protect against the release of subgroup's information to 
unauthorized personnel. The Range Subgroup key points of contact are: 

Range Subgroup POC: Mr Thomas Macia 703-692-641 7 
Range Subgroup T&E POC: Mr. Brian Simmons 410-278-1016 
Range Subgroup Tng Sr. Analyst: Mr. Robert Lepianka 703-696-6435 ext 288 
Range Subgroup T&E Alt POC: Mr Ray Fontaine 41 0-278-1 025 
Range Subgroup T&E Sr. Analyst: Mr Roy Owens 703-998-1 691 
Range Subgroup Tng Air: COL James Wilson 703-588-6369 
Range Subgroup Tng Sea: CDR Joseph Arleth 703-602-6436 
Range Subgroup Tng Grd: LtCol Wren Myers 703-432-1 248 

Addendum 5 addition 2 Range Subgroup SOP: Administrative responsibilities add paragraph c: 
Information disclosure. Everyone involved in the BRAC 2005 process must use every precaution to 
prevent improper release of, or access to, BRAC 2005 information. Not only is access restricted to those 
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individuals officially approved to take part in the BRAC 2005 process, car must also be taken to avoid 
inadvertent dissemination of such information through verbal conversation, facsimile, e-mail, or other 
electronic communication means. 

Addendum 5 addition 3 Range Subgroup SOP: Access requirements add paragraph c. lnformation 
access; Access to copies of deliberative andlor draft deliberative documents will be restricted to those 
individuals who have signed Non-disclosure Agreements that are on file in Suite 502 and on a need to 
know basis. All deliberative documents are "CLOSE HOLD" information and shall be maintained in the 
Range Subgroup secure office space. Authorized individuals who remove copies of deliberative andlor 
draft deliberative documents (electronic or paper) from Range Subgroup secure office space must first 
obtain permission from the Range Subgroup POC or Senior Analyst and sign for the material in a sign-out 
log maintained by the Range Subgroup senior analyst. The following is a quote from Policy 
Memorandum One, referenced above. 

Addendum 5 addition 4 Range Subgroup SOP: Control requirements; add paragraphs for "Document 
Destruction", and "Information Security Breach". 

Document Destruction: As required, BKAC documents will be returned to the Range Subgroup 
senior analysts for disposition. It is each person's responsibility to ensure all other BRAC related 
documents not under document control are placed into the burn bags. The DoD Incinerator 
organization is responsible for destroykg classified and unclassified documents, IAW 
Administrative Instruction 26, Chapter 9. 
lnformation Security Breach: All precautions must be taken to avoid losslunauthorized release of 
"CLOSE HOLD" information that is considered or produced by the Range Subgroup. Attention to 
detail and training are the best preventative measures to avoid a security breach. However, if 
and when a security breach incident occurs, the following checklist shall be used: 

The individual identifying the breach shall: 
1. Conduct an immediate search of the local area and question personnel in the vicinity. 
2. Notify the Range subgroup POC or the alternate (senior analyst). 

The Alternate POC: 
1. Conduct an exhaustive search in the vicinity of the document's1CD's last known 

location. 
2. Assess the naturelimpact of the loss/unauthorized release of the "CLOSE HOLD" 

information. 
3. Report incident status to the E8;T JCSG Chief. 

The E&T JCSG Chair Persons shall: 
1. Review the incident. 
2. Expand the searchlopen an investigation concerning the incident, as seen fit. 
3. Assess potential damagelpublicity that could be associated with the incident. 
4. At their discretion, inform all appropriate authorities of the nature, extent, and resolution 

of the security breach. 

Addendum 5 addition 5 Range Subgroup SOP: Control requirements; add paragraphs for "Facsimile 
usage; 
The use of facsimile machines to transmit information such as Military Value Scoring Plans, data call 
questions and responses, scenarios, possible alternatives, or recommendation candidates is not 
permitted. lnformation not dealing with Military Value Scoring Plans, data call questions and responses, 
scenarios, possible alternatives, or recommendations may be faxed to authorized recipients. Individuals 
are responsible for logging in the appropriate information into the "Document Fax Log". Care will be 
taken to ensure that the facsimile machine is monitored during transmission and receipt to preclude any 
compromise of sensitive information. The procedure is that contact between the individuals 
sendinglreceiving the fax must be made and that each individual must be present at the FAX to control 
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transferred documents and confirm receipt. A sign will be posted on the facsimile machine stating the 
requirement for monitoring transmissions. This is not the normal means of communication. 

Addendum 5 addition 6 Range Subgroup SOP: Control requirements; add paragraph Facsimile Log. Log 
number 6. 

o Log #6: Information faxed 
Name (Last, First, MI) 
Non-disclosure on file (yeslno) If no access is denied 
Date (ddlmmmlyy) copied 
Time (24 hour clock) 
Rank, Civilian (Title, grade) 
Organization (Ranges workgroup) 

r Number of Pages faxed 
Description of information 
Reason for fax 
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