
 

LONG-TERM PRESERVATION OF WEB 

ARCHIVES – EXPERIMENTING WITH 

EMULATION AND MIGRATION 

METHODOLOGIES 

IIPC PROJECT TO EVALUATE EMULATION AND MIGRATION AS LONG-TERM 
PRESERVATION SOLUTIONS FOR WEB ARCHIVES. 

10 December 2009 

Author: Andrew Stawowczyk Long 

Strategist 

Digital Preservation Standards 

National Library of Australia 



2 | P a g e  
 

1. INTRODUCTION 

“I say emulate, he says migrate!”1 This sentence summarises current attitudes towards long-

term preservation of web archives among members of the IIPC. The existing strong 

polarisation of views seems to be largely based on personal beliefs, rather than on any 

particular empirical evidence. In fact, we do not know if either, or which of these 

methodologies would be more useful in the task in the long term. It is conceivable that none 

of them would be the final answer. On the other hand, it may be a combination of both (or 

even completely different) approaches, that would be required in long-term preservation of 

digital objects in web archives. 

Many private and national institutions are collecting large amount of web material. The 

National Library of Australia (NLA) collects, for example, nationally significant material in its 

PANDORA archive program. Additionally, over the past five years, a Wide Domain Harvest 

(WDH) has been annually performed by the Internet Archives on behalf of the NLA. The 

NLA’s position is similar to many other IIPC partner archives. 

Over time, all or most of this growing body of web materials will require preservation. 

Judging by the available literature, it appears that currently for this task many institutions, 

including the NLA, use short-term solutions designed to address only specific issues that are 

perceived as most urgent.  Institutions concentrate on improving storage and access to their 

archives as a whole, but no one is under any illusion that we have long-term preservation 

planning under control. 

Apart from technological challenges, conceptually digital preservation revolves around the 

idea that it is imperative to preserve most of the material in our collections, with as much 

fidelity as possible. It is unclear however, what criteria should be used for this preservation 

of web archives. For example, many collection curators would indicate that they would like 

to preserve “everything”, without understanding any of the implications2. Indeed, in the 

case of the NLA, the NLA Digital Preservation Policy (2) states that “It is the Library’s 

intention to preserve the accessibility and usability of all the digital materials in its 

collections…” This statement reflects as yet untested aim, and realistically it needs some 

practical qualification before it can be employed. 

Additionally, again in the case of the NLA, the Digital Preservation Policy (2) proposes that 

the Library will aim to “maintain ways of providing access to meaningful digital content 

which is an acceptable representation of the content as originally collected”. When we start 

analysing this statement, it becomes apparent that more work is needed to define precise 

                                                                 
1
 The title of a presentation prepared by Andrew S. Long and delivered by David Pearson at the IIPC Open Day 

in San Francisco, 7 Oct 2009. http://www.nla.gov.au/openpublish/index.php/nlasp/article/view/1475/1803 
2
 In discussions between the NLA Digital Preservation and the NLA management, we have often heard 

statements to this effect. 
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meaning of these words, before any long-term preservation actions can be considered let 

alone implemented at the NLA. 

This project was commissioned by the IIPC Preservation Working Group (PWG) in 2008. The 

aim of the project was to experiment and explore practical implementation of preservation 

actions, such as emulation and migration methodologies, in relation to long-term 

preservation of meaningful access to content collected in web archives. As expected, it was 

not possible to evaluate all proposed options in-depth and the offered conclusions require 

further testing.  

2. NATIONAL LIBRARY OF AUSTRALIA 

In relation to its Web Archives, currently the NLA relies on preservation of the bit-stream, as 

the only means for providing access to the collections. The mechanisms to propagate the 

bit-stream into the future are relatively well established and robust, if used and carried out 

correctly. As indicated above however, it is still unclear how we will preserve other aspects 

of the content. 

Arguably, every physical object changes with time. In order to preserve such objects, they 

need to be copied (and sometimes it requires the object to be de-constructed or 

intellectually divided into its separate elements), resulting in some change to the copy. 

However, as long as the desirable qualities of the original object exist in the copy, we are 

generally happy to accept the copy as a good representation of the original. Similarly, if a 

JPEG image is converted into a JPEG2000 format, we would be happy to accept this version 

as a good representation of the original image, regardless of the fact that the bit-stream 

representing the image has changed significantly. 

Thinking about the NLA content and broader implications, it is not possible to preserve a 

digital object (long-term) without some, if minute, change. Therefore, ensuring long-term, 

useful access to collections requires us, firstly and fore-mostly, to define what are the most 

important aspects of an object that needs to be preserved. These aspects are variously 

described in preservation literature, as “significant properties”, “essence” or “the meaning” 

of digital objects.  

At the NLA, Digital Preservation section proposed another concept – the “Preservation 

Intent” – that may prove to be useful in our approach to digital preservation. “Preservation 

Intent” is a high-level concept, with various levels of granularity that depend on the 

collection. Significant properties of digital objects may be part of a particular preservation 

intent.  

Different digital object aspects that may need to be preserved are: 

 The physical arrangement of the data; 
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 The binary sequence of the file derived from the physical arrangement; 

 The information that the binary sequence can be decoded to convey; and 

 The presentation offered to the user. 

These aspects are not necessarily mutually exclusive. 

Knowing what the preservation intent is for a type or individual object, requires a clear 

understanding of what aspects of this digital object need to be preserved, and for how long. 

To articulate these terms, the following areas need to be focused on: 

 Preservation intent - An institution must know what aspect, or which aspects, they 

intend to preserve for any given digital object. 

 Creator’s Original Intent – In some instances, it may be useful to have some 

understanding of how the creator of the object being preserved intended for that 

object to be used. 

 Contextual Information - In many cases, being able to understand the context of an 

object will be just as, if not more important than being able to access the item itself. 

 Technical Information - In almost all instances, it will be very difficult to carry out 

preservation actions on an object unless there is sufficient technical information 

about the item being preserved. 

Providing that the Preservation Intent(s) has been defined for a given collection, applying 

the appropriate preservation actions required for a particular collection should be feasible. 

Similarly, the results could then be audited against the Preservation Intent.  

However, the scope of this project was to explore migration and emulation strategies only. 

These methodologies are briefly described in more detail, later in this document. 

3. THE ELEMENT OF TIME 

It is difficult to define what long-term preservation means, when we apply this term to 

digital objects. They age quickly (become obsolescent), due to many factors. For example, 

they may become unusable due to deterioration of a physical carrier (CD-ROM), due to 

disappearance of software that can read a particular file format or hardware to run the 

software. Arguably, sooner or later some action will be needed to be taken in order to 

preserve them.  

If the Digital Preservation Community wants to achieve some practical results, it may be 

useful to think about two different scenarios: 

 one in which our goal is to preserve digital objects over the next twenty years; and 

 another in which we are trying to find means of preserving objects for longer. 
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 In the first scenario, it is possible to implement methodologies that would be buying us 

time, or to find methods that would prepare the objects for the next twenty-year (or so) 

cycle.  

The second scenario would stimulate high-level thinking that would guide us in developing 

policies applicable in very long term preservation. It seems that currently, the former offers 

hopes for some practical solutions with the latter destined to become a long-term project, 

slowly developing more robust and more final objective answers. As an empirical discipline, 

we have not yet addressed these issues adequately. 

4. MAKE UP OF WEB ARCHIVES 

Web Archives have been configured to meet particular needs of their collecting institutions. 

As a national library, the National Library of Australia has a responsibility to develop 

collections of library materials, regardless of format, which document the history and 

culture of Australia and the Australian people. In case of the NLA web archive, there are 

PANDORA and Wide Domain Harvest (WDH) archives.  The purpose of the PANDORA archive 

is to collect and provide long-term access to selected online publications and web sites that 

are about Australia, are by an Australian author on a subject of social, political, cultural, 

religious, scientific or economic significance and relevance to Australia, or are by an 

Australian author of recognised authority and make a contribution to international 

knowledge.  The WDH is a snapshot of the entire Australian domain. Table 1 and Table 2 

below, contain additional details. 

 PANDORA NLA Whole Domain 

Archive 

Files 77.99 million 2.3 billion 

Size 3.45TB 78.75TB 

Table 1 – Current PANDORA and WDH archives (27 November 2009) 

Domain Harvest 

Year 

2005 2006 2007 2008 

Unique Files 185 million 596 million 516 million 1 billion 

Hosts Crawled 811,523 1,046,038 1,247,614 3,038,658 

Size 6.69TB 19.04TB 18.47TB 34.55TB 

Table 2 – Growth of the NLA WDH archive 
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A brief scan of a PANDORA sample reveals that there is a mixture of HTML files, text files, 

bitmap images (JPEG, GIF, PNG, etc.), media files (audio, video, animation), file archives (zip, 

sit, tar, etc.), and document files (MS Word, MS Excel, MS PP, Adobe PDF, etc.) in the 

archive (see Appendix 2 for the break down of a PANDORA “small sample”). However, it is 

important to remember that theoretically any file format may be found in a web collection. 

As for the Wide Domain Harvest archive, currently it is difficult to characterise except in 

terms of size. 

5. PROPERTIES OF DIGITAL OBJECTS 

“Significant properties”, mentioned before, is one of the terms introduced some time ago to 

describe all properties of a digital object, that are essential to the representation of the 

intended meaning of that object. According to Hedstrom at al. (4) they are “Properties of 

digital objects that affect their quality, usability, rendering, and behaviour”. In many cases 

they are just the technical parameters of the object, for example the spatial resolution of 

raster images or a sampling rate of an audio file. Trying to define all significant properties of 

more complex digital objects produces long and complicated lists. Supposedly, such lists 

should ensure that all essential object properties are projected into the future. However, as 

perceived by the author, the practicality of such approach is in doubt. Perhaps we are 

subjective, but looking at the “significant properties” through a prism of the “Preservation 

Intent” may produce more practical results. 

From the point of view of a collecting institution, at the general level the object properties 

important to its preservation (in web archives) may be the following: 

 Derived from the Preservation Intent - bit-stream (required) and content (our main 

problem in long-term preservation) 

 Derived from file format 

 High-level – e.g. layout, formatting 

 Measured – identified directly by computer 

These properties, together with the Preservation Intent, should be taken into account when 

deciding on the best preservation action. 

6. DIGITAL PRESERVATION METHODOLOGIES 

There are various methodologies, proposed for long-term preservation. Generally, we can 

sub-divide these actions as follows: 

 Long-term non-sustainable methodologies  

These methodologies are regarded by many in the digital preservation community, 

as being not sustainable long-term. 
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o Technological Museum 

o Take No Action 

 Long-term sustainable methodologies  

These are methodologies that many within the digital preservation community 

agree, that they have the best chance of providing at least partial solution to long-

term digital preservation. 

o Migration 

o Emulation 

o Renderers 

The following detailed descriptions are excerpts from the document “Explaining 

Preservation Actions” by Pearson and Del Pozo (5). The author adjusted some paragraphs, 

where they were not applicable to web archives. 

 

6.1. LONG-TERM NON-SUSTAINABLE METHODOLOGIES 

6.1.1. TECHNOLOGICAL MUSEUM – FROM PEARSON AND DEL POZO (5), PP.36-37 

What it is: 

The institution or individual will collect and maintain the original hardware and software 

that was used to create or access digital material. This scenario is predicated on 

understanding and maintaining desired access paths, and their dependencies. 

In almost all cases, institutions will be reliant on maintaining hardware for some length of 

time, even if this is only in the context of providing the current operating platform for other 

preservation actions. This preservation approach focuses more on the maintenance of 

hardware over extended periods of time, but will in part be valid even for shorter lengths, 

such as the ‘refresh cycle’ for an institution. 

Pros: 

Using the original environment provides a proven methodology for accessing contemporary 

digital materials; 

 May provide the only option for reading certain digital materials. 
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Cons: 

 Requires constant preservation planning, and assumes a great deal of understanding 

of the systems being preserved; 

 Assumes a certain level of understanding, knowledge, and documentation of the 

original access environment, which may be difficult to retain in corporate 

knowledge; 

 May require a great deal of storage real-estate, particularly in the case of older 

machines; 

 It may be difficult to implement this solution with any content or preservation 

management system. 

 Over time, it may become harder to actually do anything meaningful with the digital 

content, as it will become more difficult for modern hardware to interface with the 

original hardware; 

 Equipment will fail over time (intermittently, and catastrophically), and the older the 

equipment, the more difficult and cost prohibitive it will be either to find a suitable 

replacement, or repair; 

 The loss of a single dependency may inhibit an entire access path; 

 Over time, older equipment may become increasingly hazardous, through the 

decomposition of chemical components, or from electrical failure, etc.; 

 There are innumerable valid variations and permutations for any given access path, 

which may require even more equipment to be stored and maintained; 

6.1.2. TAKE NO ACTION - FROM PEARSON AND DEL POZO (5), PP.19-20 

What it is: 

This approach does nothing in the long-term. This could be done either because there is an 

expectation that a preservation problem will be addressed externally, or the institution is 

making a conscious decision to not preserve a given digital object. This methodology *…+ 

may potentially affect the digital object over time (e.g., object may change through ‘bit-rot’ 

over time if no action is taken). 

Pros: 

 Does not require any effort; 

 Does not require any special skills; and 
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 Does not require preservation planning, if the methodology was implemented long-

term. 

Cons: 

 If this is the only action taken, loss of access to some, eventually all, digital materials 

is guaranteed; 

 Because no action has taken place, it may not be evident that access to digital 

materials has been lost until access is attempted;  

 If a change in strategy occurs some time in the future, it may be very difficult to 

understand undocumented older environments and formats in order to take some 

new form of action; 

 If everybody takes this action, no solutions will ever present themselves; and 

 Places a great deal of trust in variables outside the control of the organisation. 

6.2. LONG-TERM SUSTAINABLE METHODOLOGIES 

6.2.1. MIGRATION –  FROM PEARSON AND DEL POZO (5), PP.9-18 

What it is: 

Migration is the process of converting a piece of digital content from its original file format 

into a new format that can more easily be accessed without having to maintain 

contemporary software and hardware. The basic premise is that the file format needs to be 

changed in order to facilitate accessing the file in the simplest possible way at any given 

time. Therefore, migration favours access over immutability.  

There is no specific requirement that a source file be migrated to a single destination file. It 

might be preferable to store the properties that have been identified as significant across 

multiple files, or using multiple storage mechanisms (e.g., a file and a database).  

While there are many potential approaches to migration, there is no specific requirement 

that an individual or institution select to only employ a single migration schedule or 

strategy. For example, some types of files in a collection might be better suited to migration 

on receipt (when objects are converted to a specific format during the ingest), while some 

might better suited to risk based migration (migration that is performed when objects are 

perceived as being in danger of becoming obsolescent). 

How it Works: 

1. Original file format is acquired; and 

2. File Format is changed to another format. 
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Pros: 

 Providing that this methodology works, the experience can be recreated with an 

acceptable degree of change over time without maintaining the environment 

contemporary to the original file. 

 Potentially, digital objects could be stored in a file format which is better suited for 

long term preservation and access, which in some cases may simplify the 

maintenance of large sets of file types. 

 If the source and target file formats are well enough understood, and providing that 

the target format is able to re-present the content adequately, the level of loss could 

be controlled, documented, and acceptable, relative to the specific collecting area.  

 It may reduce the amount of preservation action needed to preserve the experience 

over time. This may also reduce the overall rate of change over time. 

Cons: 

 Requires a clear articulation of which properties or elements of a file are most 

important to preserve between migrations, and a way of measuring how effectively 

these properties have been transferred to a new format. These may vary according 

to the intended use of the file. 

 Requires constant preservation planning, and assumes a great deal of understanding 

of the systems being migrated.  

 If the change cannot be understood, controlled and documented then it may not be 

an acceptable action to take on a file. 

 If a large amount of material needs to be migrated at one time, and depending on 

the mechanism for migration, it may be difficult to ensure an acceptable level of loss 

in each digital object. 

 Preservation planning needs to occur for each file format, and any permutation of 

that file format. For example, an application that adds proprietary information to a 

file format may significantly change the nature of the format without changing the 

way the format is identified. 

 Significant properties of the file may be lost, if there is not sufficient understanding 

of both the source and target file formats, and the migration process being used. 

 Complex digital materials (formed from the relationships between many files) are 

inherently difficult to migrate, and migration may not adequately preserve their 

dependencies, unless there is a significant level of knowledge about the digital object 

in question. 
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 If a bulk of materials are migrated into a file format for which we subsequently lose 

all access, access to all this content is lost. 

 Given that the knowledge about, or intent towards a file may change over time, the 

parameters for what constitutes the ‘most significant properties’ of a file may 

change over time, and at a time where they may already have been lost (and 

recovery from the original is no longer possible). 

6.2.2. EMULATION –  FROM PEARSON AND DEL POZO (5), PP.21-27 

What it is: 

Emulation is the process of creating a ‘virtual’ version of the original environment that was 

used to access a given file. The virtualised environment is accessed via an emulation 

application on modern hardware and software. This allows access to the original content to 

be maintained (without changing this content), through the emulated computer. Emulation 

attempts to retain the experience, and the original form of the data, and to a degree the 

performance, but does not necessarily retain the original form or performance of the 

hardware. This may have implications depending on the preservation intent being 

articulated. 

It is noted that an emulated hardware configuration and operating system on its own may 

not be enough to adequately access digital materials beyond their original arrangement. It 

will in most instances be necessary to pursue this methodology in conjunction with specific 

renderers (outlined below). 

 How it Works: 

1. A contemporary access environment for a digital object is encapsulated into an 

emulated environment; 

2. The emulated environment is accessed using a current hardware and software 

platform; and 

3. By using the current hardware and software platform to access the emulated 

environment, the emulated environment is used to access the target file. 

Pros: 

 Does not change the file format, so as long as access is maintained, there is no loss 

to content; 

 Maintains an environment which is contemporary with the digital object, which itself 

may be considered an important contextual part of the digital material being 

preserved; and 
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 May be the only practical way of preserving access to some digital objects. 

Cons: 

 Requires constant preservation planning, and assumes a great deal of understanding 

of the systems being emulated; 

 It may be difficult to integrate this methodology with a content or preservation 

management system. 

 Emulation only provides a ‘surface level’ reproduction of the original access 

environment: There are certain tactile or input elements that may not be accurately 

replicated; 

 The ability to accurately reproduce materials is limited to the ability of the emulator: 

although it is currently possible to reproduce a wide range of machines, the types 

and combinations of software and hardware that can accurately be emulated is by 

no means exhaustive. For example, some software  may contain copy protection or 

activation protocols that may limit or even prevent their functionality on an 

emulated system; 

 Not all access environments can be emulated or reliably emulated. For example, our 

ability to emulate older machines may be limited; 

 Emulated machines can themselves be technically classified as ‘file formats’, and as 

such are susceptible to all the same issues as other digital content; 

 Emulated environments represent complex chains of dependency, and are therefore 

more difficult to manage than just the digital material itself; 

 Over time, it may not be easily ascertainable if the file has been accurately rendered, 

resulting in an unpredictable experience for the end-user. 

6.2.3. RENDERERS –  FROM PEARSON AND DEL POZO (5), PP.28-35 

What it is: 

An application that runs with current hardware and software is used to access the digital 

object. The software itself could either be written internally, or procured from another 

party. It could either be a first party application, if it is written by the same organisation 

responsible for creating the file format, or a third party application in all other cases. A 

renderer can also be categorised as the application which created a specific digital object, or 

an application which can access the file format of a digital object without necessarily being 

the creating application. 
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Like in the case of emulation, a renderer can itself be considered a digital object, and so 

steps must be taken to preserve the renderer, or access to the digital objects it services will 

be lost. 

How it Works: 

1. Original file format is acquired; and 

2. It is accessed using an application that runs on modern hardware and software. 

Pros: 

 Allows original format to be viewed on current hardware and software;  

 Allows a faithful rendering environment for the file; and 

 It may be possible to tailor the renderer according to the properties that have been 

identified as significant, in some cases providing a more useful experience. 

Cons: 

 A renderer may eventually have to be emulated or re-written to work on current 

hardware and software. 

 The author’s creating environment may be significantly different from an 

institution’s access environment (e.g., some applications may have different plug-

ins), which may impact on how appropriate a given renderer is for any given file. 

 If the renderer is written internally, it requires a significant amount of knowledge 

about the file format being accessed. 

 Requires a significant amount of knowledge about the file being accessed in order to 

choose the most appropriate renderer. 

 

7. TESTING 

All above described preservation actions could be valid, depending on the Preservation 

Intent of an institution or individual. Currently, the only long-term sustainable 

methodologies are migration and emulation (renderers being a special case of emulation), 

or a mixture of both. 

The purpose of exploring these methodologies was to discover challenges awaiting digital 

preservation practitioners, attempting to set up working preservation procedures. To fully 

understand the technical mechanisms involved, especially in case of emulation, future 

comprehensive tests would be greatly helped by drawing on more hardware and software 

engineering skills. 
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7.1. PRELIMINARY CONDITIONS 

Some assumptions were necessary to set up the working environment for the project. 

Our belief is that there are common prerequisites for both migration and emulation 

methodologies that need to be addressed before attempting any further action. These 

aspects are that: 

 all objects in the collection to be preserved, need to be correctly recognised and 

identified; 

 the preservation intent for any type of individual objects needs to be articulated 

- as described by Del Pozo at al. (3). 

At the NLA we are in the process of starting to implement mechanisms to address both of 

these aspects.  

Additionally, based on the above, a decision has to be made what methodology (or 

methodologies) would best suit preservation of a particular collection. For this project, 

both migration and emulation methodologies were tried separately on the same sample 

of data. In reality, a practical solution may involve either or both methodologies, or even 

some other. 

7.2. MATERIAL SAMPLE 

It was decided that testing of the methodologies should be performed on a relatively 

large collection, so that the factors of scale would be taken into account. Additionally, we 

wanted to be able to observe some behaviour in detail and this required a much smaller 

collection. 

For majority of the tests, a “large slice” of the Library’s PANDORA archive was randomly 

selected. Another web archive, the Whole Domain Harvest archive has not been included 

in tests as it presented additional complexity, being stored in a mixture of ARC and WARC 

file formats. The author felt that there is not enough time or “horse power”, to 

additionally test this dataset. 

1. The PANDORA “large sample”. 

This sample resided on a networked drive and was accessed through LAN with 

slow and fast connections. All software used in testing was stored and ran from 

local machines. 

2. The PANDORA “small sample”. 

For the more detailed tests, a smaller slice of PANDORA was used, from which 

about 20 objects of each of the selected format types were subjected to various 

actions. These formats were of audio, video, html, raster images, PDF, MS 

documents and file archives (zip, gz, etc) types (See appendix 2). 
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The sample details are listed in Table 3, below. Some operations, like file identification, 

were performed on the entire small sample but more detailed tests were carried out only 

on the selected files. 

 Large Sample Small Sample 

Files 18,019,172 113,566 

Folders 2,379,326 7,502 

Size 861GB 2.37GB 

Table 3 – PANDORA Test Samples 

The PANDORA large sample was stored on the networked drive with the following 

parameters: 

RAID5 disk array accessed via RAID Controller 

 Vendor: INTEL 

 Model: SRCSAS144E 

 Rev: 1.12 

 17 SATA disks configured with 8TB storage, with 512-byte hardware sectors. 

RAID controller 

 Type: SCSI 

 Hosted: on a single core Dell 1950 using RedHat Linux EL5, using LSI SAS based 

MegaRAID driver 

 Hard Disk Drive 

 Brand: SEAGATE; 

 Vendor: ATA; 

 Model: ST3750640NS; 

 Rev: G; 

 Type:   Direct-Access; 

 ANSI SCSI revision: 05. 

The PANDORA small sample was stored on a local SATA hard disk drive in the host 

computers. 
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7.3. TESTING METHODOLOGY 

Apart from testing the two different methodologies (migration and emulation), the 

following activities were attempted: 

1. Large sample testing 

a. Identify all objects in the sample. 

Note: Tools tried were DROID and Lister. 

b. Emulate various environments and attempt to access the archive in the emulator. 

c. Observe behaviour of various file formats in the emulator. 

d. Migrate JPEG images from the archive to PNG file format and update all links in 

the archive3. 

 

2. Small sample testing 

a. Identify all objects in the sample. 

Note: DROID, JHOVE, TrID, File Identifier and Lister were tried. 

b. View and experience selected objects in contemporary environments on different 

platforms, Operating Systems and within different browsers. 

c. View and experience selected objects (objects created prior to year 2000) in 

emulated environments on different platforms, using older Operating Systems 

and old-style browsers. 

d. Migrate JPEG images from the archive to PNG file format and update all links in 

the archive. 

e. Migrate media files (audio and video) from the archive to other file formats and 

update all links in the archive. 

f. View and experience migrated objects. Check validity of the links. 

The results, described in following sections, consist of data from both large and small 

samples. When relevant, it was indicated if the test was performed on a large or small 

sample. 

7.4. ENVIRONMENT 

7.4.1. GENERAL TESTING ENVIRONMENT 

7.4.1.1. OPERATING SYSTEMS 

The following operating systems were used during various tests, mostly for testing 

the emulation methodology. 

                                                                 
3
 As the tests were performed on our uncompressed archive (PANDORA), it was necessary to re-write relevant 

links in the files. This of course, is not needed in case of WARC-based archives, when only indexes can be 
updated. 
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 MS Windows XP Pro v2002 SP3 

 MS Windows 3.1 

 MS Windows 98SE 

 Ubuntu 9.04 (Linux) 

 Macintosh OS X Tiger 

7.4.1.2. WEB BROWSERS WITH VARIOUS PLUG-INS 

A variety of web browsers were tested. The idea was to see how different 

browsers render the same content and also how difficult it is to set up the 

browsers in different environments. 

 Arachne 1.2 (browser for MS DOS environment with GUI)  

 Firefox 3 

 Mosaic 2 

 MS Internet Explorer 7 

 Netscape 4 

7.4.1.3. OTHER NECESSARY PROGRAMS 

Additional software was required for some programs to work, or to provide access 

to the content of some files. 

 Adobe Acrobat Reader v4.0 and v9.2.0 

 Java Runtime Environment v6 

 MS Word, Excel and PowerPoint 2007 

 MS Word Viewer 6.0 

 MS PowerPoint Viewer 7.0 

 OpenOffice v3.1 

 

7.4.2. HARDWARE 

The following hardware platforms were used in the tests: 

 Dell Optiplex GX620, P4, 3.4GHz, 3.5Gb RAM with dual Dell LCD 17” and 21” 

monitors 

 Power Mac G4 with single Dell LCD 21” monitor 

 

7.5. TOOLS 

To perform appropriate actions it was necessary to employ a range of tools, to help with 

automatically processing large amounts of data. Some of the tools were readily available 
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free or open-source programs, other needed to be produced in-house. Additionally, the 

testing environment required Operating System software, Web browsers with various 

plug-ins, and emulator software. For migration tests, a range of free and open source file 

format converters were used. The tools were selected following advice from the NLA 

Digital Preservation section, and arbitrarily by the author, as a result of research and 

practical experiences with these tools. 

Not all of the tools were extensively tested. Generally, when the tool proved to be 

particularly difficult to install or configure in a specific environment, the testing didn’t 

proceed due to time constraints. 

Included below is a list of the tested tools.  All of these tools were tested during the 

project, generally not as exhaustively as the author would have liked. 

The descriptions of the tools and comments regarding their performance are included in 

the Results section of this document (7.6). 

7.5.1. FORMAT IDENTIFIERS 

Available file format identifiers are few. They vary in their approach to format 

identification and how they output the results. The following were tested during the 

project: 

 DROID 4.0 

 File Identifier 0.6.2 

 JHOVE 1.1 

 TrID 2.02 

 Lister (developed in-house) 0.9 

7.5.2. TOOLS UTILISED IN MIGRATION TESTS 

The following utilities were employed in converting from one file format to another: 

 ImageMagick 6.05.4-10 

 MediaCoder 0.7 

 OpenOffice Tools 1.1 

 Swf>>avi 1.0.2027 

 XENA 4.2.1 

 Migroo v0.9.9 (developed in-house) 
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7.5.3. TOOLS UTILISED IN EMULATION TESTS 

Emulation refers to the ability of a computer program or electronic device to imitate 

another program or device. 

According to Jeff Rothenberg (6), emulators that may provide an answer to long-

term preservation have to be hardware emulators. Emulators tested here, were at 

least capable of emulating the following hardware components: 

 CPU 

 RAM 

 Storage Devices – IDE interfaces 

 Input Devices (Keyboard, mouse) 

 Output Devices (virtual screen and video graphics adapter, sound card) 

 Timing mechanisms 

 Real-time clock 

 System BIOS 

 Video BIOS 

 Network adapter 

 Serial Ports 

 

The following emulators were tested for the project: 

 Bochs 2.3.7 

 Dioscuri 0.4.0 

 MS Virtual PC 6.0.156.0 

 QEMU 0.9.0 

Additionally, some other tools were employed to simplify working with emulators. 

They were: 

 QEMU Manager 6 (for Windows) 

QEMU Manager, makes launching QEMU easier by automating starting commands. 

 QEMU Launcher 1.8 (for Ubuntu) 

QEMU Launcher performs similar task to QEMU Manager but it works in Linux. 

 KQEMU Accelerator 

KQEMU is the QEMU accelerator. 

 WinImage 8.10.8100 
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WinImage is MS Windows software used to create and edit disk image files. 

 

7.6. TESTS RESULTS 

7.6.1. GENERAL COMMENTS 

Long-term preservation of web archives is not necessarily very different from 

preservation of other digital collections. While it may appear that web archives 

consist of a limited set of objects and we need a limited number of tools to access 

and manipulate them, this is not necessarily the case. From our experience, it seems 

that a web archive may include potentially almost ANY type of a digital object. 

Additionally, as with other kinds of digital collections, without a clear understanding 

of what are we trying to preserve, we cannot employ preservation methodologies in 

a “meaningful” and useful way. 

Testing of the emulation and migration options for this project proved to be an 

exhausting task. Due to a sheer volume of data and complexities involved, many 

hypotheses could not be pursued. To look in-depth at emulation/migration solutions 

would require setting up a long-term project with a substantial budget. Such project 

should employ experts from various fields and would need to develop a range of 

tools essential for the task. 

7.6.2. GENERAL FINDINGS 

LARGE SAMPLE TESTING 

Files: 18,019,172 

Size: 861GB 

o Identify all objects in the sample. 

DROID and Lister were tried in this attempt. The task was very time 

consuming. The attempt to identify formats with DROID came to nothing 

after 3 weeks of processing, due to an unplanned (from our perspective) 

shutdown of the computer room. Unfortunately, all data processed so far 

was lost. Rough calculations however, indicated that it would take DROID 

about 42 days to identify all files in the large sample.  

When attempting to test Lister on the same sample, it crashed after some 5 

hours of processing.  

o Emulate various environments and attempt to access the web archive 

through the emulator environment. 

Emulating different environments was successful to a degree. For details see 

results for particular emulators. 
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Accessing the networked drive holding the large PANDORA sample, was not 

possible with DIOSCURI and BOCHS emulators. Only a smaller sample, of the 

size that could be inserted in the disk image file, was tested with those 

emulators. QEMU and MS Virtual PC were easy to set up with the access to 

the physical drive (both, local or networked drive). 

o Observe behaviour of various file formats in the emulator. 

Rendering simple content in web browsers was easy with all emulators. The 

pages were properly rendered and text clear. Images displayed well, with the 

exception when sufficient colour depth couldn’t be achieved (see details for 

particular Operating Systems). MS documents and Adobe Acrobat files could 

also be accessed without trouble. On the other hand, all media files (audio 

and video) did perform very poorly in all emulators. The video was jumpy and 

the sound broken. 

o Migrate JPEG images from the archive to PNG file format and update all 

links in the archive. 

This test proved to be virtually impossible with the tools at hand. Finding all 

the images would take over 40 days (our assumption for DROID), and further 

migration and link updating would be practically impossible for this project. 

 

SMALL SAMPLE TESTING 

Files: 113,566 

Size: 2.37GB 

Files for detailed examination: about 120 

o Identify all objects in the sample. 

DROID, JHOVE, TrID, File Identifier and Lister were tried in this test. 

All programs proved to be useful (see details for particular tools). Regardless 

of the tool used, there were always some files requiring individual attention 

after the identification. 

 

o View and experience selected objects in contemporary environments on 

different platforms, Operating Systems and within different browsers. 

Generally, most objects could have been accessed without difficulty. There 

were however, some objects that were corrupted or with incorrect file name 

extension. 

 

o View and experience selected objects (objects created prior to year 2000) in 

emulated environments on different platforms, using older Operating 

Systems and old-style browsers. 

This was the test that proved to be most difficult and time consuming. The 

objects were a mixture of html pages, media files and Microsoft and PDF 

documents. As described elsewhere in this report, some configurations, 
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dependencies and other aspects of the emulated environments prevented us 

from experiencing all pre-planned configurations. Generally however, with 

the exception of media files, most objects were accessible and useful in the 

emulated environments. 

 

o Migrate JPEG and GIF images from the archive to PNG file format and 

update all links in the archive. 

This task was performed using Migroo software. The task of converting 

25,100 images to another format took 52 minutes but updating links in 

79,271 html files took 3 days. Of course, it exposed the shortcomings of the 

program but also indicated the sheer enormity of the task. 

 

o Migrate media files (audio and video) from the archive to other file formats 

and update all links in the archive. 

This was performed using a number of specialised batch conversion tools. The 

conversions were performed utilising the Migroo option to list particular file 

formats, and its ability to update links. The tasks were quite time consuming. 

o View and experience migrated objects. Check validity of the links. 

Upon inspection, all converted files appeared to be valid and the links 

correctly updated. 

7.6.3. TOOLS TEST RESULTS 

Tools needed in migration and emulation, especially open-source, are scarce and 

often spectacularly ineffective. The lack of sophistication or just tools’ difficulties in 

dealing with huge amounts of data became very apparent during testing. 

The first phase of the test required identification of file formats in the collection. The 

next point describes the tools and the testing results. 

7.6.3.1. FILE IDENTIFIERS 

Available file format identifiers are few and far from perfection. All of them have 

problems recognising some formats and some give particularly ambiguous 

responses (e.g. TrID – what does 65% recognition score mean).  

The tested identifiers generally were easy to set up. All of them produced useful 

results but incomplete. None of them however, enabled us to identify all objects 

in samples and they all indicated presence of many files requiring individual 

attention. They produced output in number of different formats, some 

proprietary and some standard, but generally these were not immediately useful 
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without further processing. The most accurate identifiers were understandably 

also very slow. 

Occasionally, results from one identifier contradicted results from another. For 

accuracy comparison, see Appendix 1. 

 DROID 4.0 

http://sourceforge.net/projects/droid 

DESCRIPTION 

DROID (Digital Record Object Identification) is a file format identification tool 

developed by the UK National Archives. It is platform independent tool 

written in Java. DROID uses internal and external signatures to identify and 

report the specific file format versions of digital files. These signatures are 

stored in an XML signature file, generated from information recorded in the 

PRONOM technical registry. 

COMMENTS 

DROID performed well, identifying positively large proportion of files in the 

PANDORA small sample, but not as successfully as JHOVE or File Identifier 

(see Appendix 1). DROID however, provided very unambiguous results. 

DROID was used to identify the formats in the 861GB PANDORA large sample, 

attempting to identify 18,019,172 files in 2,379,326 folders. However, after 3 

weeks we were forced to abandon further processing due to unexpected 

computer room shutdown. We calculated that the full processing of the 

sample would have taken about 42 days to complete. It is possible that the 

slow process rate had something to do with the network (it was done 

however, over a 100Gbit LAN) but more likely it was just the processing of the 

files, which proved to be time consuming. DROID was processing, on average, 

about 5 files per second. This would have significant implications when 

working with very large archives. 

With a PANDORA small sample, DROID identified positively 71.23% of the 

113,566 files in 7,502 folders. 

Works with formats: Most formats in the PANDORA small sample. 

PANDORA large sample has not been 

completely processed due to circumstances 

described in the text. 
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Suitability for the task Suitable, can be extended. 

Large collection suitability Not suitable due to the long processing 

times. Should be suitable for small 

collections or for processing files on ingest. 

Speed Slow (about 5 files per second) 

Ease of use Easy, good GUI 

Output quality High, useful output formats (CSV, XML) 

Support Very good. 

Comment Needs more development for better 

recognition of media types. Also, needs to 

be configured to automatically work with 

other systems (e.g. record the results to a 

permanent database – this is feasible). GUI 

can be more functional but was best from all 

tested. Too slow to work with very large 

collections. 

 

 File Identifier 0.6.2  

http://www.optimasc.com/products/fileid/index.html 

DESCRIPTION 

The file identifier software is a command line tool that permits identifying 

files as well as getting information on directories from their content, and not 

simply from their file extensions. It currently supports DOS, Windows and 

Linux systems. 

COMMENTS 

File Identifier identified positively most files (87.27%) in the PANDORA small 

sample, after JHOVE. 
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Works with formats: Most formats in the PANDORA small 

sample. 

Suitability for the task Suitable. Needs scripting for more 

efficient processing. 

Large collection suitability Not suitable due to slow processing 

(Faster than DROID, but accurate figures 

are not available). Should be suitable for 

small collections or for processing files 

on ingest. 

Speed Relatively slow 

Ease of use Not so easy – command-line tool 

Output quality High, no structured output 

Support Good 

Comment Output format can be confusing. 

Inexpensive commercial version exists 

however, with CSV output option (not 

tested). Too slow to work with very large 

collections. 

 

 JHOVE 1.1  

http://hul.harvard.edu/jhove 

DESCRIPTION 

JHOVE provides functions to perform format-specific identification, 

validation, and characterisation of digital objects. It has been developed by 

JSTOR and Harvard University Library. JHOVE is platform independent, 

written in Java. Only formats that have an existing identification module can 

be identified. It is possible to write your own modules. 
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COMMENTS 

JHOVE performed very well. There are limited number of file types that it can 

recognise, but if they could be recognised, than JHOVE provided most 

unambiguous results. A positive thing about this tool is that it is possible to 

create your own modules. With custom configuration, JHOVE could be 

tailored to work with a particular collection. 

 JHOVE was the most successful identifier from all tested (87.51% positively 

identified). The biggest deficiency was poor recognition of HTML files, which 

consisted large part of the sample. 

Works with formats: Most formats in the PANDORA small 

sample. 

Suitability for the task Suitable. 

Large collection suitability Not suitable due to slow processing. 

Should be suitable for small collections 

or for processing files on ingest. 

Speed Slow. Detailed figures not available. 

Ease of use Relatively easy, slightly more complex 

installation and configuration. GUI very 

basic. More flexible in command-line 

Output quality High, output formats not particularly 

useful if run from GUI. 

Support Very good 

Comment Requires further development (better 

module) for recognition of html format 

and better GUI. JHOVE 2 is in production, 

promising significant improvements over 

the original version. Too slow to work 

with very large collections. 
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 TrID 2.02  

http://mark0.net/soft-trid-e.html 

DESCRIPTION 

The tool was developed by Marco Portello and works in MS Windows and 

Linux environments. TrID uses a database of definitions which describe 

recurring patterns for supported file types. 

COMMENTS 

TrID was relatively fast but for some files gave ambiguous results, presenting 

them as percentages. It was easy to accept them mentally if they were above 

90%, but what action should be taken if they were e.g. 60%? TrID had the 

lowest rate of positive identifications from all tested (49.57% - given score of 

100% was chosen as a positive identification). 

 

Works with formats: Most formats in the PANDORA small 

sample (a notable exception was 

difficulty in identifying Microsoft files). 

Suitability for the task Questionable due to ambiguous results. 

Large collection suitability As above, plus being relatively slow. 

Speed Slow. (Detailed figures not available) 

Ease of use Relatively easy – command-line interface 

Output quality Ambiguous, no structured output 

Support Limited 

Comment Output too ambiguous to be useful. Too 

slow to work with very large collections. 

Would benefit from having a GUI. 
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 Lister (developed in-house, NLA) 0.9 – not publicly available 

DESCRIPTION 

Lister is a very simple program written for MS Windows platform, to perform 

"quick-and-dirty" file format identification by looking at file name extensions. 

It cannot, of course, be very accurate but it is very fast and useful for quick 

identification of files in particular folders. Due to its flexibility it was useful in 

testing some concepts for the project. 

COMMENTS 

Lister was very fast and identified correctly many formats. It wasn't compared 

with other programs however, as it is not a fully featured tool and did not 

provide mechanisms to handle recognition errors. 

Lister was used as a fast utility to find and select specific file types for other 

tests. 

Works with formats: Most in the PANDORA small sample. 

Suitability for the task Limited, superficial recognition. 

Large collection suitability No 

Speed Fast 

Ease of use Easy 

Output quality Limited (see above). Provides useful 

number of structured outputs (XML, 

CSV, MS Excel). 

Support None 

Comment Needs a lot more development to 

become a useful tool. Currently, not 

suitable for any production work. 
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7.6.3.2. MIGRATION TOOLS TESTS 

Migration in this test was relatively straightforward in case of “simple” objects. 

Most raster images, for example, were migrated without any obvious problems. 

There were some errors, however, when some objects had a wrong extension in 

their file names. Additionally, ICC colour profiles and some metadata tags did not 

migrate to PNG files. With more complex objects, like MS documents, there were 

occasional errors when using automatic conversion to Open Office format. 

There is a surprising lack of tools that can be reliably used in migration. It is 

relatively easy to find various format converters but most perform 

straightforward conversions using pre-selected values, determined by the 

program. To be useful in migration they need to allow the user to specify precise 

parameters regarding the properties of files and instructions for automatic 

handling of errors. 

In the case of web archives, we couldn't find any open source or free applications 

that would update links in the collection after file names have been changed 

(when we migrate to another format the file extension name changes). Also, we 

found that there is no migration tool that would perform all required actions, like 

converting, updating links and quality checking in one, friendly package. There is 

therefore, a need to use a number of different tools for these actions and they 

often require different environments (e.g. command-line and GUI). 

Understandably, this results in longer processing times. During the CAMiLEON 

Project, there was an attempt to create a universal tool for the purpose of 

migration (33). It is difficult, however, to find any practical implementations of 

this idea. Similarly, migration on access was proposed by Rosenthal at al. (36) and 

an interesting concept for preservation with WARC format was discussed by 

Kristiansen (37). 

The detailed findings for the tested tools are as follow: 

 ImageMagick 6.5.4-10  

http://www.imagemagick.org/script/index.php 

DESCRIPTION 

ImageMagick is a software suite to create, edit, and compose bitmap images. 

It can read, convert and write images in over 100 different formats. It runs on 

Unix, MS Windows and Macintosh systems. It may be run from the 

command-line (requires scripting for more complex actions), or it may be 

invoked from a large number of programming environments, including Java, 

C++, .NET, Pascal, Perl, PHP, Python, Ruby and others. 
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COMMENTS 

ImageMagick performed well in batch-converting JPG images to PNG format. 

As it is a command-line tool, it required some more advanced user knowledge 

(scripting) but worked well even on larger collection samples. Migration was 

not conducted on a PANDORA large sample as it would take too long. 

However, it should be feasible to use ImageMagick for this task. As an image 

manipulation tool ImageMagick can be quite useful. Unfortunately, it doesn't 

update links in other collection files. 

Works with formats: Most raster image formats, some vector 

images (over 100 formats). 

Suitability for the task Suitable 

Large collection suitability Suitable, requires scripting. Might take 

significant time to process very large 

archives. 

Speed Slower than some other options 

available as dedicated image libraries in 

programming. 

Ease of use Not very easy for more advanced 

processing. Command-line interface with 

multitude of complex options. Scripting 

required for more advanced options.  

Output quality High 

Support Very good 
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Comment Not particularly easy to use at first, but 

when mastered, relatively easy way of 

manipulating images in small and large 

collections. Can be set up to perform 

image manipulation actions on ingest. 

Does not require knowledge of computer 

programming to perform quite complex 

operations. Can be used for conversion 

into more “sustainable” formats like TIFF 

or JPEG2000. 

 

 MediaCoder 0.7  

http://mediacoder.sourceforge.net/ 

DESCRIPTION 

MediaCoder is a free universal batch media transcoder, which integrates 

most popular audio/video codecs and tools into an all-in-one solution. The 

multi-threading design of this software makes it faster on multi-core 

processor computers.  It works on MS Windows, Macintosh and Linux (with 

Wine) platforms. 

COMMENTS 

MediaCoder was used to batch-convert some audio and video files (AU to 

MP3; WAV to MP3; MP3 to WAV; MOV-H.264 to AVI-XVid MPEG4). Used on 

these format types it performed very well, being fast and highly configurable. 

It did however, had problems with some of the video files resulting in an 

error, indicating a missing codec. The GUI is not very user friendly and can 

easily confuse a less experienced user. 

Works with formats: Most popular audio and video formats 

Suitability for the task Suitable 

Large collection suitability Probably suitable – not checked. 

Speed Relatively fast, multi-core CPU capability. 
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Ease of use Not particularly easy. GUI very complex. 

Output quality High 

Support Limited 

Comment Very flexible and configurable. Good tool 

for complex conversions of many types 

of media files. May be useful in reducing 

number of file types in the collection. 

 

 OpenOffice Tools 1.1  

http://www.openoffice.org/ 

DESCRIPTION 

OpenOffice is an open, feature-rich multi-platform office productivity suite.  It 

is a free alternative to Microsoft Office products – Word, Excel and 

PowerPoint. 

COMMENTS 

Conversion of MS Word, Excel and PowerPoint files to OpenOffice format 

worked well with relatively simple documents. The converted documents 

content, look and feel, were very similar to the original. On the other hand, 

documents that contained complicated tables, more sophisticated formatting 

or complex formulas, occasionally were converted with some errors. These 

errors ranged from some text overlapping other parts of text, to tables and 

diagrams being completely messed-up. The errors didn’t make the 

documents entirely unusable but probably would make them unsuitable for 

long-term preservation, as they were changing some significant 

characteristics of the objects. 

Works with formats: Microsoft documents (Word, Excel, 

PowerPoint) 

Suitability for the task Suitable 
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Large collection suitability Not tested. Probably unsuitable due to 

slow conversion pace. 

Speed Slow. 

Ease of use Easy 

Output quality High for simple documents. Incorrect for 

complex documents. 

Support Very good 

Comment The OpenOffice is probably doing the 

best job possible for conversion of 

complex files, but it does not succeed in 

significant number of cases. OpenOffice 

format has been used in some archiving 

solutions (see XENA) but is not a 

complete answer. 

 

 Swf>>avi 1.0.2027  

http://www.avi-swf-convert.com/ 

DESCRIPTION 

swf>>avi is a freeware dedicated to Flash (.swf) files to .avi conversion. It is a 

Windows only tool and can batch process files. 

COMMENTS 

This tool converts SWF (Adobe Flash) file formats to AVI video. This is not 

particularly useful tool in the task of migration. It was only tested for the sake 

of converting from one format to another and observing the results. 

The software did not perform well. On conversion of SWF files from the 

PANDORA small sample, the output included parts of the conversion 

interface. Additionally, Swf>>avi converts the video part only, without 

converting the sound. Also, there were instances when it couldn’t open 

certain files. On investigation it was discovered that supposed SWF files are in 

fact some other type with the wrong file name extension. 
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Works with formats: Adobe Flash (SWF) to AVI 

Suitability for the task Not suitable 

Large collection suitability Not tested 

Speed Reasonably fast 

Ease of use Easy. Good, clean GUI. 

Output quality High quality but incorrectly rendered 

and without sound. 

Support Very limited 

Comment Very easy to use. Incorrect output with 

no sound. Not suitable. 

 

 XENA 4.2.1  

http://xena.sourceforge.net/ 

DESCRIPTION 

Xena (Xml Electronic Normalising for Archives) is free and open source 

software developed by the National Archives of Australia to aid in the long 

term preservation of digital records. Xena is multi-platform as it is written in 

Java. Xena detects file formats and converts digital objects into open formats 

(such as OpenOffice) for preservation. 

COMMENTS 

Among available preservation tools, XENA is an interesting concept. It 

converts proprietary formats into open, fully-specified, standards-based 

formats – most of which are XML-based. It doesn’t solve migration problems 

(it doesn’t guarantee access to unrecognised files, as it just saves the 

metadata-wrapped bit-stream) but it attempts to standardise and simplify 

objects by normalising them (converting into an open format and wrapping 

them in metadata). OpenOffice is required for XENA to work.  
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For this approach to work in long-term preservation however, some files 

need to be first converted into more “sustainable/open” formats. 

Additionally, strong support from the preservation community is required, to 

make XENA more main-stream4. The author’s opinion is that XENA is a very 

interesting concept, deserving further development. 

 

Works with formats: Multiple 

Suitability for the task Potentially suitable 

Large collection suitability Not tested. Probably suitable. 

Speed Depends on format 

Ease of use Easy. 

Output quality High 

Support Reasonable 

Comment Does not guarantee access to the 

content of some file types as it saves the 

bit-stream without converting to more 

“sustainable” format. It is an interesting 

concept however, and would benefit 

from further development. 

 

 Migroo v0.9.9 (developed in-house, NLA) – not publicly available 

DESCRIPTION 

Migroo is a simple application for MS Win platform that converts raster image 

file formats and updates links to those files in a web archive. 

                                                                 
4
 Perhaps, if tools like XENA meet the “Preservation Intent” of the collecting institution, then they can be used 

to standardise file formats. This still does not guarantee that the content will remain meaningful, however. 
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COMMENTS 

Migroo worked very well with files on a local drive. We were able to convert 

large number of JPEG images into their PNG equivalent. Being a simple 

application, Migroo had problems when working with very large number of 

files stored on a networked drive, and was occasionally crashing.  

JPEG conversion to PNG produced very good results. However, colour profiles 

embedded in some JPEG images were not copied to pngs. This is usually not 

noticeable as most current web browsers do not read ICC profiles, but from 

the preservation point of view it is not acceptable. 

Interestingly, format conversion from JPEG to PNG was very fast but updating 

links in the collection (to reflect change in the images file names) took much, 

much longer, resulting in a very slow performance. 

Works with formats: Most raster image formats 

Suitability for the task Suitable 

Large collection suitability Not at this stage 

Speed Fast in converting images, slow in 

updating links 

Ease of use Easy 

Output quality High 

Support None 

Comment Unique in the ability of updating links 

after conversion. Not suitable for 

production level work. 

 

MIGRATION - CONCLUSION 

Migration appears to the author to be technologically easier to manage in 

comparison to emulation. Tools can be relatively simple and made to work 
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automatically without need for expert input. Of great benefit to not-so-technical 

users is, that they can work entirely within a contemporary environment that they 

know very well. On the other hand, there are no well developed tools that could 

be used in migration and the existing tools are inadequate. This was confirmed 

during the testing when, for example, a large part of the QA needed to be done 

manually.5 

Migration is, however, riddled with numerous mine fields which need to be 

tackled with care. The most obvious one is that object properties may change 

beyond recognition or be altered significantly (as happened with some files in the 

tests), sometimes even without anyone noticing it. This may be accentuated by 

the fact that migration would probably need to occur more than once in the life of 

a file. As such, QA will be an important part of a migration solution. It needs to be 

noted here that in the tests, QA was done manually, without the benefit of 

automation. This would obviously be impossible in a large scale operation. Also, 

the tools need to be more widely applicable, flexible and faster, developed with 

long-term preservation in mind and tied to concepts like “Preservation Intent”. 

7.6.3.3. EMULATION TOOLS TESTS 

Lohman & van der Hoeven state that: “Those with minimal computer experience 

*…+ they will need to be provided with a complete, existing environment that is 

targeted towards the documents they want to access, shielding them from 

requiring inside knowledge of the emulator. *…+ simple interaction can be 

expected to load, read, write and save the requested objects.” (7) 

It appears that we are still far away from this ideal. Setting up a properly working 

emulation environment is complex, requiring significant knowledge and skills.  

Testing of various emulators was not a simple task. Although all of the tested 

emulators came with well working installers, and installation was relatively easy in 

Windows, Macintosh or Linux environment, proper setup and configuration was 

much more complex.  

Additionally, a list of dependencies in such environments can prove to be 

impossibly long. When dealing with a web archive that includes unknown objects, 

it is not uncommon to discover that additional drivers or software are needed to 

make it work in an emulator. It appears that initial ingest needs to be specifically 

tailored for a particular emulation environment. Alternatively, an existing archive 

needs to be carefully scrutinised and all dependencies resolved.  

                                                                 
5
 QA of many migrated objects could have been done with File Format Identifiers, but updated links in HTML 

files needed to be checked manually. 
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 Bochs 2.3.7  

http://bochs.sourceforge.net/ 

DESCRIPTION 

Bochs is a program that simulates a complete Intel x86 computer. It can be 

configured to act like a 386, 486, Pentium, Pentium II, Pentium III, Pentium 4 

or even like x86-64 CPU. Bochs is multi-platform and runs MS DOS, MS 

Windows, Linux and some other Operating Systems. 

COMMENTS 

Bochs is probably one of the most versatile and extensively developed 

emulators from all tested. It was however, also the slowest of all of them. At 

times it became almost unusable, especially when working with a mouse. 

Another unpleasant feature of Bochs was that it cannot be run in full screen 

mode, making the user experience quite limited. 

Running MS Windows 3.1 was a very good test for Bochs and our first 

attempt to run an old system on a contemporary hardware. The Windows 

installed without trouble. There was a need to install additional programs, 

like web browsers and Adobe Reader (all specifically for Win 3.1). During the 

actual test of viewing the web archive in the web browsers, there were some 

problems: 

Running Arachne (MS DOS web browser with GUI, 

http://home.arachne.cz) within Bochs, worked reasonably well. Simple 

HTML pages were rendered quite well but Arachne couldn’t open some 

media files, PDFs and MS documents, as proper extensions were either 

not installed or available. Also, as expected, Arachne couldn’t open PNG 

images. An attempt was made to access media, PDF and MS document 

files outside the web browser. PDF and MS documents displayed 

correctly, media files however, played very badly with discontinued 

image and sound. Basically, they were useless. 

Host platforms MS Windows, Linux, Macintosh and 

more 

Guest platforms MS DOS, MS Windows, Linux, Amiga, and 

more 

Ease of setup Relatively easy 
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Ease of use Easy 

Speed Very slow 

Performance with text-based files Good 

Performance with media files Poor 

Support Good 

Comment Irritatingly slow, almost to the point of 

unworkable. No full-screen mode. 

Interface not very user friendly (non-GUI) 

 

 Dioscuri 0.4.0  

http://dioscuri.sourceforge.net/ 

DESCRIPTION 

Dioscuri is an x86 computer hardware emulator written in Java. It is a 

modular emulator, created by Koninklijke Bibliotheek and National Archief of 

the Netherlands. The following is from the Dioscuri web site: “Dioscuri is 

flexible because it is completely component-based. Each hardware component 

is emulated by a software surrogate called a module. Combining several 

modules allows the user to configure any computer system, as long as these 

modules are compatible. New or upgraded modules can be added to the 

software library, giving the emulator the capability to run these”. 

Currently, Dioscuri supports a limited number of operating environments, 

including MS DOS. 

COMMENTS  

Dioscuri is still being developed and as such, it has very limited capabilities, It 

could only be tried with MS DOS 6.2 and MS Windows 3.1 operating systems. 

Dioscuri is written in Java. This makes it multi-platform (any system capable 

of using Java Runtime Environment), without the need to recompile the 

source code. However, we suspect that this fact may also affect its 

performance, making Dioscuri rather slow. All tested media files could not be 

rendered sufficiently well to give a useful performance. 
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Java Environment in Dioscuri, works as an intermediate layer, that developers 

call the Universal Virtual Machine (UVM). The UVM sits between the current 

platform and the emulator, making dependency on the underlying system 

less critical. 

A useful feature of Dioscuri is that all configuration is done through use of 

XML files, making them more accessible. 

As the first and only emulator created entirely for preservation purposes, 

Dioscuri is an interesting phenomenon and may become a useful tool, if its 

development continues. 

 

Host platforms MS Windows, Linux, Macintosh 

Guest platforms MS DOS, MS Windows 3.1 

Ease of setup Easy 

Ease of use Easy 

Speed Slow 

Performance with text-based files Good 

Performance with media files Poor 

Support Limited 
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Comment The idea and fact that Dioscuri has been 

developed by people involved with 

digital preservation, sets up high 

expectations. The tool needs further 

development however, to increase the 

speed and include more guest 

environments. GUI is very basic and not 

particularly friendly. Support and help 

are quite basic. (Hopefully, there has 

been more happening than suggested by 

the slow updating of the “Latest News” 

on the Dioscuri web site.) 

 

 MS Virtual PC 6.0.156.0  

http://en.wikipedia.org/wiki/Windows_Virtual_PC 

DESCRIPTION 

MS Virtual PC is a virtualisation program for Microsoft Windows operating 

systems, and an emulation program for Mac OS X on PowerPC-based systems. 

Virtual PC virtualises a standard PC and its associated hardware. Supported 

Windows operating systems can run inside Virtual PC. Other operating 

systems like Linux may run, but are not officially supported. As it is not an 

emulator on Windows, it cannot be directly compared to other programs. 

Additionally, it is probably not an option to use in digital preservation. It was 

interesting, however, to observe the behaviour of this software. 

COMMENTS 

MS Virtual PC was quite fast, comparing to other emulators, when running 

Win 98SE system on Windows XP. It is not surprising however, as in this 

configuration it is a virtualisation software. This means that instead of 

emulating hardware, it utilises hardware of the host. Due to this fact, it can 

be only used on a particular hardware platform. Such an approach seems 

unlikely to work in long-term preservation because current virtualisation 

software would not work with the future types of hardware. 

Even the fact that Virtual PC was relatively fast, it didn’t perform satisfactorily 

when playing media files. As with all other emulators, animations were jagged 

and sound broken, even when they were not played from within a web 

browser. 
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According to the help file, MS Virtual PC 6 is not compatible with Windows 

3.1 and this configuration was not tested. 

Host platforms MS Windows, Macintosh PowerPC 

Guest platforms Various MS Windows, Linux may run but 

is not supported. 

Ease of setup Easy 

Ease of use Easy 

Speed Relatively fast 

Performance with text-based files Good 

Performance with media files Poor 

Support Good 

Comment Very fast but it is not an emulator. On a 

PC it is a virtualisation software – not 

suitable for long-term preservation. Very 

good support and help. 

 

 QEMU 0.9.0 

DESCRIPTION 

QEMU is a generic and open source machine emulator and virtualiser. QEMU 

is multi-platform and can emulate a large number of systems. It relies on 

dynamic binary translation to achieve a reasonable speed while being easy to 

port on new host CPU architectures. 

COMMENTS 

QEMU, especially when the accelerator was installed, was the fastest of the 

tested emulators (with exception of MS Virtual PC which is not strictly an 



43 | P a g e  
 

emulator on PC). With its respective launchers, it was also quite friendly to 

configure and run. 

It ran well on Windows XP and Ubuntu systems, with MS Win 3.1, Win 98SE 

and additionally, on Ubuntu – MS Win XP. Unfortunately, due to either MS 

Win 98SE or tester’s limited knowledge, the Win 98SE could not be 

configured to run in graphic mode higher than 8-bit RGB. That made the user 

experience more limited. 

In all configurations, PDF files and MS documents were rendered correctly. 

Media files, on the other hand, performed very poorly with jagged animation 

and broken sound (even that they were run in less demanding, 8-bit colour 

mode). 

Similarly to Bochs, Netscape and Mosaic browsers refused to work under 

Windows 3.1 in QEMU, and we also encountered similar problems with 

Arachne. 

Host platforms MS Windows, Linux, Macintosh 

Guest platforms Linux, Solaris, MS Windows and more 

Ease of setup Relatively easy 

Ease of use Easy with launchers 

Speed Slow but within reason 

Performance with text-based files Good 

Performance with media files Poor 

Support Very good 

Comment Good emulator with potential. Friendly 

GUI available (launchers). Good help and 

support. 
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EMULATORS – CONCLUSION 

Current emulators may be suitable for some specialised tasks at this stage of their evolution, 

but they are not completely adequate for preservation purposes. The author is under 

impression, that as they are, they would require incredibly careful and expert setup and 

configuration, on a dedicated, very powerful hardware, with all innumerable dependencies 

understood, recorded and resolved, to perform in the way that is expected of them in long-

term preservation. Clearly, there is some neatness and beauty in this solution which does 

not change the file. However, this type of preservation action is still not mature enough to 

be practical or sustainable for large scale web archives. All emulation solutions currently in 

existence still remain largely a paper-based theory. 

Some obvious difficulties with the emulation methodology were the licensing issues. For 

example, when running a MS Windows XP Operating System in an emulator, it reminded us 

that it requires an online or by phone registration. Currently, this is feasible but what about 

50 years from now? Another unpleasant surprise was to discover that it is not possible to 

legally emulate a Macintosh environment on hardware that has not been manufactured (or 

endorsed?) by Apple. That precludes all IBM-type machines from running Mac emulators. 

Another difficulty that was encountered in testing, was with the emulators themselves. They 

consume significant resources of the host computer and this makes them relatively slow. 

Most tested emulators, when running, used about 90% or more of one of the CPU threads 

on the host platform and were significantly slower than the host machines. All media files 

(audio and video) could not be satisfactorily played on any of the tested emulators.  

All emulators require a disk image file which emulates storage hardware. Disk images need 

to contain Operating Systems, other software and, in some cases, files that we want to 

preserve. Some emulators allow access to files stored on physical disks but this is not always 

the case (as mentioned before, BOCHS and Dioscuri do not work with physical drives). 

WinImage tool was a convenient way of adding, removing or altering data in disk images. It 

is capable of creating disk images in various formats. Often however, disk images created or 

altered by WinImage (even when they were the same format as required by the emulator), 

didn’t work properly in that emulator. 

There were also some lessons to learn from trying to emulate various operating systems. 

Understandably, it seemed that the further back into the past we went, the more problems 

started to emerge. The subsequent paragraphs describe behaviour and issues encountered 

when emulating the following systems: 

MS Windows 3.1 

This was the most troublesome system. It required installing MS DOS system first 

(ver6.2) and configuring properly config.sys, and autoexec.bat files. The author was 

lucky to still remember how to do it, otherwise it would take significant time trying to 
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find relevant information on the internet and learn about the mostly forgotten world of 

MS DOS. 

Installation of Mosaic and Netscape web browsers went without any indication of 

trouble. When attempting to run them, however, an error message was displayed – 

“Call to undefined dynalink”. According to Microsoft this error occurs when an 

application attempts to make a function call to a DLL file that has an older version 

number than the one the application is expecting. Multiple efforts to rectify this 

problem were unsuccessful and the task abandoned. 

Many supposedly simple tasks proved to be less than simple. For example, when 

attempting to install MS Word Viewer (v6.0), there was need to install OLE 2.02 first 

and than add SHARE.EXE command to the autoexec.bat. All these steps required 

additional downloading, installing to disk image, extracting files, installing in the 

operating system, and so on. 

MS Windows 98SE 

This system worked relatively well in all emulators. There were some problems, 

however, to run it in a larger desktop size in some emulators, and with greater colour 

depth. Similarly to Windows 3.1, there were numerous dependencies that required 

tiresome downloads and installations, before the system started behaving the intended 

way. 

MS Windows XP 

Windows XP was very much trouble free to install and run. This was not very surprising 

as this is a contemporary system, working on the contemporary hardware, with 

contemporary emulators. It is however, much larger than the previous systems and as 

such, the installation was quite slow. 

Ubuntu 9.04 

Similarly to Win XP, Ubuntu was very much trouble free. Unfortunately, not all 

emulators were capable of running it. 

Macintosh OS X 

We were unable to test this system in the emulated environment due to licensing 

restrictions imposed by Apple. 
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8. RECOMMENDATIONS 

This project, within its limitations, allowed us to formulate some opinions on feasibility of 

long-term preservation, using emulation and migration methodologies. As expected, we 

could not recommend either emulation or migration as a perfect solution to the problem at 

this current time, however it was possible to draw some conclusions for further research. 

The opinion of the author is that: 

 There are no tools suitable for long-term preservation of very large web archives 

All tested tools were inadequate when applied to work with the PANDORA large 

sample. They were either very slow or were crashing when working with large 

number of files. 

 

 All preservation actions need to be based on a clearly defined “Preservation 

Intent” 

Regardless of whether we perceive either migration or emulation to be the better 

solution to long-term preservation, it is improbable to implement these 

methodologies correctly without defining what exactly we wish to preserve. 

Additionally, it would be difficult to audit the archive without the “Preservation 

Intent” defined. 

 

 Migration and emulation offer some time extensions to facilitate access to digital 

objects. 

It appears that regardless of whether these methodologies would work long-term, 

both of them can provide some current, short-term relief in delaying loss of access to 

the collection objects.  

 It is a quite subjective comment, but at the moment emulation seems to present 

higher risks as a long-term preservation methodology. 

 

 It is impossible to predict the outcomes of emulation actions, as there are so many 

dependencies and unknown factors. Migration might be lossy and imperfect, but 

most of the results are known right after processing, or could be audited using the 

Preservation Intent. 

 At this time, neither of the tested methodologies are mature enough to provide a 

full or even partial solution. 

There is an ongoing discussion within digital preservation community as to what 

methodologies should be used in long-term preservation. There seem to be opposing 

migration-emulation camps arguing their respective points of view. Despite 
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significant works on emulation by J. Rothenberg, J. van der Hoeven and others, 

practical solutions are still not very well developed. In the field of migration there is 

also little progress. Some attempts like CAMiLEON Project (32) or works by The 

National Library of the Netherlands (e.g. see 28), are useful projects extending our 

knowledge. Another example is XENA, one of the more mature programs designed to 

streamline and standardise preservation process.  

To advance the issue of long-term preservation we need to improve existing and 

develop new, practical solutions. 

 Extensive work is required to decide on the best approach to digital preservation. 

The long-term preservation discussions seem to concentrate on details regarding 

technical aspects of digital objects. As mentioned earlier, there is not enough 

thought given, to practically defining what exactly a phrase “preserving digital 

objects” means. 

 Development of tools is needed, specifically aimed at long-term preservation. 

These tools need to be modular, flexible and automatic, allowing specification of 

various “Preservation Intents” for different collections. 

Both migration and emulation methodologies cannot be used effectively in long-

term, without tools that are freely available, open-source, efficient, scalable and 

user-friendly. 

The available tools are currently immature, many are not efficient and require 

expert-level knowledge to install, configure and run. Large organisations are capable 

of patching together some ad-hoc solutions but many small-scale organisations and 

institutions are unable to set up a long-term preservation projects because of that. 

The necessary tools must be created by software engineers in cooperation with 

wider digital preservation community. The tools need to not only be usable but also 

sustainable. 

 Practical, large-scale experiments on most promising aspects of both 

methodologies are required to develop a working solution. 

Experimentation with various migration options may prove to be useful. 

Further development of fast, flexible, easy to setup and use emulators should give us 

more understanding of this methodology as a solution to long-term preservation. 

More work towards developing Universal Virtual Computer (UVC) may benefit our 

understanding of involved issues. 
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 Development of QA tools that would be modular, flexible and automatic is 

required. The tools need to be capable of working on an industrial scale. 

Due to the ever expanding web archives, we need tools that would be better suited 

to this environment. Currently, the existing tools are not very mature and they do 

not work together well. There is need for development of tools that form a 

comprehensive system, providing the user with one working environment.6 

Some additional thoughts were articulated during the course of the project: 

 Strong opinions on emulation and migration are frequently expressed by various 

researchers (see for example, Rothenberg (6) on migration: “"migration is labor-

intensive, time-consuming, expensive, error-prone, and fraught with danger of losing 

or corrupting information".  Bearman (18) and Granger (21) argue that such 

statements are impossible to evaluate and may equally apply to other 

methodologies).  

 

 It is not possible to preserve it all. Priorities need to be established for practical, 

long-term preservation solutions. 

 

 Only preservation at the general community level would guarantee best possible 

preservation. We cannot rely on large institutions to preserve all digital objects that 

deserve preservation.  

 

 There is a need for enticing big business to adopt technologies that would allow for 

universal long-term preservation (for example, see (35) Del Pozo. Implementing 

Digital Preservation Techniques into Next-Gen Operating Systems). 

 

 This report recommends, that the work continues in a more structured way. 

Individual attempts to solve the problem are ineffectual and there is a continuous 

risk of re-inventing the wheel. Only an orchestrated approach may provide us with 

meaningful answers. The IIPC PWG is a natural community to deal with those issues 

and as such, we recommend that a position be established by the IIPC, to continue 

testing and evaluating preservation actions for web archives. Adequate resources 

would be required to support this work. 

 

 

 

                                                                 
6
 There was an attempt to create a complete migration tool within CAMiLEON project. See Migration on 

Request, a Practical Technique for Preservation (32). I couldn’t find any practical implementations of this idea, 
however. 
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9. CONCLUSION 

There is an ongoing debate, about benefits or disadvantages of one or another long-term 

preservation methodology. Many papers have been written and many conferences 

dedicated to this issue. It is surprising however, how little has been done at the practical 

level. With some notable exceptions, most researchers seem to be happy debating the same 

arguments again and again.  

The project probed into challenges that emulation and migration methodologies may 

present to anyone attempting to implement them. 

During initial phases, it quickly became apparent that the scope of the project vastly 

exceeded the resources and time, required to exhaustively look into all existing options. The 

author feels, that the work should continue until our knowledge of the involved issues is 

more complete and able to positively influence the development of existing or new tools, 

suitable for long-term preservation of very large web archives. 

With the web archives constantly growing at a rapid rate, there is a strong need to activate 

the Digital Preservation Community into action, with practical goals in sight.  

One of the most prominent critics of the Digital Preservation Community, H.M. Gladney, 

argues that with combined efforts of the Digital Preservation and the business communities, 

we should be able to provide effective solution to the problem (8). Indeed, he states that 

the technical solution already exists but has been ignored by the DPC majority. His answer 

to long-term preservation is the Universal Virtual Computer (UVC) - idea initially proposed 

by Raymond A. Lorie (34) and developed by others. It is a combination of emulation and 

migration methodologies and in theory, it may be the best solution to long-term 

preservation when combined with reducing the number of file types ingested in archives 

(e.g. by migrating them on ingest to a “standard” format). Unfortunately, its success 

depends on cooperation of not only a Digital Preservation Community, but also general 

population and the business sector. It is in our interest to enter into the dialogue with these 

groups.  

Our best hope for adequate long-term preservation, lies in continuous and systematic work, 

researching various preservation methodologies, and improving our understanding of the 

future use of web archives.  
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APPENDIX 1 

BRIEF COMPARISON OF FILE FORMAT IDENTIFIERS 

It is worth noting that output from all of the identifiers is not particularly user friendly and 

often requires further processing to make it useful. Also, comparing the identifiers is not 

straightforward as they use different descriptions to indicate positive identification. 

Additionally, TrID positively validates a file (correctly) even if it has the wrong extension, 

without any warning alert. 

Program JHOVE DROID TrID File Identifier 

 Positively Identified (%) 

File Archives 94.95 59.6 91 95 

Audio 98.7 4.55 42.85 90 

Video 100 67.36 68.75 64.83 

HTML 29.74 73.94 46.87 98.16 

Microsoft Office 96.08 100 0 98.08 

PDF 93.1 100 65.51 100 

Raster images 100 93.2 32 64.83 

TOTAL SCORE 87.51 71.23 49.57 87.27 
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APPENDIX 2 

PANDORA SMALL SAMPLE CONTENT 

The small sample was 2.37GB large and consisted of 113,566 files in 7,502 folders.  

File Type Number of files 

File Archives (zip, gz, sit, etc.) 661 

Audio files (mid, mp3, wav, etc.) 1,054 

Raster Images (jpg, gif, tif, etc.) 24,799 

HTML and similar files (htm, html, xml, css) 79,201 

Microsoft files (Word, Excel, PowerPoint) 186 

Adobe Reader files (PDF) 1,911 

Text files (txt, rtf, etc.) 262 

Video files (swf, mpeg, mov, wmv, etc.) 108 

Other files (map, types, js, php, etc.) 5,384 
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