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1 Document Control 

 

Issue Date of issue Comments 
   
   

 

2 Introduction 

The preservation strategy distinguishes between bit-preservation and logical 
preservation. The purpose of bit-preservation is to ensure that the collected data are 
preserved. The purpose of logical preservation is to ensure that is possible to 
“understand” the preserved bits. The archival storage format must accommodate the 
storage requirements of bit- and logical- preservation. It is not sufficient just to store 
collected bits, but also necessary to store additional metadata in order to ensure the 
long term preservation of the data collection.  

This document describes requirements for an archival storage format suited to preserve 
collections of internet data  

These requirements are a result of experiments and literature studies performed as part 
of the Netarchive phase 2 study [1] combined with input from the IIPC framework 
working group[2]. 

3 Requirements 

Various formats are already used to store internet data – examples are provided in the 
next chapter. Experiences have shown that not all formats are equally well suited for 
long-term preservation. This chapter lists provides a list of basic requirements a storage 
format must accommodate if it may be used for long term preservation. 

3.1 The format must be suited for long-term 
storage 

It is hard to define exactly what makes a storage format suite for long-term storage. 
Some of the known properties such as verification of data integrity and simple backup 
procedures have been stated as separate requirements. It is however hard to predict 
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the exact usage of the data in the future. In order to simplify future usage of the stored 
data the following principles are proposed: 

• The format should be simple to describe, understand and implement 

• The format should not depend on specific hardware 

• The format should not depend on specific operating systems 

• The format should not depend on proprietary software  

• The format should be robust against single points of failure 

3.2 OAIS compatible 

The storage format should match the requirements of the OAIS model [3]. 

The following requirements related to the storage format have been extracted from the 
OAIS model. Please refer to the OAIS model for a definition of terms, abbreviations and 
details on each requirement. 

1. Documented procedures and policies for preserving AIPs ([3] section 3.2.5) 

2. AIPs must be visible to Designated Communities ([3] section 3.2.6) 

3. The format must support error checking, disaster recovery and media 
independence for Content Information and PDO ([3] section 4.1.1.3) 

4. It must be possible to retrieve stored AIPs ([3] section 4.1.1.7) 

5. It must be possible to separate stored Content Information into Content Data 
Object and Representation Information  ([3] section 4.2.1.4.1) 

6. The format must support storage of Preservation Description Information, 
reference information, context information, provenance and fixity information 
([3] section 4.2.1.4.2). 

7. The OAIS should avoid holding PDI or Content Information only in naming 
conventions of directory or file name structures ([3] section 4.2.1.4.3) 

8. The format must support digital migration ([3] section 5.1) in general. More 
specifically the following migration types must be supported: Refreshment, 
Replication, Repackaging, Transformation ([3] section 5.1.3) 

9. It must be possible to distinguish AIP versions, editions and derived AIPs ([3] 
section 5.1.4) 
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The following sections address most of the above issues.  

 

3.3 The format must support all important Internet 
protocols 

A protocol is supported if it is possible to store and retrieve all relevant information 
transferred by the protocol. For the HTTP protocol this means that the HTTP headers 
should be stored and that both HTTP requests and responses should be stored. Current 
Internet protocols that must be supported are FTP, HTTP, NNTP, SMTP. Handling of 
streamed data like RealVideo is mainly a question of obtaining and storing the correct 
bit stream. 

3.4 The format must support meta-data 

It is crucial that it is possible to enrich the stored bit-stream with additional metadata 
information. Examples of metadata information are: harvest description, access 
restrictions, and site categorization.  The format should provide a mechanism that 
allows adding extra metadata after the harvested data have been added to the archive.  

3.5 Data integrity must be easy to verify and 
maintain 

Current storage media degrade over time. It is thus essential that it is possible to detect 
bit errors in archived data. It is obviously equally important that errors once detected 
are easily corrected. A simple scheme would be fingerprinting of the data and a method 
to restore from an additional backup of the data. Loss of data due to multiple bit-errors 
should only affect part of the archived data and not propagate to otherwise unaffected 
parts of the archive. Errors must not propagate to other copies of the data. 

3.6 Data backup must be simple 

A simple and reliable backup procedure must exist for the selected format. 
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When evaluating the complexity of a backup procedure the following should be 
considered: 

• It must be possible to do a complete backup of all data 

• It must be possible to backup only a subset of the data 

• It must be possible to verify the success of a backup 

• It must be possible to restore all data 

• It must be possible to restore only a subset of the data 

3.7 The format must support recording of access 
limitations 

Some of the data in the archive may have access limitations. Examples of limitations 
are: only access for researchers, only access from specific terminals, no access at all, or 
only access for registered users. The information that determines access limitations may 
only be accessible at collection time, and the format must support recording of such 
information available at collection time or at a later point. Note that the format is not 
required to support administration of user rights and profiles.  

3.8 The format must support authenticity 
information 

The authenticity of data in the archive is of crucial importance in usage scenarios such 
as research or legal matters. It must be possible to reliably identify the person 
responsible for adding a collection of data to the archive.  

3.9 It must be possible to retrieve the original bit-
stream 

It must be possible to store and retrieve the original bit-stream retrieved from the web. 
It must also be possible to store and retrieve the original request bit-stream. 
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3.10 It must be possible to delete material from the 
archive 

During normal operation of the archive deletion of material should not occur. 
Exceptional situations may appear where the archive needs to delete specific items from 
the collection. An example might be a court order to delete illegal material. Deletion of 
material is not required to be an efficient process and an approach where data are 
rewritten without the parts that must be deleted may suffice. It must however be 
possible to record that material has been deleted and it must be possible to verify that 
only the targeted material has been deleted.  

3.11 It must be easy to locate archived data 

The success of an archive is highly dependent upon its usage. It is thus essential that 
data stored in the archive can be retrieved reliably and easily. References to data in the 
archive should be similar to the original references used when the data were originally 
collected combined with a timestamp.  

3.12 Support format transformations 

A wide variety of data formats are present on the Internet. A number of these formats 
will however not be supported by future applications. It is possible to address this 
problem in several ways, of which the most promising are: 

- store the applications necessary to interpret the data and develop emulators 

- convert the data to equivalent supported formats 

It is not obvious which (if any) of these approaches are the best long term solution. The 
storage format should however provide appropriate support for both approaches. 

The following general transformation requirements must be supported: 

• Original data must still be accessible after transformation 

• It must be possible to retrieve transformed data  

• It must be possible to perform successive transformations of the same object 

• It must be possible to store meta-data about the transformation 

• It must be possible to retrieve the relationship information between the original 
data and the transformed versions of the original. 
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3.13 Support data compression 

The cost of archiving data increases with the amount of raw bits that must be 
preserved. In order to reduce the cost of storage media it may be necessary to 
compress data.  The data format must support an optional data compression of the 
stored data. It should be noted that the usage of compression should only be used after 
a careful consideration of the associated long term preservation risks. 

3.14 Support duplicate reduction 

If a website is harvested more frequently than it is updated the majority of the pages on 
the site are not expected to change. A lot of duplicated information will be stored in this 
scenario if everything needs to be stored for each visit. We generally want to reduce the 
total amount of data stored in order to reduce the total cost of storage. This leads to the 
following requirement. 

If an object has not changed since last harvest: 

• It is not necessary to store a new copy of the object data 

• It must always be possible to record that the object was visited 

• It must always be possible to record metadata 

3.15 The format should be efficient 

The success of any system depends not only on the functionality of the system but also 
on its performance and efficiency. The following scenario outlines some of the expected 
operations that the storage format should support: During collection of data large 
amount of information are processed and stored. Once data have been collected a 
number of analyses such as search term indexing are performed on the complete 
dataset. A backup (and/or) copy of the collected data is made. Subsequent browsing of 
archived data retrieves a number of individual objects from the archive. This leads to 
the following requirements: 

Evaluation of the efficiency of the storage format must consider the following factors: 

• Storing. 

• Administration (backup, copying) 

• Retrieval of individual objects 
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• Bulk access - large amounts of data are accessed 

 

4 Conclusion 

A set of requirements for an archival storage format suited for storage of material 
collected from the internet has been presented.  
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