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REPLY TO

A_N oF: IG- 1

SU_ECT: !NFQ_TION: Report on "The Use of Intelligence Information to
Identify the Foreign Interests of Entities
Involved With DOE Programs"

To: The Secretary

BACKGROUND:

The subject final report is provided to inform you of our
findings and recommendations and to give you an opportunity to
comment. The purpose of this inspection was to determine
whether Department of Energy activities could benefit from
greater and more consistent access to intelligence on selected
entities with foreign interests. The term "selected entities
with foreign interests" refers to individuals, companies or
organizations that are owned, controlled or influenced by
foreign interests and do not openly acknowledge that fact.

DISCUSSION :

Federal agencies are restricted from entering into contracts and
subcontracts with entities from six foreign countries. These
restrictions have been codified in Subpart 25.7 of the Federal
Acquisition Regulation. Standard Clause 52.225-11, which
implements these restrictions, is required to be inserted in all
contracts and solicitations. We found that the Department was
not incorporating Standard Clause 52.225-11 into all
solicitations and contracts. We are recommending that the
Acting Deputy Assistant Secretary for Procurement and Assistance
Management expedite incorporating Standard Clause 52.225-11 into
all Management and Operating contracts where the clause has not
already been incorporated.

We found that even for those contracts that do contain Standard

Clause 52.225-11, the Department does not have a system for
ensuring that the Department is in compliance with the specific
requirements of Standard Clause 52.225-11. For classified
programs, the Department has the foreign ownership, control or
influence over contractors program. However, this program does
not, and was not established to, address all of the requirements
of the Federal Acquisition Regulation.

Sections 836 and 838 of Public Law 102-484, the "National
Defense Authorization Act of Fiscal Year 1993," prohibit the
award of certain departmental national security contracts to
companies owned by an entity controlled by a foreign government.
We found that the Department had not taken the actions required
to implement these prohibitions. We are recommending that the



Assistant Secretary, Human Resources and Administratior

determine the organizations responsible for implementin b _he

requirements of Sections 836 and 838 of Public Law 102-404.

We believe that the increased use of intelligence information to

gain knowledge of whether a company, individual or organization

is owned, controlled or influenced by a foreign interest could

assist the Department in identifying the foreign interests of

certain contractors, and in meeting the requirements of the

Federal Acquisition Reguletion and of Public Law 102-484.

Additionally, we believe such intelligence would be of benefit

to other programs within the Department. In particular:

o The Department's Counterintelligence program could be
more effectively focused if the source of potential threats to

departmental programs and activities, including potential
threats from selected entities, was better identified.

o Intelligence information on selected entities might be

useful in the Department's review of Cooperative Research and

Development Agreements between laboratories under the

Department's control and other non-Federal parties.

We are recommending that the Director, Office of Intelligence,

in conjunction with appropriate departmental managers, examine

how intelligence information on selected entities could support

various departmental programs, including counterintelligence,

security affairs, and procurement.

Management provided comments on a draft of this report and

agreed with our recommendations. Management's comments and our

responses are summarized in the report•

• Layton

Inspector General

Attachment

cc:

Deputy Secretary

Assistant Secretary for Human Resources and Administration

Director, Office of the Executive Secretariat

Director, Office of Intelligence and National Security

Director, Office of Inte) ligence

Acting Deputy Assistant Secretary for Procurement and Assistance

Management

Director, Office of Security Affairs

Director, Office of Technology Utilization
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REPORT ON THE USE OF INTELLIGENCE INFORMATION TO IDENTIFY THE

FOREIGN INTERESTS OF ENTITIES INVOLVED WITH DOE PROGRAMS

PURPOSE AND SCOPE

The purpose of this inspection was to determine if Department of

Energy (DOE) activities could benefit from greater and more

consistent access to intelligence information on selected

entities with foreign interests. We use the term "selected

entities with foreign interests" to refer to individuals,

companies or organizations that are owned, controlled or

influenced by foreign interests and do not openly acknowledge
that fact. Foreign interest includes a foreign government,

foreign individual or foreign organization. Hereafter in this

report, "selected entities with foreign interests" will be

referred to as "selected entities." The Department's export

licensing activities, managed by the Office of Arms Control and

Nonproliferation, including their use of intelligence

information, are the subject of a separate report titled,

"Inspection of the Department's Export Licensing Process for

Dual-Use and Munitions Commodities," dated August I0, 1993.

Export licensing activities, therefore, were excluded from the

scope of this inspection.

During this inspection, we sought to determine:

I. Is general intelligence information on selected

entities available from the national Intelligence

Community?

2. Other than in support of export licensing, what

requirements are there for DOE to access intelligence
information on selected entities?

3. What Departmental activities might benefit from such

intelligence information?

In conducting this inspection, we interviewed DOE Headquarters

managers and staff personnel in the Office of Intelligence
to include the Office of Foreign Intelligence, the Office of

Counterintelligence, the Office of Threat Assessment, and the

Office of Intelligence Support/Security; the Office of Arms

Control and Nonproliferation; the Office of Procurement,
Assistance and Program Management; the Office of Security



Affairs; and the Office of the Executive Secretariat. We also

interviewed officials at DOE's Lawrence Livermore, Los Alamos

and Sandia National Laboratories, and at DOE's Albuquerque, Oak
Ridge and Savannah River Field Offices; as well as officials at

other appropriate U.S. government agencies. During the course

of this inspection, several DOE field offices, to include the

Albuquerque, Oak Ridge and Savannah River Field Offices, were

retitled Operations Offices. Additionally, the Office of
Procurement, Assistance and Program Management was retitled the

Office of Procurement and Assistance Management.

This inspection was conducted in accordance with the Ouality

Standards for Inspections issued by the President's Council on

Integrity and Efficiency.

SUNHARY OF RESULTS

We found that intelligence information on "selected entities

with foreign interests" is available within the national

Intelligence Community and law enforcement agencies. As

mentioned previously, the term "selected entities with foreign

interests" is used to refer to individuals, companies or

organizations that are owned, controlled or influenced by

foreign interests and do not openly acknowledge that fact.

Foreign interests include a foreign government, foreign

individual or foreign organization.

We found that there are requirements that DOE not enter into

contracts and subcontracts with entities that are controlled by

certain foreign interests. Specific restrictions apply to
certain purchases from six foreign countries by agencies of the

Federal government and, in some cases, by all United States

persons. These restrictions have been codified in Subpart 25.7

of the Federal Acquisition Regulation (FAR). Some of these

restrictions have been in effect since September 1977. Of

special interest are the prohibitions concerning Iraq, which

were originally promulgated by two Executive orders issued in
August 1990, in response to the Iraqi invasion of Kuwait.

Effective April 15, 1991, FAR Subpart 25.7 was revised to

implement the restrictions involving Iraq. The Governmentwide

procedure to implement FAR Subpart 25.7 is found at FAR Subpart
25.704, which requires including standard clause 52.225-11 in

all solicitations and contracts. In addition, standard clause

52.225-11 contains a requirement that the contractor agrees to

insert the provisions of this clause in all subcontracts.

We found that DOE was not incorporating standard clause
52.225-11 into all solicitations and contracts. For example, we



reviewed 18 Management and Operating (M&O) contracts from three

different DOE operations offices and found that the clause had

been included in only ii of the contracts. We also reviewed M&O
subcontracts at two national laboratories and found that

standard clause 52.225-11 had not been incorporated into any of
the M&O subcontracts. We reviewed direct contracts and

solicitations at DOE Headquarters and we reviewed direct

contracts at one operations office. We found standard clause

52.225-11 in four of the ii Headquarter's direct contracts and

solicitations we reviewed. At the operations office, we found

the clause only in direct contracts awarded after May 1992.

We also found that even for those DOE contracts that do contain

standard clause 52.225-11, the Department does not have a system

for ensuring that the Department is in compliance with the

specific restrictions of standard clause 52.225-11. FAR

Subpart 1.602-2 states that contracting officers are responsible

for ensuring performance of all necessary actions for effective

contracting, ensuring compliance with the terms of the contract,

and safeguarding the interests of the United States in its

contractual relationships. The Department only has one program
to identify foreign interests of certain contractors. That is,
for DOE contracts and M&O subcontracts that involve classified

information or special nuclear material, DOE has the Foreign
Ownership, Control or Influence Over Contractors (FOCI) Program.

However, the FOCI program does not address all of the

restrictions of FAR Subpart 25.7. For example, when Iraq is

involved, FAR Subpart 25.7 applies to ownership and control of

the company; the origin of the goods or services; and whether

the goods or services were transported through Iraq. The FOCI

program does not routinely address the origin of the supplies

being procured. Nor does the FOCI program address the

transportation route of the item being procured. In addition,

the DOE FOCI program relies on the contractor to accurately and

truthfully provide information regarding foreign ownership,

control or influence of the contractor, and does not make full

use of information available in the Intelligence Community on
selected entities.

Public Law 102-484, the National Defense Authorization Act of

Fiscal Year 1993, enacted on October 23, 1992, has requirements

in sections 836 and 838 of Subtitle C regarding certain DOE
contracts.

o Section 836, which became effective 90 days after

enactment of the law, prohibits DOE contracts under a national

security program from being awarded to a company owned by an

entity controlled by a foreign government if it is necessary for

that company to be given access to a category of information



proscribed by the Secretary. We could find no action underway

within DOE to establish a program whereby the Secretary would

proscribe the categories of information as required to implement
the provisions of Section 836.

o Section 838 requires DOE to prepare a yearly report to

Congress and to establish a database containing a list of all
contractors with DOE which are controlled by foreign persons.

The Departmental system that is used to track such Congressional

requirements did not contain this requirement. In addition, we
found no action underway to meet these requirements.

We also believe that the use of intelligence information to gain

knowledge of whether a company, individual or organization is
owned controlled or influenced by a foreign interest would be of

benefit to other programs within DOE. In particular:

o The DOE Counterintelligence program could be more

effectively focused if the source of the threat, including
selected entities, was better identified.

o Intelligence information on selected entities might be

useful in the DOE Headquarters review of Cooperative Research

and Development Agreements between laboratories under DOE

control and other non-Federal parties.

BACKGROUND

General

In two cases that received recent congressional attention, DOE
has had commercial dealings, through its M&O contractors, with

companies that were later identified as having ties to Iraq.

In the first case, the Argonne National Laboratory purchased

certain articles from the Matrix-Churchill Corporation.

Subsequently, the U.S. Customs Service closed the Ohio-based

subsidiary of the Matrix-Churchill Corporation because the
U.K.-based parent company had been purchased by Iraq and was

attempting to illegally acquire U.S. weapons technology.

Although not prohibited at the time, under current restrictions

imposed by Executive orders and the Federal Acquisition

Regulation, these purchases by the Argonne National Laboratory

would have been prohibited.

In the second case, DOE received a $36,000 letter of credit from

the Italian Banca Nazionale del Lavoro (BNL). Tile letter of

credit was issued to DOE by BNL on December 30, 1988, to



guarantee payment for material and services provided to the

Instituto Nazionale Di Fisica Nucleare, located in Milan, Italy.

Subsequently, it was learned that BNL was a major creditor of

the Government of Iraq and was funding Iraqi front companies

involved in Iraq's ballistic missile program and nuclear weapons

program. Although DOE's acceptance of the use of the letter of

credit to guarantee payment would not be prohibited under

current Executive orders and the FAR, we believe it may have

been useful for the Department to know that BNL was a major

creditor of the Government of Iraq.

At the time of these commercial dealings with Matrix-Churchill

and BNL, we believe the Departmental officials and contractors

handling these matters had no knowledge of the ties to Iraq.

Our interest concerning the intelligence information which is

available on selected entities and the possible usefulness of

this information to DOE activities was initially prompted by
these two cases.

_olicies that Relate to Procurement Activities With Selected

_ntities

We identified a number of policies, including Executive orders,

and acquisition regulations, that apply or could apply to

procurement activities with selected entities. Some aspects of

these policies are discussed below.

Executive Order 12722 and Executive Order 12724

Executive Order 12722, "Blocking Iraqi Government Property and

Prohibiting Transactions With Iraq," was issued on August 2,

1990. The provisions of Executive Order 12722 were modified by

Executive Order 12724, "Blocking Iraqi Government Property and

Prohibiting Transactions With Iraq," which was issued on August

9, 1990. These Executive orders prohibit the import into the

U.S., or the purchase by any U.S. person, of goods or services

of Iraqi origin. Because the Executive orders apply to any U.S.

person, they would be equally applicable to a procurement made

by DOE and DOE contractors.

Federal Acquisition Regu!ation

FAR Subpart 25.7, Restrictions on Certain Foreign Purchases,

places restrictions on purchases of supplies or services

originating from sources within the Communist areas of North

Korea, Vietnam, Cambodia, or Cuba; or supplies that are or were

located in or transported from or through these countries.

Subpart 25.7 also places restrictions on arms, ammunition, or

military vehicles produced in South Africa, or manufacturing



data for such articles. Some of these restrictions have been in

effect since September 1977.

Effective April 15, 1991, FAR Subpart 25.7 was revised to

implement the restrictions involving Iraq which were contained

in Executive Orders 12722 and 12724. Subpart 25.7(c) states
that "Agencies and their contractors and subcontractors shall

not acquire supplies or services originating from sources within

Iraq, any supplies that are or were located in or transported

from or through Iraq, or any supplies or services from entities

controlled by the Government of Iraq."

FAR Subpart 25.704 prescribes a standard clause, FAR 52.225-11,
that embodies these restrictions. The current text of standard

clause 52.225-11, dated May 1992, is at Appendix A. FAR Subpart

25.7 requires that this clause be inserted in solicitations and
contracts. The text of standard clause 52.225-11 contains a

requirement that the contractor agrees to insert the provisions
of this clause in all subcontracts.

Department of Enerqy Acquisition Regulation (DEAR)

The DEAR (Chapter 9 of the Federal Acquisition Regulations
System) implements the FAR where further implementation is

required and supplements the FAR when coverage is needed for

subject matter not in the FAR. There is no mention in the DEAR

of the requirements of FAR Subpart 25.704 to include standard
clause 52.225-11 in contracts. Therefore, the DEAR does not

alter the FAR requirement to include the mandatory FAR standard

clause 52.225-11 in contracts and subcontracts. FAR provisions

regarding contracts that are not referenced in the DEAR are

applicable to M&O contracts. The subject of DEAR limitations on

the applicability of FAR provisions to M&O contracts will be the

topic of another inspection report.

DEAR SuDpart 904.70, Foreign Ownership, Control or Influence

Over Contractors, establishes DOE policies and procedures

regarding foreign ownership, control, or influence (FOCI) over

contractors. The procedures are designed to protect against an

undue risk to the common defense and security which may result

if classified information or special nuclear material is made

available to DOE contractors or subcontractors who are owned,

controlled, or influenced by foreign governments, individuals,

or organizations. (For a discussion of the FOCI requirements,
see Appendix B.)



Public Law 102-484

Public Law 102-484, the National Defense Authorization Act of

Fiscal Year 1993, was enacted October 23, 1992. Sections 836

and 838 of Subtitle C address certain aspects of DOE

procurements.

Section 836 prohibits DOE contracts under a national security

program from being awarded to a company owned by an entity
controlled by a foreign government, if it is necessary for that

company to be given access to information in a "proscribed

category of information" in order to perform the contract.

Section 838 has certain provisieEs regarding the maintenance of

a database containing information on all contractors with DOE

which are controlled by foreign persons. Additionally, Section

838 requires DOE to submit an annual report to Congress,

beginning in 1994, containing a summary and analysis of
information collected regarding DOE contracts awarded to

companies controlled by foreign persons. The scope of this

requirement refers to foreign persons and is not limited to

foreign governments. Further, the scope is not limited to

contracts involving national security information.

DOE Orders

DOE Order 5634.1A, "Facility Approvals, Security Surveys, and

Nuclear Materials Surveys," dated February 3, 1988, requires DOE

to determine whether, and to what extent, any contractors

performing or proposing to perform work which will involve

access to classified information or significant quantities of

special nuclear material (SNM) are foreign owned, controlled, or

influenced. DOE Order 5634.3, "Foreign Ownership, Control or

Influence Program," dated June 14, 1993, establishes policies,

responsibilities, and authorities for implementing DOE's Foreign

Ownership, Control or Influence Program.

RESULTS OF INSPECTION

The results section is divided into the following areas:

A. The Availability of Information on Selected Entities

B. Inclusion of the Required FAR Clause in Contracts

i. M&O Contracts and M&O Subcontracts

2. Other Direct DOE Federal Contracts



C. Current DOE Systems to Identify Selected Entities With

Foreign Interests

i. Procurement Activity Involving Classified Information or

Special Nuclear Material

2. Procurement Activity not Involving Classified

Information or Special Nuclear Material

D. Implementation of Public Law 102-484

E. Benefit to Other DOE Programs

i. DOE Counterintelligence Program

2. Cooperative Research and Development Agreements

A. THE AVAILABILITY OF INFORMATION ON SELECTED ENTITIES

To determine whether information on selected entities was

available within the intelligence community and accessible to

DOE organizations, we interviewed DOE Headquarters officials,
and officials at DOE's Lawrence Livermore National Laboratory

who we believed might be knowledgeable of such information. We

also interviewed officials at other appropriate U.S. government

agencies. We found that information concerning selected
entities is available within both the Intelligence Community and

law enforcement organizations. (For a more complete discussion

of the availability of information on selected entities, see

Appendix D.)

DOE's intelligence responsibilities are assigned by Executive

Order 12333, "United States Intelligence Activities," dated

December 4, 1981. Executive Order 12333 designates the

intelligence elements of DOE as a member of the Intelligence

Community. Because of this designation, much of the available

intelligence information on selected entities would be

accessible by DOE's Office of Intelligence. Based on interviews

with Office of Intelligence officials, we concluded that

although the Office of Intelligence will respond to requests

from DOE program officials for this type of information, and

occasionally may be provided this type of information by other

agencies, the Office of Intelligence does not routinely access
or maintain a database of this type of information. (For an

overview of DOE's intelligence activities, see Appendix C.)



Although outside the scope of this inspection, we did learn that

the former DOE Office of Classification and Technology Policy

had previously sponsored the preparation of so-called "gray

lists" that identified foreign countries or individuals that

were possible procurers of items for nuclear fuel cycle or

weapons' programs. In congressional testimony on April 24,

1991, a DOE official stated that he believed the gray lists
should be revised. This information, i_ maintained, would be

useful for the purposes discussed in this report. However, the

gray lists dealt only with selected entities that were possibly

involved in procuring nuclear-related items, and so the lists

would not address all foreign owned, controlled or influenced

entities. As discussed in this report, information on

companies, individuals or organizations that are owned,

controlled or influenced by foreign interests for reasons in

addition to nuclear proliferation (e.g. state sponsored

industrial espionage) would be of use to certain DOE programs.

(For a more complete discussion of the "gray lists," see

Appendix D.)

B. INCLUSION OF THE REOUIRED FAR CLAUSE IN CONTRACTS

As discussed above, FAR Subpart 25.704 requires standard clause
52.225-11 to be included in all contracts and solicitations.

The text of standard clause 52.225-11 contains a requirement

that the contractor agrees to insert the provisions of the
clause in all subcontracts. The current text of standard clause

52.225-11 is at Appendix A.

I. M&O Contracts and M&O Subcontracts

FAR standard clause 52.225-11, "Restrictions on Certain Foreign

Purchases," was not included in all M&O contracts and
subcontracts. We reviewed 18 M&O contracts and one solicitation

from DOE Headquarters, and the Albuquerque, Oak Ridge and

Savannah River Field Offices, and found that the clause was

included in only ii of the contracts. The clause was included
in the solicitation.

We reviewed M&O subcontracts at Sandia National Laboratories

(SNL) and at Los Alamos National Laboratory (LANL).

An official of the SNL Administration Program Office stated that

standard clause 52.225-11 has not been incorporated in SNL's

prime contract or into M&O subcontracts. We randomly selected

12 SNL M&O subcontracts, from the 2nd, 3rd and 4th Quarters,

Fiscal Year 1992, and from the ist Quarter, Fiscal Year 1993.



Standard Clause 52.225-11 had not been incorporated in any of
the 12 M&O subcontracts. The official said standard clause

52.225-11 is included in SNL's proposed contract, which should
be effective in October 1993.

At LANL, a Senior Policy Specialist from the Materials
Management Division stated that LANL has not implemented
standard clause 52.225-11 in their M&O subcontracts. The

specialist said that LANL is following a schedule for

implementing various parts of the FAR into M&O subcontracts.

According to the specialist, standard clause 52.225-11 was

scheduled to be implemented in all LANL M&O subcontracts by July
1993.

Based on our inquiries, an official of the Procurement,
Assistance and Program Management's Office of Policy stated that

they had reviewed approximately 15 M&O contracts and found that

the clause was included in about 50 percent of the contracts.

The official said that it is the policy of the DOE Office of

Procurement, Assistance and Program Management that FAR standard
clause 52.225-11 should be included in all M&O contracts and

subcontracts as well as in direct DOE contracts and

subcontracts. The official added that it is DOE procurement

policy that all mandatory FAR clauses, regardless of whether

they are required by statute or not, are to be included in all

DOE contracts and subcontracts unless the DEAR specifically

changes the FAR requirement.

We were told that all draft M&O contracts must receive the

concurrence of the DOE Procurement Executive before they are

signed, and that as a matter of procedure, the Business
Clearance Division reviews draft M&O contracts before they are

cleared for signature. This review had apparently not

identified the omission of the mandatory standard clause
52.225-11 from some M&O contracts.

A possible reason for the Business Clearance Division not

identifying that the mandatory clause was omitted from contracts

is the apparent variety of techniques and procedures used for
this review. An official in the Business Clearance Division

said that DOE contract analysts each have a unique method of
reviewing the M&O contracts. Some analysts use the DEAR to

ensure that all applicable clauses listed in the DEAR are
included in the M&O contract. Other analysts rely on the

Provision and Clause Matrices contained in FAR Subpart 52.3.

Additionally, some operations offices have their own programs
for generating contract clauses.

10



For example, the official in the Business Clearance Division

told us that when reviewing a recent M&O contract, a December

199] standard contract clause set titled, "Contract Clauses (DOE

Set 304) Cost Reimbursement Service Contracts," prepared by the
Office of Procurement, Assistance and Program Management's

Office of Policy was used. Preprinted standard contract clause

sets are maintained by the Office of Policy, Office of

Procurement, Assistance and Program Management. The clause sets

contain the FAR and DEAR clauses required for specific clause

types. The standard contract clause set 304 purported to list

the mandatory clauses for cost reimbursement service contracts.

The official noted that this clause set was not entirely
accurate, since FAR standard clause 52.225-11 was not included.

The official stated, therefore, that a contract analyst who had

relied on the December 1991 standard contract clause set 304 may

not detect the absence of FAR mandatory clauses in M&O
contracts.

We were subsequently provided with the May 1992 version of the
standard contract clause set 304. This clause set did include

FAR standard clause 52.225-11.

The official from the Office of Procurement, Assistance and

Program Management's Office of Policy stated that the Offict of

Policy is currently preparing a list of mandatory clauses for

M&O contracts. This list will be referenced either by DOE

directive or in a guidance letter. The list is being prepared

to serve as a guide and checklist for required M&O contract
clauses. The official also stated that FAR standard clause

52.225-11 will be included in the list.

In commenting on a draft of this report, the Office of

Procurement, Assistance and Program Management stated that

because of the dynamic nature of both the FAR and the DEAR, the

contracting activities must always consider the need for

alterations and additions in the preparation of individual

contracts. The Office of Procurement, Assistance and Program

Management referred to FAR Subpart 952.102-1, Incorporation by

Reference, which states,

"Preprinted standard contract clauses (clause sets) and

solicitation representations and certifications provisions

will be maintained by the Office of Policy for use by DOE

contracting activities during the initial Federal

Acquisition Regulations System familiarization period.

The clause sets contain the FAR and DEAR clauses required

for specific contract types. Contracting Activities will

be responsible for including necessary additions and
alterations in individual contracts to ascertain that the

ii



clauses are current and appropriate to the circumstances
of the individual contract."

The Office of Procurement, Assistance and Program Management

also said that the use of sets or lists of preprinted contract

clauses for various contract types, as described in DEAR
952.102-1, is one of a number of aids or helps that are

available to individual contracting officers and that the use of

a particular aid is a function of the local procuring office as

well as the individual contracting officer.

Although the new list of mandatory clauses being prepared for

M&O contracts may be beneficial in ensuring the clause is

included in future M&O contracts, we believe separate actions

should be taken to amend existing M&O contracts which do not

contain the required clause.

2. Other Direct DOE Federal Contracts

In regard to other direct DOE Federal contracts, the DEAR does

not mention, and thus does not alter, the FAR requirement to

include the mandatory FAR standard clause 52.225-11 in non-M&O
contracts and subcontracts.

We reviewed ii direct contracts and solicitations at the DOE

Office of Headquarters Procurement Operations to determine
whether FAR standard clause 52.225-11 was being included in
contracts and solicitations. We found the clause included in

only four of the ii contracts and solicitations. We also

reviewed seven contracts at the Albuquerque Field Office. We
found standard clause 52.225-11 included only in direct

contracts awarded after May 1992.

Possible Reasons for Omission of Required Clause

Standard Contract Clause Set

A possible reason for the omission of standard clause 52.225-11
from contracts is the failure of the contracting officer to

recognize that the clause should be included. Executive Orders

12722 and 12724, issued in August 1990, prohibit the import into

the U.S. or the purchase by any U.S. person of goods or services

of Iraqi origin. According to the Federal Register dated April

15, 1991, Federal Acquisition Circular (FAC) 90-4 was issued to

amend the FAR for various purposes, including to revise FAR

subpart 25.7 and the clause at Subpart 52.225-11. This revision

included amendments with respect to South African trade, and

prohibitions on acquisitions of supplies or services from Iraq.

FAC 90-4 was effective April 15, 1991. However, as previously
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mentioned, standard contract clause set 304 was not updated to

reflect these changes. FAC 90-11, issued May 12, 1992, again
amended the text of standard clause 52.225-11. This amended

text was incorporated in the May 1992 version of standard
contract clause set 304. We were told the standard contract

clause set, which is prepared by the Office of Policy, Office of

Procurement, Assistance and Program Management, and distributed

DOE-wide, is typically physically attached as part of the
contract by the Office of Headquarters Procurement Operations.

Headquarter's Contract Writing System Not Updated

Another possible reason for the omission of standard clause

52.225-11 from contracts was the delay in updating the contract

writing system used by the Office of Headquarters Procurement

Operations. The DOE Office of Headquarters Procurement

Operations uses a system referred to as AUTOPREPS II to assist

in the preparation of clauses of non-M&O solicitations and
contracts. We were told by an individual in the Office of

Management Support, Office of Procurement, Assistance and

Program Management that AUTOPREPS II has instructions on when to
include optional clauses in solicitations and contracts. This

individual explained that in using the AUTOPREPS II
instructions, a contract specialist will prepare a checklist,

annotating whether each optional clause is to be included in the
solicitation or contract. The text of each clause selected by

the contract specialist is inserted in the solicitation or

contract by the automated system. Some mandatory clauses are

also incorporated in contracts and solicitations by the

automated system. We found delay in the update of AUTOPREPS II,

regarding the inclusion of FAR standard clause 52.225-11 in
contracts and solicitations.

The April 1991 text of FAR standard clause 52.225-11 was

incorporated in AUTOPREPS II as clause 1.035. However, the May
1992 revisions to the text of FAR standard clause 52.225-11 were

not incorporated into clause 1.035. In January 1993, the text
of clause 1.035 was removed from the computer assisted portion

of AUTOPREPS II. We were told that the reason for the change

was that in May 1992, standard clause 52.225-11 was incorporated

! into standard contract clause set 304, which is typically

physically attached as part of the contract. Since clause
52.225-11 is now included in the standard clause set, there

would not be a requirement to include the text of the clause in

the portion of the contract or solicitation prepared using
AUTOPREPS II.

Also, the instructions for AUTOPREPS II incorrectly stated when
standard clause 52.225-11 was to be included in contracts. The
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April 1984 FAR prescription for use of standard clause 52.225-11
stated, "As prescribed in 25.704, insert the following clause in
solicitations and contracts for supplies, services, or
construction if acceptance is to take place outside the United
States, its possessions or Puerto Rico."

In April 1991, concurrent with the new prohibitions regarding
Iraq, the FAR prescription was changed to state, "As prescribed
in 25.704, insert the following clause in solicitations and
contracts." This meant that the clause should be incorporated
in all solicitations and contracts, rather than only those
providing for acceptance outside the U.S., its possessions or
Puerto Rico.

In rLviewing aspects of AUTOPREPS II, we found that until
January 1993, the instruction package for contract clauses for
cost reimbursement support services still provided the April
1984 prescription. Thus, until January 1993, the instruction
package for AUTOPREPS II had incorrectly stated when the text of
standard clause 52.225-11 should have been inserted in a
solicitation or contract.

Our Review of Direct Contracts

We reviewed direct contracts and solicitations at the DOE Office

of Headquarters Procurement Operations to determine whether FAR
standard clause 52.225-11 was being included in contracts and
solicitations. In conducting the review, we considered three
different time periods: prior to May 1992; from May 1992 to
January 1993; and after January 1993. We selected the first
cutoff date, May 1992, because we were told that prior to May
1992, FAR standard clause 52.225-11 was not in standard contract
clause set 304. We selected January 1993 as the second cutoff
date because we were told that FAR standard clause 52.225-11 was

correctly incorporated in AUTOPREPS II in January 1993.

We reviewed two contracts prepared by the Office of Headquarters
Procurement Operations awarded prior to May 1992. One contract
contained standard clause 52.225-11 and one did not contain the

clause. We reviewed four contracts prepared by the Office of
Headquarters Procurement Operations and two solicitations issued
between May 1992 and January 1993. Of these, only one
solicitation contained standard clause 52.225-11. The other
four contracts and the other solicitation all contained the

December 1991 standard contract clause set 304, which did not
contain standard clause 52.225-11. We reviewed two contracts

prepared by the Office of Headquarters Procurement Operations
and one solicitation issued after January 1993. One contract
and the one solicitation contained standard clause 52.225-11.
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The remaining contract contained the December 1991 version of
standard contract clause set 304, which did not contain standard
clause 52.225-11.

We also reviewed direct contracts prepared at the Albuquerque
Field Office to determine whether FAR standard clause 52.225-11

was included in the contracts. A procurement representative at
the Albuquerque Field Office said that direct contracts awarded
before May 1992 did not include standard clause 52.225-11. We
sampled three direct contracts awarded prior to May 1992 and
determined that standard clause 52.225-11 was not included in

any of the three contracts. We sampled four contracts awarded
after May 1992 and found the clause included in all four
contracts.

In reviewing a draft of this report, the Office of Procurement
and Assistance Management said that the text of the clauses
included in Federal Acquisition Circulars is downloaded and
distributed in computer diskettes, typically within a day or two
of the publication of the Federal Acquisition Circular.
Management said that at the point in time that the contracting
officer receives a Federal Acquisition Circular, such as FAC
90-4, he/she is responsible for adding it as an additional
clause in subsequent awards.

C_ CURRENT DOE SYSTEMS TO IDENTIFY SELECTED ENTITIES WITH
FOREIGN INTERESTS

I. procurement Activity Involving Classified Information
or Special Nuclear Material

For procurements or contracts which involve classified
information or special nuclear material, DOE does not have
procedures to specifically implement all of the restrictions
contained in FAR Subpart 25.7. DOE does have the Foreign
Ownership, Control or Influence Over Contractors (FOCI) program,
which does address some of the restrictions of the FAR.

However, the FOCI program does not meet all of the restrictions
of applicable Executive orders and FAR Subpart 25.7.

FAR Subpart 25.7 and standard clause 52.225-11 place
restrictions on (I) supplies or services originating from
sources within Iraq; (2) any supplies that are or were located
in or transported from or through Iraq; or (3) any supplies or
Bervices from entities controlled by the Government of Iraq.
The FOCI program was not designed to address the transportation
route of supplies or services being procured, as required by FAR
Subpart 25.7. Also, an official within the Technical and
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Operations Branch of the Office of Security Affairs said that
the FOCI program is only concerned with the origin of supplies
or services if this will affect the foreign control or influence
over the company.

DOE's FOCI program is managed by the Technical and Operations
Security Branch of the Office of Security Affairs. As a part of
the FOCI program, all offerors or bidders, contractors, and
subcontractors who will or do have access to classified

information or a significant quantity of special nuclear
material are required to disclose any foreign ownership,
control, or influence to DOE during the procurement process.
The offerors or bidders, contractors, and subcontractors are
required to provide the information since DOE inserts the
provision at DEAR Subpart 952.204-73, "Foreign ownership,
control, or influence over contractor," in all applicable
contract solicitations. Under this program, the respondent must
reply to eleven questions pertaining to FOCI.

An official in the DOE Technical and Operations Security Branch
told us that in the past, no action other than a routine
verification check was usually taken unless the FOCI questions
that the contractor responded to revealed a possible foreign
interest. A routine verification check consists of reviewing
resources, such as Dunn and Bradstreet reference materials, to
verify that the information provided by a contractor is
accurate. However, in commenting on a draft of this report, the
Office of Security Affairs described the FOCI procedures
instituted with the publication of DOE Order 5634.3, "Foreign
Ownership, Control or Influence Program," dated June 14, 1993.
The Office of Security Affairs said if an offeror/bidder or
contractor/subcontractor has an active Department of Defense
(DOD) facility clearance, DOE Office of Security Affairs
personnel will contact the Defense Investigative Service to
verify the clearance. DOE also has an agreement with DOD
whereby DOD does a Facility National Agency Check for DOE on
those offerors/bidders or contractors/subcontractors who do not
have an active DOD facility clearance. According to the Office
of Security Affairs, DOD's facility clearances and Facility
National Agency Checks include a check with the Defense
Intelligence Agency when a "yes" answer is provided to one of
five questions on the FOCI application.

In addition to checking with the Defense Investigative Service,
the Office of Security Affairs stated that it uses Dunn and
Bradstreet reference materials. They also review the required
supporting documentation received from the offeror/bidder or
contractor/subcontractor, including audited financial
information, listing of owners, officers, directors and
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executive personnel, and loan agreements. It might be noted
that the official from the Technical and Operations Security
Branch said that during his tenure in the branch, he has "never
run into a firm with foreign intelligence interests."

The official also said that the Technical and Operations
Security Branch does not routinely request assistance from DOE's
Office of Intelligence, but would access DOE intelligence if
derogatory information regarding a company indicated a need for
further intelligence information. This was confirmed by a
manager within the DOE Office of Counterintelligence who told us
that the office occasionally provides support to the FOCI
program; however, the manager also said that there is no formal
system for the DOE Office of Counterintelligence to support the
FOCI program.

In addition to the current FOCI procedures, we believe that if
the Technical and Operations Security Branch utilized the Office
of Intelligence's ability to access intelligence information on
selected entities, this intelligence information would be of use
in support of the FOCI program.

The DOE Office of Intelligence, in commenting on a draft of this
report, said that although there are no formal agreements, the
Office of Counterintelligence would be willing to enter into an
agreement whereby assistance would be provided to the FOCI
program. Management said that such assistance would be possible
once the Office of Counterintelligence has gained remote access
to the database described in Appendix D.

2. Procurement Activity Not Involving Classified
Information or Special Nuclear Materi_

For procurements and subcontracts not involving classified
information or special nuclear material, DOE has no procedures
to determine whether a company, organization, individual, or
goods or services are covered by the restrictions of the FAR
regarding purchases from certain foreign countries.

A DOE procurement official was unable to identify a formal
procedure to ensure that DOE complied with the provisions of
Executive Orders 12722 and 12724, and FAR Subpart 25.7. In
regard to the countries restricted by FAR Subpart 25.7, an
official of the DOE Procurement Policy Division told us that a
list of countries with which DOE should not conduct business

does exist. However, the official said that during DOE
procurement activities this list is not routinely referred to
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and there is no formal requirement within DOE to screen
procurement actions or contracts that deal with unclassified
information for companies that are located in the U.S.

In commenting on a draft of this report, the Office of
Procurement, Assistance and Program Management said that, in
order to implement the Buy American Act, every solicitation
contains a representation and certification that "asks the
country of origin of the goods or services." However, we were
told by a Procurement official that this representation and
certification is not required to address the issue of foreign
ownership of the company or transportation route of the goods or
services being procured.

Regarding the Office of Procurement, Assistance and Program
Management's Office of Policy's relationship with the Office of
Intelligence, the official told us that occasionally procurement
personnel interact with personnel in the Office of Intelligence.
However, the official was not sure that the Office of
Intelligence would notify Procurement's Office of Policy
regarding any negative information on a company of which they
may be aware.

We note that FAR Subpart 1.602-1, Authority, states that no
contract shall be entered into unless the contracting officer
ensures that all requirements of law, Executive orders,
regulations, and all other applicable procedures, including
clearances and approvals, have been met. FAR Subpart 1.602-2,
Responsibilities, further states that contracting officers are
responsible for ensuring performance of all necessary actions
for effective contracting, ensuring compliance with the terms of
the contract, and safeguarding the interests of the United
States in its contractual relationships. We believe that the
Office of Procurement, Assistance and Program Management should
consider whether additional actions are necessary to determine
compliance with FAR standard clause 52.225-11. For example,
consideration could be given to requiring vendors to submit
written certifications. With appropriate regard for security
requirements, any additional actions could include the use of
information that could be available from the Office of

Intelligence. Further, we do not believe that a company with
the objective of covertly conducting state-sponsored economic or
national security espionage would be likely to self report its
f_reign ownership or control under the FOCI program. By using
available intelligence information, DOE may be more likely to
identify a selected entity that could be acting on behalf of a
foreign country restricted by FAR Subpart 25.7 and the
provisions of Public Law 102-484, which are discussed in the
next section.
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In commenting on a draft of this report, the Office of
Technology Utilization stated that while it is probably true
that the likely incidence of FOCI situations involving the
countries of interest could be very small, the downside of one
such situation is potentially very grave. The Office of
Technology Utilization agreed that a company with the objective
of covertly conducting state-sponsored economic or national
security espionage would not be likely to self report. The
office further stated that the use of some proactive approach to
at least verification of submitted FOCI information on

acquisitions seems appropriate, especially where there are no
statutory time limits for approval involved.

D. IMPLEMENTATION OF PUBLIC LAW 102-484

Public Law 102-484, the National Defense Authorization Act of
Fiscal Year 1993, was enacted October 23, 1992. Sections 836
and 838 of Section C of the Act establish requirements regarding
certain aspects of DOE acquisitions. We believe information on
selected entities would assist the Department in meeting the
requirements established by Sections 836 and 838.

Section 836

section 836 prohibits DOE contracts under a national security
program from being awarded to a company owned by an entity
controlled by a foreign government, if it is necessary for that
company to be given access to information in a "proscribed
category of information" in order to perform the contract. A
proscribed category of information is defined as a category
determined by the Secretary of Energy to include information the
disclosure of which to an entity controlled by a foreign
government is not in the national security interests of the U.S.
The proscribed category of information can also include
information defined in regulations by the Secretary of Energy
for the purposes of Section 836. This law provides a waiver
authority if the Secretary of Energy determines that award of a
contract to a company owned by an entity controlled by a foreign
government is essential to the national security interests of
the U.S.

Section 836 applies to contracts entered into 90 days after the
enactment of Public Law 102-484, or 90 days after October 23,
1992. In order for the provisions of this law to have been

properly implemented by DOE on January 21, 1993, the Secretary
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of Energy would have had to proscribe the category of
information by that date. We are not aware of any action taken
by DOE to establish a proscribed category of information.

We are concerned that in meeting these new requirements the
Department will continue to rely on the responses from offerors
or bidders, contractors, or subcontractors for information on
the existence of any foreign interest. We believe that when
establishing policies and procedures to meet the provisions of
Section 836, the Department should carefully consider the use of
information available in the intelligence community, to include
information on selected entities.

Section 838

Section 838 of Public Law 102-484 states that the Secretary of
Energy shall collect and maintain a database containing a list
of, and other pertinent information on, all contractors with DOE
which are controlled by foreign persons. The law specifies that
the database must contain information on such contractors for

1988 and thereafter in all cases where contracts exceeding
$I00,000 in any single year were awarded by DOE to a contractor
controlled by a foreign person. Additionally, by March 31 of
each year, beginning in 1994, Section 838 requires the Secretary
of Energy to submit to Congress a report containing a summary
and analysis of information collected regarding DOE contracts
awarded to companies controlled by foreign persons. Section 838
also states that the report is required to include an analysis
of accumulated foreign ownership of U.S. firms engaged in the
development of defense critical technologies. We note that
these requirements appear to apply to all DOE contracts and are
not limited to contracts involving classified information or
special nuclear material. Further, the requirement is not
limited to entities controlled by foreign governments, but to
entities controlled by foreign persons.

We did not find any action taken by the Department to implement
the provisions of Section 838. We believe that in establishing
a system for developing the database and compiling the report to
Congress, DOE should consider the use of information available
in the intelligence community, to include intelligence
information on selected entities. In recognition of the
objective of the requirement to assess the extent of involvement
by foreign interests in DOE procurement, DOE may also want to
extend the database requirements to M&O subcontracts, since a
large portion of the DOE budget is used for M&O subcontracts.
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Tracking Requirements of New Leqislation

DOE's Office of the Executive Secretariat uses the "Actions

Coordination and Congressional Reporting Tracking System"

(ACCRTS) to identify the Departments Congressional

reporting requirements, and to assign and track preparation of

reports. An official in the Office of the Executive Secretariat

said that actions contained in legislation and committee reports
should be identified by that office, entered into ACCRTS, and

tasked to a departmental organization for completion. There are

two general exceptions: (I) procurement policy changes except

for those that involve alcohol and drug abuse or items that are

nuclear oriented; and (2) personnel policies and regulations.

Since the provisions of Section 836 do not fit into either of

these general exceptions, the official stated that it is the

Office of Procurement, Assistance and Program Management's

responsibility to identify and make the changes to procurement

policy necessitated by Sections 836 and 838 of Public Law

102-484. The reporting provisions of Section 838 should have

been identified by the Office of the Executive Secretariat. The

Office of the Executive Secretariat computer files did not

contain actions assigned for Sections 836 and 838. The official

concluded that these items had not been identified as requiring

DOE action during that offices' review of Public Law 102-484.

In commenting on a draft of this report, the Office of

Procurement, Assistance and Program Management said that the

Office of the Executive Secretariat is responsible for

determining the office assigned responsibility for implementing

the statutory requirements of Public Law 102-484. The Office of

Procurement, Assistance and Program Management stated that the

office had been advised that assignment of responsibility for

implementing Sections 836 and 838 had not been made. The Office

of Procurement, Assistance and Program Management does not

believe that it should have the lead responsibility, stating

that the office lacks knowledge of the sensitive technologies

and workings of foreign organizations which prompt the

intelligence concerns expressed in this report.

Also in commenting on a draft of this report, a senior official
from the Office of the Executive Secretariat said that the

requirements of Sections 836 and 838 had been assigned to the

Office of Procurement, Assistance and Program Management. The

senior official provided us a copy of a memo from the Office of

the Executive Secretariat to the Acting Director, Office of

Procurement, Assistance and Program Management. The memo,

subject, "ACCRTS Assignment of Responsibility," dated January

22, 1993, assigned responsibility for the report identified in
Section 838 of Public Law 102-484 to the Office of Procurement,
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Assistance and Program Management. (Note: Our initial
interview with another official from the Office of the Executive

Secretariat was also on January 22, 1993. At that time, this

official stated that the provisions of Section 838 had not been

identified by that office as requiring DOE action.) The senior

official also provided a copy of a memorandum, subject, "ACCRTS

Assignment of Responsibility," dated May 12, 1993, from the

Office of the Executive Secretariat to the Acting Director,

Office of Procurement, Assistance and Program Management. This

memo assigned responsibility for the requirements identified in
Section 836 to the Office of Procurement, Assistance and Program

Management.

The senior official stated that the Office of the Executive

Secretariat gave the Office of Procurement, Assistance and

Program Management ten days to respond to each memo. The
official said the Office of Procurement, Assistance and Program

Management did not respond to the requirements, however, and
that the Office of the Executive Secretariat did not follow

through on the requirements. The Office of the Executive

Secretariat still believes that the requirements of Sections 836

and 838 belong with the Procurement Office. The official said
that the Office of the Executive Secretariat will send another

memo to the Office of Procurement, Assistance and Program

Management, again assigning the responsibilities for the

requirements of Sections 836 and 838. Due to recent

reorganization within the Department, the Office of the
Executive Secretariat and the Office of Procurement, Assistance

and Program Management are now subordinate to the Assistant

Secretary, Human Resources and Administration. We believe it

would b_ appropriate for the Assistant Secretary to determine

the organization responsible for implementing the requirements
of Sections 836 and 838.

E. BENEFIT TO OTHER DOE PROGRAMS

In addition to being of use in fulfilling the procurement

requirements regarding the six listed countries and Public Law
102-484, knowledge of whether a company, individual, or

organization is controlled or influenced by a foreign interest
would be of benefit, we believe, to other programs within DOE,

such as DOE's Counterintelligence program, and during DOE's

review of Cooperative Research and Development Agreements.

I. DOE Counterintelligence Proqram

Executive Order 12333 defines counterintelligence as "...

information gathered and activities conducted to protect against
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espionage, other intelligence activities, sabotage, or
assassinations conducted for or on behalf ot foreign powers,

organizations or persons .... "

An official in the Office of Counterintelligence provided the

following unclassified excerpt from a DOE threat assessment:

"Because DOE is internationally recognized for its

scientific and technical leadership, its facilities and

personnel remain high priority ta_/_gets for foreign

intelligence services. Reduction of east-west tensions
and the end of the Cold War have not diminished the

traditional intelligence threat to the U.S. and the DOE.

Current intelligence indicates a continued high level of

espionage activity by foreign intelligence services.

Collection of military and defense related information

remains important; however, interest in economic,
commercially related research and development, and

political information has risen significantly in

collection priority. In addition, espionage activities
directed by the intelligence services of countries

"friendly" to the U.S. are growing in the areas of

economic, and scientific and technical subjects, with

priority given to targeting commercially viable research
and development information." (emphasis added)

Likewise, an official in the Office of Export Control and

International Safeguards said that the United States Government

is concerned about foreign efforts to acquire controlled United

States technology. Controlled technologies are goods subject to

export controls because they may contribute to the military

potential of another country, to the detriment of U.S. national

security. This official said that one means of foreign

acquisition is through illegal sales, done either without an

export license or by providing false information on the export

license. Foreign espionage, or covert activity intended to

obtain information about U.S. products and technologies, is

another means of acquisition. The official explained that U.S.

export controls may stop illegal sales of controlled technology,

but such controls are not designed to prevent espionage.

Executive Order 12333 directs the Intelligence Community to give

special emphasis to detecting and countering espionage directed

by foreign intelligence services against the United States

Government, or United States corporations, establishments or

persons. Consistent with this requirement, DOE has developed a

Counterintelligence program with the stated purpose to detect

and neutralize foreign industrial or intelligence activities in
the United States directed at or involving DOE programs,
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facilities, technology, personnel, unclassified sensitive

information, and classified matter.

The Director, Office of Counterintelligence told us that there

is no formal requirement for his office to access information on
selected entities. However, the Director acknowledged that

accessing such information could be of value to DOE.

Additionally, in commenting on a draft of this report, Office of
Intelligence management said that the Counterintelligence

program could be more effectively focused if the source of

potential threats could be identified.

A foreign interest may use a selected entity to conceal

espionage or illegal procurement activities, as in the case of

Matrix-Churchill, where a selected entity was used to illegally

acquire controlled equipment and technology for Iraq. Since a

major objective of the Counterintelligence program is to detect

and prevent espionage conducted for, or on behalf of, foreign

interests, we believe intelligence on selected entities is a

required part of DOE's Counterintelligence program.

2. Cooperative Research and Development Agreements

Title 15, United States Code defines a Cooperative Research and

Development Agreement (CRADA) as "...any agreement between one
or more federal laboratories and one or more non-Federal parties

under which the Government, through its laboratories, provides

personnel, services, facilities, equipment, or other resources
with or without reimbursement (but not funds to non-Federal

parties) and facilities, equipment, or other resources toward

the conduct of specified research or development efforts which
are consistent with the missions of the laboratory .... "

The Federal Technology Transfer Act of 1986 created the CRADA

concept, but this Act applied only to Government-owned,

Government-operated laboratories and facilities. The National

Competitiveness Technology Transfer Act of 1989 (NCTTA)

authorized Government-owned, contractor-operated (GOCO)

laboratories to enter into CRADAs. This GOCO category includes

most of the DOE national laboratories. The NCTTA was designed

to encourage and facilitate collaboration between U.S. industry
and the DOE laboratories.

Congress and the Executive Branch have decided, on a number of

occasions, that the U.S. economy and U.S. businesses should

benefit from federally sponsored research. This policy was most

recently set forth in the NCTTA. In implementing this policy,

DOE has established that products, processes or services using

intellectual property arising from the performance of CRADAs
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shall be manufactured substantia]]y in the U.S.

CRADAs are rapidly increasing in number. A DOE publication

reported that in March 1992 the former Secretary of Energy had
established the goal of doubling the total of 98 CRADAs by the

end of Fiscal Year 1992. The publication further stated that by
the end of Fiscal Year 1992 at least 225 CRADAs would be

finalized. As of December 31, 1992, 315 CRADAs had been
finalized. As of June 30, 1993, the number of CRADAs had

increased to 453. As of August 31, 1993, the Department had
executed over 500 CRADAs.

A CRADA is an agreement between a DOE laboratory and a

non-Federal party(ies). Office of Technology Utilization

management provided that DOE Headquarters has delegated the

approval authority for CRADAs to the operations offices, so long
as model CRADA language (including pre-approved alternatives) is

followed and so long as the interest of the government is

protected in certain aspects such as product liability, U.S.

competitiveness and intellectual property rights. Office of

Technology Utilization management also emphasized that according
to the Stevenson-Wydler Technology Innovation Act of 1980, as

amended (15 USC 3710a(d)(1)), CRADAs are not procurements, and

are not subject to the provisions of the FAR and the DEAR.

The NCTTA allows DOE to authorize certain CRADA technical data

to be protected from public dissemination for up to 5 years.
The Act states:

"The Director, or in the case of a contractor-operated

laboratory, the agency, for a period of up to 5 years

after development of information that results from
research and development activities conducted under this
Act and that would be a trade secret or commercial or

financial information that is privileged or confidential
if the information had been obtained from a non-Federal

party participating in a cooperative research and

development agreement, may provide appropriate protections

against the dissemination of such information ..."

The Act further states that "classified information and

unclassified sensitive information protected by law, regulation,

or Executive order shall be appropriately safeguarded."

Draft written guidance from the Director, Office of Technology
Utilization, dated June 21, 1991, addresses the conduct of DOE

technology transfer activities. The draft guidance states that

technology transfer activities shall be conducted to further
U.S. national interests, including national security, U.S.
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commercial competitiveness, the applications of advanced

industrial capabilities, and the development of the technical
skills of the American work force, to the maximum extent

possible. The draft guidance further states that to ensure

technology transfer activities further U.S. national interests,

organization-specific procedures should consider, among other

issues: "The foreign interest characteristics of firms
interested in commercializing technology; and concerns that may

arise as a result of foreign takeovers and the potential for the

loss of intellectual property to a non-U.S, firm."

We reviewed a draft of the "Guidance for Implementing a FOCI

Review with the Joint Working Statement/CRADA Process," from the

Office of Technology Utilization, dated December 12, 1992. The

draft guidance states, that "The DOE field offices are directed

to include a foreign ownership, control, or influence (FOCI)

review in their security review of Cooperative Research and

Development Agreements (CRADAs) involving partner access to
classified information, access to special nuclear materials

(SNM) or unescorted access to facility security areas. If a
CRADA does not involve access to classified information, SNM or

secure facilities, a FOCI review is not required to meet the

Department's national security obligations as mandated by the

Atomic Energy Act of 1954, as amended." The final guidance was

subsequently issued on July 6, 1993.

The above stated policies address the protection of certain

information produced as a result of CRADAs. We believe,

however, that by only conducting a FOCI review of CRADAs that

will .nvolve classified material, SNM or access to facility

secure areas, DOE may not be able to fully determine the foreign

interest characteristics o£ firms interested in commercializing

technology and the potential for the loss of intellectual

property to a non-U.S, firm. Also, we believe that the use of
FOCI criteria for review of draft CRADAs will be subject to the

same limitations as were previously described for the FOCI

program. Specifically, the FOCI program relies primarily on the

contractor openly identifying to DOE any foreign interest.

In commenting on a draft of this report, Office of Technology

Utilization management stated that the provisions of the Atomic

Energy Act of 1954 can be met by requiring a FOCI review for

those CRADAs involving classified information, access to special

nuclear materials or unescorted access to facility security
areas.

Also in commenting on a draft of this report, Office of Security

Affairs management stated that while CRADAs a_e not contracts

and do not go through procurement channels, the Office of
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Security Affairs, in conjunction with the Office of Technology
Utilization, ensures that a FOCI review is accomplished on those
CRADAs which involve access to classified information and/or a
significant quantity of special nuclear material.

Section 44.1 of OMB Circular A-If, dated July 12, 1991, and
entitled "Preparation and Submission of Budget Estimates"
requires DOE to submit each fiscal year data and information on
Departmental Research and Development activities as part of the
OMB and Congressional budget submissions. This information is
required when an agency's Research and Development levels exceed
$I0 million and technology transfer activities are more than
$I00 thousand. CMB requires agencies to identify the number of
active CRADAs, and the value, both cash and non-cash, in which
at least one partner is a foreign business entity. According to
OMB Circular A-If, a foreign business entity is defined as one
that is owned or foreign controlled directly or indirectly, 50
percent or more of the stock or ownership is held by foreign
citizens or nationals, or one that is organized under the laws
of a foreign government.

DOE's schedule entitled "Technology Transfer Activities,"
submitted to OMB for the Fiscal Year 1994 budget, shows that DOE
had 458 active CRADAs for Fiscal Year 1993, with a total value
of $513,918,000. The Office of Technology Utilization
commented that as of June 30, 1993, there were 453 approved
CRADAs, with a total value of over $i billion. Of the total
value, about 55 percent was funded by DOE and 45 percent by the
CRADA partner. Of these, 13 CRADAs were with foreign
businesses, with a total value of $1,438,000. An official from
the Office of Chief Financial Officer said that of these 13

CRADAs, five were with Argonne National Laboratory, two with
Lawrence Berkeley Laboratory, four with Los Alamos National
Laboratory, and two with the Pittsburgh Energy Technology
Center. The official stated that the laboratories submit

information on CRADAs with foreign businesses to his office,
using the guidance contained in OMB Circular A-If. The official
does not issue any further guidance regarding submission of
information on CPIDAs with foreign business entities. We
believe that accessing information on selected entities may
assist DOE in accurately providing information to complete the
requirements _,f OMB Circular A-If.

The Director, Office of Counterintelligence told us that in his
opinion more control is needed over the transfer of DOE
technology outside the Department. He stated that he believes
CRADAs are a vulnerability that DOE should be aware of. The
official said that although there is no formal requirement to
consult with his office, the Office of Counterintelligence is

27



available to provide counterintelligence assistance to anyone in
the Department. He said that upon receipt of information
regarding CRADA negotiations, the Office of Counterintelligence
could consult with intelligence community and law enforcement
agencies to obtain information on the end user of the
technology. This could potentially include information on
selected entities.

The official explained that his staff could then provide a
defensive counterespionage briefing regarding industrial
espionage to the appropriate DOE activity. He said such a
briefing could include information identifying technologies that
a particular country might be interested in obtaining.

The official also said he believes that in considering whether
technology should be transferred to a potential CRADA partner,
the Military Critical Technologies List could be used as
criteria. The Export Administration Act requires the Department
of Defense to develop the Military Critical Technologies List.
This list provides a detailed and structured technical statement
of development, production, and utilization technologies which
the Department of Defense assesses as crucial to given military
capabilities and of significant value to potential adversaries.

Department of Defense Directive 2040.2, "International Transfers
of Technology, Goods, Services, and Munitions," dated January
17, 1984, establishes policy, assigns responsibilities, and
prescribes procedures for international transfer of
defense-related technology, goods, services, and munitions. The
directive states that it applies to all technology transfer
mechanisms, and states that, "It shall be DoD policy to treat
defense-related technology as a valuable, limited national
security resource, to be husbanded and invested in pursuit of
national security objectives."

The directive further states that, among other requirements,
Department of Defense components shall:

o "Control the export of technology, goods, services, and
munitions that contribute to the military potential of
any country or combination of countries that could
prove detrimental to U.S. security interests; and

o "Limit the transfer to any country or international
organization of advanced design and manufacturing
know-how regarding technology, goods, services, and
munitions to those transfers that support specific
national security or foreign policy objectives."
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We note that the directive assigns specific responsibilities to
the Director, Defense Intelligence Agency, including:

o "Conduct and provide intelligence reviews on
technology, goods, services, and munitions transfer
cases; and

o "Conduct end-user checks on the declared ultimate

consignee on technology, goods, services, and munitions
transfer cases."

Because a stated objective of the CRADA program is to enhance l
technology transfer, with preference to U.S. firms, we believe
that the Department should review potential CRADA partners for
foreign interest, using all information available including
information from intelligence sources on selected entities.

In commenting on a draft of this report, Office of Intelligence
management agreed that DOE's CRADA and technology transfer
programs would benefit greatly from improved intelligence
availability. Management stated that the Office of
Counterintelligence is concerned with how a company ensures that
the goal of U.S. competitive enhancement is met. Office of
Intelligence management said that use of the Military Critical
Technologies List in considering whether technology should be
transferred to a potential CRADA partner might also be
considered in conjunction with national security economic
concerns. Management continued that in the CRADA arena, the
Office of Counterintelligence would like to see more attempts
made to collate information from the Intelligence Community on
the use of "front organizations" to include who is using them,
where they are likely to be, and what shape they usually take.
Office of Intelligence management stated that collating such
information could apply to technology transfer in general. When
asked for clarification of this comment, an official from the

Office of Intelligence explained that compiling information
regarding technologies that industry has transferred to various
countries would provide a better picture of what technology
various countries possess. The official added that this would
allow counterintelligence personnel to better protect against
economic espionage.

Also, in commenting on a draft of this report, Office of
Technology Utilization management said that requiring a FOCI
review of all CRADAs is unnecessary. Management said this
review would introduce an additional step in the CRADA approval
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process and would detract from the mandated speedy processing of
CRADAs. Management pointed out that the Stevenson-Wydler
Technology Innovation Act of 1980, as amended by the National
Competitiveness Technology Transfer Act of 1989, requires that
"An agency which has contracted with a non-Federal entity to}

operate a laboratory shall review each agreement under this
section. Within 30 days after the presentation, by the director
of the laboratory, of such agreement, the agency shall, on the
basis of such review, approve or request specific modification
to such agreement." According to management, at present, these
reviews typically take two weeks or less, with over 90 percent
of them being accomplished in the DOE operations offices. The
Office of Technology Utilization stated that adding any
additional review and approval steps should not be lightly
contemplated when the Secretary, in her congressional testimony
of July 29, 1993, committed the Department to reducing the
average overall time to negotiate, approve and consummate a
CP_DA from 32 to 16 weeks.

!

We believe that intelligence information on selected entities
that the Office of Intelligence has access to, could be useful
to the CRADA program. Using this information need not detract
from the timely processing of CRADAs. It could even be
beneficial to identify a foreign interest after a CRADA has been
established. Further, we did not recommend that every CRADA be
screened, but that the Office of Intelligence's access to
intelligence on selected entities might be used in support of
the CRADA program. The Office of Technology Utilization said
that intelligence information on selected entities could be
useful to the CRADA activities and to technology transfer in
general.

S R OF OSSSnV TXON .,... DCONCLUS!OH

We found that intelligence information on selected entities is
available within both the national Intelligence Community and
law enforcement agencies. The Office of Intelligence will
respond to requests from DOE program officials for this type of
information, and occasionally receives such information from the
Intelligence Community and law enforcement agencies. However,
the Office of Intelligence does not routinely access or maintain
a database of intelligence information on selected entities.

Specific restrictions apply to certain purchases from six
foreign countries by agencies of the Federal government. In
some cases, these restrictions apply to certain purchases by all
United States citizens. Some of these restrictions have been

codified in Subpart 25.7 of the Federal Acquisition Regulation.
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We found that DOE was not meeting the FAR requirements to
incorporate these restrictions in all contracts, solicitations
and suocontracts.

We found that even for those DOE contracts that do contain
standard clause 52.225-11, the Department does not have a system
for ensuring that the Department is in compliance with the
specific restrictions of standard clause 52.225-11. Also, we
note that FAR Subpart i.602-2 states that contracting officers
are responsible for ensuring performance of all necessary
actions for effective contracting, ensuring compliance with the
terms of the contract, and safeguarding the interests of the
United States in its contractual relationships.

e For procurements or contracts that involve classified
information or special nuclear material, DOE does have the
foreign ownership, control or influence (FOCI) program.
However, the FOCI program does not address all of the
restrictions of FAR Subpart 25.7. For example, when Iraq is
involved, FAR Subpart 25.7 applies to ownership and control of
the company; the origin of the goods or services; and whether
the goods or services were transported through Iraq. The FOCI
program does not routinely address the origin of the supplies
being procured. Nor does the FOCI program address the
transportation route of the item being procured.

o We also noted that the FOCI program relies on the
contractor to accurately and truthfully provide information
regarding foreign ownership, control or influence of the
contractor, and does not make full use of available information
on selected entities.

o For procurements or contracts that do not involve
classified information or special nuclear material, DOE has no
procedures to determine whether a company, organization,
individual, or the goods or services are acceptable under the
restrictions in FAR Subpart 25.7. In commenting on a draft of
this report, the Office of Procurement and Assistance Management
said that, in order to implement the Buy American Act, every

'C'soll itation contains a representation and certification that
"asks the country of origin of the goods or services." However,
we were told by a Procurement official that this representation
and certification is not required to address the issue of
foreign ownership of the company or transportation route of the
goods or services being procured.

Public Law 102-484, enacted on October 23, 1992, contains
requirements in Sections 836 and 838 regarding certain
contracts. Section 836 prohibits DOE contracts under a national
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security program from being awarded to a company owned by an
entity controlled by a foreign government if it is necessary for
that company to be given access to a category of information
proscribed by the Secretary. Section 838 requires DOE to
prepare an annual report to Congress, beginning in 1994, and to
establish a database containing a list of all DOE contractors
which are controlled by foreign persons.

o We found that preliminary actions to start the
implementation of the requirements in Section 836 of this law
were initiated in late January 1993. However, we could find no
action taken by DOE to establish a proscribed category of
information as required by Section 836.

o We also found that until January 1993, the departmental
system used to track congressional reports did not contain the
Section 838 requirement that DOE prepare a yearly report to
Congress beginning in March 1994.

In addition to being of use in fulfilling the FAR procurement
restrictions regarding the six listed countries, knowledge of
whether a company, individual or organization is owned
controlled or influenced by a foreign interest would be of
benefit, we believe, to other programs within DOE. In
particular:

o The DOE Counterintelligence program could be more
effectively focused if the source of potential threats to
Departmental programs and activities, including a potential

e 'threat from selected ntlties, was better identified.

o Intelligence information on selected entities might be
useful in the DOE Headquarters review of Cooperative Research
and Development Agreements between DOE laboratories and other
non-Federal parties.

MCO_MD_T_QNS

We recommend that:

The Assistant Secretary, Human Resources and Administration:

I. Determine the organizations responsible for implementing the
requirements of Sections 836 and 838 of Public Law 102-484.

2. Once responsibility for implementing the requirements of
Public Law 102-484 has been determined, give consideration to
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extending the database requirements of Section 838 to include
M&O subcontracts.

i

The Director, Office of Intelligence and the Acting
Deputy Assistant Secretary for Procurement and
Assistance Management:

3. Examine how the Office of Intelligence's access to
intelligence information on selected entities might be used to
support various departmental acquisition activities.

The Director, Office of Intelligence, and the Director, Office
of Security Affairs:

4. Examine how Office of Intelligence's access to intelligence
information on selected entities might be used to support
various Office of Security Affairs programs.

The Director, Office of Intelligence, and the Director, Office
of Technology Utilization:

5. Examine how Office of Intelligence's access to intelligence
information on selected entities might be used to support the
CRADA program.

The Director, Office of Intelligence:

6. Examine how to integrate intelligence information on
selected entities into DOE's Counterintelligence program.

The Acting Deputy Assistant Secretary for Procurement and
Assistance Management:

7. Expedite incorporating the required FAR standard clause
52.225-11 into existing M&O contracts where the clause has not
already been incorporated.

8. Establish a management system to assure that required FAR
clauses are in M&O contracts or that a documented deviation is

approved by the Procurement Executive.
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9. Consider whether additional actions are necessary to
determine compliance with the requirements of FAR standard
clause 52.225-11.

MANAGEMENT COMMENTS

cThe Director, Office of the Executive Se retar_at; the Assistant
Secretary for Human Resources and Administrahion; the Acting
Deputy Assistant Secretary for Procurement and Assistance
Management; the Director, Office of Security Affairs; the
Director, Office of Technology Utilization; and the Director,
Office of Intelligence; were asked to provide written comments
on our draft report.

The Office of Human Resources and Administration concurred with

Recommendation 1 regarding implementation of the requirements of
Sections 836 and 838 of Public Law 102-484 and stated that the

Office of the Deputy Assistant Secretary for Procurement and
Assistance Management will be responsible for implementing the
requirements of Section 836. The Office of Human Resources and
Administration said that they are currently negotiating with
staff from the Office of Intelligence and National Security to
determine who will be implementing Section 838.

The Office of Human Resources and Administration concurred with

Recommendation 2, regarding giving consideration to extending
the database requirements of Section 838, Public Law 102-484 to
include M&O subcontracts. The Office of Human Resources and

Administration stated they will give full consideration to this
requirement.

The Office of Procurement and Assistance Management concurred in
principle with Recommendation 2, stating that since Sections 836
and 838 have not yet been implemented, it is premature to
determine whether they should be extended to M&O subcontracts.

Office of Intelligence management commented on Recommendation 3,
regarding how the Office of Intelligence might systematically
assist procurement officials in fully complying with the
restrictions in Executive orders and the Federal Acquisition
Regulation. Management stated that the Office of
Counterintelligence could assist procurement officials by
helping to identify those companies with foreign connections,
once the Office of Counterintelligence has gained access to the
database described in Appendix D. Management stated that this
will require extensive coordination between the Office of
Counterintelligence and procurement officials.
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The Office of Procurement and Assistance Management concurred

with Recommendation 3, stating that the Office of Intelligence
and the Office of Procurement and Assistance Management have

held discussions to determine mechanisms by which certain types
of procurement might be coordinated with the Office of

Intelligence.

Office of Intelligence management commented on Recommendation 4,

regarding how the Office of Intelligence might make available

intelligence information on selected entities to support various
Office of Security Affairs programs. Office of Intelligence

management stated that in order to accomplish this

recommendation, the Office of Counterintelligence must first

determine the type of information that the Office of Security

Affairs requires. If the required information only consists of

identifying those companies with foreign affiliations, the

Office of Counterintelligence could provide this data after

i gaining access to the database described in Appendix D. When

asked to clarify this comment, an official from the Office of

Counterintelligence said that if Security Affairs requires
information that is not in the database, but is within the

Office of Counterintelligence's area of responsibility, the

Office of Counterintelligence is willing to provide the

information. The official added that if analytical work is

required to provide such information, the Office of

Counterintelligence might require 60-90 days to produce the
information.

The Office of Security Affairs concurred with Recommendation 4

and stated that a survey will be conducted within the Office of

Security Affairs and field elements, coordinated with the Office
of Intelligence, to determine what possible further intelligence

information may be requested from the Office of Intelligence to

enhance information protection efforts.

We believe it would be beneficial for the Office of Intelligence

to provide assistance to the Office of Security Affairs.

Additionally, with the Secretary's reorganization, both the

Office of Intelligence and the Office of Security Affairs are

under the management of the Director, Office of Intelligence and

National Security. We believe this will enhance coordination
between the two offices.

Office of Intelligence management concurred with Recommendation

5, regarding how the Office of Intelligence's access to

intelligence information on selected entities might be used to

support the CRAD_ program. Office of Intelligence management
commented that this recommendation will require coordination

with the Office of Technology Utilization, to determine
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specifically what the office's requirements are.

Office of Technology Utilization management concurred with

Recommendation 5 and stated that awareness training would be

helpful and that the office stands ready to work with the Office
of Intelligence to develop and present such training to DOE

Headquarters and field office staff. The Office of Technology

Utilization said this Training might possibly be contained

within the "Technology Transfer General Awareness" course that

is now being offered in operations office locations. The Office

of Technology Utilization also said that requiring a FOCI review

of all CRADAs is unnecessary and would detract from mandated

speedy processing of CRADAs.

Office of Intelligence management concurred with Recommendation

6, regarding the integration of intelligence information on

selected entities into DOE's Counterintelligence program.

Management stated that the Office of Counterintelligence will be

able to integrate intelligence information on selected entities

after gaining remote access to the database described in

Appendix D.

The Office of Procurement and Assistance Management concurred

with Recommendation 7, stating that a letter will be sent to all

contracting activities which administer management and operating

contracts, reminding them of the requirement to incorporate the

required FAR standard clause 52.225-11 into existing M&O

contracts where the clause has not already been incorporated.

The Office of Procurement and Assistance Management concurred

with Recommendation 8 regarding the establishment of a

management system to assure that required FAR clauses are in M&O

contracts or that a documented deviation is approved by the
Procurement Executive. The Office of Procurement and

Assistance Management stated that a management system for this

purpose already exists in the Office of Clearance and Support.

That office reviews new M&O contracts and significant revisions

of such contracts. Management stated that the office will

reemphasize careful review of M&O contract clauses. The Office

of Procurement and Assistance Management stated that they had
reviewed Recommendation 9 and had no comments on the

recommendation at this time.

The Office of the Executive Secretariat concurred with the

report, with no comments.
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An information copy of the draft report was provided to the
Office of Intelligence and National Security. This office
stated, "Your report provides valuable insight on this timely
topic and should subsequently result in DOE enhancing its
ability to identify those foreign interests with access to
departmental programs."
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APPENDIX A:

Standard Clause 52.225-11 Restrictions on Certain Fore_g_
Purchases

"As prescribed in 25.704, insert the following clause in
solicitations and contracts:

RESTRICTIONS ON CERTAIN FOREIGN PURCHASES (MAY 1992)

(a) Unless advance written approval of the Contracting Officer
is obtained, the Contractor shall not acquire for use in the
performance of this contract:

(i) Any supplies or services originating form sources
within the communist areas of North Korea, Vietnam, Cambodia, or
Cuba;

(2) Any supplies that are or were located in or transported
from or through North Korea, Vietnam, Cambodia, or Cuba; or

(3) Arms, ammunition, or military vehicles produced in
South Africa, or manufacturing data for such articles.

(b) The Contractor shall not acquire for use in the performance
of this contract supplies or services originating from sources
within Iraq, any supplies that are or were located in or
transported from or through Iraq, or any supplies or services
from entities controlled by the Government of Iraq.

(c) The Contractor agrees to insert the provisions of this
clause, including this paragraph (c)f in all subcontracts
hereunder."
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APPENDIX B:

' n ,Fore_g ....ownership c0ntro! or .....Influence Qver contractors

The Foreign Ownership, Control or Influence Over Contractors
(FOCI) program was established to protect against the risk that
a DOE contractor which is owned, controlled or significantly
influenced by a foreign interest could be financially or
politically coerced or induced into providing DOE classified
information or special nuclear material to the foreign interest.

Subpart 904.70, Foreign Ownership, Control or Influence Over
Contractors of the DOE Acquisition Regulation and DOE Order
5634.1A, Facility Approvals, Security Surveys, and Nuclear
Materials Surveys, dated February 3, 1988, establish the DOE
policies and procedures regarding foreign ownership, control or
influence over contractors. FOCI policies specifically apply to
contracts involving access to classified information or special
nuclear material. All offerors/bidders, contractors, and
subcontractors who will or do have access to classified
information or a significant quantity of special nuclear
material are required to disclose any FOCI to DOE. DOE then
makes a determination on whether the award or continuance of a

contract may create a security risk.

DOE Order 5634.1A states, "FOCI exists when a DOE contractor
performing classified work has an institutional or personal
relationship with any of the following foreign interests, which
are defined as:

(I) Foreign government or foreign government agency;

(2) Any form of business enterprise organized under the
laws of any country other than the U.S. or its
possessions; or

(3) Any form of business enterprise organized or
incorporated under the laws of the U.S., or a State or
other jurisdiction of the U.S. which is owned,
controlled, or influenced by a foreign government,
agency, firm, corporation, or person who is not a
citizen or U.S. national."

DOE 5634.1A continues that "A contractor is considered to be

under foreign ownership, control, or influence when the degree
of interest ... is such that a reasonable basis exists for

concluding that compromise of classified information or
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significant quantity of special nuclear material, as defined in
I0 CFR 710, may result."

DOE Order 5634.3, Foreign Ownership, Control or Influence
Program, dated June 14, 1993, establishes policies,
responsibilities, and authorities for implementing DOE's FOCI
program.
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APPENDIX C:

DOE'S Intel!igence Responsibilities

Executive Order 12333, United States intelligence Activities,
dated December 4, 1981, governs the conduct of intelligence
activities by all agencies within the U.S. Intelligence
Community. Executive Order 12333 designates the intelligence
element of DOE as a member of the Intelligence Community and
assigns DOE general and specific duties and responsibilities in
support of the U.S. intelligence effort.

DOE's general duties and responsibilities include:

(a) Collection of information needod by the President, the
National Security Council, the Secretaries of State and
Defense, and other Executive Branch officials for the
performance of their duties and responsibilities;

(b) Production and dissemination of intelligence; and

(c) Collection of information concerning, and the conduct
of activities to protect against intelligence activities
directed against the United States, international terrorist
and international narcotics activities, and other hostile
activities directed against the United States by foreign
powers, organizations, persons, and their agents.

DOE's specific duties and responsibilities include:

(a) Production and dissemination of foreign intelligence
necessary for the Secretary's responsibilities;

(b) Participation in the formulation of intelligence
collection and analysis requirements where the special
expert capability of the Department can contribute; and

(c) Provision of expert technical, analytical and research
capability to other agencies within the Intelligence
Community.

DOE's Intelligence 0rqanization

On April 6, 1990, the Secretary established the DOE Office of
Intelligence as a separate organization reporting directly to
the Secretary. The Office of Intelligence is responsible for
the coordination of all DOE intelligence-related activities.
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Prior to this reorganization, the DOE Office of intelligence had
been part of the staff of the Assistant Secretary for Defense
Programs and had been headed by the Deputy Assistant Secretary
for Intelligence.

The Secretary assigned the following primary missions to the new
Office of Intelligence:

(a) To ensure that intelligence information requirements
of the Secretary and senior DOE policymakers are met.

(b) To ensure that DOE's technical, analytical, and
research expertise is made available to the Intelligence
Community in accordance with Executive Order 12333.

(c) To provide threat assessment and support to DOE
Headquarters and field operations.

Additionally, the Secretary tasked the Director of the new
Office of Intelligence to develop a management system for the
analysis, resource allocation, implementation, and evaluation of
DOE's intelligence programs.

The current DOE Intelligence organization includes four
components: (i) the Secretary of Energy as Senior Official of
the Intelligence Community; (2) the DOE Office of Intelligence
at Headquarters; (3) the Nevada Intelligence Center; and (4) DOE
Field Intelligence Elements as designated by the Director,
Office of Intelligence.

The DOE Office of Intelligence located at DOE Headquarters, is
headed by the Director, who reports to the Director of
Intelligence and National Security. The Office of Intelligence
is organized into five major offices: (I) the Office of the
Director (IN-I); (2) the Office of Foreign Intelligence (IN-10);
(3) the Office of Counterintelligence (IN-20); (4) the Office of
Threat Assessment (IN-30); and (5) the Office of Intelligence
Support/Security (IN-40).

Lack of t h_ Proc@dures Require_ by Executive Order 12333

In the past, a lack of Attorney General approved procedures as
required by Executive Order 12333 may have hindered DOE's
efforts regarding information on selected entities. Executive
Order 12333 requires the Secretary of Energy to obtain Attorney
General approval of procedures to collect, retain, or
disseminate information on U.S. persons. As cited in two OIG
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reports, prior to October 1992 DOE did not have approved
intelligence procedures that would enable DOE intelligence
elements to collect, retain, or disseminate this information on
U.S. persons.

Executive Order 12333 defines a U.S. person as °'a U.S. citizen,
an alien known by the intelligence agency concerned to be a
permanent resident alien, an unincorporated association
substantially composed of U.S. citizens or permanent resident
aliens, or a corporation incorporated in the U.S., except for a
corporation directed and controlled by a foreign government or
governments."

!

Since DOE's procedures were approved by the former Attorney
General and the former Secretary of Energy in October 1992, the
lack of procedures no longer poses a concern. The procedures
allow DOE to use information on U.S. persons or U.S. companies,
as long as the information is collected, retained, and
disseminated in accordance with the approved procedures.
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APPENDIX D:

Appendix D contains information that is classified
SECRET/Natlonal Security information. If you believe you
have a need to review Appendix D and have appropriate clearances
please contact Betsy Minihan at (202) 586-2729.
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