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THE CONSTITUTIONAL RIGHT OF PRIVACY: SUPREME COURT DECISIONS
AND CONGRESSIONAL ACTION IN BRIEF

I. Supreme Court Decisions

The existing gap between modern technology and traditional legal

remedies is probably nowhere more evident than in the protection offered

the individual in his search for privacy. Until 1965, the existence of an

independent right, to use Justice Brandeis' famous phrase, "to be left alone, "

was not recognized to exist apart from specific guarantees against compulso-

ry self-incrimination, or in statutory remedies for civil damages suffered.

Even now, debate continues as to whether an independent right of privacy

exists or, if it does, what it is.

While many court decisions used the term "right to" or"right of"

privacy, prior to 1965 most of this usage added nothing to already existing

rights. The early Fourth Amendment cases showed a generous attitude

toward the origins and meaning of a right to privacy, particularly when,
1/

as in Boyd v. United States, that Amendment was tied to the self-incrim-

ination clause of the Fifth Amendment. Boyd shows that the Court had an

early understanding of privacy as being the underlying principle of the pro-

hibition against "unlawful search and seizure. " In discussing an early
2/

English case, Entick v. Carrington, Justice Bradley wrote:

1/ 116 U. S. 616 (1885).
7/ 1765 19 How. St. Tr. 1029.
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The principles laid down in this

opinion affect the very essence
of constitutional liberty and
security... They apply to all invasions
on the part of the government and its

employees of the sanctities of a man's
house and the privacies of life. It
,is not the breaking of his doors and
the rummaging of his drawers that
constitutes the essence of the offense;
but it is the invasion of his indefeasible

right of personal security, personal
liberty and private property, when that

right has never been forfeited by his
conviction of some public offense -- it
is the invasion of this sacred right
which underlies and constitutes
the essence of Lord Camden's
judgment. 3/

Unfortunately, the development of the Fourth Amendment as a vehicle for

the right of privacy was severely slowed in the 1920s by the heavy reliance

on it by defendants in bootlegging cases during prohibition. As a result, justices

4/

favoring the "noble experiment, " particularly Chief Justice Taft,-arrowed

the Fourth Amendment limitations upon Federal officers' attempts to enforce the

law. The high point of Taft's fight for prohibition came in his opinion in Olmstead
5/

v. United States , the case that upheld the obtaining of incriminating evidence

through tapping of telephones and took over forty years to completely overrule.

Justice Brandeis' dissenting opinion gave privacy its most quoted judicial recogni-

tion when he credited the framers of the Constitution as having

3/ 116 U. S. at 630 (1885).
T/ Beany, The Constitutional Right to Privacy, " 1962 S. Ct. Review at 218,

n. 24
5/ 277 U. S. 438 (1927).
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conferred, as against the government,
the right to be left alone--the most
comprehensive of rights and the
right most valued by civilized men.
To protect that right, every unjusti-
fiable intrusion by the government
upon the privacy of the individual,
whatever the means employed, must

be deemed a violation of the Fourth
Amendment. 6/

In the area of traditional searches and seizures, the Supreme Court

has had little trouble in recognizing a right of privacy as the underlying interest
7/

protected by the Fourth Amendment. With Wolf v. Colorado, the Court extended

the Federal right against unreasonable search and seizure to the States through

the Fourteenth Amendment. The Court's opinion, written by Justice Frankfurter,

recognized "the security of one's privacy against arbitrary intrusion by the police"
8/

as being "at the core of the Fourth Amendment. " However, the exclusionary

rule was then held to extend only to Federal cases unless individual States adopted

it, until Wolf was overruled by a decision that clearly equated the Fourth Amend-
9/

ment with the right of privacy, Mapp v. Ohio.There police, allegedly searching

for a bombing suspect, conducted an intensive search, apparently without a search

warrant, through the premises including personal papers, handcuffed the appellant

and barred her attorney from entering the home. The Court equated the Fourth

Amendment with the right of privacy which, the opinion concluded, must make

the exclusionary rule enforceable against the States through the Due Process Clause

of the Fourteenth Amendment since the right of privacy had already been declared

enforceable by the 1Rderal Government against unreasonable State invasion.

6/ Id. at 478.
/ 'n38 U. S. 25 (1949).

$/ Id. at 27-28.
7/ 'R7 U. S. 643 (1961).

- ~ ,~..,- -~
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While the Fourth Amendment has been recognized as the principal source
10/

for the right of privacy, it was not until Griswold v. Connecticut that

the Court examined precedent to find a broad-based right of privacy arising

from specific guarantees provided by at least five Amendments (the First, Third,

Fourth, Fifth and Ninth) that was distinct and could stand apart from any single

Amendment. The specific guarantees of these Amendments were found to

have penumbras, formed by emanations
from those guarantees that help give
them life and substance... Various
guarantees create zones of privacy.11/

Griswold voided a long-standing Connecticut statute that prohibited the use of

counseling in use of medicines or devices to prevent conception by finding that

it violated the right of privacy of petitioners who had been prosecuted under

that law. Although Justice Douglas' opinion for the Court examined the wording

of the Bill of Rights to define the liberties of State and Federal citizens, in

Griswold, he found that these amendments mean more than they specifically say.

The right of privacy is not specifically mentioned in the Constitution, but Douglas

found it to be a peripheral right similar to freedom of association which had

been previously found by the Court to be a right peripherally protected by the

First Amendment.

The greatest weakness of the Griswold opinion was that despite its broad

language describing the sources and listing types of privacy protected by the

Bill of Rights, the right itself is never defined. While the Court appeared

to be seeking to find a new constitutional right that could be applied to protect

10/ 381 U. S. 479 (1965).
TT/ 381 U. S. at 484.
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citizens from dangers inherent in technological discoveries that prom-

ise laser beams that can penetrate the thickest walls and possibly

carry messages to receivers a continent away and has already de-

veloped computers capable of storing and retrieving seemingly vast

amounts of private information about citizens, its failure to define

the right has tended to limit its application to cases involving similar

fact situations. It is not surprising that the ;leading case to establish

a privacy right apart from explicit constitutional guarantees is the

one in which the Supreme Court in 1973 found Texas' abortion statute--

which, like laws then in force in most States--prohibited procuring

or attempting an abortion except "by medical advice for the purpose

of saving the life of the mother, "--violated the Due Process Clause

of the Fourteenth Amendment. That Clause was found to protect

the right of privacy against State action. The right of privacy was

found to be the basis of a woman's qualified right to procure an

abortion free from State interference during most of her pregnancy.
12/

Justice Blackmun's opinion for the Court in Roe failed to

clarify the definitional basis or scope of the right but listed areas

in which the right of privacy was found to have some application:

marriage, procreation, family relationships , and child rearing and

education.

12/ 410 U.S. 113 (1973).

J
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First Amendment cases have shown that the right of privacy does

not fare well when in conflict with written guarantees such as freedom
13/

of the press. In Time Inc. v. 11i117 the Court overturned a New York

York court award of $30, 000 in damages for invasion of privacy in viola-

tion of a State Statute for the publication of an article which erroneously

identified the appellant and his family as the subjects of a play about

a family held hostage by escaped convicts. The First Amendment was

found to bar application of the New York statute for redress for false

reports of matters of public interest in the absence of proof that the

publication had been made with knowledge of its falsity or in reckless

disregard of the truth.

Privacy has been found a relevant consideration in pornography

decisions. While pornographic materials are not subject to protection

by the F,irst Amendment, individual consumers of such materials may

be entitled to some privacy protections flowing from the First Amendment.
14/

In Stanley v. Georgia, a State conviction for possess-cn of pornographic

materials, found during a search of Stanley's bedroom for bookmaking

apparatus, was overturned on the basis that the First Amendment prohibit-

ed making the mere private possession of pornographic materials a crime.

Justice Marshall's opinion for the Court cited Griswold and Brandeis'

dissent in Olmstead as the basis for the findings that such statutes

would permit illegal intrusions into one's privacy. However, the effect

of Stanley was severely limited by later pornography decisions holding

that while a man may enjoy pornography in the privacy of his home, his

13/ 385 U.S. 374 (1966).
14/ 394 U.S. 557 (1969).

'I
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rights of privacy does not extend to the distributor or seller of those

materials who may be prosecuted under State law for his activities.

The Court has also upheld prohibiting importation of pornographic

materials into the Country even if designed solely for the private
16/

use of the importer. Nor can such materials beshipped in interstate
17/

commerce for private use if barred by State law.

Since the Fourth Amendment has been identified as one of the

principal areas from which the right of privacy is to be formulated,

it is not surprising that search and seizure cases since 1965 have

contained much verbiage about privacy. Privacy interests were advanc-
18/

ed when the Court overruled Olmstead in Berger v. New York and
19/

Katz v. United States and extended Fourth Amendment restrictions

to electronic surveillance and wiretapping. Berger struck down New

York's eavesdropping statute that permitted law enforcement officers

to obtain orders permitting eavesdropping devices to be used for up

to two months upon a showing of reasonable cause to believe evidence

of a crime can be obtained in this manner and specification of the

person or persons involved whose conversations were to be recorded.

The Court found that the law did. not adequately restrict the surveillance

15/United States v. Orito, 413 U. S. 139 (1973).
T6/United States v. Thirty-Seven Photographs, 402 U. S. 351 (1971).
T7/Paris Adult Theatre I v. Slaton, 413 U. S. 49(1973).
18/388 U.S. 41 (1967).
T/389 U. S. 347 (1968).
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activities of the police and could lead to repeated "trespassory intru-

sions" on "constitutionally protected areas" and therefore the fact that

the listening device did not penetrate the booth surface or that the

booth was a public , telephone was of no significance. The Fourth

Amendment was found to protect what a person "seeks to preserve
20/

as private, even in an area accessible to the public" ~ut rejected

the suggestion that the Fourth Amendment could be translated into

a general constitutional "right to privacy" since it protects many other

interests as well. Privacy was found tobe largely subject to protection

of State laws. The Court encouraged enactment of legislation authori-

zing court supervised wiretapping and bugging by indicating that if

a valid search warrant had been obtained or could be obtained against

Katz, his conviction would not have been reversed.

The traditional Fourth Amendment cases associating the right

of privacy to protection of unlawful searches and seizures are too

numerous to summarize here. One of the most significant ones is
21/

probably Camara v. Municipal Court,~in which the Supreme Court

extended search warrant requirements to adminstrative officers such

as health inspectors in making routine inspections of private resi-

dences if the occupant refuses to admit them.

20/Id. at 351-352.
T/ 385 U. S. 808 (1967).
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As can be seen from the above discussion, while Supreme Court

decisions have extended the right of privacy to many diverse situa-

tions, the content of the right is still unclear and unlikely to stand when

balanced against conflicting written constitutional guarantees. In

response to these decisions and various new threats to privacy,

Congress and State legislatures are considering many laws to further

define and enforce this fragile right.
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II. Congressional and Presidential Action Relating to the Right of
Privacy in the 93rd-94th Congresses

93rd Congress (1972-1974)

As a Congress which opened with Watergate, featured impeachment

revelations and closed with disclosures concerning F.B.I. and C.I.A. dome-

stic surveillance activities and the passage of the first comprehensive Privacy

Act, the 93rd Congress was often described as the "Privacy Congress. "

On December 31, 1974, President Ford signed the "Privacy Act of
22/

1974, which represented a compromise between provisions of S. 3418 and H. R.

16373 which had been separately passed on November 21, 1974. The Act was

recognized by President Ford as representing "an initial advance in protecting
23/

a right precious to every American--the right of individual privacy.

The new Act gives citizens the right to see and copy most records

about them stored by Federal agencies and the right to challenge and correct

any inaccurate information. Non-routine dissemination and disclosure of per-

sonally identifiable information is prohibited unless requested by or consented

to by the file subject. Each Federal agency is required to publish annual

notices in the Federal Register as to the existence and nature of any system

of personal records maintained by it including a description of categories of

individuals on whom records are maintained, the routine uses and users of

the system and procedures concerning access to and for correction of such

records.

22/Public Law 93-579,88 Stat. 1896, December 31, 1974 [see Appendix for Text].
2J/ Statement by the President upon Signing the Privacy Act of 1974 Into Law.
T5nuary 1, 1975. U1 Weekly Compilation of Presidential Documents 7 (January 6,
1975).
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The "Privacy Act" also established a Privacy Protection Study

Commission to study private and governmental data systems, to make

recommendations for protection of privacy through the application of this

Act or of additional privacy legislation, and when requested, to assist

states in formulation of legislation on the State level. Three members of

the Commission were to be appointed by the President, two by the Presi-

dent of the Senate and two by the Speaker of the House of Representatives.

Other acts prohibited by this law include the sale of mailing

lists by Federal agencies and the denial of State or Federal governmental

privileges or benefits because of an individual's refusal to disclose his

social security number, unless disclosure is specifically required by law,

or the data system in question had been established before January 1, 1975.

Violations of the Act are punishable by criminal penalties or by civil suits

brought against the agency involved by persons adversely affected by Act

violations.

As one of its last actions, the Ninety-Third Congress moved

to clarify and limit adverse consequences of an earlier Act concerning

student privacy. As originally enacted, the "Family Education Rights and
24/

Privacy Act,7'~commonly referred to as the "Buckley Amendment, denied

Federal funds to any educational institution that prevented parents from

obtaining access to their child's school records or permitted the release

of a student's records, without parental consent to anyone but another

school official or in compliance with a court order. However, data could be

submitted to a Federal agency so long as a student's name was not included

24/Public Law 93-380, 513, 88 Stat.484, 571, August 21, 1974.

* ,,*
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or in connection with an application for financial assistance. Regulations

were issued by the Secretary of Health, Education and Welfare, in compli-

ance with the Act to protect the privacy of students in connection with
25/

Federal surveys. As modified by section 2of Public Law 93-56$, a student

may waive his access rights as they relate to confidential recommendations

concerning admission to an educational institution, employment app-

lications, and the receipt of an honor or honorary recognition. Other

exemptions and changes were enacted to limit adminstrative problems in

enforcing the Act and, in some cases, to provide additional privacy protec-

tion to student records. New Department of Health, Education and Welfare

(H. E. W. ) regulations to enforce the Act were proposed in the Federal
26/

Register on January 6, 1975. While the "Privacy Act of 1974" exempted

criminal records from its coverage, concern over possible misuse of

criminal records led to the enactment of amendments to the "Crime
27/

Control Act of 1973", which limit the use of criminal records and

permit correction of erroneous data. Federal and State agencies

receiving funds from the Law Enforcement Assistance Administration are

prohibited from providing unauthorized disclosure of research or

statistical information identifiable to a specific private person

collected pursuant to the Act. The consent of the person furnishing the

information is necessary before such information can be admitted in

any judicial or administrative proceeding, and the person is immune

25/ 88 Stat. 1855, 1858, December 31, 1975.
T / 40 Fed. Reg. 1208, establishing 45 C. F. R., part 99.
7/ Pub. L. 93-83, 524, 87 Stat. 197, 215, August 6, 1973.
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from legal process without such consent. The section also requires State

and local law enforcement agencies receiving grants from the Law

Enforcement Assistance Administration (L. E. A. A. ) to provide individuals

on whom criminal records are maintained or disseminated access to in-

formation collected so that steps could be taken to correct erroneous data.

As a further protection to individual privacy, these agencies can keep and

disseminate only information relevant to law enforcement and criminal

justice purposes and are required "to the maximum extent feasible" to

include case disposition with arrest data when the latter is included in

the report. Also criminal justice agencies covered by the Act are required

to keep all records current.

Protection of privacy for Government employees was a continuing

congressional concern. On March 7, 1974, for the fourth time in six

years, the Senate approved S. 1688, a bill designed to limit governmental

intrusions into the privacy of Government employees. Prohibited intru-

sions, among others, would have been requiring Federal employees to take

polygraph tests and requiring answers to questions relating to sexual

habits and non-governmental activities. No action was taken on this bill

or several similar bills by the House.

Concern over military and C.I.A. surveillance of the political acti-

vities of civilians, which were to grow in the 94th Congress, was initiated

by revelations made during hearings conducted by the Senate Constitutional

Rights Subcommittee in the 93rd. No action was taken on S. 2318 or

other bills to prohibit such activities, and Senator Ervin introduced S. 4232,

an amended and revised "Freedom from Military Surveillance Act of 1974"

near the end of the Congress.
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Misuse of personal information gathered by the Internal Revenue

Service and of the audit powers revealed during the impeachment investi-

gation, and which were the subject of one of the proposed articles of

impeachment against President Nixon led to introduction by Senator

Weicker and Rep. Litton to jointly introduce S. 3982 'and H. R. 16602 on

September, 1974. These bills would have restricted access to tax records

to the taxpayer himself, his authorized attorney, officers and employees

of the Internal Revenue Service and the Justice Department for use in the

enforcement of the Internal Revenue Code, State and tax officials for the

purpose of administering their tax systems, the Joint Congressional Com-

mittee on Internal Revenue Taxation, and, under certain limited circum-

stances, the President.

The over 300 bills introduced in the 93rd Congress provided a

basis for further action by the 94th and succeeding Congresses.
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94th CONGRESS (THRU July 15, 1975)

As Federal executive agencies began the process of drafting

regulations to comply with the "Privacy Act of 1974" which was to go into

effect on September 27, 1975, Congress continued to consider privacy legis-

lation that would provide further curbs on governmental collection and

dissemination of personal information and would curb certain State and

corporate practices as well.

The C.I.A. and F.B.I. 's domestic intelligence activities received

the most attention during the first half of the first session with the formation

and hearings of the Senate Select Committee on Intelligence Operations and

release of the report of the Commission on C. I. A. Activities Within the

United States, chaired by Vice President Rockefeller. The House Judiciary

Subcommittee on Courts, Civil Liberties and the Administration of Justice

held hearings on postal surveillance by Federal agencies, particularly the

C.I.A. and F.B.I. Focus of these hearings was H. R.. 214, which would

limit this form of surveillance. The House Government Information and

Individual Rights Subcommittee covered some of the same area in hearings

on H. R. 2635, which would repeal the exemption of the C.I.A. from speci-

fied requirements of the Privacy Act. Personal files maintained by the

F.B.I. received attention through hearings by the House Judiciary Sub-

committee on Civil and Constitutional Rights. Numerous "Freedom from

Military Surveillance" bills have been introduced, including S. 84, H. R.

142, H. R. 266, H. R. 539, and H. R. 1864 .

INN
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Surveillance by wiretapping would be barred by S. 743, a bill

introduced by Senator Nelson, to establish administrative procedures and

standards under which prior court authorization must be obtained for any

electronic surveillance conducted on grounds of national security or for any

other purpose. H. R.. 171, introduced by Rep. Abzug would bar all inter-

ception of wire and oral conversations unless prior consent is received

from the parties to the conversation.

Bills have been introducedagain in this Congress to protect income

tax returns from abuses uncovered by the Watergate and Impeachment

hearings. S.199, H. R. 616 and H. R. 955 would make all tax returns

confidential and restrict inspection and dissemination of the information

contained therein on identifiable persons to persons or agencies enforcing

or administering the tax laws except for the President, who could request

returns for specified purposes. S. 442 would provide criminal penalties

against persons requesting or making tax audits for political or other pur-

poses other than enforcement of the Internal Revenue Code.

Hearings were held by Subcommittees of both the House and Senate

Judiciary Committees on H. R. 61, H. R. 62, H. R. 8227, S. 1427, S. 1428 and

S. 2008, bills to extend the Privacy Act to cover law enforcement records.

These bill would provide procedures for the criminal justice agencies to

maintain the security, accuracy and confidentiality of criminal justice in-

formation to protect the privacy of individuals to whom such information

relates.

The Privacy Act limited its coverage to the Federal Government.

H.R. 1984, the "Comprehensive Right to Privacy Act, " introduced by Reps.
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Koch and Goldwater, would extend the Act to private and State records on

identifiable persons and would establish a code of fair information practices

to further protect privacy.

Other privacy concerns reflected by legislation introduced in the

first half of the first session of the 94th Congress include: financial and

- bank records (H. R. 550 and H. R. 1005), Government employees' right

to privacy (H. R 564 and H. R.. 1173), teachers' records (H. R. 623), pro-

hibition of polygraph tests (S. 1481, H. R. 2596), consumer credit reports

(H. R. 1324), and distribution of mailing lists by the Federal Government

(H. R. 662).

As can be seen from the summary of recent congressional action

in the privacy area, concern over individual rights threatened by the newest

forms of computer technology and advances in the ability to eavesdrop or

otherwise obtain personal information promises to provide material for
4

continuing investigations, hearings and legislative proposals in the

remainder of this Congress and for Congresses to come.

"

+t.l
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APPENDIX-A

Public Law 93-579
93rd Congress, S. 3418

December 31, 1974

,n tt
To amend title 5, United St.tes Code, by adding a section 552a to safeguard

individual privacy from the misuse of Federal records, to provide that
individuals be granted access to records concerning them which are maintained
by Federal agencies, to establish a Privacy Protection Study Commission, and
for other purposes.

Be it enacted by the Ievatc (ind House of Representatives of the
United States of Atmerica in Congress assembled, That this Act may Privacy Act
be cited as the "Privacy Act of 1974". of 1974.

SC. 2. (a) The Congress finds that- 5 UsC 552a

(1) the privacy of an individual is directly affected by the Congressional
collection, maintenance, use, and dissemination of personal infor- findings.
mation by Federal agencies; 5 UsC 552a

(2) the increasing use of computers and sophisticated infor- note.
mation technology, while essential to the efficient operations of
the Government, has greatly magnified the harm to individual
privacy that can occur from any collection, maintenance, use, or
dissemination of personal information;

(3) the opportunities for nn individual to secure employment,
insurance, and credit, and his right to due process, and other legal
protections are endangered by the misuse of certain information
systems;

(4) the right to privacy is a personal and fundamental right
protected by the Constitution of the United States; and

(5) in order to protect the privacy of individuals identified in
information systems maintained by Federal agencies, it is neces-
sary and proper for the Congress to regulate the collection, main-
tenance, use, and dissemination of information by such agencies.

(h) The purpose of this Act is to prov;Ile certain safeguards for an Statement of
individual against an invasion of personal privacy by requiring Purpose.
Federal agencies, except as otherwise provided by law, to-

(1) permit an individual to determine what records pertaining
to him are collected, maintained, used, or disseminated by such
agencies;

(2) permit an individual to prevent records pertaining to him
obtained by such agencies for a particular purpose from being
used or made available for another purpose without his consent;

(3) permit an individual to gain access to information pertain-
ing to him in Federal agency records, to have a copy made of all
or any portion thereof, and to correct or amend such records;

(4) collect, maintain, use, or disseminate any record of identi-
fiable personal information in a manner that assures that such
action is for a necessary and lawful purpose, that the infor-
mation is current and accurate for its intended use, and that
adequate safeguards are provided to prevent misuse of such
information;

(5) permit exemptions from the requirements with respect to
records provided in this Act only in those cases where there is an
important public policy need for such exemption as has been
determined by specific statutory authority; and

(6) be subject to civil suit for any damages which occur as a
result of willful or intentional action which violates any indi-
vidual's rights under this Act. 88 STAT. 1896

SFC. 3. Title 5, United States Code. is amended by adding after 88 STAT. 1897
section 552 the following new section:
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Pub. Law 93-579 - 2 - December 31, 1974
88 STAT. 1897 _______________

5 USC 552a. " 552a. Records maintained on individuals
"(a) I )Hr'iNrioxS.-For pirposesof this section-

"(1) the term 'agency' means agency as difind in section
5 USC 552. 552(e) of this title;

"(2) the term 'ind1idiial' means a, citizen of the United States
0e an alien law fiulv ad mitted for permanent residence

"(3) the term maintainn' includes raimntirn. collect, use, or dis-
seminate;

"(4) the teri 'record' means any item, collection. or grouping
of information aboit an individual that, is maintained by an
agency, including , but not, limited to, his education, financial
trainsaitiois, medical history, and criminal or employment history
and that contains his name, or the identifying number, symbol,
or other identifying particular assigned to the individual, such
as a finger or voice print, or a photograph;

"(5) the term 'system of records' means a group of any records
under the control of tunny agency from which information is
retrieved by the name of the individual or by some identifying
number, symbol, or other identifying particular assigned to the
individual;

"(6) the term 'statistical record' means a record in a system
of records maintained for statistical research or reporting pur-
poses only and not used in whole or in part in making any deter-
mination about an identifiable individual, except as provided by

13 USC 8. section 8 of title 13; and
"(7) the term 'routine use' means, with' respect to the dis-

closure of a record, the use of such record for a purpose which
is compatible with the purpose for which it was collected.

"(b) CONDmTIONs OF DiscIrosuRE.-No agency shall disclose any
record which is contained in a system of records by any means of com-
munication to any person, or to another agency, except pursuant to a
written request by, or with the prior written consent of, the individual
to whom the record pertains, unless disclosure of the record would
be-

"(1) to those officers and employees of the agency which main-
tains the record who have a need for the record in the performance
of their duties;

"(2) required under section 552 of this title;
"(3) for a routine use as defined in subsection (a) (7) of this

section and described under subsection (e) (4) (D) of this section;
"(4) to the Bureau of the Census for purposes of planning or

carrying out a census or survey or related activity pursuant to
the provisions of title 13;

"(5) to a recipient who has provided the agency with advance
adequate written assurance that the record will be used solely as
a statistical research or reporting record, and the record is to be
transferred in a form that is not individually identifiable;

"(6) to the National Archives of the United States as a record
which has sufficient historical or other value to warrant its con-
tinued preservation by the United States Government, or for
evaluation by the Administrator of General Services or his
designee to determine whether the record has such value;

"(7) to another agency or to air instrnnientality of any govern-
mental jurisdiction within or under the control of the united
States for a civil or criminal law enforcement activity if the
activity is authorized by law, and if the head of the agency or
instrumentality has made a written request to the agency which
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maintains the record specifying the particular portion desired and

the law enforcement activity for which the record is sought;
"(8) to a person pursuant to a showing of compelling circum-

stances affecting the health or safety of an individual if upon such

disclosire notification is transmitted to the last known address of

such individual;
"(9) to either House of Congress, or. to the extent of matter

within its jurisdiction, any committee or subcommittee thereof,
any joint committee of C'ongress or subcommittee of any such

joint committee;
"(10) to the Comptroller General ,r :;ny of his authorized rep-

resentatives, in the c- ). the performance of the duties of
counting Office; or

11) pursuant to the order of a court of competent jurisdic-
tion.

-'(c) AecoNTNG OF CERTAiN l)IsCLOSUREs.-Each agency, with
respect to each system of records under its control, shall-

"(1) except, for disclosures made under subsections (b) (1) or
(b) (2) of this section, keep an accurate accounting of-

"(A) the date, nature, and purpose of each disclosure of
a record to any person or to another agency made under
subsection (b) of this section: and

"(B) the name and address of the person or agency to
whom the disclosure is made;

'(2) retain the accounting made under paragraph (1) of this
subsection for at least five years or the life of the record, which-
ever is longer, after the disclosure for which the accounting is
made:

"(3) except for disclosures made under subsection (b) (7) of
this sect ion, make the accounting made under paragraph (1) of
this subsection available to the individual named in the record
at his request : and

"(4) inform any person or other agency about any correction
or notation of dispute made by the agency in accordance with
subsection (d) of this section of any record that has been dis-
closed to the person or agency if an accounting of the disclosure
was made.

"(d) AcrEss ro REcoRn.-Each agency that maintains a system
of records shall-

"(1) upon request by any individual to gain access to his Personal

record or to any information pertaining to him which is con- review.
tained in the system, permit, him and upon his request, a person
of his own choosing to accompany him, to review the record and
have a copy nade of all or any portion thereof in a form compre-
hensible to him, except that the agency may require the indi-
vidual to furnish a written statement authorizing discussion of
that individual's record in the accompanying person's presence;

"(2) permit the individual to request amendment of a record Amendment
pertaining to him and- request.

"(A ) not later than 10 days (excluding Saturdays, Sun-
days, and legal public holidays) after the date of receipt of
such request, acknowledge in writing such receipt; and

"(B) promptly, either-
"(i) make any correction of any portion thereof

which the individual believes is not accurate, relevant,
timely, or complete: or

"(ii) inform the individual of its refusal to amend
the record in accordance with his request, the reason

w-- ....- .-.. - L, Y.Ji:"AU A",.."u .ii'.{LVd..-,- _ssi's .silb,.WLi- .- Ik-;. ,.,Er.f.......aJnwSJI.iS...L:AL rLWlnlk'L _..rk.-:v . - a{"'dY1YI r. 3"iu ." "ativ' ' y" I SUa.
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for the refusal, the procedures established by the agency
for the individual to request a review of that refusal by
the head of the agency or an officer designated by the
head of the agency, and the name and business address
of that official ;

Review. "(3) permit the individual who disagrees with the refusal of the
agency to amend his record to request a review of such refusal,
and not later than 30 days (excluding Saturdays, Sundays, and
legal public holidays) from the (late on which the individual
requests such review, complete such review and make a final
determinat ion unless, for good cause shown, the head of the agency
extends such 30-day period ; and if, after his review, the reviewingofficial also refuses to amend the record in accordance with the
request, permit the individual to file with the agency a concise
statement setting forth the reasons for his disagreement with the
refusal of the agency, and notify the individual of the provisions
for judicial review of the reviewing official's determination under
subsection (g) (1) (A) of this section;

Notation or "(4) in any disclosure, containing information about whichdispute. the individual has filed a statement of disagreement, occurring
after the filing of the statement under paragraph (3) of this sub-
section, clearly note any portion of the record which is disputed
and provide copies of the statement and, if the agency deems it
appropriate, copies of a concise statement of the reasons of the
agency for not making the amendments requested, to persons or
other agencies to whom the disputed record has been disclosed;
and

"(5) nothing in this section shall allow an individual access to
any information compiled in reasonable anticipation of a civil
action or proceeding.

"(e) AGENCY REQUIREMENT.-Each agency that maintains a
system of records shall--

"(1) maintain in its records only such information about an
individual as is relevant and necessary to accomplish a purpose of
the agency required to be accomplished by statute or by executive
order of the President;

"(2) collect information to the greatest extent practicable
directly from the subject individual when the information may
result in adverse determinations about an individual's rights, bene-
fits, and privileges under Federal programs;

"(3) inform each individual whom it asks to supply informa-
tion, on the form which it uses to collect the information or on a
separate form that can be retained by the individual-
. "(A) the authority (whether granted by statute, or by

executive order of the President) which authorizes the solici-tation of the information and whether disclosure of such
information is mandatory or voluntary;

"(B) the principal purpose or purposes for which the
information is intended to be used;

"(C) the routine uses which may be made of the informa-
tion, as published pursuant to paragraph (4) (.D) of this
subsection, and

"(D) the effects on him, if any, of not providing all or
any part of the requested information;

Publication "(4) subject to the provisions of paragraph (11) of this sub-in Federal section, publish in the Federal Register at least annually a noticeRegister, of the existence and character of the system of records, whichnotice shall include-
"(A) the name and location of the system;
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"(B) the categories of individuals on whom records are
maintained in the system;

"(C) the categories of records maintained in the system;
"(D) each routine use of the records contained in the sys-

tem, including the categories of users and the purpose of such
use;

"(E) the policies and practices of the agency regarding-
storage, retrievability, access controls, retention, and disposal
of the records;

"(F) the title and business address of the agency official
who is responsible for the system of records;

"(G) the agency procedures whereby an individual can be
notified at his request if the system of records contains a rec-
ord pertaining to him;

H the agency procedures whereby an individual can be
notified at his request how he can gain access to any record
pertaining to him contained in the system of records, and how
he can contest its content; and

"(I) the categories of sources of records in the system;
"(5) maintain all records which are used by the agency in mak-

ing any determination about any individual with such accuracy,
relevance, timeliness, and completeness as is reasonably necessary
to assure fairness to the individual in the determination;

"(6) prior to disseminating any record about an individual to
any person other than an agency, unless the dissemination is
made pursuant to subsection (b) (2) of this section, make reason-
able efforts to assure that such records are accurate, complete,
timely, and relevant for agency purposes;

"(7) maintain no record describing how any individual exer-
cises rights guaranteed by the First Amendment unless expressly
authorized by statute or by the individual about whom the record
is maintained or unless pertinent to and within the scope of an
authorized law enforcement activity;

"(8) make reasonable efforts to serve notice on an individual
when any record on such individual is made available to any per-
son under compulsory legal process when such process becomes a
matter of public record ;

"(9) establish rules of conduct for persons involved in the
design, development, operation, or maintenance of any system of
records, or in maintaining any record, and instruct each such per-
son with respect to such rules and the requirements of this section,
including any other rules and procedures adopted pursuant to this
section and the penalties for noncompliance;

"(10) establish appropriate administrative, technical, and
physical safeguards to insure the security and confidentiality of
records and to protect against any anticipated threats or hazards
to their security or integrity which could result in substantial
harm, embarrassment, inconvenience, or unfairness to any individ-
ual on whom information is maintained ; and

"(11) at least 30 days prior to publication of information under
paragraph (4) (D) of this subsection, publish in the Federal
Register notice of any new use or intended use of the information
in the system, and provide an opportunity for interested persons to
submit written data, views, or arguments to the agency.

"(f) AoENCY RUE.-In order to carry out the provisions of this
section, each agency that maintains a system of records shall pro-
mulgate rules, in accordance with the requirements (including general
notice) of section 553 of this title, which shall-

"(1) establish procedures whereby an' individual can be notified

Rules of
conduct.

Confidentiality
of records.

Publication
in Federal
Register.

5 USC 553.

,
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ill response to Ihis rec nest if any system of records named by the
iudli iliial conta ins at reroI pertaining to him ;

"(2) define reasonable b ines, places, and requirements for iden-
tifying ai individual who requests his record or information

pertaining to him before the agency shall make the record or
*llniimatiOnL avail:rhle to the indliivial;

1"() establ ishi procedures for the disclosure to an im i vidual
upon his request of his record or information pertaining to him,
including special pracedure, if deemed necessary, for the disclo-
sure to an individual of medical records, incitding psychological
rlelollrl, pert airnLr to him;

"(4) establish procedures for reviewving a request, from an
individual concerning the amendment of any record or informa-
tion pertaining to the individual . for making a determination on
the request, for an appeal within the agency of an initial adverse
iageiicy deteirmitintjon, and for wAitever additional maeuans niny be
necessary for each individu al to be able to exercise fully his rights
tinder th is s-ct ion : and

Fees. '(5) establish fees to be charged. if any, to any individual for
making copies of his record, excluding the cost of any search for
and review of the record.

Publication The O(lice of the Federal Register shall annually compile and publish
in Federal the rules proiulgated under this subsection and agency notices pitl-
Register. lished uider sdsection (e) (4) of this section in a form available to

the pmblic at low cost.
"(g) (1) CivuL RKI 1Emns.-Whenever any agency

(A) makes a determination under subsection (d) (3) of this
section not to amend an individual's record in accordance with
his request, or fails to make such review in conformity with that
subsection;

"(B) refuses to comply with an individual request under sitb-
section (d) (1) of this section;

"(C) fails to maintain any record concerning any individual
with such accuracy, relevance, timeliness, and completeness as is
necessary to assure fairness in any determination relating to the
qualifications, character, rights, or opportunities of, or benefits to
the individual that may be made on the basis of such record, and
consequently a determination is made which is adverse to the
individual; or

"(D) fails to comply with any other provision of this section,
or any rule promulgated thereunder, in such a way as to have
an adverse effect on an individual,

Jurisdiction. the individual may bring a civil action against the agency, and the
district courts of the United States shall have jurisdiction in the
matters under the provisions of this subsection.

Amendment "(2) (A) In any suit brought under the provisions of subsection
of record. (g) (1) (A) of this section, the court may order the agency to amend

the individual's record in accordance with his request or in such other
way as the court may direct. In such a case the court shall determine
the matter de novo.

"(B) The court may assess against the United States reasonable
attorney fees and other litigation costs reasonably incurred in any case
under this paragraph in which the complainant has substantially
prevailed.

Injunction. "(3) (A) In any suit brought under the provisions of subsection
(g) (1) (B) of this section, the court may enjoin the agency from with-
holding the records and order the production to the complainant of any
agency records improperly withheld from him. In such a case the court
shall determine the matter de novo, and may examine the contents of

R 

Jl Y
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any agenc- records in camera to determine whether the records or ai

port ion thereof may be withheld under any of the exemptions set fort

in subsection (k) of this section, and the burden is on the agency to

sustain its action.
"(11) Tht, court may assess against the United States reasonable

attorney fees and other lit igation costs reasonably incurred in any case
under this paragraph in which the complainant has substantially
prevailed.

"(4) In any suit brought under the provisions of subsection Damages.
(g) (1) (C) or (D) of this section in which the court determines that

the agency acted in a manner which was intentional or willful, the

United States shall be liable to the individual in an amount equal to

the sum of--
"(A) actual damages sustained by the individual as a result of

the refusal or failure, but in no case shall a person entitled to
recovery receive less than the suri of $1,000, and

"(I1) the costs of the action together with reasonable attorney
fees as determined by the court.

"(5) An action to enforce any liability created under this section
may be brought in the district court of the United States in the district
in which the complainant resides, or has his principal place of business.
or in wh ich the agency records are situated, or in the District of Colum-
bia, without regard to the amount in controversy, within two years

from the date on which the cause of action arises, except that where
an agency has materially and willfully misrepresented any informa-
tion required under this section to be disclosed to an individual and
the information so misrepresented is material to establishment .of

the liability of the agency to the individual under this section, the
action may be brought at any time within two ears after discovery by
the individual of the misrepresentation. Nothing in this section shall
he construed to authorize any civil action by reason of any injury sus-
tained as the result of a disclosure of a record prior to the effective date
of this section.

"(h) RIGHTs or LFGAL GUARDiAtNs.--For the purposes of this section,
the parent of any minor, or the legal guardian of any individual who
has been declared to be incompetent due to physical or mental inca-

pacity or age by a court of competent jurisdiction. may act on behalf
of the inlivilu~al.

"(i)(1) CRIMINAL PENALTIEs.-Any officer or employee of an
agency, who by virtue of his employment or official position, has pos-
session of, or access to, agency records which contain individually
identifiable information the disclosure of which is prohibited by this
section or by rules or regulations established thereunder, and who
knowing that disclosure of the specific material is so prohibited, will-
fully discloses the material in any manner to any person or agency not
entitled to receive it, shall be guilty of a misdemeanor and fined not
more than $5,000.

.(,) A ny officer or employee of any agency who willfully maintains
a system of records without meeting the notice requirements of sub-
section (e) (4) of this section shall be guilty of a misdemeanor and fined
not more than $5.000.

"(3) Any person who knowingly and willfully requests or obtains
any record concerning an indiiidual from an agency under false pre-
tenses shall be guilty of a misdemeanor and fined not more than $5,000.

j) (ENERaLm. ExEroTIoNs.--The head of any agency may promul-
gate rules, in accordance with the requirements (including general
notice' of sections :-53 (,) (1 (2) -.nd (3), (c), and (e) of this title, 5 'SC 553.
to exempt ny system of --- is ~'-tmin the agency from any part of
this sectirc. -xc' pt subsect' '. c) (1) an'- (2), (e) (4) (A) through

v -_1W
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(F), (e) (6), (7), (9), (10), and (11), and (i) if the system of records

is-
"(1) maintained by the Central Intelligence Agency; or
"(2) maintained by an agency or component thereof which

performs as its principal function any activity pertaining to the

enforcement of criminal laws, including police efforts to prevent,
control, or reduce crime or to apprehend criminals, and the activ-

ities of prosecutors, courts, correctional, probation, pardon, or

parole authorities, and which consists of (A) information com-

piled for the purpose of identifying individual criminal offenders

and alleged offenders and consisting only of identifying data

and notations of arrests, the nature and disposition of criminal
charges, sentencing, confinement, release, and parole and proba-

tion status; (B) information compiled for the purpose of a

criminal investigation, including reports of informants and

investigators, and associated with an identifiable individual; or

(C) reports identifiable to an individual compiled at any stage
of the process of enforcement of the criminal laws from arrest

or indictment through release from supervision.
At the time rules are adopted under this subsection, the agency shall

5 Usc 553. include in the statement required under section 553(c) of this title,
the reasons why the system of records is to be exempted from a pro-

vision of this section.
"(k) SPEGIFC ExEMPTrIoNs.-The head of any agency may pro-

mulgate rules, in accordance with the requirements (including general

notice) of sections 553(b) (1), (2), and (3), (c), and (e) of this title,
to exempt any system of records within the agency from subsections
(c) (3), (d), (e) (1), (e) (4) (G), (H), and (I) and (f) of this sec-
tion if the system of records is-

5 Usc 552. "(1) subject to the provisions of section 552(b) (1) of this title;

"(2) investigatory material compiled for law enforcement pur-

poses, other than material within the scope of subsection (j) (2)

of this section: Provided, however, That if any individual is

denied any right, privilege, or benefit that he would otherwise

be entitled by Federal law, or for which he would otherwise be
eligible, as a result of the maintenance of such material, such

material shall be provided to such individual, except to the extent

that the disclosure of such material would reveal the identity of

a source who furnished information to the Government under an

express promise that the identity of the source would be held in
confidence, or, prior to the effective date of this section under
an implied promise that the identity of the source would be held
in confidence;

"(3) maintained in connection with providing protective serv-
ices to the President of the United States or other individuals

18 Usc 3056. pursuant to section 3056 of title 18;
"(4) required by statute to be maintained and used solely as

statistical records;
"(5) investigatory material compiled solely for the purpose of

determining suitability, eligibility, or qualifications for Federal
civilian employment, military service, Federal contracts, or
access to classified information, but only to the extent that the
disclosure of such material would reveal the identity of a source
who furnished information to the Government under an express
promise that the identity of the source would be held in confi-
dence, or, prior to the effective date of this section, under an
implied promise that the identity of the source would be held in
confidence;

"(6) testing or examination material used solely to determine
individual qualifications for appointment or promotion in the

"a,
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Federal service the disclosure of which would compromise the
objectiv.tv or fairness of the testing or examination process; or

7) evaluation material used to determine potential for pro-
notion in the armed services. but only to the extent that the
disclosure of such material would reveal the identity of a source
who furnished information to the Government under an express
promise that. the identity of the source would be held in confi-
dence, or, prior to the effective date of this section, under an

implied promise that the identity of the source would be held in
ont'dence.

At t1he iime rules are adopted under this subsection, the agency shall
noIl. In the statement repun red under section 153 (c) of this title, 5 USC 553.

Ih I- Irioni why the system of records is to be exempted from a pro-
visionfI of this section.

I ) 1 ) A In t. I, 1:4 Ea(.- aIch agency record which is accepted
I\ I.. A in iiist rator of (ieueral1 Services for storage, processing, and
,"r I--ng in accordance witlh section ::103 of title 44 shall, for the pur- 44 USC 3103.

-s of ith's section, be 'onsidered to be maintained by the agency
vhti'lt leposited the record and shall be subject to the provisions of
I i, set iion. 'TIe A dn onistrator of General Services shall not disclose
t h!i reconi *wept to Ithe a-rencv which naintains the record, or under
riles established by that agency which nre not inconsistent with the

" 1itis In-IMs of t his sect iol.
-2) iach agency record pertaining to an identifiable individual

h1oii'h wa t ransferred to the National Archives of the United States
AS : record which has sufficient historicnl or other value to warrant

its 441nt i1ni1ed prieservation by the United States Government, prior to-
i he etVeit i e date of this sect ion, shall, for the purposes of this section,

h N Ionsiderd to I iaita i ned by the National Archives and shall
S14 It Ihe sni jet t14 Ihe Iv isins oft is sect ion, except that a statement Publication

gI'4el-tal "hseribin soIne records (modeled after the requirements in Federal

1-1lA 111 to recIor(ls siolject to subsections (e) (4) (A) through (G) of Register.
ti his -et iol) shall be 1ublished in the Federal Register.

131 Each agency record pertaining to an identifiable individual
1 hi1 is I rnisferred to the National Archives of the United States as

0 arcIord whlich has sufficient historical or other value to warrant its
roiit nted prs"rvation by the United States Government, on or after
!If etrl ivc date of this sect ion, shall, for the purposes of this section,

I.. 4otIsidered to be iiailttained by the National Archives and shall be
S'AWIt front the requiirements of this section except subsections (e) (4)

\A( i ihrotigh (G and (e) (9) of this section.
(ml) GovrNMENT CONTRACroRs.-When an agency provides by a

-ontract for the operation by or on behalf of the agency of a system
of records to accomplish an agency function, the agency shall, con-
sistett with its authority, cause the requirements of this section to be
applied to such system. For purposes of subsection (i) of this section
any such contractor and any employee of such contractor, if such
Contract is agreed to on or after the ekective date of this section, shall
be (onsidered to be an employee of an agency.

-- (n) MAILING Lsrs-s.-An individual's name and address may not
be sold or rented by an agency unless such action is specifically author-
ized by law. This provision shall not be construed to require the
withholding of names and addresses otherwise permitted to be made
pubiic.

"t o) RFt'oirr oN Ntew Sis-TmMs.-Each agency shall provide adequate Notice to
advance notice to Congress and the Office of Management and Budget Congress and

of any proposal to establish or alter any system of records in order OMB-
to permit an evaluation of the probable or potential effect of such
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proposal on the privacy and other personal or property rights of
mdividuals or the disclosure of information relating to such indi-
viduals, and its effect on the preservation of the constitutional
principles of federalism and separation of powers.

Report to "(p) ANNUAL REPORT.-The President shall submit to the Speaker
Speaker of' of the House and the President of the Senate, by June 30 of each
the House calendar year, a consolidated report, separately listing for each Fed-
and Presi- eral agency the number of records contained in any system of records
entoe. which were exempted from the application of this section under the

provisions of subsections (j) and (k) of this section during the pre-
ceding calendar year, and the reasons for the exemptions, and such
other information as indicates efforts to administer fully this section.

(q) EFFECT OF OThER LAws.-No agency shall rely on any exemp-
5 usC 552. tion contained in section 552 of this title to withhold from an indi-

vidual any record which is otherwise accessible to such individual
under the provisions of tlhis'section.".

5 usc prec. SEc. 4. The chapter analysis of chapter 5 of title 5, United States
500. Code, is amended by inserting:

"552a. Records about individuals."
immediately below:
"552. Public information; agency rules, opinions, orders, and proceedings.".

Privacy Pro- SFc. 5. (a) (1) There is established a Privacy Protection Study
tection Study Commission (hereinafter referred to as the "Commission") which
Commission. shall be com >osed of seven members as follows:

E s bsent (A) t tree appointed by the President of the United States,
note. (B) two appointed by the President of the Senate, and
Membership. (C) two appointed by the Speaker of the Ilouse of Representa-

tives.
Members of the Commission shall be chosen from among persons who,
by reason of their knowledge and expertise in any of tie following
areas-civil rights and liberties, law, social sciences, computer tech-
nology, business, records management, and State and local govern-
ment-are well qualified for service on the Commission.

(2) The members of the Commission shall elect a Chairman from
among themselves.

Vacancies. (3) Any vacancy in the membership of the Commission, as long as
there are four members in office, shall not impair the power of the
Commission but shall be filled in the same manner in which the original
appointment was made.

(4) A quorum of the Commission shall consist of a majority of
the members, except that the Commission may establish a lower num-
ber as a quorum for the purpose of taking testimony. The Com-
mission is authorized to establish such committees and delegate such
authority to them as may be necessary to carry out its functions.
Each member of the Commission, including the Chairman, shall have
equal responsibility and authority in all decisions and actions of the
Commission, shall have full access to all information necessary to the
performance of their functions, and shall have one vote. Action of
the Commission shall be determined by a majority vote of the mem-
bers present. The Chairman (or a member designated by the Chair-
man to be acting Chairman) shall be the official spokesman of the
Commission in its relations with the Congress, Government agencies,
other persons, and the public, and, on behalf of the Commission, shall
see to the faithful execution of the administrative policies and deci-
sions of the Commission, and shall report thereon to the Commission
from time to time or as the Commission may direct.
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(5) (A ) \'iteievvI til. Comiinission submits any bndget estimate

or Ir4plest lo t lIre '-s1 ident or I he ( )fliie of Management and Budget,
it xh.11 i w 1r1en ly 3rvn1mit I opy of t hat. reqtiest to Congress.

( I) W'ivgir III ('Pm IIIissIon 411umit S any legislativ recommen-
41i :11111, wr les1mi4liy, or ieoi1f11tts on legisfit ion to the President or

1 WWI, II ;I11 Alanagonen aml 11111-t", it shall "oncrur1-rt ly I rnmit, n copy
thIi"i'f I4) iii' ( ie. iigir'ss. Ni olliver or- ag.eny of the U nited States

sial 1w%(. 11 il fN.Iitty ti qire hliv Conmissimun to sulmlit its

Ii'slaln 1%V 144m111i14nlt1 , r ie n ioy, ir ffolmments oil legisla-
14m11. 1o lIP oir i or igf'ni , of th li itied States for approval, com-

111" its. 1 rvA %, 14r1or4 14 Iit' submission of such 'rf'omllendations,
f("sl 11nony, o r onlrntents to I ht, (fitnr'( s.

(Ih) ThI ('ollission shlif -
(I ) 11n ke it sidy of I he data banks, automated data process-

in;, prori:Ines. anti information systems of governmental,
rrnila IIIII pric111e orrnnizralions, in ostler to determine the

sI14a14l4 s I nd:11 p 14ol-edries in forre for lihe proleetiovn of personal
iii formn nlion: and

(2) revomoien to the l'resident and the Congress the extent,
if any, to whiiI flite ref iireiments and principles of section tit2a
of Iit fe ::, 1 '1i4 I St etis ('oide, should he'applied to the informa-

4 f41 or:it iii's o f I hose (1r1ln iz.at ions fIy legislit ion, atdm1in ist rat iVe

Itt ion, or olnin lry option of such reqii irements ani principles,
ali riort 411 si if o4f ihir legislative recomimiiendations as it may

dlt rmin11e lo he nectss'r y to protect the privacy of individulalq
wt hil nu ti ig t h4 lftgi ti imutte needs of government and society for
in formt i114.

ti) ( I ) 111 I I' h 4)11-se of coniucting the stuidy required finder sub-
sef-I iiin (I1) ( ) of fIis sel ion, 11nd in its reports thereon, the Com-

11i..s AIl 1113y resew 1rtib, exam ine, and analy ze-
(A ) iut ersf n transfer of infornintion about individuals that

is un erit :Lneln t hro ughi intlill filis or by computer or other elec-
1i14iiiii 1i1 Ir viecomniillit f.ions means;

( B) data banks and information programs and systems the
opera t ion of wuii signifit'antly or substantially affect the enjoy-
ment of I h privney and1 other personal and property rights of

i1dhl idllals;
((') til fs' of s4 i:l cI 54r4ity n IIulrs, licenIse plate numbers,

i1111versnl idjenlili IrS, will other svinms to identify individuals
in d1 h:111 ks :nd to gait) nevess to, integrate, or centralize

informat 1 %ystlls al files; and

(11) the 111tching 1114[ niatlysis of statistical datn, such as

'' deral i1"1nsis dn a, with other w)(res of personal data, such as
aut4m114il Iv ii'-istriis 14 t feleplone dir(t.ories, in order to

rllonst r1nt individual responses to statistical qfiestioimnires for
4nn(14144'Iil or other prli se9, In a i wnv whirl reii ilts in it

vi14lat ion of I le implied or explicitly recognized eontidentiality
of sfi11h information.

(2) (A ) 'fife Commission imia ny inrltfd' in its examination personal
ifE 41rmal4 in it i vit irs in t1he following arens: medical ; insurance;

edt1uint ion; enplomlvnl and personnel; credit, banking and financial
inst i ut i41s: er'e dit. in1enus: Ithe 'ommier''ial reporting industry; eabl
It lt'1ision and other teleomrnimienations media; travel, hotel and
entrlitai'n nlt r'eservaitions; aid electronic che'k processing.

( It) Tl ('omnissio sliii 11 in lfhnle in its exnmination a study of-
(i) whiethr n person engaged itn interstate conmnere who

mI4:ilt1ins a nuiiling list should be required to remove nn
ndividtn f's name and address from smch list upon request of

Ilia[ indiv ideal;

.~ .-. ,.
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(ii) whether the Internal Revenue Service should be pro-

hibited from transfering individually indentifiable data to other

agencies and to agencies of State governments;
(iii) whether the Federal Government should be liable for

reeneral damages incurred by an individual as the result of a will-

?IIl or intentional violation of the provisions of sections 552a (g)

Ante, p. 1897. (1) (C) or (D) of title 5, United States Code; and

(iv) whether and how the standards for semi ltv and con-

fidentiality of records required under section 552a (e) (10) of

such title should be applied when a record is disclosed to a

person other than an agency.

Religious or- (C) The Commission may study such other personal information

ganizations, activities necessary to carry out the congressional policy embodied in

exception. this Act, except that the Commission shall not investigate information

systems maintained by religious organizations.

Guidelines (3) In conducting such study, the Commission shall-

for study. (A) determine what laws, Executive orders, regulations,
directives, and judicial decisions govern the activities under study
and the extent to which they are consistent with the rights of

privacy, due process of law, and other guarantees in the

Constitution;
(B) determine to what extent governmental and private

information systems affect Federal-State relations or the
principle of separation of powers:

(C) examine the standards and criteria governing programs,

policies, and practices relating to the collection, soliciting,
processing, use, access, integration, dissemination, and transmis-
sion of personal information ; and

(D) to the maximum extent practicable, collect and utilize
findings, reports, studies, hearing transcripts, and recommenda-

tions of governmental, legislative and private bodies, institutions,
organizations, and individuals which pertain to the problems

under study by the Commission.
(d) In addition to its other functions the Commission may-

(1) request assistance of the heads of appropriate departments,
agencies, and instrumentalities of the Federal Government, of

State and local governments, and other persons in carrying out
its functions under this Act;

(2) upon request, assist Federal agencies in complying with the
requirements of section 552a of title 5, United States Code;

(3) determine what, specific categories of information, the col-
lection of which would violate an individual's right, of privacy.
should be prohibited by statute from collection by Federal agen-
cies; and

(4) upon request, prepare model legislation for use by State
and local governments in establishing procedures for handling,
maintaining, and disseminating personal information at the State
and local level and provide such technical assistance to State and
local governments as they may require in the preparation and
implementation of such legislation.

(e) (1) The Commission may, in carrying out its functions under
this section, conduct such inspections, sit and act at such times and
places, hold such hearings, take such testimony, require by subpena
the attendance of such witnesses and the production of such books,
records, papers, correspondence, and documents, administer such
oaths, have such printing and binding done, and make such expendi-
tures as the Commission deems advisable. A subpena shall be issued
only upon an affirmative vote of a majority of all members of the Com-

9
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mission. Subpoenas shall le issued under the signnaitre of the Chair-
111:111 o anly member of the Comnmissiiin designated by the Chairman
and shal lie served by any person designated by the Chairnan or any

such mieimber. Any menlber of the Comoission may administer oaths
or a linat ions to witnesses appe ring before the Coiimission.

(2) ( A ) Each department, agency. and inst rumentality of the execu-

tive branch of the Government is authorized to furnish to the ( om-

mission, upon request made by the Chairman, such information, data,
reports and such other assistance as the Commission deems necessary

to carry out its functions under this section. Whenever the head of

any siohl department, agency, or inst rumentality submits a report

pursuant to section 552a (o) of title 5, 1 united States Code, a copy
of such report shall be t ransmitted to the ( omnussion.

(B) In carrying out its functions and exercising its powers under

this section, tle Commission may accept from any such department,

agene. independent instrumentality, or other person any individu-

ally indent ifiable dat a if such data is necessary to carry out such powers

and functions. In any case in which the Commission accepts any

such infornmat ion. it shall assure that the information is used only

for the purpose for which it is provided, and upon completion of that

purpose such itiformat ion shall be destroyed or returned to such de-

part ment, agency, independent instrumentality, or person from which

it is oht a ined. as a ppropriate.
(3) The Couunission shall have the power to

(A) appoint and fix the compensation of an executive director,
and such add it ional staff personnel as may le necessary, without
regard to the provisions of title 5, United States Code, govern-

ing appointments in the competitive service, and without regard

to cha, ter 51 and subchapter 111 of chapter 53 of such title re-
hat ing to classificat ion and General Schedule pay rates, but at rates
not in excess of the maximum rate for GS-18 of the General
Schedule under sect ion 5332 of such title; and

(B) prc'uure temporary and intermittent, services to the same
extent as is authorized by section 3109 of title 5, United States

Code.
The Commission may delegate any of its functions to such personnel
of the Conluission as the Commission may designate and may

authorize such successive redelegations of such functions as it may
deem desirable.

(4) The Commission is authorized-
(A) to adopt, amend, and repeal rules and regulations govern-

ing the manner of its operations, organization, and personnel;
(B) to enter into contracts or other arrangements or modifica-

tions thereof. with any government, any department, agency, or
independent instrumentality of the United States, or with any
person, firm, association, or corporation, and such contracts or
other arrangements, or modifications thereof, may be entered into
without legal consideration, without performance or other bonds,
and without regard to section 3709 of the Revised Statutes, as
amended (41 U.S.C. 5);

(C) to make advance, progress, and other payments which the

Commission deems necessary under this Act without regard to.
the provisions of section 3648 of the Revised Statutes, as amended
(31 U.S.C. 529) ; and

(D) to take such other action as may be necessary to carry out
its functions under this section.

Reports,
transmittal
to Commission.
Ante. p. 1897.
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Compensation. (f) (1) Each [the] member of the Comniission who is an officer or

employee of the United States shall serve without. additional compen-
sation, but shall continue to receive the salary of his regular position
when engaged in the performance of the duties vested in the Com-
mission.

Per diem. (2) A member of the Commission other than one to whom paragraph
(1) applies shall receive per diem it the maximmn daily rate for

5 use 5332 GS-18 of the General Schedule when engaged in the actual per-
note. formance of the duties vested in the Commission.
Travel ex- (3) All members of the Commission shall be reimbursed for travel,
penses. subsistence, and other necessary expenses incurred by them in the per-

formance of the duties vested in the Commission.
Report to (g) The Commission shall, from time to time, and in an annual
President report, report to the President and the Congress on its activities in
and Congress, carrying out the provisions of this section. The Commission shall make

a final report to the President and to the Congress on its findings
pursuant to the study required to be made under subsection (b) (1)
of this section not later than two years from the date on which all of
the members of the Commission are appointed. The Commission shall
cease to exist thirty days after the date on which its final report is
submitted to the President and the Congress.

Penalties. (h) (1) Any member, officer, or employee of the Commission, who
by virtue of his employment or official position, has possession of, or
access to, agency records which contain individually identifiable infor-
mation the disclosure of which is prohibited by this section, and who
knowing that disclosure of the specific material is so prohibited, will-
fully discloses the material in any manner to any person or agency
not entitled to receive it, shall be guilty of a misdemeanor and fined
not more than $5.000.

(2) Any person who knowingly and willfully requests or obtains
any record concerning an individual from the Commission under false
pretenses shall be guilty of a misdemeanor and fined not more than
$5,000.

5 use 552a SFc. 6. The Office of Management and Budget shall-
note. (1) develop guidelines and regulations for the use of agencies

i implementing the provisions of section 552a of title 5, United
Ante, p. 1897. States Code, as added by section 3 of this Act; and

(2) provide continuing assistance to and oversight of the im-
plementation of the provisions of such section by agencies.

5 use 552a SEC. 7. (a) (1) It shall be unlawful for any Federal, State or local
note. government agency to deny to any individual any right, benefit, or

privilege provided by law because of such individual's refusal to dis-
close his social security account number.

(2) the provisions of paragraph (1) of this subsection shall not
apply with respect to-

(A) any disclosure which is required by Federal statute, or
(B) the disclosure of a social security number to any Federal,

State, or local agency maintaining a system of records in existence
and operating before January 1, 1975, if such disclosure was
required under statute or regulation adopted prior to such date to
verify the identity of an individual.

(b) Any Federal, State, or local government agency which requests
an individual to disclose his social security account number shall
inform that individual whether that disclosure is mandatory or volun-
tary, by what statutory or other authority such number is solicited,
and what uses will be made of it.

*1
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SEc. 8. The provisions of this Act shall be effective on and after the
date of enactment, except that the amendments made by sections 3 and
4 shall become effective 270 days following the day on which this Act
is enacted.

SEc. 9. There is authorized to be appropriated to carry out the pro-
visions of section 5 of this Act for fiscal years 1975, 1976, and 1977 the
sum of $1,500,000, except that not more than $750,000 may be expended
during any such fiscal year.

Approved December 31, 1974.

88 STAT. 1910

Effective date.
5 USC 552a
nte,

Appropriation.
5 USC 552a
note.
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HOUSE REPORT No. 93-1416 accomparying H.R. 16373 (Comm. on Government
Operations).

SENATE REPORT No. 93-1183 (Comm. on Government Operations).
CONGRESSIONAL RECORD, Vol. 120 (1974):

Nov. 21, considered and passed Senate.
Dec. 11, considered and passed House, amended, in lieu of

H.R. 16373.
Dec. 17, Senate concurred in House amendment with amendments.
Dec. 18, House concurred in Senate amendments.

WEFKL' COMPILATION OF PRESIDENTIAL DOCUMENTS, Vol. 11, No. 1:
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4 APPENDIX-B

SUBJECT INDEX TO BILLS INTRODUCED IN 94TH CONGRESS
(THRU 7/7/75) RELATING TO PRIVACY

Bank records: see Financial Privacy Act.

Bill of Rights Procedure Act: H. R. 214, 414, 2330, 2603, 2604, 3467, 3855,
3874.

Census, eliminate penalties for refusal to answer: H. R. 3754, 7856.

Census, to protect privacy and limit information sought: S. 775; H. R. 2556,
7824, 8007.

Central Intelligence Agency, to prohibit domestic surveillance: S. 244.

Central Intelligence Agency, to remove Privacy Act exemptions: H. R. 169,
2635, 5128, 5129.

Criminal records or criminal justice information: S. 1427, 1428, 2008; H. R.
61, 662, 8227.

a4 Financial Privacy Act: S. 1343; H. R. 550, 1005, 2752, 7482, 7483, 7649,
8306.

. Foundations, private, protect privacy of some recipients: H. R. 2713.

Government employees and applicants, to protect privacy of: S. 1887, H. R.
564, 720, 1173, 11674, 1910, 2596, 5437, 5438.

Government records: see Personal information records, to protect privacy of
and provide means for correction by Government record subjects;
and specific agencies.

Internal Revenue Service, audit disclosure and procedures: S. 136, 442; H. R.
615, 5819, 5820.

Internal Revenue Service, limit dissemination and disclosure of tax information:
S. 199, 1511; H. R. 616, 955, 1779, 3732, 4193, 4194, 4195, 4433,
5198, 5410, 5469, 5569, 6013, 6390, 6712, 6713, 6714.

Investigative consumer report, to regulate: H. R. 1324.

Mailing lists: H. R. 1464.

Marital prefixes, to prevent unnecessary requests: H. R. 8248.

Medical records: H. R. 2885, 5515.

Military surveillance, to prohibit: S. 84; H. R. 142, 266, 539, 1185, 2566,
2753, 2754, 2862, 3113, 3284, 4339.
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Newmen's Right to Privacy Act: H. R. 215, 562, 3655.

Personal information records, to protect privacy of all record system subjects:
H. R. 1984, 3235, 3236, 3237, 7234.

s Personal information records, to protect privacy of and provide means for cor-

rection by government record subjects: H. R. 169, 1098, 2635. 5128, 5129.

Polygraph tests, to restrict use: S. 1841; H. R. 2596.

Privacy Board, to establish: H. R. 1984, 3235, 3236, 3237.

Right to privacy, comprehensive act: H. R. 1984, 3235, 3236, 3237.

School employee records: H. R. 623.

School records, to limit Federal access: H. R. 2213, 2819.

Surveillance, to establish congressional committee on: S. 189.

Surveillance Practice and Procedures Act: H. R. 141.

Surveillance, to restrict civil: H. R. 1864, 2566, 7856. See also: Military
surveillance.

Tax: See Internal Revenue Service.

Telephone Privacy Act: H. R. 2572.

Veterans Administration, permit release of records: H. R. 5324.

Wiretapping and electronic surveillance: S. 743, 1888; H.R. 141, 171, 214, 414

620, 1603, 2330, 2453, 2603, 2604, 3467, 3855, 3874.
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