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I. INTKDDUCTION 

This report summarizes the work done by Applied Decision Analysis 
(ADA) on the development and refinement of Lawrence Livermore Laboratory's 
(LLt) Structured Assessment Approach for the evaluation of material 
control and accounting systems at facilities that process Special Nuclear 
Material (SNK). The Structured Assessment Approach is defined in this 
chapter, and ADA's contributions to it are summarized in the remaining 
two chapters. 
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A. PROJECT TEAM APPROACH M P ADA'S ROLE 

The Structured Assessment Approach (SAA) to the analysis of mate
rial control and accounting (MCSA) systems was originally proposed by Dr. 
Ivan Sacks of LLL, [sacks, Parziale, Schrot, Long, " A Structural Approach 
to the Assessment of Material Control and Accounting Systems," MC 78-203, 
LLL, March 1978]. The specific analytical techniques and algorithms to be 
used in the approach have been developed by a project team consisting of 
both ADA and LLL personnel. ADA's has been primarily concerned with prob
abilistic modeling while LLL has been primarily concerned with system 
dynamics. 

The Structured Assessment Approach defines the MCsA system response 
to adversaries who have increasing levels of sophistication. Four groups of 
analytical techniques are developed to analyze four general adversary types. 

- Level 1 deals with the adversary who does not tamper, has 
no knowledge of system availability, and will not attack 
if there is a risk of detection, 

- Level 2 treats the adversary who does not tamper, knows 
the system operating mod'? but does not know about random 
component failures. He attacks at a random time hoping 
that the system is down. 

-. Level 3 addresses the adversary who does not tamper, 
but who has complete or partial knowledge of the 
status of system components, which he exploits in 
choosing when and where to attack. 

- Level 4 considers the adversary who tampers with the system 
whenever and wherever he can. Various knowledge states 
are postulated. 

ADA has contributed to the four-level Structured Assessment Approach 
in two ways. First, we interacted continuously with LLL engineers to expand, 
refine and improve the analytical framework. Second, we have developed specific 
algorithms for probabilistic analysis. 
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Chapter II is an overview of the four-level Structured Assessment 
Approach. In this overview we introduced a notation and a list of assump
tions that states explicitly what is being developed. This effort has 
already helped communications among the people working on the Structured 
Assessment Approach, isolating logical inconsistencies in proposed pro
cedures and suggesting refinements and extensions to them. We hope that 
Chapter II will also provide a basis for improved communications between 
the people working on the Structured Assessment Approach and the other 
people involved in the MC&A project. 

Chapter III focuses on our work regarding probabilistic algorithms, 
related primarily to Levels 2 and 3. We explain the algorithms that we 
have develops^, compare then to similar existing algorithms, and discuss 
proposed enhancements to improve computational efficiency. 

-3-
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B. PROBLEM STATEMENT 

The staged approach determines the vulnerability of an SNH facility 
to various types of adversaries. Key terms in this definition are: 

- Vulnerability is the probability that the HCSA system 
will detect an attempted diversion of SNH. 

- SNH facilities are described by their physical areas (rooms, 
passageways, fenced yards, etc.), the process elements 
(pipes, valves, tanks, etc.), MC&A elements (monitors, 
transmission lines, computers, guards, etc.), and utility 
elements (generators, distribution lines, etc.). 

- Adversary types are characterized by the levels of adversary 
knowledge and capability. These levels are described by 
the resources available to them (tools, number of people, 
etc.), knowledge state (insider vs. outsider, knowledge of 
system vulnerability, through malfunctioning safeguards 
components, etc.), objectives (quantity sought, time con
straints), and decision rules (wait until the- system is 
uncovered vs. try when the system reaches a given level 
of Vulnerability, single attempt vs. repeated attempt, etc.). 
Ivan Sacks, "Sequence Categories," MC 76-11, ill., .January 

13, 1978 . 

The term "adversary type" is used in both a specific and a general sense in 
the report. M l analysis in the report is conditioned on a specific adver
sary type such as a single insider with small tools who is capable of tamper
ing, knows the status of all system components, wants ten kilograms of SNH, 
and will make a single attempt this year. Specific adversary types are 
grouped to form the general types considered in Levels 1 through 4. 

The analysis focuses on the vulnerability of the JINM facility to a spe
cific adversary type. No attempt is made to define the relative likelihood 
of attacks by various adversary types. No attempt is made to assess the con
sequences of adversary success. The analysis is limited to determining if 
a given type of adversary can "beat" the MC&A system by entering the plant, 
obtaining material and leaving the plant without being detected. 

The physical data required for the analysis arc normally represented by 
adjacency matrices. As illustrated in Figure 1.1, adjacency matrices, like 
directed graphs, represent the connection between elements. The convention 
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is that a one in element (i, j) means that movement from i to j is 
allowable. For example, in Figure 1.1 material can flow from the Check 
Valve to Tank 2 but not from Tank 2 to the Check Valve. 

General Description Of The Staged Approach 

Figure 1.2 gives a general description of the four levels of the 
staged approach. Each level is summarized by a general description, the 
characteristics that are assumed ior all adversary types, and the major 
inputs and outputs for the level of analysis. Each level corresponds to a 
different stage in the structured Assessment Approach. 

Level 1 

The intent of Level 1 is to determine if a non-tampering adversary 
can divert SNH with no risk of detection, in other words, assuming that no 
component has failed, is the system "covered" by the MCSA system? 

The key concept in Level 1 is the generation of target sets (TS), which 
are listr of monitored elements that will be encountered by an adversary 
seeking SNM. A target set includes the areas and portals used by the 
adversary in entering and leaving a facility, the valves that he must open to 
get the SNM, and the process volumes such as tanks whose state will be 
altered as the SNM leaves the system. 

Target sets are defined by exhaustive enumeration of the ways to 
divert SNM; therefore, for each adversary type, there may be many target 
sets. The first step is to identify all of the material access points 
(MAP) where a given adversary type can obtain sufficient SNM to meet his 
goals. Then, both material flows from potential storage locations to 
material access points, and physical paths from entry areas to material 
access points and from material access points to exit areas are exhaustively 
enumerated. The resulting combined physical access paths (PAP) and mate
rial flow paths (MFPl are called target sets. 

By introducing information about each monitor's field of view, the 
monitors that protect each target set can be determined. The list of moni
tors that protect a target set is called a monitor target set (Mrs). The 
data required to define the monitor target sets include a physical descrip
tion of the plant, monitor field-of-view data, and adversary information. 



Figure 1.2 General Description of Staged Approach, to Determine MC&A System Effectiveness 

General Description 

HCftA System Coverage: 

Assuming that all MC&A 
components are available, 
does the system cover all 
target sets for all 
adversary types? 

Adequate System Availability: 

Is the system reliable enough 
against each adversary type 
and for each monitor target 
set? 

Characteristics Common to 
All Adversary Types 

No»-tampering, Kisfc-Averse Enemy: 

Adversary does not tamper and has no 
knowledge of system availability. He 
will attack any uncovered target set. 

Non-tampering, Risk-Taking Enemy: 

Adversary does not tamper. He knows 
the system operating mode but is igno
rant of component availabilities- He 
attacks once at a random time, hoping 
that MC&A system is down. 

Major inputs 

Plant physical Description v 

Area adjacency matrix 
Process clement adja
cency matrix 
HC6A system adjacency 
matrix 
Monitor field-of-view 
matrix 

Adversary Information: 
List of adversary types 
List of material access 
points for each adver
sary type. 

Plant Physical Descriptions 

Utility adjacency matrix 
Utility/HCS-A connection 
matrix (or unit jnodels) 

- Mode list. 
Availability Data: 

Major Outputs 

outputs for each Adversary 
Type; 
- Uncovered Targat Ssts 
- Monitor Targat Sets. 

Output for each Adversary 
Type and for each Honitor 
Target seta 

Probability of detection. 
- Sensitivity to failed 

components. 

Component availability 
by mode. 



Figure 1.2 (continued/ 

General Description 
Characteristics Common to 
All Adversary Types 

System Vulnerability to 
Adversary with Special 
Knowledge; 
How vulnerable is the 
system to an adversary 
who knows the availability 
of some or all MC&A system 
elements? 

System Vulnerability to 
Tampering: 
What Is system performance 
against adversaries who 
nave special knowledge and 
who tamper? What is the 
unconditional probability 
of successful diversion for 
each adversary type? 

Smart, Hon-tamperinq Enemy: 

Adversary, does not tamper. He knows 
modes and same or all component availa
bilities. Types of adversary knowleduo 
states are: 
A. Complete knowledge of all component 

availabilities: attacks only 
uncovered target, sets 

B. Knowledge of status of some compo
nents, ignorance of others. 

Smart, Tampering Enemyt 

Adversary will tamper if he can reach 
the area where he has access to a com
ponent. Levels of analysis are classi 
fied by dynamics and knowledge: 
Dynamics 

4.1 No sequencing constraints 
No timing constraints 

4.2 Sequencing constraints 
No timing constraints 

4.3 Sequencing constraints 
Timing constraints 

Knowledge 
A Level 1 plus tampering 
B Lovel 2 plus tampering 
C Level 3 plus tampering 

Major Inputs Major Output* 

Observation Sets: Output for each Adversary 

For each adversary 
type list of 
components whose 
status is known. 

Availability Data 
- Mean time to failure 

Mean time to repair 

A. Frequency with which each 
target set becomes uncovered. 
Frequency with which iy*tfla 
becoMa uncovered. 

B. Ranking of system components 
by impact of single component 
failure and by impact of adver
sary observing single: component. 

Location Data* 

Areas from which 
components can be 
compromised. 

Timing Data 
Soquencing Data 

A v a i l a b i l i t y Data 

For e a c h Adversary Type , 
Assuming Tampering t 

Uncovered target seta 
- Probability of detection 

for covered targ*t metu. 

For S U M Facility 
Acceptable or unacceptable 



The physical plant is described by an area adjacency matrix, showing 
which areas are directly connected to each other; a process element adja
cency matrix, showing which elements SNM can flow between; and an MCSA 
system adjacency matrix, showing the components that the information flows 
between in passing from a monitor to the response point. The monitor 
field-of-view matrix shows which plant components are observed by which 
monitors. The adversary data includes a list of adversary types and a 
list of material access points for each type of adversary. 

The output from the Level 1 analysis identifies to the NRC analyst 
all uncovered target sets, the ones for which the monitor target set con
tains no elements. In addition, for each covered target set, the monitor 
target set is listed. 

Lave! 2 

The Level 2 analysis extends the Level 1 analysis to consider system 
reliability. For each adversary type and for each monitor target set, the 
system reliability is calculated. 

We assume that the adversary does not tamper with the system, that he 
does not have knowledge of the system status except the operating mode, 
and that he makes only one attempt to divert SNM. Consequently, the appro
priate system availability measure is the probability that a given monitor 
target set will be uncovered if attacked uP.ce by a given adversary type at 
a random entry time during any given operating mode of the facility. 

The calculation of the probability of detection conditioned on adver
sary type, mode, and monitor target set is complicated by the common mode 
failure problem. Utilities such as electricity or compressed air can fail 
causing several hCSA components to fail at once. The utility structure is 
part of the input to the Level 2 analysis, allowing dependence among 
components to be explicitly modeled. 

In calculating the probability of detection, an important feature is 
the ability to do sensitivity studies on the unavailability of sets of 
components. This is a feature that will be useful in Levels 3 and 4. 

Level 3 

Level 3 introduces more sophisticated adversary types with special 
knowledge of the status of the MC&A system. These adversaries do not tarn-



per with the system, but they do have knowledge of the status of some 
or all of the HC&A system components, i.e., the ones that are not working, 
leaving the system vulnerable. [Adversaries could have complete knowledge 
(Level 3A) or partial knowledge (Level 3B) of the system status.] The basic-
question is: How vulnerable is the system to soaebody who knows its status? 

Complete knowledge is equivalent to observing a status board with 
a light that goes on for every component that is operational, and that 
goes out for every component that has failed. Under complete knowledge 
without tampering (Level 3A), we assume that an adversary will attack only 
uncovered target sets. The output for this type of adversary is the fre
quency with which various target sets become uncovered and the frequency 
with which the facility becomes uncovered. 

Adversaries with partial knowledge of the system (Level 3B) know 
the status of some components and are uncertain about the status of the 

remaining components. Levrl 3B analysis is currently used for sensitivity 
analyses to single component failures. The output of this analysis ranks 
the individual components according to the net change in probability of 
detection caused by their random failures. This probability change is separ 
able into two factors: the known failure rate of the component and the fact 
that the adversary can observe the component's status. The first ranking 
identifies components upon whose reliability the system is heavily dependent 
The second ranking answers the question: How bad is it if an adversary can 
observe a component's status? 

As explained in Chapter II, additional analysis at Level 3 may be use
ful, but additional information about the adversary is required before 
such algorithms can be developed. 

Level 4 

Level 4 asks the question: What is the unconditional probability 
of successful diversion for each adversary type? This is the most sophis
ticated level of analysis, and if completed successfully and modeled in the 
same level of detail as the previous levels, it will include all of the 
results of Levels 1 through 3 as special cases. 
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Level 4 has more special cases than any of the previous levels. 
We have identified nine potential sublevels: three different specifi
cations of adversary dynamics for each of the three different types of 
adversary > lowledge. 

Dynamii t, are characterized by the adversary's constraints en 
sequencing and timing. An example of a sequence constraint is that 
an adversary might be able to enter either room A or room B from 
the outside, but once inside A or B ha cannot enter the other. An 
example of a timing constraint is that the adversary has to fill 
a container with SNM within a certain time span if a roving 
guard comes by at regular intervals. The thrct; levels of dynamics 
are: Level 4.1 - no constraints; Level 4.2 - sequencing constaints; 
Level 4.3 - both timing and sequencing constraints. 

Various knowledge states are introduced in Levels 4A, 4B and 
4C because knowledge is an important adversary resource. Knowledge 
of the status of the MC&A system status is a resource just like a 
handtool because it helps the adversary to "brat the system," the 
more the adversary knows, the less likely that the system will detect 
him. Just as Levels 1 through 3 differentiate knowledge states for 
the non-tampering adversary type, Levels 4A through 4C differentiate 
knowledge states for the tampering adversary. Level 4A corresponds 
to Level 1, where the adversary does not know the availability of 
the components in the MCSA system and attacks only uncovered target 
sets. Of course, with tampering allowed, at least as many target sets 
are uncovered for Level 4A than for Level 1, Level 4B corresponds to 
Level 2, where the adversary still does not know component availa
bilities but ha will attack covered target sets, hoping for random 
failures to uncover them. Level 4C corresponds to Level 3 where the 
adversary knows the status of system components. 

The nine special cases for Level 4 corresponding tj the various 
dynamic states and knowledge are conveniently denoted in Level 4.1A, 4.IB, 
4.1C, 4.2A, 4.2B, 4.2C, 4.3A, 4.3B, and 4.3C. Although all nine sublevels 
appear to represent credible adversary types, each sublevel does not require 
a separate computational technique, as explained in Chapter II. 
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Additional input data will be required for Level A analysis. Clearly, 
the areas from which the components car. be accessed by a tampering adver
sary is an important input. Specific neetis for timing, sequencing, and 
availability data have not been established. 

The principal output from Level i is the acceptability or unaccepta-
bility of an SNH facility, other outputs include lists of uncovered target 
sets and the probability of detectinr. for covered target sets. 
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C. ADVAHTAGES OF THE STAGED APPROACH OVER A GENERAL PURPOSE 
COMPUTATIONAL METHODOLOGY 

It is obvious that any computational tool that can solve the most 
complex Level 4 problem — Level 4.3C, which allows tampering, exploitation 
of knowledge of the availability of system components, and probabilistic 
treatment of the system dynamics — can also solve the less complex prob
lems of Levels 1 thrc •-' 3 and the special cases of Level 4. If this is 
true, why bother je preliminary steps? Won't Levels 1, 2, 3 and 
the special cases ai ,evel 4 be useless when the "ultimate analysis" is 
developed? 

The skeptic's answer is that the "ultimate analysis" will never be de
veloped within a finite budget, bit that does not really answer the ques
tion. Suppose that we postulate the existance of an approach for Level 
4.LA — the tampering case with deterministic component availabilities, 
and without sequence or timing detail -- and are confident of the approach 
feasibility. Level 4.1A dominates Level 1 in the sense that any system 
that passes Level 4.1A will pass Level 1. In this case, why bother with 
Level 1 if Level 4.1A is feasible? 

The answer is that significant insight may be gained through the 
preliminary stages of analysis, include the computational and logistical 
advantages of using simple tools to solve simple problems, the advantages 
of solving special cases before solving the general case, the degree of 
automation that can be introduced through the staged approach, the ability 
to postulate and evaluate performance criterion at less than the total 
system level, and the ability to change the level of detail of the 
analysis while focusing on various aspects of the problem. 

The Computational and Logistical Advantages of Using Simple Tools 
to Solve Simple Problems 

Many adversary types will be considered before a plant can be licensed. 
Presumably, almost all adversary types will be intelligent enough to attack 
an uncovered target set, but only a few will simultaneously have ability 
to tamper, have complete knowledge of the system availability, and be 
sensitive to timing and sequencing constraints. Consequently, for some 
adversary types the argument can be turned around: Why bother with a 
Level 4 analysis when a Level 1, 2, or 3 analysis is sufficient? 
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Another advantage of using simple tools to solve simple problems 
is the identification of inadequate facility designs. If y facility 
design fails a simple analysis in Levels 1, 2, or 3 then why should NEC 
bother with a complex Level 4 analysis to reach the same conclusion? 

The Advantages of Solving Special Cases Before Solving the General 
Case 

From a practical point of view, good analysts often solve special 
cases of a problem before attacking the general case. Intuition is built 
up through the analysis of special cases which allows the analyst to check 
the general solution for validity. For example, if a Level 1 analysis is 
available for the case without tampering, the results should be reproduced 
by a Level 4.1A analysis assuming that the adversary can reach no components. 
If the two analyses produces the same results, confidence in the Level 4.1A 
analysis increases. 

A Staged Approach Maximizes Automation and Minimizes Judgmental Inputs 

Another advantage of the staged approach is the ability to automate. 
The staged procedure is designed so that an JiNM system evaluator without spe
cial training in probabilistic system dynamics can use it. Level 1 requires 
only highly standardized inputs such as information about what is connected 
to what. Very little judgment is required on the part of the analyst. 
Level 2 requires some additional analytical input to define system operating 
modes, and to estimate system availabilities based on those modes. Level 3 
analysis requires approximately the same level of judgment as Level 2. Level 
4 analysis requires a great deal more judgment from the analyst, both in 
specifying the circumstances under which tampering can occur, and, for problems 
with finite computing resources, determining the level of detail of the 
model. 

As the level of judgment required from the analyst rises, the repeata
bility of the results and the resultant credibility of the analysis decreases. 
In other words, hardly anybody would argue with the rejection of a facility 
because it failed to pass a Level 1 analysis. However, if a system failed 
to pass a Level 4 analysis, there is the potential for the proponents of 
the facility to claim that the problem was not with the facility design itself 
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but with some simplifying assumption introduced by the analyst in modeling 
the system. A staged approach rejects a system for the strongest possible 
basis if it is to be rejected and requires the minimum amount of judgmental 
input if it is to be accepted. 

The Staged Approach Allows for a Variety of Generic performance Criteria 

The staged approach allows peiformance criterion at less than the total 
system level. If a Level 4 analysis were the only analysis performed, the 
result would be that a system was acceptable or unacceptable. Regulatory 
history indicates that such an aggregate level approach is likely to be insuf
ficient by itself. If performance criterion such as "the system shall have 
at least probability of detecting any adversary attacking any target 
set, assuming no tampering and no knowledge of the system status" is 
proposed then a staged approach is necessary in order to calculate 
the probabilities of diversion conditioned on the events specifified 
in the performance criterion. 

The Staged Approach Focuses Analytical Resources Where They Are Heeded 

The final argument for a staged approach is that given a computational 
constraint, the maximum level of detail varies inversely with the generality 
of the analysis. If an unnecessarily general approach is taken, unnecessary 
simplifying assumptions may have to be introduced. For example, in Level 2 
analysis common mode failures may be examined in great detail by modeling 
the utility networks at a very fine-grained level. On the other hand, in 
the Level 4 analysis, the complexity introduced by the analysis of tampering, 
might indicate that trie utility system has to be modeled in a relatively 
aggregate way. Put another way, the staged approach may determine that 
certain issues are important or unimportant so that the analytical 
resoiirces of Level 4 can be directed at the areas that have the greatest 
chance of changing the conclusions of the analysis. 

A Final Observation 

A final observation on the staged approach is that by forcing the analyst 
to think carefully through the various stages to develop the staged 
tools, the analytical structure that is developed for the Level 4 



analysis is likely to be richer than the one that would be developed if 
the problem was ittacXed in its aost general form from the outset. 
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II. DEFINITION OF STRUCTURED ASSESSMENT APPROACH 

Chapter I gave an overview of the Structured Assessment Approach. This 
chapter provides a more detailed description of that procedure in order 
to define clearly the objectives for system modeling. 

The algorithms and pocedures to implement the structured Assessment 
Approach are more fully developed for Levels 1 and 2 than for Levels 3 
and 4. For Levels 1 and 2 well-defined algorithms and prototype computer 
codes are being developed at LLL. Algorithms for Level 3 exist, but we 
expect to change and improve them as the project goes on. Algorithms for 
the dynamics in Level 4 are under development at LLL. Implementing the prob
abilistic aspects of Level 4 remains as future work. 

Level 1 and the nonprobabilistic parts of Level 2 are currently being 
implemented at LLL. The probabilistic aspects of Level 2 have been imple
mented in the developmental computer code described in Chapter III of this 
report. By developmental, we mean that the codes have not been optimized 
with respect to computational efficiency, or with respect to the maximum 
number of MC&A system components that ciin be included. The intent is to 
demonstrate the methodology and to provide a check that the methodology is 
complete and logically consistent. The efforts to date in Levels 1 and 2 
are encouraging. The tools that have been developed have been used to 
analyze several simplified examples, and the end results are credible. 
Future work on Level 1 and 2 algorithms will likely result in refinements 
and improvements for computational efficiency; the scope and definitions 
for these levels appear to have stabilized. 

Levels i and 4 are less developed. The problem specification for 
these approaches has not yet stabilized. As computational approaches are 
tried and examples are worked out for Level 3 and Level 4 analyses, we are 
still finding logical inconsistencies in our problem definitions, and feasible 
conditions that are not well-handled within the methodology. The basic analy
tical approaches that are proposed for Levels 3 and 4 are likely to endure, 
but their specific implementations will change. 

-17-



Because Levels 1 and 2 ate more completely developed than Levels 3 and 
4, the material in this chapter serves a different purpose for the various 
levels. For Levels 1 and 2, we summarize the existing methodology. For 
Levels 3 and 4, we define a framework to compare various efforts using a 
consistent notation and terminology. For Level 3, we postulate an algorithm. 
This algorithm has not been reviewed by the project team, and consequently, 
it should be taken as a "straw man." For Level 4 we do not review any speci
fic algorithms; the LLL members of the project team will document the al
gorithms that they are developing in separate project memos. 

The chapter proceeds in three parts. In Section A, terms are defined 
and the general approach is specified. In Section B, each of the four 
stages is related to the general approach. In Section C, the general approach 
is used to compare the staged assessment procedure to other analytical 
efforts related to the MCSA project. 
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A. GENERAL APPROACH 

The general approach is to define an explicit adversary model, an 
explicit characterization of the MC&A system availability, and a measure 
of system performance. In order to do this, we need to introduce some 
concepts from decision theory as well as some specific definitions and 
notational conventions. 

Preliminaries 

Decomposition is a key concept in problem structuring. It allows the 
analyst to focus attention on individual pieces of the problem, rather 
than the complex whole. In probabilistic modeling, one procedure for decom
posing a problem is called expansion. The technique allows the analyst to 
condition the probability of an event on some related event. This may make 
computation or assessment of the event easier. For example, most experts 
would rather provide the probability that the bubbler is available assuming 
that the plant is in normal operating mode and that no tampering has occured, 
rather than providing the unconditional probability of bubbler availability. 

Defining events A and B^ (1=1, 2, 3, , . . ) , the expansion rule is as 
follows: 

p(A) = I p(A, BL) . 
i 

Using the definition of conditional probability, this can be rewritten: 

p(A] = I p(A|Bi) plB^ . 
i 

If, for example, we think of A as the availability of the bubbler and B: 
as all possible combinations of the operating modes of the plant and the 
adversary's ability to tamper with the bubbler, then it is clear that one 
can assess conditional probabilities of detection p(A|B^) rather than 
assessing the unconditional event p(A). The tradeoff is that the uncondi
tional probabilities of system mode and tampering ability must now be 
assessed. 

Expansion allows one to do computations on paper or in the computer 
rather than in one's head. The name "expansion" is used because one first 
expands the event space (from A to A,B^) and then makes probability 



assignments over the expanded apace. The assessment:; are made to joint 

events: P(A, B ^ or to conditional events P ^ B ^ ) . 

For SNM facility evaluation, we are always concerned with the binary 
event that the Systran detects (D) or does not detect an adversary (D). 
Expansion as it applies to the SNM problem is shown in Figure 2.1. The 
unconditional probability of detection is equal to the summation over all 
possible system statuses of the product of the conditional probability 
of detection given a specific system status multiplied by the probability 
of that specific system status when the adversary attacks. The expansion rule 
can also be represented as a probability tree. In Figure 2.1 we show on the 
left a two branch node with the label:; D and D, which represents the events 
detection and no detection respectively. The two branch tree represents the 
event of detection and shows that it has a binary set of outcomes. The larger 
tree to the right of the binary tree represents the right hand side of the expan 
sion equation. There are a number of possible system statuses represented by 
the branches labeled number s^ through s . Each possible system status is 
followed by the binary bra. :ch for detection. This is shorthand for the 
fact that the probability of detection is conditioned on the system statu:;, 
and the system status is not conditioned on any other explicit events or 
variables. An alternate form of the shorthand is shown at the right of 
the figure. All of the possible system states are shown by a node with 
the generic variable s in the middle. The binary detection node is shown 
to the right of the system status node but is not attached to it. This indi
cates the same information as the more expanded tree to the left of it. In 
addition, it is important to notice that each node, the (joint from which the 
branches eminate, is represented by a circle. In our notation, circles repre
sent chance or uncertain points, while squares will be used later to denote 
decision points. 

Using Decision Trees and the Expansion Rule to Represent the Advcrsar•/':; 
Decision Problem and Measures of System Effectiveness 

In this section we demonstrate that the adversary's decision problem 
and the system effectiveness measure contain essentially the same infotma-
tion. Without this insight we tend to postulate system performance measures 
directly; e.g., we might postulate a Level 2 system performance measure as: 
the system will have a criterion on the probability of detection for any non-
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tampering adversary and any target set. Directly postulating system per
formance measures leaves open the questions of why we chose the measure and 
what it implies. Introducing the link to the adversary's decision problem 
allows us to use the notation of decision trees and expansion to develop sy
stem performance measures and to record the assumptions associated with them. 

In Figure 2.2 we define a generic decision problem for the adversary 
and a generic system effectiveness measure. We have used a terminology that 
is general enough to apply to each of Levels 1 through 4 as well as to many 
other analytical efforts such as the Aggregate System Model by Stein 
Weissenberger of IXL, Bruce Judd of ADA, and others [B. Judd, "Methodology 
and Preliminary Models for Analyzing Nuclear Safeguards Decisions," ADA, 
July 1978, Draft]. 

The adversary's decision problem can be represented by the following 
sequence of events: 

- The adversary chooses a diversion strategy 
- The MCSA system responds to the challenge by the adversary 
- The adversary is detected or not detected 
- The adversary achieves his goals or he fails. 

The sequence of events is represented graphically by the schematic deci
sion tree at the top of Figure 2.2. 

Throughout the Structured Assessment Approach, we assume that the 
value of an adversary's attempt depends only on whether or not he is 
detected. While at first this may seem to be a restrictive assumption, it 
is important to remember that this analysis is conditioned on adversary type. 
Consequently, variables such as the quantity of SNH sought have already been 
considered in defining the adversary type. We assume that the adversary 
types attack only targets that will achieve their goals, and that they are 

indifferent to how they achieve those goals as long as they successfully 
divert SUM without being detected. 

Given that the adversary's value depends on the probability of detec
tion, without loss of generality, we can assign a value of 0 to the case 
where the adversary is detected and a value of 1 to the case where the adver
sary is not detected. Assuming that the adversary maximizes his expected 
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The Adversary's Decision Problem 

Adversary's System 
Decision Response Detection 

Adversary's 
Value 

u (Strategy,Response,D)=0 

u (Strategy,Response,D)=l 

adversary's Expected Value 

y (P(D|Response, Strategy*) p(Response|Strategy*) 

Response 

The System Effectiveness Measure 

The System Effectiveness Measure is defined as the probability of 
detection given that the adversary chooses his best option: 

p(D|Strategy*), 

but by expansion 

\ P(D|Response, Strategy*) p(Response|Strategy*) 

Response 

Figure 2.2 Comparison of Adversary's Decision Problem and System 
Effectiveness Measure 
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value, the expression for the expected value ij shown below the tree in 
Figure 2.2, The star on the strategy implies that the specific strategy is 
chosen that maximizes the expected value. The expression states that the 
expected value is the summation over all possible system responses of 
the product of the :>robabiiity of no detection (successful diversion) 
given a particular system response and the optimal strategy multiplied by 

r 
tlie probability of that system response given the optimal strategy. * 

Moving to the lower portion of Figure 2.2, the definition of the 
measure of system effectiveness is the probability that the system detects 
an attempted diversion of SNM given that the adversary will chooso the 
option that gives him the highest probability of success. Writing down the 
symbols for this expression and using the expansion rule to introduce the 
system responses, we- find that we got an expression for system effectiveness 
measures that is similar to the one for the adversary's expected value. 
The only differences is that for the adversary we focus on the probability of 
successful diversion (D) while for the system we focus or, the probability of 
successful detection (D). However, since the former is one minus the latter, 
the two quantities represent the same information. 

The conclusion from Figure 2.2 is that the definition of system perfor
mance measure is equivalent to the definition of the j'ivers-jry's expected value. 
Consequently, in the following sections we look carefully at the adversary's 
decision problem for the various levels of the staged analysis in order to 
define system performance measures. 
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B. DISCUSSION OF THE STAGED ASSESSMENT PROCEDURE 

This section gives an overview of the logical basis for each of the 
stages. Detailed algorithmic developments of the stages are given in 
project memos (see Chapter IV for abstract of ADA memos and references for 
list of LLL memos) and in Chapter III of this report. 

Problem Statement for Level 1 

In the Level 1 analysis we assume that the adversary does not tamper, 
has no knowledge of the system availability, and will not attack unless 
the system is uncovered. Consequently, the adversary model is the simple 
one represented in Figure 2.2. The adversary's decision is to choose a 
monitor target set (MTS). The monitor target set is defined as the set 
of monitors that covers a given target set, and the target set is a list 
of all areas and process elements that the adversary must come in contact 
with during an attempted diversion of SNM. As shown in Figure 2.3, the 
probability of detection is defined as either 0 or 1, making the analysis 
deterministic. This is equivalent to assuming that all monitors are per
fectly reliable; the analysis simply checks to see whether all possible 
target sets are covered by at least one monitor. The Level 1 system per
formance measure Is that the system fails if there is an uncovered target 
set and that the system passes if all monitor target sets are covered. 

Knowing that a system has passed a Level 1 analysis does not provide 
as much information as knowing that it failed Level 1. Failure indicates 
a poor system design and the facility should be rejected. Success can 
be regarded as a consistency check for Level 2 analysis. It does not make 
sense to do a probabilistic analysis of an MC&A system if it fails deter-
ministically. 

The major analytical effort of Level 1 is the determination of an 
exhaustive list of monitor target sets. Figure 2.4 summarizes the logical 
steps in the generation of the monitor target sets (MTS). Initially, for 
each adversary type, all of the possible material access points and the elements 
of the material flow system from which SNM can be obtained are specified. 
In addition, adjacency and location data are provided in the form of an 
area adjacency matrix, a process element by area location matrix, a moni
tor by area field-of-view matrix, a monitor by process element field-of-
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Figure 2.4 Determination of Monitor Target Sets 
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view matrix, and a process element by process element adjacency matrix. 
Additional inputs are the areas from which a given adversary enters the 
SUM facility and the locations within the process elements where material 
can be stored in sufficiei.t quantity for the given adversary type. 

The first step is to determine the physical access paths. A path-finding 
computer code is used to find all physical access paths from the entry 
area to the material access points. The area by area adjacency matrix 
is the major input to the computer code. The starting points are defined 
by the areas where the adversary can enter the SNM facility. The ending 
points are. determined by the areas in which the material access points 
are located, which are determined by using the process element by area 
location matrix. 

The physical access paths can be translated into a sst of monitors 
that cover those paths by a multiplication of the physical access paths 
times the monitor by area field-of-view matrix. It should he noted that 
the actual algorithm being developed to determine the monitors that cover 
physical access paths is more complicated than this simplified description. 
First, the algorithm considers entry and exits paths. Second, the adver
sary may have to visit areas in addition to the one containing the material 
access point in order to open and close valves (the Acquisition Target Set). 

After the physical access paths have been developed, the next step 
is to compute the material flow paths. This calculation is analogous to 
the one for the physical access paths except that the basic input matrix is 
the process element matrix, the material storage areas are the entry point, 
and the material access points are the exit points. The process monitors 
affected can be determined by multiplying the material flow path vector 
by the monitor by process element field-of-view matrix. 

Problem Statement for Level 2 

The adversary's decision problem and system performance measures for 
level 2 are shown in Figure 2.5. The adversary's decision problem is simi
lar to that for Level 1. The change is that instead of assuming that the 
MCSA system is perfectly reliable, we formally introduce uncertainty through 
the detection probability and availability of MCSA system components. The 
expansion rule is used to condition the probability of detection on the availa-
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bility of the system components, as well as the previous conditioning events of 
adversary type and monitor target set. The first term in the expansion—the proba
bility of detection conditional on the availability of the system components, 
the adversary type, and the optimum monitor target set — is the description 
of how t^e overall system performance is related to component availabilities. 
This term is modeled as Boolean; that is, if the availabilities of all the 
components are known 

{0 if i t h component unavailable 
1 if i component available 

then a Boolean expression 4>(AV) determines if system detects 

JO if no detection 
* (—' = I 1 if detection. 

The approach that is being developed at LLL to develop this Boolean expres
sion is described below. 

The resulting system performance measure is shown it the bottom of Figure 
2.5. The first term is the value, either 1 or 0, of the Boolean expression. 
The second term is the probability that the set of components are available 
given the adversary type and the monitor target sets. This probability is 
calculated from the component reliability data. For Level 2 analysis, the 
component reliability data represent the average component availability. 

The star on the monitor target set IMTS*) indicates that the probability 
of detection is calculated for each monitor target set and then the minimum 
probability of detection (the one that maximizes the adversary's chances) is 
selected as the systems performance measure. Although we don't show it 
explicitly in our notation, we assume that the adversary is also allowed to 
maximize over plant operating modes. In other words, a given set of monitors 
can constitute several different monitor target sets depending upon the mode 
of the plant when the attach occurs. It is important to differentiate between 
modes because the component availabilities may change from mode to mode. 

The calculation of the probability of detection for Level 2 analysis is 
shown in Figure 2.6. notice that the probability that is calculated, shown 
at the bottom of the figure, is conditioned on both the adversary type and 
the monitor target set. The calculation must be repeated for every adversary 
type and every target set. Starting at the upper left of the figure, signal 
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flow paths are developed by applying the PATH code to the MCsA system 
component adjacency matrix. The starting point for the paths are the moni
tors contained within the monitor target set, and the ending points are 
the response nodes. 

At the upper right of Figure 2.6 the calculation of the utility 
paths is illustrated. The PATH code operates on the utility component 
adjacency matrix to find the paths from the utility generation sources 
to the elements in the signal flow paths. 

Unit models of the elements in the isignal flow paths are introduced 
to define the logical relationship between the signal flow in the unit 
model and the utilities attached to it. (See Project Memo by Steve Derby 
"Procedures for Combining Utility Networks with Signal Flow Networks," 
September 22, 1978, and Memo HC-78-884 by I.J. Sacks and A.A. Parziale, 
"Unit Models." The output from the unit model calculation are a set of 
events that must be true in order for the probability of detection to occur. 

The reliability code calculates the probability of detection based 
on the Boolean expressions and the system availabilities that are contained 
in a computer code entitled PHOB, The code that ADA developed during this 
project to perform the reliability calculation is the subject of Chapter III. 

Problem Statement for Level 3 

The algorithms for Levels 1 and 2 have been specified and are being 
tested. For Levels 3 and 4 the analytical procedures are still under 
development. Consequently, the discussion for Levels 3 and 4 is more 
speculative than the previous discussion. 

Two possible adversary models for Level 3 analysis are shown in 
Figure 2.7. We call them Level 3A and Level 3B. 

Level 3A 
In the first model, we assume that the adversary knows the status of 

every component in the MCSA system, ->nd that he will not attack until he 
observes an uncovered target set. This is illustrated by the sequence 
shown in the graph: 

• The component availabilities are specified. 
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• Based on the component availabilities the system will or will 
not detect an adversary attacking a given target set. 

• Then the adversary decides whether or not to attack a given 
target set. 

• Finally, the adversary wins or loses. 

Since the adversary will attack an uncovered target set if possible, the 
system performance measure becomes the probability that the system will 
not detect for some target set. In otner words, the system performance 
measure is the probability that the system is uncovered. 

In theory this calculation is straightforward, assuming an expo
nential failure model and given the mean time between failures and the mean 
time to repair. In fact, the question is complicated by the fact that the 
plant operator may change the plant mode based on the system availability; 
eg. if the back-up diesel generator will not start during a routine test, 
plant operating procedures may dictate t.Hat the plant be shut down. More 
work is needed to relate the availability model in PROB to plant operating 
procedures before Level 3A can be fully developed. 

Level 3B 
A modified view of the adversary is shown in Figure 2.7b, assuming 

that the adversary ^an observe only a subset of the PICSA syster jmponents. 
Based on his knowledge of those components, he chooses the target set that 
gives him the minimum chance of being detected. Then, based on the availa
bility of remaining components, ho is either detected or not detected, and 
he wins or loses. The simplest type of Level 3B analysis considers tho 
systara effectiveness for single component failures. 

In the general case, tho systems effectiveness is more complicated than 
Level 3A. The adversary's decision rule is not uniquely defined by the information 
in Figure 2.7b. Will the adversary attack as soon as a component fails? 
Will he wait for some threshold level of system degradation? Will he 
maximize his chances of success in a given time period such as one year? 
is he allowed to try repeatedly? Questions such as these are important 
in determining the systems effectiveness measure for Level 3B. Many of 
these same questions are being addressed currently by other members of 
the MC&A project team. As detailed adversary models are developed, 
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Level 3B can be refined. 

At present, Level 3B analysis is a sinyle failure analysis to determine 
which components are most vulnerable to an adversary who observes their 
status. The procedure is based on the Tree in Figure 2.7b, assuming that 
the observable set of components is a single component A . The sensitivity 
analysis addresses two distinct questions. First, what is the system vul
nerability to the known loss of a single coupone.it? second, how is the 
system performance affected by the fact that the adversary can observe 
the availability of a component? The first question finds "omponents 
upon whose reliability the system is heavily dependent. The analyst will 
want to double-check the reliability assigned to these components and 
carefully assess the potential for tampering with them. The second question 
is a direct answer to the Level 3 question: ilow bad is it if an adversary 
exploits knowledge of the system status? 

Although we discuss the Level in analysis in terms of single com
ponent failures, the extension to multiple component failures—all possible 
combinations of components taken two at a time, three at a time, etc.--is 
straightforward. 

The single I.aj lure uriiilysi:; is nuinmjriKed in Figure 2.H. In Slop 1, 

the probability of detection conditioned on adversary type, monitor target 
set, and single component failure is computed. This calculation is straight
forward using the Level 2 probabilistic model. One component at a time, 
the component availabilities, arc set to zero and the probability of de
tection is recalculated. 

Step 2 finds the target set that affords the adversary the highest 
chance of success for each single component failure. The key assumption 
in Level 3Bis that the adversary is allowed to determine his strategy 
after he observes a component failure. Pictorially, this is represented 
by the fact that the adversary decision node follows the AV 
node in Figure 2.7b. This means that at the time the adversary chooses 
the monitor target set he knows which components have failed and he uses 
this knowledge. Consequently, the monitor target set that maximized the 
adversary's value for Level 2 will not necessarily maximize his value 

-35-

http://coupone.it


Step 1 

For each adversary type AT. , and each monitor target set MTS. , and 
each single component failure AV , calculate the probability of detection: 

p(D|AT., MTS,, AV ) 1 j k 

Minimize over the monitor target sets to find the lowest probability 
of detection for each adversary type and single component failure 

P(D|AT., AV ) = ji(D|AT., MTS*, AV ) 

Step 3 

Subtract the result of Step 2 from p(D|AT.,AV ), the output from 
Level 2 to derive 

MEASURE 1 = P(D|AT., AV, ) - P<D|AT. , AV, ) l k ' l k 

Sort to determine the system vulnerability to the known failure of a single 
component. 

Step 4 

Compute the impact of tr. adversary being able to observe component 
k: 

p(D;AT., AV observable) = P(D|AV , AT.) p(AV ) 
' 1 K K 1 K 

+ P(D|AV , AT.) p(AV, ). 1 k i k 
Step 5 

Subtract the result of Step 4 from the output from Level 2 and sort 
to derive 

MEASURE 2 = p(D|AT., W ) - P(D|AT., AV observable). 

Figure 2.8 Level 3B Sensitivity Analysis Procedure 
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for Level 3B. Given the additional information of a known failed component, 
we must minimize the probability of detection over monitor target sets. 

In Step 3 of the single failure analysis two measures are defined. For 
MEASURE 1, the result from Step 2, the probability of detection given adver
sary type and that component k has failed, is subtracted from the result 
from the Level 2 analysis, the probability of detection given only adversary 
type. The differences are sorted to rank the vulnerability of the MCSA 
system to the known failure of components. 

In Step 4, we expand the probability of detection given that component 
k is observable P(D|AT.,AV observable) over the availability of the kth i k 
component to get an expression with probabilities that are calculated by 
the Structured Assessment Approach. 

p(D|AT.,AV observable) = p(D,AV|AT.,AV observable) 

+ p(D,AV |AT.,AV observable). 

Applying the definition of cvlitional probability and dropping unnecessary 
conditioning events, the expression reduces to 

p(D|AT.,AV observable) = p(D|AV ,AT.) p(AV.) i K k i k 

+ p(D|AVk,AT.) p(AV k) 

The terms in this last expression have all been computed before. The 
probability of detection given that AV is available P(D|AV ,AT.) is 

k k i 
the Level 2 result. The probabilities of availability and unavailability 
for component k, p(AVk) and p(AV), are obtained from PROB. The probability 
of detection given that AV is unavailable p(D|AV ,AT.) is the quantity 

K- k l 
calculated in the sensitivity study above. 

In Step 5 the resuit of Step 4 is subtracted from the result of Level 2, 
to derive MEASURE 2 for each component. Sorting the results ranks the 
components by the increase in system vulnerability given that an adversary 
can observe that component. 
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Summarizing, MEASURE 1 ranks the components by system impact given 
that they are out while MEASURE 2 ranks the components by system impact 
given only that thay are observable. 

Problem Statement for Level 4 

In Chapter 1 we identified nine sublevels for Level 4, corresponding 
to all possible combinations of three separate system models (4.1, 4.2, 
4.3) and three separate adversary models (4A, 4B, 4C). System models, 
which reflect dynamics, are under development at LLL. The ADA approach 
to *he development of adversary models, which reflect probabilistic assump
tions regarding the adversary, are discussed in this section. 

System Dynamics 

Subleve] 4.1 analysis is under active development at LLL. The approach 
is to build a loyic diagram similar to a Petri Net showing the necessary 
conditions for an adversary who is capable of tampering to succeed (the 
event of no detection, D). The logic diagram is transformed into an 
adjacency matrix. Reachability calculations arc performed on the adjacency 
matrix to determine the conditions under whice the adversary can succeed. 
See memo MC 78-92B-D, "Techniques for the Determination of Potential Adver
sary Success With Tampering," October 17, 1978 by I. J. Sacks. 

Sublevel 4.2 starts from a diagram very similar to the one for Level 
4.1. However, in this case rather than developing a reachability algo
rithm, Petri Net simulation is performed directly. See memo number WM 78-
514, "Modeling Adversary Tampering of a Safeguard System with a Petri Net," 
June 30, 1978 by A.A. Parziale. 

Subltvel 4.3 is addressed by a general purpose simulation model, 
(GPSS). This simulation approach was developed at LLL prior to ADA's 
involvement on the project and will not be discussed in this report. 

Adversary Models 

Levels 1 through 3 are differentiated by adversary knowledge states 
given no tampering. In the tampering case, these three adversary know-

-38-



ledge states are still useful. We define knowledge states under tamper
ing as sublevels 4A, 4B and 4C. Sublevel 4A corresponds to Level 1, 
Sublevel 4B to Level I, and Sublevel 4C to Level 3. We disucss each 
below. 

Sublevel 4A asks whether a target set is covered given the assump
tion that if an adversary can tamper with zero risk of detection, he will. 
The output from this sublevel is sets of components, where the unavail
ability of all of the components in a set is sufficient to allow a tam
pering adversary to succeed without risk of detection. The methodology 
for this case is documented in the memo by Ivan Sacks referenced under 
Sublevel 4.1. 

The correspondence between Sublevel 4B and Level 2 is more subtle 
than the correspondence between Sublevel 4A and Level 1. In both Sub-
levels 4B and in Level 2, we wish to compute system reliability based 
on average component availability, without allowing the adversary to 
exploit knowledge of the instantaneous availability of components. The 
subtlety arises in recognizing second-order effects. To illustrate, 
consider a monitor target set that a Level 1 analysis has determined to 
be covered by six monitors. The adversary can reach the first monitor (Ml) 
directly, and he can reach monitors M2 through M6 if he can get by a 
seventh monitor (H7) on the control room door. The control room door monitor 
is not reachable by the adversary. 

What is the system availability for this case? Clearly, Ml should be 
considered compromised, and the availability of Ml should be set to zero. 

If the control room monitor is not in the monitor target set, as we 
have specified in the example above, then the probability of detection is 
equal to the probability that any one of monitors M2 through M5 is operative. 
This is basically the calculation that a Level 2 analysis would perform, 
given that monitor Ml has beefi eliminated. 

On the other hand, if monitor M7 on the control room door were in
cluded in the monitor target set, then the system reliability would be 
multiplied by the probability that the door switch is available. This 
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can be demonstrated by expanding the system availability over the avail
ability of M7: 

System availability = p(M7 available)x(system availability 
given M7 available'! + p(M7 unavailable)x 
(system availability given M7 unavailable). 

The last term is zero where tampering is assumed, so the expression I 
becomes 

System availability = p(M7 available) (system availability given 
M7 available). 

t 
Clearly, the system availability is dependent in the choice of the moni
tor target set. 

The choice of the appropriate monitor target set for Sublevel 4B 
depends on how smart the adversary is. On the one hand, it does not Z 
make sense to confine the Sublevel 4B adversary to monitor target sets 
from Level 1, because then he would never enter an area solely for the 
purpose of tampering. In the example above, the adversary would never 
enter the control room. On the other hand, it does not make sense to J 
allow the adversary to exploit all possible random failures by entering 
new areas to tamper given that a random failure has occurred involves 
an adversary knowledge level that is appropriate for Sublevel 4C, not 
for Sublevel 4B. * 

Although analytical methods have not yet been specified for Sub-
level 4B, we speculate that the Sublevel 4B system reliability, which 
assumes tampering but no knowledge of instant availability of the MCSA 

I component, is feasible. Me think that there are two key elements to 
this analysis: 

1. The monitor target set must be based on a Sublevel 
4.1 type of analysis, so that they are appropriate * 
for a tampering adversary. 

2. The probabilistic code to calculate system relia
bility will need to handle the dependent proba
bilities in order to account for the fact that \ 

-40-

I 



certain components are unreliable given that the 
adversary has access to the area from which they 
can be tampered. 

We need to wait until Sublevel 4.1 analytical procedures are defined 
further, before we can determine the feasibility of generating the moni
tor target set under tampering. The current ADA system reliability code 
assumes independent component probabilities, but the second generation 
code that is currently under development, will handle dependent prob
abilities. 

In Sublevel 4C, the adversary has a state of knowledge comparable 
to Level 3. He first observes whether or not the system components are 
available, then he decides how to attack the system. A conceptually 
straightforward approach is available although we do not know its com
putational limitations. It is simply to add random failure conditions 
into the logic diagram developed under Level 4.1A. A reachability cal
culation on a logic diagram containing random failure conditions will 
generate a Boolean expression that gives the conditions under which 
the adversary can succeed. 

Logical Progression of Analysis Within Level 4 

Just as it is logical to perform Levels 1, 2 and 3 sequentially, 
there is a precedence ordering for the analysis of the sublevels within 
Level 4. Not all levels will be active for a given adversary type ~ 
for example, for an outsider who has no special knowledge of the system, 
a Level C analysis is never appropriate. The question addressed in this 
section is given that more than one sublevel of analysis is appropriate 
for a given adversary type, in what order should the analyses be performed, 
and what does passing or failing a given level mean? 

In characterizing the sublevels, it is important to realize that as 
we increase the computational difficulty, we increase the probability 
that a given MCsA system will pass. On the other hand, as we increase 
the computational difficulty by going from Sublevel A to Sublevel B to 
Sublevel C, we decrease the probability that a given system will pass. 
In other words, more realistic system models (dynamic assumptions) result 
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in a less stringent test for the MC&A system while more realistic adver
sary models (probabilistic assumptions) result in a more stringent test 
for the MC4A system. Therefore, to minimize computational problems, 
while subjecting a facility to the most stringetn tests, it is logical 
to pass through each of Sublevels A, B and C that are appropriate to a 
given problem, while attempting to avoid sublevels 4.2 and 4.3 where 
possible. 

This philosophy is illustrated in Figure 2.9. Analysis of an SNH 
facility starts at Sublevel 4.1A. If the facility passes this test, 
ther is no need for a Sublevel 4.2A or a Sublevel 4.3A analysis. If 
the system fails Sublevel 4.1A, Sublevel 4.2A analysis is used to deter
mine whether the failure was due to an MC&A system weakness, or whether 
it was because the Sublevel 4.1A analysis ignored an important sequencing 
constraint. 

The implications of passing and failing Sublevel 4.2A are similar 
to those for Sublevel 4.1A. If the system passes 4.2A it means that 
Sublevel 4.3A is unnecessary; the analysis can move to Sublevel B. If 
the system fails Sublevel 4.2A, then Sublevel 4.3A is necessary to deter
mine if the system still fails when timing constraints are treated care
fully. If the system fails Sublevel 4.3A, then it is iincovered, the 
facility should be rejected, and the analysis terminates. 

Under sublevels B and C, the precedence ordering is similar to that 
under Sublevel A. Starting with the dynamics described by Sublevel 4.1 
and working towards the dynamics of Sublevel 4.3, if the system passes 
for any dynamic characterization, control passes immediately to the next 
knowledge level. If the system fails a given dynamic sublevel, then the 
next most complicated level must be tried to determine if the failure was 
because of a computational assumption or because of a system weakness. 
The procedure- will eventually terminate by either accepting or rejecting 
the facility. 
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C. COMPARISON OF STRUCTURED ASSESSMENT APPROACH TO THE AGGREGATED 
SYSTEM MODEL " 

The relation between the Structured Assessment Approach (SAA) and the 
Aggregated Systems Model (ASM) effort by Bruce Judd of ADA, Stein Weissenberger 
of LLL and others is shown in Figure 2.10. The schematic tree at the top 
of the page shows schematically the tree that Judd and Weissenberger use to 
illustrate their model. A description is fouri in ADA's draft report 
"Methodology and Preliminary Models for Analysing Nuclear Safeguard Decisions," 
July lr>78. Current work by Judd and Weissenberger includes expanding the 
model. Changes found in the expanded schematic tree are shown in the 
center of Figure 2.10. In our terminology, the nine stages in the ASM 
schematic tree reduce to the six shown at the center of the figure: 

• First, the frequency of attempts is assessed. 

• Second, the probability of various adversary types given an 
attempt are assessed. 

•' Third, various adversary diversion strategies are postulated. 

• Fourth, the probability of detection conditional on attempt, 
adversary type and adversary diversion strategy is assessed. 

• Fifth, the probability of interruption given detection is 
assessed. 

• Sixth, the societal consequences of successful diversion of 
SUM are evaluated. 

The SAA is concerned only with the central portion of the reduced 
schematic tree. The SAA is conditioned on the fact that an attack by a 
given adversary has occurred, so that frequency of attempt and probability 
of the adversary type are not needed. At the other end of the sequence, 
the SAA stops with the event detection or no detection without considering 
the probability of interruption or the consequences of diverted SNM. 

The adversary diversion strategies of the ASM correspond to the 
target sets of the SAA. Because the target sets are generated through 
exhaustive enumeration, the SAA will consider thousands of target sets. 
In the SAA, diversion strategies are found by explicitly maximizing the 
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adversary's expected utility. Diversion strategies are represented as 
optimal monitor target sets (MTS*) in our terminology. 

The probability of detection is also treated in more detail in the 
SAA than in the ASM. In the ASM, the probability of detection is a judg
mental input. In the SAA, on the other hand, the probability of detection 
is expanded over the set of component availabilities (AV). The probability 
is then calculated based on component availability data. 

Comparing the reduced schematic tree of Figure 2.10 to the schematic 
trees in Figures 2.3, 2.5, and 2.7 should help to make these comparisons 
clear. 
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III. CALCULATION OF THE PROBABILITY OF DETECTION 

An algorithm for the exact calculation of the probability of detec
tion was developed for the Structural Assessment Approach (SAA). The 
calculation is exact on the sense that no approximations are used to 
calculate the probability for a Boolean expression defining the detec
tion event. The algorithm was applied to several examples, both to 
determine its capabilities and.limitations and to identify specific 
modeling issues in the SAA. Useful applications include a set of sen
sitivity studies that demonstrate several MC&A performance measures are 
possible within the definition of a Level 3 analysis. 

The present form of the algorithm is the first step of a development 
task that will provide an efficient, practical calculation of the proba
bility of detection for large, complex safeguards systems. In this first 
stop, we chose a simple algorithm with limited capabilities that was easily 
implemented rather than choosing a more complex algorithm with full capa
bilities that would have required considerable development effort. The 
simple algorithm has the advantage of avoiding a technical "bottleneck" 
for computer programming of the full SAA. Refinement of tho probability 
algorithm should greatly improve its efficiency and expand its size 
limitations. 

Section 3.1 reviews the general guidelines that the LLL-ADA project 
team are using to develop the probability algorithm. The section also 
summarizes the different approaches to the calculation of the probability 
of detection. The summary identifies the type of size limitations that 
we accepted in selecting the current version of the algorithm. Section 3.2 
relates the features of the current probability algorithm to the outline of 
the Structured Assessment Approach presented in Section II of this report. 
Section 3.3 defines the algorithm and its computer implementation. An 
example application in this section illustrates the capabilities of the 
current version. Section 3.4 compares the exact calculation of probability 
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with an approximate procedure. This comparison illustrates the conditions 
where the "min cut set" lower bound for system reliability does not approxi-
mate the exact calculation. Further, importance measures for components and 
cut sets are interpreted as probability measures to illustrate their signi
ficance to a Level 3 analysis. 

I 
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A. OVERVIEW OF THE PROBABILITY ALrOWTHM DEVELOPMENT 

This section first explains the form of the logical expression repre
senting adversary detection by an MC4A syste:. ind reviews the general 
guidelines that we are following to develop the probability algorithm for 
the Structured Assessment Approach. The current algorithm is then cha
racterized by the degree that it meets these guidelines. The section con
cludes with a summary of alternate design approaches to a probability algo
rithm! explaining why we chose the approach we did. 

Logical Representation of Detection by an MC&A System 

Detection by an MC&A system is described in mathematical terms as a 
logic expression using Boolean event algebra. The Boolean expression of 
the detection event describes, in mathematical logic notation, all the 
possible ways the monitors and other components in an MCKA system will 
detect an adversary. The logical equation contains symbols (like A, 
B, ..., 1, 2, ...) for the- events that each component works with "+" 
and "•" signs indicating logical OR and logical AND, respectively. 

The following simple example is used to illustrate the logical repre
sentation of detection by an MC&A system: 

This figure is a connection network for a simple detection system. Monitors 
1, 7, and 10 can each detect the presence of an adversary. Monitors 1 and 7 
both send their signals to component 2, which then sends a signal to compo
nent 11. Monitor 10 sends its detection signal directly to component 11. 
The system will detect if component 11 sends a signal after receiving a sig
nal from any of the monitors. A network of the MC&A system, like this one, 
can be used to describe detection in various representations of a Boolean 
expression. 
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Three different representations of the Boolean expression for the 
detection event are logically equivalent: the path representation, 
the cut set representation, the highly-factored representation. Both 
the path and cut set representation are event equations derived from an 
MC&A system diagram. The factored representation is derived from either 
a path or cut set representation. Although these representations are 
logically the same, each lead to different algorithms for calculating 
the probability of detection. Each representation is briefly described 
in the following paragraphs. 

A path representation of the Boolean expression for the detection 
event is constructed from all the ways that varioas sets of components 
detect an adversary, (a set of components is called a "path"): 

Path 1: PI = 1 . 2 • 11 
Path 2: P2 = 7 • 2 • 11 
Path 3: P3 = 10 • 11 

Detection: D = PI + P2 + P3 

The notation 1, 7, ..., i represents the event that "the component i 
works." Recall that "+" sign represents a logical OR; a "•" sign 
represents a logical AND. The expression for detection is read as 
follows: an adversary will be detected if all the components in Path 1 
or Path 2 or Path 3 are working. The expression for Path 1 is read simi
larly: The MC&A system will detect if components 1 and 2 and 11 are 
working. The other paths are interpreted the same as Path 1. The path 
representation of the Boolean expression is also known as a "sum of 
products" or a canonical form. A minimal path representation contains 
the minimum number of paths that are essential to the MCSA system detec
tion function. The components in the paths that are eliminated can either 
work or fail without affecting the ability of the system to detect. 

A cut set representation of the Boolean expression is constructed 
from all of the ways that various sets of components prevent detection 
of an adversary, (a set of these components is called a "cut set"): 

Cut Set 1: Kl = IT 
Cut Set 2: K2 = lO-I 
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Cut Set 3: K3 = 1-7-10 
Ho Detection: D = Kl + K2 + K3 

Detection: £> = K1-X2.K3 
= (11)'(10+2) •(1+7+10) 

The notation "11, 10, ..., i" represents the event that the component 
i does not work. The other notation is the same as in the path repre
sentation. The expression for no detection is read as follows: An adver
sary will not be detected if all components in Cut Set 1 or Cut Set 2 or 
Cut Set 3 have failed. Conversely, the expression for detection is read 
as: The adversary will be detected if at least one component is working 
in Cut Set 1 and Cut Set 2 and Cut Set 3. As an example, the expression 
for Cut Set 2 is read as: The MC&A system will not detect if component 
10 and 2 are not working. The cut set representation of the detection 
event, also known as a "product of suns", is the counterpart to the path 
representation. Likewise, a minimal ("min") cut set representation con
tains only those cut sets that contain the minimum number of components 
required to fail the MCSA system. The cut sets that are eliminated can 
cause system failure before all the components in the set have failed. 

The highly-factored representation of the Boolean expression is 
derived from either a path or cut set representation. A highly-factored 
form uses parenthesis to eliminate or reduce repeated component events in 
the expression. Using the path representation of the simple network as an 
example, a highly-factored form of the detection event expression is 
illustrated: 

D = 1-2-11 + 7-2-11 + 10-11 
D = 11-(1-2 + 7-2 + 10) Factor 11 
D = 11-[2-(1+7) + 10] Factor 2 

After factoring, the example expression contains only a single reference 
to each component event. Factoring is most efficient when applied to 
minimal path oi minimal cut set representations of the Boolean expression. 

General Guidelines 

The algorithm must calculate the probability of adversary detection 
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during an attempt to divert special nuclear material (SNM), conditional 
on the type of adversary, facility operating node, and monitor target 
set attacked. To be useful, the final version of the algorithm must 
maximize the number of MCSA system components that can be analyzed with
out exceeding the practical limits of the LLL computer. The analysis of 
the probability of detection should include the following three aspects: 

- Include probabilistic dependence among events, 

- Include sensitivity analysis on the numerical values and 
algebraic expressions, and 

- Provide reduced equations for the Boolean expression 
representing the detection event. 

Most algorithms assume that the component events that determine the 
detection event are probabilistically independent. This assumption can 
strongly distort the calculated system reliability if it is not realistic. 
Normally, the effect of this assumption is reduced by explicitly modeling 
the important dependencies among events in the analysis. 

Relevant sensitivity studies, both on numerical values and on the 
algebraic expressions, are important for evaluating the robustness of an 
analysis. Robustness in an analysis means that the solution remains essen
tially unchanged with variations in the model parameters and expressions. 

Finally, a probability algorithm uses a Boolean expression of the detec
tion event to evaluate the probability of detection. Often the algorithm 
manipulates this expression to provide a reduced form for evaluation. This 
reduced form is often very useful to an analyst for judging complete
ness in the analysis and communicating the calculated results. 

Development Status 

The current version of the SAA algorithm to calculate the probability 
of detection satisfies each of these guidelines: 

- Probabilistic dependence is treated by modeling the 
deterministic dependence among components, such as 
shared utilities. However, probabilities of component 
events are assumed to be independent 
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- A sensitivity analysis is implemented 

- The algorithm reduces equations for the Boolean expression 
by deriving the minimal form of any path set. (A 
minimal form has had all logically equivalent and logic
ally dominated paths removed.) However, this reduced 
expression is not a highly-factored form. {A highly-
factored form uses parenthesis to factor a logical 
expression so individual elements are repeated as 
little as possible.) 

In this initial phase of the development, the dominant consideration 
was rapid implementation; size limitations were a secondary consideration. 

Expanding the size capability and increasing the computation effi
ciency of a probability calculation are key elements of the next phase of 
the development. 

Basic Algorithm Design Approaches 

The challenge of size confronts the development of a feasible and 
applicable probability algorithm. The goal is to be able to evaluate the 
reliability of a safeguards system with several thousand components. 

Three approaches to developing the algorithm, characterized by 
the degree of sophistication, are: 

- Explicit representation in mutually exclusive form — 
a brute force technique 

- Path or Cut Set representation and the comparable proba
bility formula — more efficient but limited to moderate 
size systems (50-100 components) 

- Highly-factored form representation with sophisticated 
procedures for probability evaluation. 

Of three approaches to developing an algorithm, the first two become 
obviously infeasible for complex systems with many components. 
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Direct approach of Explicit Representation 

The roost direct approach is the explicit representation of the 
Boolean expression in terms of each event and its negation. This explicit 
representation provides a mutually exclusive form of the expression that 
allows a simple evaluation of the detection event. The practical limita* 
tion to this approach is the size of computer memory required for storing 
the representation. The memory requirements rise exponentially with N, 
the number of components! 

Number of words of memory - 2 
For a moderate size safeguards system with 60 components, the memory 
requirements for the Boolean expression exceeds lO 1^ words, exceeding any 
practical limit on LLL computers. This direct approach is clearly not 
even feasible for a preliminary algorithm for the Structured Assessment 
Approach. 

Probability Algebra Using Path Representation 

An example of the second approach uses the path representation of the 
Boolean expression and the following probability formula: 

P(A+B) = P<A) + P(B) - P(A-B) 
where, for example 
A = a-b-c 
B = b-c-d and 

A-B = a-b-c-d. 

The labels A and B are paths representing a set of component events that 
give a detection event. The formula is valid for the two paths even if 
some components are common to both paths. For a detection event with many 
paths, repeated use of the two-path formula gives the formula for many paths. 
Practical limitations identified with this approach are: 1) the amount 
of computing time required to evaluate the formula, and 2) the memory 
requirements for defining the components in each path. For moderate size 
MCSA systems, especially for less than 60 component events, the 
second limitation is not a problem. The primary limitation is computing 
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tine requirements. Computation tine increases approximately exponentially 
with P, the number of paths: 

P Computation time a 2 

Some numerical experiments with this algorithm have shown that 10 paths 
require 0.3 seconds of computing time while 25 paths are expected to 
require about 3 hours. 

Highly-factored Form 

The third approach is the most sophisticated. The Boolean expres
sion is reduced to a highly-factored form by using parenthesis to repeat 
component events as little as possible. The algorithm then produces an 
algebraic formula for the probability of detection. The keys to achieving 
the development goals with this approach are: 

- Factor the Boolean expression to take account of any 
probabilistic independence among component events 

- Eliminate all unnecessary repetitions of component 
events. 

The first step allows the use of simple algebra formulas for calculating 
large portions of the probability expression. The second factor allows 
for reduced computer memory requirements for large (~ 1000 components) 
safeguards systems. 

Selection of Approach tc Probabilility Algorithm 

The second approach was implemented as the preliminary probability 
algorithm. This type of algorithm is suitable for moderate size (50-100 
components) safeguards systems with less than 15 paths in the canonical 
form of the Boolean expression. Implementing this algorithm has provided 
a development tool for identifying modeling issues and a first-cut 
calculation for the Structured Assessment Approach. 
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Requirements for an algorithm based on the third approach will 
be prepared in the next phase of development. This phase will address 
directly the need for a probability calculation that can efficiently 
translate a highly-factored Boolean expression and component event prob
abilities into the probability of detection for a complex, large-scale 
safeguards system. 
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B. DESCRIPTION OF THE "EVENT" PROBABILITY COMPUTER ALGORITHM 

This section describes the features of the current computer algo
rithm, EVENT, developed by ADA to calculate exactly the probability of 
detection from a Boolean expression. These features are first related 
to the outline of the Structured Assessment Approach presented in 
Section II. Then the input and output from each feature are briefly 
summarized with special attention given to the information recieved 
from the LLL project team. 

Relation of EVEKT to SAA 

Figure 3.1 repeats Figure 2.6 in the previous section to illustrate 
the relationship between the computer code and the Structured Assessment 
Approach. Essentially, LLL supplies both the Boolean expression in canon
ical form for the detection event and then duta on component reliability 
or availability. EVENT uses the event definition and component data to 
calculate the probability of detection. The algorithm also includes a 
feature that accepts LLL information on signal paths, utility paths, and 
unit models to obtain the event definition. This feature was added to 
simplify the information requirements on LLL and to speed the implementa
tion of the probability calculation. 

Generation of the Boolean Expressions for the Detection Event 

This feature of EVENT allows the option of providing signal paths, 
utility paths and unit models instead of the canonical form of the Boolean 
expression for the detection event. The expression for the detection event 
depends both on the functioning of signal components and the utility compo
nents providing the MCsA system with electricity, air, or other external 
services. For example, the availability of several electric-powered monitors 
are interdependent through the interconnections of the electric network. This 
interdependence can be modeled explicitly by incorporating the utility networks 
into the signal network to form a Boolean expression for the detection event. 
Incorporating the utility network allows the assignment of independent prob
abilities for the component availabilities. 
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Unit models describe the utility connections for each component 
in the signal path. These models are Boolean expressions that describe 
the availability events of, external utilities. These events are simple 
statements, such as "electricity is supplied" or "compressed air is 
available." in lieu of providing the algorithm with the Boolean expression 
for the detection event, the user has the option of providing these unit 
models along with signal paths and utility paths. The current version 
of EVENT will then determine the canonical form of the detection event 
expression. 

EVEHT, A Computer Algorithm to Calculate the Probability of Detection 

Main Features 

The main feature of the ADA computer algorithm is the exact calcula
tion of the probability of detection for a path representation of given 
Boolean expression and a given set of component event probability data. 
The user provides the data and the expression. Both the data and the 
expression represent the specific conditions associated with the adver
sary type, the monitor target set, and facility operating mode. 

Size Limitations 

The current version of the algorithm has size constraints that limit its 
usefulness for assessments of large, complex safeguards systems. The 
maximum number of components is 60; the maximum number of paths is 13, 
although this limit can be extended to 20 if required. This algorithm 
is suitable for assessments of small systems or separate parts of a large 
system. Section 3.3 gives a technical definition of the solution approach 
and the algorithn limits. A simple example is also presented to illustrate 
the output calculated by EVENT. 

Sensitivity Calculations 

Another aspect of the probability calculation is the option for sensi
tivity studies. The algorithm can calculate conditional and joint probabil
ities, which are used to evaluate the significance of component failures. 
The conditional probability is the probability of detection given that a 
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specified component has failed. The joint probability is the probability 
of no detection and a specified component has failed. The conditional 
and joint probabilities can also be evaluated for the simultaneous failure 
of two components. These sensitivity calculations were included as possi' 
ble measures of performance for a Level 3 assessment. As other measures 
are identified, their computation will be included in the algorithm. 
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C. TECHNICAL DEFINITION FOR THE CURRENT VERSIQH OF THE PROBABILITY 
CALCULATION 

This section presents a technical discussion of the solution approach 
for the two main features of the EVENT algorithm. Figure 3.2 outlines these 
features with their input and output descriptions. The first feature 
encountered by the code user is the reduction of signal paths, utility 
paths and unit wodela to a Boolean expression. Alternatively, EVENT 
will accept a path representation of the Boolean expression for the detection 
event. The second feature of the code is the calculation of the probability 
of detection given the event definition and component event probabilities. 
The user then has the option to continue the analysis with sensitivity 
studies. 

Detailed logjc flow charts are presented in Appendix Al. The fol
lowing sections first explian the solution algorithm for the detection 
event expression and probability calculation. Specific size limits in the 
code for number of components and number of paths are then described. An 
explanation on how to relax the restriction on the number of paths is 
included. Finally, an example network is evaluated to illustrate the 
capabilities of the algorithm. 

Solution Algorithm for Boolean Expression 

Use of Unit Models 

Paths for the detection in the signal network alone and the utility 
paths that connect to the signal network are provided by the user, unit 
models for each component in the signal paths are also provided. A unit 
model for a signal path component is a single diagram of the external 
utilities required for component operation. Figure 3.3 gives an example 
for a unit model. An important distinction separates an adjacency matrix 
from this definition of a unit model. In an adjacency matrix, seversl 
connections to a single component are, by convention, interpreted as 
several parallel paths. The connections are treated as logical intersections 
("OR"). For the unit model, several connections to the component are 
interpreted just the opposite, as logical unions ("AND). This change in 
convention from the adjacency matrices to the unit model provides an effi
cient approach to combining the utility and signal paths. 
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Combination of Signal and Utility Path Sets 

These unit models determine the logical relationship between the 
signal and utility paths. Each component in the signal network is 
replaced by a Boolean expression representing its unit model. This pro
cess expands the number of paths in the detection event definition. 
Identifying repeated components in individual paths and eliminating 
logically equivalent and logically dominated paths produce a "minimal 
path" Boolean expression. This expression represents the detection 
event in terms of the availabilities of signal flow components and neces
sary utility network components. Interdependence among signal 
components through the utility networks is modeled explicitly in the defi
nition of the detection event. An example of this procedure is presented 
in the latter part of this section. 

Solution Approach for Probability Algorithm 

An Example Solution 

The simple network discussed in Section III.A is used to illustrate 
the solution approach. In this example, the path representation of the 
detection event D for the following simple network is the logical sum 
of the three paths: 

Network Path Representation 

D = PI + P2 + P3 

PI = (l)-(2)-(ll) 
P2 = (7)-(2)-(U) 
P3 = (10)-(11) 

The algorithm in EVENT receives a set of paths that define the detection 
event with each path described by a list of components. 

The probability af detection for this example is calculated by the 
following algebraic formula: 

P(D) = P(P1) + P(P2) + P(P3) - p(Pl-P2) - p[Pl-P3) - p(P2-P3) + p(Pl-P2-P3 
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The path probabilities are calculated from the product of the component 
event probabilities input to the co&e, for example: 

p(Pl) = p(l) p{2) p(U) 
.he co"e extends this algebraic formula to accommodate as many paths as 
will f t in the computing system's memory capacity or the analyst has 
time to wait for. Practical limits on the number of paths are dis
cussed later in this section. 

Computer Solution Procedure 

Mechanically, this formula is implemented by the procedure outlined 
in Figure 3.4. Each component has an integer number and a probability, 
stored in arrays ID and PROB, respectively. Each path is assigned a 
60 bit word in the array PATH. Path components are represented by a "1" 
in a specific bit location within the word. An "0" for a component means 
that it is not contained in the path. (This program is implemented on 
Lawrence Berkeley Lab and United Computing Systems Computers, both CDC 
machines having 60 bit words, thus limiting to 60 the number of components 
in the system.) 

Graphicallyi the example above would be represented as: 

PATH(*) 

PI 
P2 
P3 
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INPUTS Path structure Component data 

PROBABILITY 
ALGORITHM 

t 
PATH array 

e 
o 

•H 
4J 
IB 
3 
tf 
D 

0 

u 

PTEHP array 
(Logical products) 
of paths 

ID, PROB arrays 

PATHP 

T Path Probability Calculation 
A 

Accumulate 
terms in Equation 

OUTPUT Probability of Detection 

Figure 3.4 Conceptual Structure of Probability Algorithm 
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Each path probability is then calculated in Function PATHP as 
the product of the probabilities of the components corresponding to the 
1 bits in the path word. The sum of the path probabilities is stored. 
The code then continues to find the remaining probabilities in the equa
tion for the probability of detection. 

Probabilities for each member of the set of logical products (e.g., 
Pl"P2) with two paths are evaluated. The logical products of two paths 
are also stored as 60 bit words with either "1" or "0" representing 
whether or not a component is included in result in the array PTEMP. 
The probability of each logical product is then calculated by the function 
PATHP and subtracted from the sum of path probabilities. The logical 
product not containing path Pi is saved (P2-P3) for generating the next 
set of logical products. In this example, only one member (P1-P2-P3) 
is in this set. The probability of this logical product is then added 
to the others to yield the exact calculation of the probability of 
detection. 

The General Solution Procedure 

A general calculation with N paths repeats these procedures for 
N-l sets of logical products. The Kfch set of logical products contains 
all combinations of paths that can occur taken K paths at a time, 
excluding the first path. The size of a K set is determined by the 
number of ways K paths can be combined out of a total of N-l paths: 

Number of logical 
products stored in = j r ^ — = <* 
Rth set 

To generate the K+l set of logical products, path{l) through path(N-K) 
are each used with the K t n set of logical products. Path(l) forms the 
logical product with all members of the set. Path(2) will form a logical 
product with all but the first (c"" - c"~ ) paths. The path(L), where 
L is not larger than N-K, will form logical products with the same ele
ments in the K t h set as path (L-l), except for the first (c!! - 1^ 1 - c!J"L) 
elements. This rule forms a recursive relation that is easily programmed 
to evaluate the probability of detection for any number of paths within 
limits of the code. 
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program Limits 

The current version of EVERT is limited to 13 paths in the prob
ability calculation. More than 13 can be input for path minimization 
or the combination of signal paths with utility paths. However, no 
more than 13 paths can begin a probability calculation. EVENT is also 
limited to no wore than 60 component events within the Boolean expres
sion for the detection event. This limit is set by the number of bits 
in a word for the CDC computer. These component events can have any 
integer number associated to them, but the total number of events cannot 
exceed 60-

To increase the maximum number of paths, program storage must in
crease. The following arrays in the INTEGER specification statement at 
the beginning of the program listing must change to reflect the increased 
maximum number of paths (MXPATH): 

PATH(MXPATH) 

DUMMY(MXPATH+1) 

FACTRL(MXPATH) 

PTEMP(C), where C 
2(MXPATH-1)! 

= /MXPATH \, /MXPATH \. 
[ 2 M 2 / 
for even MXPATH 

2 MXPATH (MXPATH-1) ! „ 
and C = (MXPATH+1) 

for odd MXPA 

'/MXPATH-lV "' 

TH . 

However, the limit on the number of components cannot be increased 
by changing array specifications. 

Prior to increasing the limits on the number of paths, keep in mind 
the associated exponential increase in computing time. Table 3.1 gives 
the temporary storage required for increased limits on paths and the esti
mated computation time for evaluating the probability of that number of 
paths. Note that'the time requirements can dominate the memory requirements. 
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TABLE 3.1 

CONSTRAINTS ON NUMBER OF PATHS 

Nuirfcer Required Temporary Estimated Running 
of Paths Storage Time 

(words) (seconds) 

10 252 .3 
11 462 .6 
12 924 1 
13 1,716 2 
14 3,432 5 
15 6,435 10 
16 12,870 20 
17 24,310 40 
18 48,620 80 
19 92,378 1*3 minutes 
20 184,756 Vj minutes 
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Example application 

Figure 3.5 shows the simple model of an MCsA system expanded to 
include the utility network interfaces. The component failure probability 
or availability is written above the component node in each network. All 
component event probabilities are equal to .9, representing in this example 
a reliable safeguards system. These networks are used to illustrate the 
algorithm. The signal network and utility network will be combined through 
a set of unit models to determine the canonical form of the expression for 
the detection event. The probability algorithm will then calculate each path 
probability and the probability of detection. Sensitivity analysis on 
the effect of single component failures conclude the example. 

Derivation of the Boolean Expression 

The first application of the EVENT algorithm is to obtain a Boolean expres
sion for the detection event. The minimal paths for the detection event 
in the signal network are identified from the figure. 

Path No. Path 

1 1 + 2 + 1 1 
2 7 + 2 + 11 
3 10 + 11 

For larger systems, adjacency matrices would be evaluated by PATH, an 
LLL computer code. Next, the unit model for each signal flow component 
connected to the ut -ity network is specified. 

Signal Flow 
Component Unit Model 

1 3,6 (Both 3 and 6 must function) 
2 6 
10 9 

Using the unit model information on the connection between signal and 
utility networks, the minimal paths from each utility source to each unit 
interface are identified. 

Unit Model Utility Utility 
Element Path Sources {3,4,5,8} 

3 3 
6 4+6 

5+6 
9 5+9 

8+9 
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Figure 3.5 

Example Network Description of MCSA Detection 

Signal Hetwork 

.9 

Utility Connection network 

.9 
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The EVENT code is then run with these inputs to provide a set of 
minimal paths from the expanded representation of the detection event. 

Path Mo. Minimal Path Representation of Detection Event 

la 1 + 2 + 3 + 4 + 6 + U 
lb 1 + 2 + 3 + 5 + 6 + 11 
2a 7 + 2 + 4 + 6 - f l l 
2b 10 + 5 + 9 v 11 
3a 10 + 8 -> 9 + 11 
3b 

Calculation of Probability of Detection 

With the detection event obtained, the component event probabilities 
(all equal .9) are input. EVENT calculates the probability of detection 
for this system to be .86, with each separate path having a path proba
bility of detection as follows: 

Path Probability of Detection 

Path 1 .53 
Path 2 .53 
Path 3 .59 
Path 4 .59 
Path 5 .66 
Path 6 .66 

Sensitivity Studies 

A Level 3 analysis for the S M requires calculations on the proba
bility of detection given the knowledge of what components have failed. 
Two different examples of this type of calculation illustrate the flexi
bility of the current version of the code to provide a Level 3 analysis. 
Neither of these examples represent a full Level 3 analysis as outlined 
in Section II. 

The first sensitivity measure evaluated is the target set proba
bility of detection given the failure of a single component. The prob
ability analysis sets the probability of detection or availability to 
zero for a component. The resulting calculation gives the probability of 
detection conditional on the failure of that component. This calculation 
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is repeated for each component in the path set. The smallest value 
of the probability of detection is ranked first. The component rankings 
using this measure are given in the following table: 

Probability of Detection 
Failed Component Given Component Failure 

11 0.0 
10 .71 
9 .71 
2 .72 
6 .72 
5 .83 
7 .84 
8 .84 
4 .84 
1 .85 
3 .85 

From this example sensitivity study, the example system has only one 
real significant component, number 11. The probability of detection given 
any other component failure is reasonably satisfactory. 

The second sensitivity measure evaluated is the probability of the 
joint event for no detection by the target set and the component failure. 
Ranking the components by the maximum of this joint probability gives 
the following result: 

Failed Component p{no detection by MC&A System and component failures} 

11 .1 
10 .029 
9 .029 
2 .028 
6 .028 
5 .017 
7 .016 
8 .016 
4 .016 
1 .015 
3 .015 

This measure of system performance assumes that an adversary trades off an 
increased probability of no detection for an increased probability of a 
component failure. Whether or not this tradeoff for an adversary is repre
sented by the maximum of the probability of this joint event depends on the 
adversary model. 
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In a target set with all components of equal reliability or avail
ability such as this example, distinctions among sensitivity analyses are 
not important. However, other sensitivity studies have highlighted the 
differences that can be obtained with changes in component event proba
bilities. Whatever the measure of performance selected for the Structured 
Assessment Approach of safeguards systems, the purpose of this example 
is only to illustrate that the algorithm is flexible enough to calculate 
any necessary sensitivity measure. 
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D. COMPARISON OF Sftft PROBABILITY CALCULATIONS WITH THE "IMPORTANCE" CODE 

In this section, the exact calculation of the probability of detection 
is compared with the, "min cut set" lower bound calculated by the IMPORTANCE 
code. This comparison illustrates the conditions under which the "min cut 
set" approximation becomes unsatisfactory, even for highly reliable systems. 
Further, the probabilistic importance measures used for sensitivity analyses 
by IMPORTANCE are reviewed. This review indicates that these measures are 
useful for system design diagnosis but not useful definitions of system 
performance measures for the Structured Assessment Approach. 

Win Cut Set Approximations 

A min cut set approximation gives a lower bound to the probability of 
detection and, correspondingly, an upper bound for the probability of no 
detection. Since the exact calculation of the probability of detection for 
a large MC&A system requires significant development, the value of this 
approximation is important to clarify. 

The min cut set approximation can be illustrated with the sinple MC.vA 
system described in Section III.A. The minimal cut set representation for 
the detection event is ured for the probability calculation: 

D = K1~.K2.K3 

The notation is the same as in the example in III.A where "Kl, K2, K3" 
represent the events that the cut sets do not occur, i.e., that at least 
one component in the cut set works. The probability of detection is then 
the probability of the joint event that at least one component in each of 
the three cut sets is working: 

p(D) = p(ia.K2".K3) 

The min cut set approximation assumes that these three events are prob
abilistically independent: 

p(D)=p(D) = p(Kl) p(K2) p(K3) 

This assumption is not generally valid, since the cut sets often have compo
nents in common. The simple example illustrates the nature of the error 
made by this assumption. The probability that Cut Set 1 does not occur is 
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independent of the probability that both Cut Set 2 and 3 not occur. 

P<D) = p[li] p[U0 + 2) • ( ! + 7 + l0)] 

However, the probability of the joint event that Cut Set 2 and 3 not 
occur is not equal the product of the probabilities for each cut set 
event, since both cut sets contain component 10: 

p[(10 + 2)- (X+ 7 + 10)] ?<p[(10 + 2)] p [ (T+ 7 + 10)] 

After some algebra this expression is expanded to give the following: 

l-p[2-10] - p[l-7-10] + p[l'2'7-10] f l-p(>10] - p[l-7'10] + p O l o ] p[l-7-lo] 

By eliminating equal terms from both sides and assuming that the compo
nent event probabilities are independent, the error in the approximation 
becomes apparent: 

p(l)p(2)p(7)p(10) f p(2)pfl0)p(l)p(7)p(10) 
p(10) f p(10)p(10) 

Note that the example illustrates that min cut set approximation gives a 
lower bound to the exact calculation of the probability of detection, 
since 

p(D) - p*(D) = 1 - p(10> > 0 

The following paragraphs examine the usefulness of this approxima
tion. A model representing a complex MC&A system is used to demonstrate 
that the error can be significant for certain types of system designs. 

Experience with the Approximation 

The condition generally given for rep]icing an exact calculation with 
the min cut set approximation is when the reliability of a system exceeds 
0.9 (H.E. Lambert and F.M. Gilman, The IMPORTANCE Computer Code, UCRL -
79269, March 14, 1977). This condition should be representative for the 
HCSA systems that will be evaluated by the Structured Assessment Approach. 
The question remains whether the condition of a highly reliable system is 
sufficient for choosing the approximation over the exact calculation. 

The current engineering experience is with MCSA systems where the 
failure of only a few components prevents the detection of an adversary. 
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This characteristic of the system reliability can be modeled according to 
whether 1 or 2 out of 3 significant components are working . Significant 
components are identified by whether or not these component reliabilities 
are dominant contributions to the exact calculation for the probability 
of system failure. For this type of system with few significant components, 
the min cut set approximation is close to the exact calculation of the prob
ability of detection. However, no comparable experience is available with 
highly reliable safeguards systems having more than a few significant com
ponents. The following analysis examimes the relative error of the approx
imation as the number of significant conponents is increased. 

Exact and Approximate Probability Formulas for K of N 
Type Systems 

A way to generalize experience with MCSfl systems is to draw the 
analogy with systems where any K of N components roust function for the 
system to detect ar> adversary. Current experience is with systems where 
the number of significant components, H, is small, we expect future systems 
to have many more significant components. 

The following comparison of exact and approximate probability calcu
lations assumes that a highly reliable system of N identical significant 
components fails tc detect with about l O - 3 probability. The equation 
for the exact calculation of system unreliability follows: 

E
 K" X N N-r Q b = I C rp r(l-p) 

r=0 

where Q E = system unreliability, the probability of no 
detection 

p = component reliability, the probability of working 

C? = H! 
rJ(H-r)! 

Setting the component reliability to p=,9 and using the above equation 
with Q^.lCf3 determines the value of K . Since K must be an integer, 
<?P can bt only approximately 10~ 3. 
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The corresponding equation for the min cut set approximation is 
given as follows: 

QUB = l-{l-(l-p)N-K+l ) CN-K +1 

where Q 0 8 = min cut set upper bound approximation for system 
unreliability 

The relative error used in the comparison of the exact and approximate 
calculation is the ratio Q 0 6 / ^ . 

Comparison of Exact and Approximate Calculations for Large N 

Figure 3.6 gives the range of the relative error mads by the min 
cut set approximation for large K of N systems. As expected from 
the current project experience, the unreliability of small H systems 
have little relative error. As a system grows more complex and the 
number of significant components, N, increases, the relative error 
can be over an order of magnitude. For large N , the min cut set 
approximation overestimates the system unreliability by more than a 
factor of 10. in other words, the min cut set approximation says the 
system is 10 times less safe than it actually is. 

This result supports the need for continued development of an 
algorithm for the exact calculation of the probability of detection. 
Realistic, well-designed MC&A systems are expected to be highly reli
able and complex, where the rain cut set approximation can significantly 
underestimate the probability of detection for such a system. 

Can IMPORTANCE Be Used For Level 3 Analysis? 

Level 3 analysis described in Section II answers the question: 
What chance of detection will adversaries face if they know the status 
of the HCfiA system availability? The measures of system performance 
for this analysis are based on the calculation of the probability of 
detection conditional on knowing the system status. As a result of these 
calculations, important components and sets of components are singled out. 

The LLL computer code IMPORTANCE also calculates importance measures 
for components and sets of components. To judge whether these calcula-
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„UB 

Probability of Detection = 10 
for each system of N 
components 

10 20 30 40 50 
N 

Number of Components in System 

Definitions: 
~UB Q : Upper Bound of K of N system unreliability calculation 

Q : Exact K of N system unreliability calculation 
UB E Q /Q : Relative error 

Figure 3.6 Relative Error in "Min Cut Set" Upper Bound 
Approximation for K of N System Unreliability 
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tions should be used for Level 3 analysis, the questions answered by 

IMPORTANCE are contrasted with the questions answered by the Structured 

Assessment Approach. 

Figure 3.7 and Figure 3.ft define the Fussell-Vescly cut set and 

component measures calculated in I Ki'ORTAN'.'F.. These definitions are 

developed in more detail in the latter part of this section. In general, 

these measures answer the question: what JS the chance that a cut set (or 

component) caused the failure giver, that the system has already [ailed? 

This is the type of 'nidation *-h«t a v/ntr-m designer asks In order to f-valuat' 

what components are most important for further design effort. For an 

adversary, the question of what caused the HC&A system failure is unim

portant; only that the system failed is important. The Level 3 analysis 

evaluates the MCiA system effectiveness by using the adversary's decision, 

not the engineer's decision. With its different perspective, the calcu

lations in IMPORTAICE cannot be used for Level 3 analysis in the Structured 

Assessment Approach. 

Fussell-Vesely Cut Set Imj»rJ.juice 

Figure 3.7 derives the cut set importance measure from a set of 

event definitions. The measure represents the conditional probability 

that a specific cut occurred given that the system failed to detect an 

adversary. Since the cut set is a set of components, the measure is the 

probability that the failure of a set of components (the cut set) caused 

the system to not detect conditional on the system failure. 

The conditional probabilities used in the SAA are not conditioned 
on system failure. Rather, the measures of system performance identified 
in Section II use the probability "iiat the system will fail to detect 
given that a set of components fail. 

Fussell-Vesely Component Importance 

Figure 3.8 derives the component importance measure from event defi

nitions in the same manner as the cut set importance measure. The component 
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Definitions: 

D = failure to detect adversary 
K. - min cut set ] occurs 
J 

p(K ) ' probability that min cut set j occurs 
= i! q i , the product of the probability 

1=5 of failure for all components 
i in the cut set j 

p(D) = probability of the failure to detect the 
adversary 

= i-;. : { i -piK;)j 
1 

p(K ID) = probability that the m m cut set j 
occurred given that the system fails to 
detect the adversary 

Derivation of the Fussell-Vesely Cut Set Importance Measure 

p(K.JD) = p(D1Kj) p(Kj) 
P(D) 

= p(Kj) , p(D[K.) = 1, since the system 
- is certain not to P(D) detect given that cut 

set j occurred 

Figure 3.7 Event Definition for Fussell-Vesely 
Cut Set Importance Measure 
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Definitions: (in addition to those -le fined i:, Fi'iurt "i.7j 

K(i) = any nun cut set occurs that contains 
component i 

pJMilj - probability that any mir. cut set occurs 
containing/ component i 

-- i-::{i-p(r )| 
J 

ii.K J 
where ir.Kj means component i 
is contained min cut set j . 

p(K(i)|[j| probability of |f(i) given that the 
system failed to detect an adversary 

Derivation of the Fussell-Vesely Component Importance Measure 

p(K(i)|D) = p|p|K(i)( pJKtili 
p(D) 

= p|K(i)f ; pj[.)|KU J = 1, since the occurrence 
IYJ) o f a n y i n i n c u t s e t 

containing the com
ponent i is defined 
to cause a failure 
to detect. 

Figure 3.8 Event Definition for Fussell-Vesaly 
Component Importance Measure 
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importance represents the probability that the specific component contri
buted to the known failure of the system. This calculation is a post
mortem measure of the system performance like the cut set importance measure. 
The component importance measure is not suitable for an SAA Level 3 performance 
measure for the same reason the cut set importance is unsuitable: Level 3 
analysis uses the probability of detection given the failure of a component. 

Summary of the Comparision 

The min cut set approximations used by IMPORTANCE may not be suitable 
for the evaluation of well-designed MC&A systems. Only experience with the 
exact calculation of the probability of detection for specific designs will 
be the judge. For now, however, a simple calculation demonstrates that 
significant error may occur in evaluating the probability of detection 
for large, complex HC&A systems. 

The importance measures calculated by IMPORTANCE were found to be 
different than the definitions of Level 3 system effectiveness. The 
Fussell-Vesely measures in IMPORTANCE represent the probability that 
component failures caused the known failure of a system, an importance 
measure for a design engineer's evaluation. Since the Level 3 analysis 
is based on the adversary decision, not the designer, IMPORTANCE calcu
lations cannot be used for the Structured Assessment Approach. 

-83-

SSA) 



IV. ADA TECHNICAL MEMORANDA 

llus section summarizes the technical memos that ADA has previously 

submitted to the LLL project team. 

1. "Algorithm for Calculating Kvent l-robanility from a Directed Graph" 

by :;.L. Derby, .June 14, 1978. 

This memo outlined an approach to a calculation for probability 

of detection. The algorithm in Die code KVKtlT grew out of this 

initial definition of the problem. 

2. "Implications from IVo Definition:, of the Level J Criterion" by 3.L. 

Derby, September 22, i'ilh. 

Tin., memo reported on a mode liny issue l ri the definition of & 

Level ! criterion. The issue was revealed when two proposed sen

sitivity studies, calculated by KVKMT, gave separate measures of 

the system effectiveness. The definitions given in Section II of 

this report developed from the considerations explained in the 

memo. 

3. "Procedure for Combining Utility Networks with Signal Flow Networks" 

by s. i„ Derby, September 22, 1978. 

This memo described the procedure used in the EVENT code to 

develop a Boolean expression from unit models, utility paths, 

and detection signal paths. 

4. "Characterization of Analytical Procedures to Calculate the 

Probability of Successful Diversion of SNH" by T.R. Rice and 

S.L. Derby, September 25, 1978. 

This memo briefly reviewed the various approaches and approxima

tions to the calculation of the probability of detection by a 

safeguards system. 

5. "Usei Experience with the BKY. Computer" by S.L. Derby, September 
28, 1978. 
This memo described the difficulties and delays encountered by 
the ADA project team in developing and in running the EVENT code 
on the BKY computer operated by Lawrence Berkeley Laboratory 
Computer Center. 
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N'oiici: 
"This report was prepared us ad account of work 
sponsored by the United Slales Government 
Neither the United Stales nor the United Slales 
Department of Knergy. nor any of their employees, 
nor any of their contractors, subcontractors, or 
their employees, makes any warranty, express or 
implied, or assumes any legal liability or respon
sibility for the accuracy, completeness or 
usefulness of any information, apparatus, product 
or process disclosed, ur represents that its use 
would nol infrr'ngc privaiely-n*H4d riglMs." 


