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International Safeguards at the Feed and Withdrawal Area
of a Gas Centrifuge Uranium Enrichment Plant*

by

DAVID M. GORDON AND JONATHAN B. SANBORN
Brookhaven National Laboratory, Upton, New York 11973

ABSTRACT

This paper discusses the application of International
Atomic Energy Agency (IAEA) safeguards at a model gas
centrifuge uranium enrichment plant designed for the
production of low-enriched uranium; particular emphasis is
placed upon the verification by the IAEA of the facility
material balance accounting. After reviewing the IAEA
safeguards objectives and concerns at such a plant, the paper
describes the material accountancy performed by the facility
operator, and discusses strategies by which the operator might
atcempt to divert a portion of the declared nuclear materials.
Finally, the paper discusses the verification of the declared
material balance, including sampling strategies, attributes and
variables measurements, and nondestructive measurements to
improve the efficiency of the inspection measures.

KEYWORDS: gas centrifuges; IAEA safeguards; isotope separation;
material balance; material unaccounted ii< ;
nondestructive analysis; safeguards; urat urn; uranium
hexafluoride; uranium 235.

A number of enrichment facilities will come under international safeguards
for the first time in the near future. The nature of international safeguards
concerns for an enrichment plant depends heavily on the enrichment technology in-
volved. In this paper we discuss these problems for a large gas centrifuge fa-
cility in the context of the structure and techniques currently accepted by the
International Atomic Energy Agency (IAEA).

THE OBJECTIVE OF IAEA SAFEGUARDS

The IAEA implements its safeguards based on the IAEA Statute^', in accord-
ance with two main types of Agreements. As described in documents
INFCIRC/153(2' and INFCIRC/66/Rev. 2^, these Agreements are concluded with
States (nations) party to the Non-Proliferation Treaty (NPT) and non-NPT-States,

* The views expressed herein are those of the authors, and do not necessarily
reflect those of Brookhaven National Laboratory or the United States Depart-
ment of Energy.



respectively™'. This paper shall consider Che application of IAEA safeguards
at a model gas centrifuge uranium enrichment facility in the context of an Agree-
ment based on INFCIRC/153.

The objective of IAEA safeguards is given in paragraphs 28-30 of
INFCIRC/153 as follows:

28. The Agreement should provide that the objective of safeguards is the
timely detection of diversion of significant quantit5.es of nuclear material
from peaceful nuclear activities to the manufacture of nuclear weapons or
of other nuclear explosive devices or for purposes unknown, and deterrence
of 3uch diversion by the risk of early detection.
29. To this end the Agreement should provide for the use of material ac-
countancy as a safeguards measure of fundamental importance, with
containment and surveillance as important complementary measures.
30. The Agreement should provide that the technical conclusion of the
Agency's verification activities shall be a statement, in respect of each
matarial balance area, of the amount of material unaccounted for over a
specific period, giving the limits of accuracy of Che amounts stated.

At a uranium enrichment facility, She fulfillment of this objective must
take into account the unique capability of such facilities to increase the U-235
concentration of the uranium to levels suitable for nuclear explosives. For the
purpose of planning safeguards activities, the IAEA has adopted the following as
the quantities of safeguards significance: 75 kg of U-235 contained in low-
enriched uranium (U-235 < 20%, including natural and depleted uranium) and 25 kg
U-235 in highly-enriched uranium (U-235 >_ 20%)(4).

IAEA Safeguards Concerns at Declared Uranium Enrichment Facilities

There are three principal safeguards concerns at uranium enrichment facili-
ties subject to IAEA safeguards and which have baen declared for the production
of low-enriched uranium (LEU). These are the following, carried out either in
an abrupt or protracted manner'^);

i) the production and diversion of a significant quantity of uranium at an
enrichment greater than declared (in particular, highly-enriched
uranium), using either declared or undeclared feed,

ii) the production and diversion of a significant quantity of undeclared
low-enriched uranium, using undeclared feed.

iii) the diversion of a significant quantity of declared uranium from the fa-
cility (particularly in the form of low-enriched uranium product).

The first concern above is of the greatest importance because of the possibility
that the operator would produce highly-enriched uranium usable in nuclear
explosives. For the gas centrifuge enrichment process, production of uranium
with greater-than-declared enrichments can be accomplished via off-design
cascade operation, batch recycle of product through the cascade, or
rearrangement of a portion of the isotope separation equipment. The second and



third concerns above are also of importance since the diverted low-enriched ura-
nium could be used as feed for clandestine enrichment elsewhere or used in a nu-
clear reactor to produce plutonium.

As this paper is directed primarily at issues concerning material accountan-
cy, we will not address the problems of detecting the clandestine introduction
of undeclared feed materials (whether stored in a special non-access material
balance area before the initiation of safeguards activities or introduced
clandestinely into the facility after the initiation of safeguards). Since in
many .instances the production of low- or high-enriched product from undeclared
feed can be carried out so as to not affect the declared material balance (for
example, by storage of tails and wastes from such production in a non-access
MBA, should one exist), this detection is necessarily the function of a
containment/surveillance system and inspections to verify and reverify the de-
sign information regarding the facility. These subjects are beyond the scope of
this work, and our concern here is limited to detection of diversion from the
declared nuclear material inventories and flows. In general, however, material,
accountancy, containment, and surveillance measures must be employed together in
order to provide Che IAEA with completeness and continuity of knowledge concarn-
ing.the nuclear material flows and inventories at the facility.

\
REFERENCE v5AS CENTRIFUGE URANIUM ENRICHMENT PLANT

For the purposes of material balance verification by the IAEA, accountancy
data are partitioned in 3ps.ce and time into material balance areas (MBAs) and
physical inventory periods. After each physical inventory period, the facility
is required to report to the IAEA a material balance for each MBA. This must
include a statement of material unaccounted for (MUF) for U-235 and all the com-
ponents of that MUF: beginning inventory (BI), ending inventory (El), additions
to inventory (A), and removals from inventory (R). Mathematically:

\ MUF » BI - El + A - R. (1)

The facility also has the responsibility of informing the IAEA of the na-
ture of and uncertainties in its measurements so that the IAEA can calculate an
uncertainty for the reported MUF.

In this paper we will assume a material balance interval of six months.
Below we describe the MBA structure, the components of the material balance, and
the measurement methods and uncertainties related to the calculation by the fa-
cility of MUF and its uncertainty.

Suggested MBA Structure

A suggested MBA structure for IAEA safeguards at the reference gas
centrifuge plant is illustrated in Figure 1. In this arrangement, there are
three MBAs; a Shipper/Receiver MBA, a UFg Handling MBA, and a Cascade MBA.
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Flow Key Measurement Points

1 Full UF5 feed cylinders received at shipper's values.
2 Full UFQ feed cylinders at receiver's values.
3 Feed UFg gas.
^ Product UFg liquid.
5 Tails UFg liquid.
6 Empty feed cylinders returned.
7 Empty product cylinders received.
8 Full product cylinders shipped.
9 Miscellaneous wastes shipped.
10 Spent chemical trap material shipped.
11 Decontamination solutions shipped.

Inventory Key Measurement Points

A Full UF5 feed cylinders stored at shipper's values.
B Cylinders in short-term storage.
C Tails cylinders in long-term storage.
D Cylinders undergoing sampling.
E Cylinders attached to the cascades.
F Verifiable portion of Cascade MBA inventory (desublimers and process

vessels).

Figure 1; Suggested MBA Structure for the Reference Gas Centrifuge Enrichment
Plant, with Inventory and Flow Key Measurement Points as Indicated.



Shipper/Receiver MBA

The Shipper/Receiver MBA would provide a mechanism for che determination
and isolation of shipper-receiver (S/R) differences between facilities; by IAEA
convention, the S/R differences are evaluated at the receiver facility. Thus,
the MUFs for the MBAs oc the facility in question would not include S/R differ-
ences. For the reference centrifuge plant, the Shipper/Receiver MBA would be
used to keep track of the cumulative shipper/receiver difference for feed
cylinders. Feed cylinders received from customers would be held on inventory at
shipper's values in the Shipper/Receiver MBA until they were weighed and sam-
pled; they would then be transferred to the UFg Handling MBA.

UFfi Handling MBA

The UFg Handling MBA would contain the major inventories of uranium and
U-235 present at the reference plant. This MBA would include all product and
tails cylinders in storage, all faed cylinders in storage (exclusive of feed
cylinders held at shipper's values in the Shipper/Receiver MBA), all cylinders
undergoing sampling, and all cylinders (feed, product, and tails) attached to
the cascades. In addition, this MBA would include chemical traps in the
Feed/Withdrawal Building.

Cascade MBA

The Cascade MBA would include the centrifuge cascades, maintenance areas,
and centrifuge testing areas. It would include the gas-phase portion of the
feed system beyond the feed cylinder valve, and the product and tails withdrawal
systems up to their respective cylinder valves. At the time of the physical in-
ventory for IAEA purposes (assumed to occur once every 6 months), flow cutoff
procedures could be followed such that the contents of the product and tails
desublimers or other process vessels we aid be emptied into their respective
cylinders. The IAEA would verify the :.nventories of these desublimers or
process vessels at zero values. If the cascade area were a non-acctas area
(special material balance area) or a limiz^d access area, the IAEA might not be
able to verify the inventory for the remainder of the Cascade MBA; these
inventories would include the in-process gas-phase and holdup inventories. How-
ever, this inability may be of little import, since for a number of cases, such
non-verifiable inventory would be small (compared with both the semi-annual
U-235 feed and the quantity of safeguards significance) and nearly constant when
the plant was operating at full design capacity. In this instance, the material
balance around the Cascade MBA would consist of a flow balance; the nuclear mate-
rials flows to and from the Cascade MBA (the only location in the plant where
the strategic value of the nuclear material changes) would be verifiable by the
IAEA with high accuracy and precision.

Nuclear Material Flows at the Reference Plant

At a gas centrifuge uranium enrichment plant, the beginning and ending
inventories are composed primarily of UFg in cylinders located in storage yards
or attached to the cascades, UFg in desublimers or buffer vessels, and rela-



tively small quantities of UFg aa in-process gas-phase inventory in the
cascades. In addition, uranium is contained in the form of various waste mate-
rials awaiting processing, in laboratory samples, in chemical traps, and as
solid deposits on the internal surfaces of the isotope separation equipment;
unlike the other components of inventory, this last inventory quantity is very
difficult for the operator to measure.

As regards the flows of uranium, the additions to material in process con-
sist of UFg feed, which is ultimately vaporized from the shipping cylinders and
fed aa gas-phase UFg to the cascades. The removals from material in process are
composed primarily of shipments of enriched (product) and depleted (tails) UFg
in cylinders. In addition, various waste materials containing uranium, such as
spent chemical trap media, are routinely aipped from the enrichment facility
and/or processed on site for recovery of uranium. These waste streams are
commonly quite small compared to the othi ? flows of uranium at the plant, com-
prising on the order of 0.1Z of the uranium contained in the feed. In summary,
the nuclear material flows at a gas centrifuge plant are feed UFg, product UFg,
tails UFg, and a variety of small waste streams.

The characteristics of the reference gas centrifuge enrichment plant consid-
ered in this paper are given as follows:

Separative Capacity
MTSWU/yra) 3000

Feed Rate (0.71 wt Z U-235)
MTU/yr 3817
MTU-235/yr 27
No. of 10-ton cylinders/yr, Model 48Xb) 592

Product Rate (3.00 wt % U-235)
MTU/yr 697
MTU-235/yr 21
No. of 10-ton cylinders/yr, Modal 48X 108

Tails Rate (0.2Q wt 7. U-235)
MTU/yr 3120
MTU-235/yr 6
No. of 14-ton cylinders/yr, Model 48G 363

Waste Rate (trap material)
kg U/yr 2700
kg U-235/yr 27
No. of containers/yr 400

a) MTSWU • 1000 kg of separative work.
"' Specifications for cylinders are given in Ref. 6.

It has been assumed in this paper that the product UTO would be withdrawn
from the cascades into 10-ton cylinders. In many facilities, this product mate-
rial is transferred to 2.5-ton cylinders prior to shipment to the customers. For



the purposes of a material balance drawn around the Cascade MBA, this subsequent
transfer is not important; it adds a relatively minor complication to the verifi-
cation of the material balance for the UFg Hanoiing MBA.

Material Balance Accounting by the Facility Operator

In order to close a material balance around an MBA, the facility operator
must measure the flows and inventories for that MBA, as noted in eqn. (1). the
following practices for material balance measurements are typical of U.S.
enrichment facilities. Facilities in other States may use different sampling
procedures, follow different inventory measurement procedures, or quote differ-
ent measurement uncertainties, depending upon the specifics of the facilities
and instrumentation.

Measurements of Feed, Product, and Tails UF& Flows

The quantities to be measured for each cylinder of UF5 fed to or withdrawn
from che cascades are the net mas3, the weight fraction uranium, and the weight
fraction U-235 of the material transferred. From these the operator determines
the quantities of uranium and U-235 transferred via these major flows.

Measurements of mass of UFa transferred. The net mass of UFg transferred
to or from the cascades is determined by weighing the cylinder before and after
the transfer, preferably on the'same scale in order to minimize weighing bias.

In the U.S., 10- and 14-ton cylinders are weighed on platform scales with
+_ 2.0 lbs. rated precision at maximum load. The relative random limit of error
(95% confidence level) for the net weight of UFg in these cylinders is approxi-
mately 2a =* 0.01%. The relative systematic uncertainty in the net weight of UFg
transferred is negligible in comparison with the relative systematic uncertain-
ties in the chemical and isotopic measurements of weight fraction U and weight
fraction U-235.

Bulk sampling. An acceptable sample of UFg must represent both the
chemical and isotopic content of the cylinder of UFg. U.S. experience has shown
that the most representative sample of the UF5 in a cylinder is one withdrawn in
the liquid phase after complete homogenization. A 10-ton or 14-ton cylinder is
heated in a steam autoclave in order to liquefy the contents and obtain complete
chemical and isotopic homogenlzation of the UFg. Two independent samples are
removed from each large cylinder. One of the samples is analyzed immediately;
the second sample is retained for potential umpire use. The contribution to the
relative uncertainty in the uranium content of a 10-ton or 14-ton cylinder due
to sampling is believed to be about ± 0.02 - 0.04% (95% confidence level).

Measurement of weight fraction uranium in UFfi. Very precise and accurate
analytical chemical techniques are available for the determination of the urani-
um concentration in UFg; that is, the number of grams of uranium per gram of sam-
ple. At U.S. enrichment facilities, a widely-used technique for the determina-
tion of uranium in UFg samples is the gravimetric (ignition and impurity
correction) method^''.



This method is generally recognized to be exceedingly accurate and precise.
For very pure UFg, the relative precision of the analysis, at the 95% confidence
level, is la " 0.04Z per determination^7'. When impurity levels rise to 0.2%,
the relative precision becomes approximately +, 0.1%. The accuracy achievable
with the above method is very high; the relative systematic uncertainty (for
very pure UFg) is believed to be about 0.042.

Measurement of weight fraction U-235 in UFft. Mass spectroscopic techniques
are available for the measurement of the weight fraction U-235 with high preci-
sion and accuracy for a UFg sample. In particular, samples of UFg withdrawn
from the cylinders are analyzed mass spectroscopically for weight fraction
U-235, using instruments in which the UFg gas is introduced directly and ionized
by electron bombardment.

The most precise technique in common use for isotopic analysis of UFg is
the double-standard mass-spectrometer method^''. In this technique, the unknown
sample and two standards whose U-235 contents bracket that of the unknown are in-
troduced in sequence into the mass spectrometer, and measurements are made which
are a function of the mole ratio of U-235 to the cotal of the other isotopes of
uranium. These measurements together with the known composition of the
standards permit calculation of the U-235 composition of the sample by linear
interpolation.

At the Oak Ridge Gaseous Diffusion Plant, fifteen gas-phase mass
spectrometers are automated via a computer system; each instrument is dedicated
to a very specific range of isotopic assays. Measurement control tests have
shown measurement precisions of ± 0.1% (relative, 95% confidence level) over the
range of interest; sampling errors were found to be neglibible. Measurements
are made relative to a series of reference standards (traceable to the U.S.
National Bureau of Standards) which bracket the samples within 5% relative; bias
introduced by uncertainty in these standards is believed to be less than 0.1%
(relative). It is assumed here that these random and systematic relative
uncertainties apply to the measurements of U-235 concentrations for feed,
product, and tails UFg.

The uncertainties in measurements of uranium isotopic composition appear to
be the major contributor to the uncertainty for the U-235 material balance for
a gas centrifuge enrichment plant.

Measurements of Waste Streams

The measurements of the U and U-235 content of the waste streams, such as
spent chemical trap media or decontamination solutions, can be carried out via
chemical analysis. A sample of measured weight or volume can be analyzed for
uranium content (gm U/gm sample or gm U/liter) and for weight fraction U-235.
The total amounts of U and U-235 in the measured discards can be deduced from
the above measurements and from the total mass (for solid waste) or volume (for
liquid waste) of the discarded material.

Measurement of Inventory Quantities

Cylinders in storage yards. The U and U-235 contents of feed, product, and
tails UFg cylinders on inventory in storage yards would be based upon previously
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measured full and empty cylinder weights, and upon previously measured values
for weight fraction U and weight fraction U-235.

Cylinders attached to cascades. The weight of UFg remaining in a feed
cylinder attached to the cascades would be determined from the initial full
weight of the cylinder minus the quantity of UF$ that had been removed from the
cylinder, after allowance had been made for the cylinder tare weight. The
amount of UFg removed would be determined from flow data integrated over time
for that cylinder. The weight fraction U and weight fraction U-235 would be
known from previous measurements.

Product and tails cylinders would be weighed for process control as they
were being filled. At inventory time, the weight of UFg in a product or tails
cylinder would be determined from the partially full weight minus the previously
measured empty weight. The weight fraction U-235 would be determined from on-
line mass spectrometers installed for process control.

Cascade gas-phase inventory. The cascade gas-phase inventory would be cal-
culated from physical measurements of process parameters (such as pressures, tem-
peratures, and flow rates) and from single-macLxne characteristics. Because
this information would be considered by the facility operator to be sensitive
for commercial or non-proliferation reasons, it is unlikely that such source
data or the inventory would be made available to the IAEA.

Expected Uncertainty in the Flow Components of the Operator's Material Balance

For material balances drawn every six months, the uncertainty in the facil-
ity U-235 material balance contributed by uncertainties in the flows of nuclear
material is dominated by the systematic uncertainties in the measurements of
weight fraction U and weight fraction U-235 for the feed, product, and tails UFg
flows. Propagation of the random and systematic uncertainties for the feed,
product and tails UFg streams indicates that the contribution of the flow compo-
nents of the material balance to the semi-annual uncertainty in the reference fa-
cility U-235 material balance is aMUF (flow) = 9.4 kg U-235.

IAEA VERIFICATION OF THE OPERATOR'S MATERIAL BALANCE ACCOUNTING

The facility operator will report his material balance measurements and his
MUF for each MBA to the IAEA in accordance with the safeguards agreement for
that facility. The IAEA verifies the material balance declared for each MBA by
the operator. Because the IAEA in general does not have the resources to make
enough measurements to determine completely its own material balance, such veri-
fication involves the independent measurement of a statistically sampled subset
of the reported items comprising the material balance, the observation (and
verification) of facility operator measurements of other items, and the auditing
of facility material balance records and reports for completeness, formal
correctness, and consistency. Efficient measurement verification strategies are
available which conserve IAEA measurement resources and which permit verifica-
tion without repetition of more than a small fraction of the operator's
measurements. The purpose of the IAEA verification of the material balance
accounting carried out by the facility is to detect, and thereby deter, the ab-



rupt or protracted diversion of declared nuclear materials at the facility; for
the Cascade MBA, this includes the detection of the abrupt or protracted
introduction of undeclared feed materials through the Feed/Withdrawal facili-
ties.

This structure of facility reporting and IAEA verification defines two gen-
eral strategies for an operator who wishes to divert material undetected from
the material balance. He can report an unfalsified material balance (accurately
reporting his own measurements) and divert an amount which will result in a re-
ported MUF which is within the range of the uncertainty in his material balance,
implying that this MUF arose through measurement uncertainties. This strategy
is called "diversion into MUF". Alternatively, he may falsify his reported
measurements so as to reduce his reported MUF. The concealment of diversion via
falsification of records or measurements can take any or all of the following
forms:

understatement of receipts of feed UFg
- overstatement of shipments of product UFg
- overstatement of shipments of tails UF5
- overstatement of measured discards .(wastes)
- overstatement of accidental losses
- overstatement of cascade gas-phase inventory and solid holdup (if

declared)
- overstatement of uranium held on inventory in process vessels or UFg

cylinders.

It is convenient to define two levels of falsification: a defect and a
bias. A "defected item" is an item whose reported content (of U-235) differs
from its actual value by an amount which is significantly greater than the com-
bined uncertainties of the operator's measurement and the inspector's most accu-
rate measurement for that item. This means that a falsification will be very
clearly indicated if the inspector decides to measure accurately a defected
item. A "bias" is a falsification by an amount smaller than a defect.

The countermeasures used against the diversion strategies discussed above
are of three types: (1) "attributes" sampling, (2) the MUF-D statistic, and (3)
a set of chi-square statistics.

The purpose of attributes sampling is the detection of falsification via
defects. Attributes measurements usually take two forms: (1) a "gross"
attributes measurement which can be done quickly but has poor sensitivity, per-
formed on a large fraction (possibly unity) of all items in order to detect
large defects; (2) a "fine" attributes measurement (sometimes called a variables
measurement in the attributes mode), performed on a smaller sample with better
accuracy, in order to detect small defects.

Falsifications below the defect level (i.e., biases) cannot be detected
with a single measurement by the inspector. It is therefore useful to calculate
a statistic which covers the whole material balance for an MBA. The MUF-D
statistic is an estimate of the MUF corrected for biases introduced by the opera-
tor; its variance is unaffected by operator systematic error. This means that
the inspector can verify the material balance for an MBA with a sensitivity
which is largely determined by his own systematic errors.

Thi3 M W statistic is simply the operator's U-235 MUF, calculated over the
material balance period. The D statistic is an extrapolated difference between

10



inspector and operator measurements. It estimates the total amount by which the
operator has falsified MUF (either intentionally via biasing, or unintentionally
through systematic errors tending to reduce MUF; the two are indistinguishable).
In the absence of diversion, MUF, C and MUF-D should all be zero to within the
uncertainties cauaed by measurement error. The strategy of diversion into MUF
by the operator will cause a positive MUF; the strategy of falsification by
biasing will cause a negative expected value for D. Either strategy will cause
an increase in the MUF-D statistic, which, if statistically significant, is
indicative of diversion.

The sensitivity of the MUF-D statistic depends on its variance. This in
turn, of course, depends on the variances of the individual measurements which
go into the statistic. In some cases it may be to the advantage of the diverter
to increase those variances artificially, thereby increasing the variance of
MUF-D and decreasing the probability of detection, For this reason, another
type of statistical test (involving a chi-square statistic) is ussd by the in-
spector to estimate the operator's randov error variance in each of the major
strata (feed, product, and tails). This statistic is designed to detect large
increases in the operator's random error variance over those stated in the de-
sign information.

The statistical tests discussed above are consistent with IAEA publications
and supporting studies^*'/.

The present paper focuses on the application of the above concepts to the
verification of the material balance for the Cascade MBA; this is clearly of
major importance since it is at this area that the strategic value of the nucle-
ar material is changed. Only a few comments will be made concerning verifica-
tion for the UF5 Handling MBA.

Verification of the Cascade MBA Material Balance

Ordinarily, the IAEA verification procedures include a "physical inventory
taking", in which the inventory for an MBA is sampled and verified. Since it
may not be possible for the IAEA to verify the in-process and holdup inventories
for the Cascade MBA, we assume that a "flow material balance" will be computed
every six months for this MBA, In a flow material balance, the difference be-
tween material input to the MBA and material output from the MT>A i» regarded as
material unaccounted for (MUF). As noted above, such a balai*.. is meaningful as
an indicator of diversion only if the fluctuations of the unavailable in-process
inventory and the holdup are small compared with other material uncertainties
and with the quantity of material regarded as being "significant". We shall
assume this to be the case for the Cascade MBA of the reference gas centrifuge
enrichment plant.

Verification of the Feed, Product, and Tails UFf, Flows

The data supplied by the operator would include the U and U-235 weight for
each batch (assumed to be one cylinder); the inspector should be able to
randomly verify these quantities for any item whose content has been reported by
the operator.

The major flows of uranium to and from the plant will be in the form of
feed, product and tails UFg in 10- and 14-ton cylinders. In order to verify

11



these flows of uranium and U-235, the IAEA should obtain UFg samples for
analysis, and should verify the following quantities: the mass of the UFg
transferred via cylinder Co and from the cascades, the weight fraction 0 in the
UFg (gravimetric factor), and the weight fraction U-235 in the uranium. It is
assumed here that the random and systematic relative uncertainties for the
measurements of weight fraction U and U-235 as carried out by the IAEA
analytical laboratory would have the same magnitude as those of the facility op-
erator (as noted above). Because the reference plant would operate on a continu-
ous basis, IAEA inspectors would have to be present at the facility Feed and
Withdrawal area on a continuous basis in order to carry out the verification pro-
gram suggested below.

Suggested sampling strategy- It is assumed that the facility operator
would homogenize and liquid sample all feed cylinders, all product cylinders,
and some fraction of the tails cylinders for his nuclear material accountability
program. It is suggested here that the IAEA inspectorate obtain a liquid UFg
sample (in a Model IS sample cylinder) for each of these cylinders; that is, the
facility operator would withdraw three liquid samples instead of the usual two
samples. An IAEA inspector should observe the withdrawal of che sample intended
for U3e by the Agency. In addition, it is assumed that, at the request of the
IAEA inspectorate and at a reasonable and mutually-agreed upon frequency (up to
a limit of oae liquid sample per cylinder), the facility operator would withdraw
liquid UFg samples for IAEA use from the piping used in filling the remainder of
the tails cylinders.

While only a fraction of the above samples would actually be analyzed for
weight percent uranium and weight percent U-235 by the IAEA at its own
analytical laboratory, a complete set of samples should be obtained by the IAEA
so that it could make a random selection of the samples to be analyzed without
the facility operator having knowledge of which samples were so selected.
Otherwise, the operator could simply divert material from a cylinder which he
knew had not been verified by the IAEA. The on-site inspector would need stor-
age facilities for the UFg sample cylinders. At some reasonable time following
the end of a given material balance period and after the resolution of any mate-
rial balance quantity discrepancies, the IAEA would return the unused samples to
the facility operator. The Model IS sample cylinder^6), which can contain a max-
imum of 450 grams of UFg, is recommended so as to minimize the quantity of UFg
stored by the IAEA inspectorate.

Verification of mass of UFfi transferred. We shall assume that the facility
operator would measure the full and empty weight of every cylinder of UFg fed to
and withdrawn from the cascades. The IAEA inspector would observe the full and
emp*y weighing by the facility operator of each of these cylinders. For feed
cylinders arriving under IAEA seal, the verification of the full cylinder weight
would be performed on a test basis. In addition, the IAEA should observe the fa-
cility operator calibrate the accountability scales. If feasible, the IAEA
should obtain a calibrated set of full and empty 14-ton cylinder replicas; from
time to time, the IAEA inspector would request the operator to weigh these
IAEA-owned replicas under observation of the inspector.

Verification of weight fraction uranium. The UFg purity for feed, product,
and tails UFg transferred to and from the cascades can be expected to be greater
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than 99.5%; chat is, the uranium weight fraction would be within 0.5Z (relative)
of the nominal value g • 0.676 for this UFg. Hence, reported values of UFg
purity less than 99.52 would be, a priori, not credible, and the IAEA would need
to check for falsifications and biases smaller than 0.5% (relative).

For the variables measurements, the IAEA inspectorate would send a randomly
selected sample of the sample cylinders (Model IS) to the IAEA analytical labora-
tory for very precise and accurate measurement (20 "0.1% relative) to check for
such bias or falsification. The sample size for each stratum (feed, product,
tails) is given in Table I. The IAEA would use the above data in generating a
MUF-D statistic, and would be able to determine whether the reported random
error variances had been inflated and whether a bias had been introduced.

Verification of weight fraction U-235. The verification of weight fraction
U-235 would be accomplished using a combination of attributes and variables
measurements; the attributes measurements contribute substantially to the effi-
ciency (as regards IAEA resource utilization) of the safeguards measures
applied. In this context, the U.S. government is developing in-line enrichment
monitors for the continuous attributes measurement of the feed, product, and
tails assays (weight fraction U-235) of the UFg transferred to or from
cylinders; these measurements are expected to have precisions of 2a • 2%
(relative) or better^^~^\ Such a 1002 sampling and measurement program at
the 2% precision level would detect defects greater than about 42 (relative)
with a high probability.

The feed, product, and tails in-line enrichment monitors are all based upon
the passive detection of the 186-keV gamma rays from U-235 in either liquid or
gas-phase UFg. A product monitor would be installed at each liquid product
transfer line connecting a produce desublimer or buffer vessel to the 10-ton
cylinder. These monitors would use a Nal-phototube combination to detect the
186-keV gamma rays. A device of this type has already been developed and in-
stalled at the Portsmouth Gaseous Diffusion Plant; it has routinely achieved a
measurement accuracy of 2a * 0.52 (relative) during 10-minute assays'^»**'.
Similarly, a tail" enrichment monitor would be installed at each liquid tails
transfer line connecting a tails desublimer o. buffer vessel to the 14-ton
cylinder. A monitor for this purpose would utilize either a Nal-phototube combi-
nation or a germanium solid-state detector for gamma-ray detection; the expected
accuracy of the enrichment measurement is about 2a * 1-22 (relative) for a 10-
minute assay, depending on whether the germanium or the Nal detector is used,
respectively(12,13). A feed monitor could be placed at the outlet of each feed
autoclave; however, an alternative which is nearly as effective would be to
place a single feed monitor at the main feed line to the cascades. A monitor
for this purpose would measure the number of gamma rays from a well-defined vol-
ume of gas; a correction for the absorption and scattering of the gamma rays by
the gas and by the measurement cell wall would be determined via a simultaneous
transmission measurement for an external gamma-ray source. A monitor of this
type utilizing a Nal-phototube combination is expected to have an accuracy of
20 = 22 (relative) for a 10-minute assay^12'13'.

Variables measurements would be made to detect small defects and biases.
The IAEA inspector would send a randomly selected sample of the Model IS sample
cylinders to the IAEA analytical laboratory for very precise and accurate
measurement (2a * 0.12 relative). The necessary sample size for each stratum is
given in Table I. The IAEA would use the above data in generating a MUF-D
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statistic for the U-235 material balance, as well as estimates of the operator's
random error; it would thus be able to determine whether the reported random
error variances had been inflated and whether a bias had been introduced.

Verification of the Waste Streams

As noted above, the total amounts of uranium and U-235 removed via the
waste streams (such as spent chemical trap media and decontamination solutions)
could comprise on the order of 0.12 of the plant feed. Nevertheless, for large
capacity enrichment plants, the quantities of U-235 discarded could coupriae a
substantial fraction of a significant quantity of nuclear material, and the
overstatement of the uranium in these wastes could thus present an attractive
falsification path for the operator. Thus, che IAEA should verify these quanti-
ties of U-235, in order to detect and deter gross overstatements. Such verifica-
tion would be carried out on a random sampling basis using non-destructive assay
methods. It appears that in many instances, the IAEA need only make a crude
measurement of these quantities; for example, a measurement having a relative
standard deviation of ± 20* might suffice for some waste streams while merely
placing an upper limit on the quantities might suffice for others.

The IAEA could use, for example, a thermal neutron veil coincidence counter
to measure the amounts of U-235 and U-238 being removed with the spent chemical
trap media. The coincident (spontaneous fission) neutron rate is determined pri-
marily by the quantity af U-238 present while the total neutron rate is deter-
mined primarily by the quantities of U-234 and U-238 present. If the uranium to
be assayed contained no U-232 or U-236, and if the U-234 to U-235 ratio were
assumed to be approximately constant (1/125), aud further, if s til (few
percent) contributions to the neutron yield were ignored, then cue total neutron
rate could be related to the mass of U-235 present, while the coincident
(spontaneous fission) neutron rate could be related to the mass of U-238
present. Such an instrument is at present being developed by the U.S.
government^2,13) # p o r tjjC purposes of this paper, we shall assume that spent
chemical trap material comprises the only waste stream and that an NDA
instrument (such as the above) is used by the IAEA to measure the U-235 content
of the waste. In addition, we shall assume that the resultant NDA tr.sasurement
has a relative random limit of error (2a) of 202 and a relative systematic limit
of error of 10%. The number of containers to be measured on a random sampling
basis for a six-month material balance interval is given in Table I.

Numerical Results

The sample sizes given in Table I are determined from a calculation similar
to that outlined in Ref. 8 and 9. These documents are somewhat general in na-
ture, however, and necessarily tend to be overly conservative with regard to sam-
ple sizes in specific instances. Sample sizes must be large enough to (1)
enable the detection of the diversion of 75 kgs of U-235 through defects with
the desired probability, (2) enable the detection of a strategy in which the op-
erator artificially inflates his random measurement errors by large amounts, and
(3) minimize the contribution of random errors to the variance of the MUF-D
statistic when these errors are not falsified by large amounts.

In the present case, considerations (2) and (3) are dominant. Sample sizes
ware chosen to minimize the total number of samples required subject to the con-
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straints that- (!) random error not contribute more than 15Z to the total
standard deviation of MUF-D, and (2) a given detection probability be achieved
if the diverter artificially inflated his random error variance so as to
increase the standard deviation of MUF-D by more than 15%.

The results of these calculations are shown below for three levels of
desired detection probability for a single six-month material balance. The
standard deviations of the MUF-D statistic are given for the casr.s in which (a)
the operator does not inflate his random errors, and (b) the operator inflates
his random errors in such - v»cy that the contribution of random error to the
overall standard deviation id 15Z; if he exceeds this limit he will be detected
by other statistical tests with the desired detection probability.
"Sensitivity, bias" is the amount (kg U-235) which, when diverted into MUF or
falsified by biasing, can be detected with the stated probability. The total
false alarm probability, including both the chi-square and MUF-D tests, is
1C~3. "Sensitivity, defects" is the amount (kg U-235) which, when diverted as
defects, can be detected with the stated probability. This corresponds to a
strategy in which the operator falsifies the enrichment of a number of product
cylinders by about ?.-3% (relative). Falsifications greater Chan about 3%
(relative) are detected by che in-line enrichment monitors. As these
sensitivities to defects are quite conservative, and as they are much smaller in
any case than the bias sensitivities, falsification by defects does not appear
to be an attractive diversion strategy for the operator.

Table I

The number of samples to be measured for each flow stratum,
the standard deviation of MUF-D, and the sensitivities to
diversion via biases and defects as a function of the desired
detection probability, for a false alarm probability of 10~3

Desired Detection Probability
0.8 0.9 0.95

Sample Sizes (semi-annual)

Feed
Product
Tails
Haste

Sigma MUF-D (kgs U-235)

No inflation
157. inflation

Sensitivity, bias (kg U-235)
Sensitivity, defects (kg U-235)

We note that for a 952 probability of detection, high accuracy (variables)
measurements would be performed for samples from about 97., 41%, and 62 of the
feed, product, and tails cylinders, respectively.

21
17
9
10

9.
10.

42.
19

9
8

1

24
20
10
10

9
10

46
25

.8

.8

.6

27
22
11
10

9
10

50
32

.7

.8

.1
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Verification of Che UFg Handling MBA Material Balance

The major inventories in the UFg Handling MBA would consist of cylinders in
storage yards, cylinders being sampled, and cylinders attached to the cascades
for feed/withdrawal of OF5. For cylinders in storage, verification would con-
sist primarily of cylinder identification and seal integrity verification, car-
ried out on a random sampling basis.

We next consider cylinders undergoing homogenization and sampling in the
autoclaves. The facility operator would have weighed (under IAEA observation)
the full feed, product, and tails cylinders prior to loading the cylinders into
the autoclaves for sampling. A preliminary value of the weight fraction t7 for
these cylinders could be assumed by the IAEA to be g • 0.676. A preliminary
value for the U-235 assay of product and tails cylinders would be obtained by
the IAEA from the in-line enrichment monitor record for these cylinders; the
D-235 assay of normal feed would be assumed to be 0.71% U-235. These prelimi-
nary values would be replaced by the more precise and accurate values obtained
by analysis (at the IAEA laboratory) of liquid samples obtained from these
cylinders.

We finally consider the verification of cylinders attached to the cascades.
The initial full weight of a feed cylinder, and the initial empty weights of
product and tails cylinders would have been verified by the IAEA (via observa-
tion of weighings by the facility operator). At the time of the physical inven-
tory, the cylinder weights would be observed by the IAEA; it is assumed that
these cylinders would be located on load cells or scales so that they could be
continuously weighed for process control. Load cell calibration would be
checked from time to time by the weighing of cylinder replicas by the facility
operator (observed by the IAEA). It would be desirable if the load cell
electrical connections and instrumentation were accessible to the IAEA so that
it could assure itself that the load cell readings had not been subjected tn
tampering by the operator. From the verified empty weights for product and
tails cylinders, f.he nominal tare weights for feed cylinders, and the observed
partially full weights for all the cylinders, the IAEA could determine the
amounts of UFg therein.

PriOi. to attachment to the cascades, a feed cylinder would have been
homogenized and sampled, and a liquid sample would have been obtained by the
IAEA. Therefore, the IAEA would verify the gravimetric factor, via IAEA labora-
tory analysis of randomly selected samples, for feed cylinders attached to the
cascades. Similarly, the IAEA would verify the weight fraction U-235 in the
feed UFg. For product and tails cylinders, the initial value of weight fraction
U could be taken to be g • 0.676 and the initial value of weight fraction 17-235
would be obtained from the in-line enrichment monitor. These approximate values
would be replaced by the more precise and accurate values obtained after the
product and tails cylinders had been homogenized, sampled, and the samples
analyzed at the IAEA analytical laboratory.

SUMMARY

This paper has discussed the material balance accounting carried out by the
operator of a reference 3000 MTSWU/yr gas centrifuge uranium enrichment plant,
including measurements for feed, product, and tails UFg flows. After discussing
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two operator strategies for undetected diversion of uranium from the declared nu-
clear material balance ("diversion to MUF" and falsification), the paper dis-
cussed the IAEA material balance verification strategies intended to detect, and
thereby deter, the above diversion strategies. For material balances drawn
every six month* for the Cascade MBA of the reference gas centrifuge plant, the
verification strategy permits the IAEA to detect the diversion of 50 kg of U-23S
with a probability of 0.95 and a false alarm probability of 10~3.
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