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ARTIFICIALINTELLIGENCEFOREXPLOHVEORDNANCE
DISPOSALSYSTEM (AI-EOD)

by
Ron Madrid, External Technology Group

Bob Williams, Advanced Nuclear Technology Group
Joe Holland, Military Systems Analysis Group

Los Alamos National Laboratory
Los Alamos, NM 87545

ABSTRACTI

Based on a dynamically con/igwable neural net that karns in a single
pass o/ lhe training data, this paper dmcribcs a system used by the
military in (he idcnti/icafion of explosive ordnance. Allowing the
technician to input incomplete, contradictory, and wrong informalicn,
this system con~binest=xpert systems and neural nets to p~,]vidca state-of-
the-ar~ search, retrirval, and image and Iext managcmn( sys(cm.

PROJEa OVERVIEW

The Artificial fntdligcncc fixplosivc Ordnancu Disposal Systcm (AI-M3D), dcvclopcci
in support of the Naval Explosive Ordnance Disposal Technology Clmtcr, is a neural net AI-
bascd muhipl~incident identification, recording, and tracking systmn f~mturing statc~f-thc-
art search, retrieval, and image and k’xt mi~l~iig(imenl.

Artificial Intelllgcnce
The foundation of the systcm, the nwml nrt, is a dynamic data driven configuration

with single pass Icarning and r~prcs~~nls an inn~)vntive i]ll}~ll~ll~l’[~tati~}l~of artificial

intdligcncc.
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Identifying Objects
The AI-EOD system’s unique search and retrieval capabilities assist the technician in

identifying objects. For example, one can search by characteristics such as physical attributes,
by common name or alias, by nomenclature, or by publication number.

Audit Trail
During a session, each characteristic, or lack of a cktaracteristic, is recorded as the EOD

technician enters it. This recorci serves as a type of audit trail to document the effort.

Publication Listing
Based on information provided by the technician, the system displays and updates a

list of relevant publications in real time. The system also evaluates and rates the publications
and places the publications with the best fit to the input characteristics at the top of the list.

Viewing
Atany time, the technician can select one or more publications, consisting of text and

images, for viewing to assist in confirming the identity of an object. Viewing features include
multiple windows, zoom-in and zoom-out, rotation, and scrolling,

Reporting
For times when a hard copy of the publications would be useful, one or more

publications can bc selected and output on a laser printer. The audit nolcs can also be
printed.

PROJE’tiBACKGROUND

Under the general manlgcrncnt of the U, S. Army Research Institute (ARI) for the
Behavioral & Social %ienccs (l’KRIMB), designated by the Joint Scrviccs Manpower and
Training Technology Development (]SC/MTl13), AImtnngcmcnt w~d infommtion system
incorporating Artificial Intelligence for Exp!cisivc Ordnance Dispsal (A1-IXID) was to be
developed. The objcctivc of the AI-IIC)D project was to provide EC)D technicians of tmch
branch of the military services with an efficient, easy-t(>usc information systcm for
identifying ordnance and rclricving [he appropriate render-snfc procedures. The entire AI-
00L7 dmwlopmcnt program was dirdy managed by a task lmdcr from the Navy I%rsonai
Research and Dcvcloprncnt Ccnt~v (N1’RDC).
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munitions and their incorporated countermeasures further tax the skill and training of the
EOD technicians. At the same time, acquisition of munitions by third world nations and
terrorist groups is becoming easier —as is the ability to fabricate and assemble munitions.

There arc approximately 117,000 pages contained in the Series 60publicati ms. These
pages comprise about 2,800 separate documents with about 25,000 diagrams and photos. The
munitions are separated into 13 categories; each category has different identification featur=
with which the EOD techniaan must be familiar. The supply of candidates for the EOD
career field who poss-s the aptitude to master this material is decreasing, while the
requirement for numbers of EOD technicians in each of the services is increasing. Currently,
the joint service EOD community is at 80percent strength and continues to lose experienced
veterans because of retirement. The EOD school has a 25 percent attrition rate and a 52
percent setback rate in training to graduate 300 EOD technicians per year.

The two-drawer safe microfiche/paper-based information system used both in the
field and as part of EOD training is difficult and confusing to use. EOD readiness is
adversely affected by the slow process of technical information retrieval in the field. The
microfiche/paper system is frequently cited as a cause of difficulty leading to attrition and
setbacks in school, as well as reduced performance levels in the field. “l’heNaval Explosive
Ordnance Disposa! Technology Center in Indian Head, MD issues about 200 revisions per
year to each of the Series 60 publication holders. Keeping the bookshelf up to date is both
error prone and a major administrative task in each of the units.

It has been recognized that the technology currently exists to automate the storage,
retrieval, updating, and reproduction of the technical information. Less experienced EOD
team members could take advantage of an automated,, field-portable system to increase their
performance to the Icvcl of more cxpcricnccd technici m. The EOD schoo: could take
advantage of the information syslcm in ;IS curriculum to enable candidates with a wider
range in aptitude scores to successfully cntur the EOD career path.

With this as a background, a [cam was assvmblwi at 1xx Alanms National I..aboratmy
to design, build, and demonstrate thf :~ffec[ivuncss of an information systmn inc[qmrating
artificial intclligcncc to incrca.se tlw cfficiuncy of 11ODtwunso

PROGRAM DESIGN
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The analysis for the AI-EOD system has found at least 73 major characteristics or
features that can be used to identify an ordnance. These identifying features can range from
the simply yes it @es or no if does not have the feature to: if there are fins, how many are
there, their position, shape, composition, matiings, and color.

Collecting this information is done by the traditional attribute value pairing:

Number of Fins (the attribute)= 8 (the value).

Casual observers may say that, given this information, an ordinary database system
will store and retriev ~ the correct documents. Given the ability to view the ordnance
undamaged-from many view point~nd having plenty of time, they WOUMbe correct. If
the information available is correct and unambiguous, there would be no reason for an
artificially intelligent system,

Outside the classroom, the ordnance can be partially obscured, rusted, corroded, bent,
broken, or modified. The microfiche/paper method of identification relies on obtaining the
diameter and length. If the device is buried, bent, broken, obscured, or too dangerous to
approach, the information available to the traditional database is not obtainable or suspect, A
normal database will provide no answers if even one input parameter does not exactly match
the specifications of the known ordnance.

Previous prototypes using expert system data retrieval have been able to extract the
expertise for a small number of identifications. However, the comp!exit y level of the
program was high and growing quickly. Worse yet, the expertise had to be incorporated
directly into the software code. Any missing, incorrect, or ambiguous information would
invalidate the expert system. The effort of creating and then maintaining an expert system
that must bc modified to handle the continuous data revisions would be unsustainable. A
method also had to be found that would deal wiih the problcrns of incorrect, incomplete, or
ambiguous hformation.

The EOD technicians contend with these problc’ms with varying [Iegrces of intelligent
reasoning coupled with cxpcricncc. Rezsoning givwi the ability to rcaliw that if a dcvicc
looks like a mortar but has a bullet trap, tlw dcvic~ must not be a mortar but a type of rifle
grenade. Expcricncc is the rccidl of information amncdcd with a given situation or data
characierist ic.

-4-



will find any matching documents by looking for a document that describes a device that has
fins

● AND there are six of them
● ANDanosefuze
● AND a light metai body casing.

If there are no documents with these exact features, the database system will make no
response. The EOD technician mu]d reformulate the request to look for a devim that has fins

“ AND there are six of them
● OR a nose fuz.e
s OR a light metal body casing.

Now the system would respond with far too much data. After all, there are bombs,
grenades, mortars, torpedoes, and missi!es that have six fins. And, there are landmhws that
have light metal body casings but don’t have fins that would be presented. This list would lx
of no help to the EC’)Dtechnician.

One alternative would be for the EOD technician to refo, mulate the request to look for
a device that hi-isfins

“ AND six of them
“ OR a nose fuze
● AND light metal body casing.

While this would narrow the response, the object was to aid the EOD technician, not
require the technician to master logic and database processing.

The situation hcomcs even more complicated if the device does not, in fact, have a
light metal body casing, but instead has a plastic body casing. A knowledgeable EOD
veteran, upon hearing the description characteristics, could discxwnt the light metal body
casing as not matching a known device; or respond Ihat there is a device with light metal
lmciy casing, but it has eight fins not six.

It was the goal of the AI-EOI.) system to provide this ability to present information
while not knowing which input charac[cristics were correct, incomplctc, m slightly wro:~g.
The veteran EOI) technician uscs the knowlcclgc and expcricncc slorwl in his brain. The AI-
EO13 systcm uscs the buiiding block of the brnin, the nmmn, to base its arlifici~l intelligence.

Neural Net Design
Basic Componcnls. The neural soflwi~rlh is constructml in IIWC++ Iangutlgc. The

objcct<witmtml nature of tlw liin~ui~~~ Imv[s the ncmis of thu logical dlwign. The artificial
ncurcm is bnscd on thc basic bio]ogicd molh?]. ‘m cvnlrid cell body, Ihc smna, is wlwru the
nerve Impulses arc rwxivud, processed, nnd smt out, The nerve inputs can bc excitatory or
Intdbitlvc as arc the ou[puts. Input signals arc not simply recuivml tlwn sent out, but aru
proccsscd by the somti, If Ihc somn dots not rcccivc unough stimulation to cxcccd its
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exatation threshold, no output is generated. In addition to the varying degree of excitatory
and inhibitive signal strengths received, time will decay the stimulation level of the soma.

The basic transmission nerve, the ganglia, is the electrical wire through which th~
signals are sent, A in its copper counterpart, there is resistance that modifies the signal. The
ganglia can send the signal in only one direction. The ganglia used to send a signal out from
a soma are called axons. Ganglia that bring a signal into a soma are called dendrites. In
effect, one cell’s axon is another cell’s dendrite. At the receiving end of the axon is a signal
filter called a synapse. The synapse further modifies the signal that the receiving soma finally
receives.

TMs aggregate of soma and ganglia comprise a neuron. Individually, a neuron is
relatively simple. Its true power comes from the diversity and complexity of the
interconnection of neurons and the summation of the paralle! processing of each neuron
being greater than the sum of the parts.

Interactive Activation, Competition, and Associative Memory. One capability that
neural net software has shown is called associative memory. Given a portion of a pattern, be
it a picture of a dog or a description of a bomb, the neural net could reproduce the full
pattern. This is the same as seeing only the side of someone’s face but still knowing who that
person is, If that person had on sunglasses, it maybe harder or take longer but recognition
still comes. It is the same with the neural net. The major obstacle is that, like some humans, it
takes hours and sometimes days of training befcre the neural net can learn a ncw pattern.
This is not acceptable for a combat EOD unit receiving revisions al~d ncw data,

Like recognizing a person at a costume party bccausc of height, weigh!, body shape,
mannerisms, and patterns of speech while discounting the facial paint and body costume, the
neural net needs to reinforce the pattern of items that fit logcthcr (interactive activation)
while repressing (competition) Ihc items that don’t fit in[o that pattern. This intmactivc
activation and compc[ition of the neurons, coupled wi:h associative mrmory, is the basis for
the AI-l?OD neural net.

The interactive activation results when the relevant rwurons send excitatory signals to
associamd neurons to complctc known patterns, Exciting the nm.mms for propellers will
cause them to send signals to othw features of torpedocs but not send sigm~ls to features of
landmincs. The compctitivr nature comes when t!w propullcr is also duscribcd as being six
bladcd. The neural net will further reinforce thww fca[urcs of torpedoes that Imvc six blacled
propellers, while sending inhibitory sign:ils to otlwr torpedo patturns without six-bladcd
propellers.

Each publication contains Whilt is known as I:igurl’ 1. ‘Illis figuru is n drawing of the
dcvicc. Wilhln tlw tuxt of Itw docunwnt tlwrc is usIIally n dlwriplion of the duvi’-~ duhiling
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those features not revealed in the drawing. Since the important descriptive information is
only visually available in the drawing, a system was developed to extract this information.

After identifying the name and category type of the ordnance, the expert system will
ask for information based on previous answers, While gathering information for a Iandmine,
no qu~tion will be asked about fins. Whereas, for other ordnance, not only will the qu~tion
of the presence of fins be asked but also the number, placement, composition, coloring, and
shape of the fins. Now, in addition to a Figure 1, there is an identification table within each
publication. This table has the list of attributes (length, width, nurr.-xr of fins, body casing
material, etc.) that can be used to identify this ordnance. Only those attribute value pairings
pertinent to an ordnance are included in that ordnance’s identification table,

Whether or not a question is asked depends on the ordnance being destibed and the
answers to previous questions. This expert system embodies the knowledge of experienced
EOD technicians as to what can be useful in the identification of an ordnance,

Knowing which questions to ask represents the reasoning power of a veteran EOD
technician. The data produced from this program is the knowledge base of what
distinguishes one ordnance from another; in other words, an EOD technician’s experience.
The expert knowledge is also the user interface to the reural net.

With the reasoning and identification information available, the artificial neurons can
now be configured to reproduce the abilities of an expert EOD technician in the identification
of explosive ordnance, As part of the development of the expert system, 73 categories of
identification attributes were identified, Each category may have many different attributes or
have a list of acceptable values for that attribute. For example, within the Dimensions
category, there are more than 40 ways of measuring the various ordnance. Obviously, only
some are appropriate for a particular device. Other categories such as Body Color list the 50+
known body colors recognized as a valid identification feature. This basic information stout
the different categories, their names, materials, and acceptable value range is collcctcd into
one file, The data collected by the expert system about each individual ordnance, identifying
attribute, and value is aggrcgawd into a second file, The.se two film arc used to configure the
neural net,

Neural Net Creation. The first file is used to crcatc the basic foundations of this
artificial brain. It creates rwurons to rcprusunt each of the individual values, cxccpt for
numerical values, There is a neuron for yes fhm are fins and onc for p/asfic body casing.
“1’hcseneurons arc clustured logi~.i~lly via nxons and clcndritcs, within attribute clusters,
Neurons rcprmxmting light metal, heavy muta], plastic, cast 111;,and olhcr mntmials would bc
clustcrcd together to rcprcscnt the body ma[crial attribute. llarh neuron is cunnuctcd to the
others within the cluster with an inhibitive axon. Mom vach nlwron, n positive axon w(mld
bc connected to other neurons that share in the idtm[ificntion of a particular ordnance, The
plastic body matmiid rmuron wot]lcl be cxmn~~ted to the rubbvr prmsurc plntc ncur(m and the
dbbcd body texture ncunm in dwwribing a prticuliir Iilndrninu. ‘k sut of neurons
describing an ordmmce would 1)(sconnrckd to a mwron rlyrusvnting tlw publication number
of the ordnance,
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The neural net software has no preconceived notions about the attribute categories,
the values, or the interconnections of the neurons. This is totally controlled by the data
contained within the two files produced by the expert system. Instead of hours or days to
train the neural net, the program builds and establishes the trained neural net in seconds.
Whenever an updated CD-ROM is sent to the EOD unit with these two fi!es a] i the Series 60
publications, the neural net is also fully updated and ready to go whenever the system is
started.

Neural Net Operatiom The expert reasoning power used to collect the data from the
publication is now used to allow the EOD technician to enter information that is known or
-timated about an unknown ordnance in the field. Depending on the answer to particular
questions, the program may ask for additional information. When an answer is given, a
neuron will be stimulated. This external stimulation of the neuron will exceed its threshold
value and cause it to send a signal through each of its axons. The axons connected to the
neurons in the same cluster will be sent inhibitory signals. This will dampen the exatation of
the other neurons within the same duster since, if it is one thing, it cannot be the others at the
same time.

The connection to the other neurons that describe an ordnanm that shar~ this
neuron’s attribute will receive a positive signal; that is, this signal will be sent to all ordnance
patterns that share this neuron. Each of those neurons in turn, if their threshold limit has
been exceeded, will send forth a wave of signals. Each of those signals contri’ ute to the
excitation or inhibition of ether neurons. Eventually, the propagation of the signals through
the interconnection of neurons will return to the originating neuron. These incoming signals
may further excite the neuron causing stronger output signals or dampen the neuron all the
way to a quiescent state.

Because of their interconnection, when mom than one neuron of a particular ordnance
pattern is stimulated, their signals to each other start to reinforce and resonate-building
their excitation level. This harmonic resonance will continue to gain strength, pulling in other
neurons that fit within patterns that share the characteristics input by the EOD technician.
Each neuron of these patterns will also be sending inhibitory signals to other members of its
own cluster, thereby dampening them. These dampened neurons may be members of other
resonating pattcms, thereby dampening the other patterns as well, Each ordnance pattern
will then have its own relative strength depending on the closeness of ;hc match of its
characteristics to those characteristics input by the EOD technician.

Since the neuron makes no decision as to who rcccivcs a negative signal, the convmsc
is also tru~ach neuron will be sending positive signals to neurons not shared by the other
neurons. This ensures that other ordnance that share some, but not all, of the fwiturcs being
described are also included in tlw consideration of possible dcviccs. Aftm all, the l{OD
technician may have input an incorrect attribute value. If the object is thought [o be a mortar
with four fins but all olhcr descriptive fcnturcs chcribu a rock(’t-prc~p~’lleclgrenade, the
incxpcrienccd IIOD technician could bc in sc’rious tmublc wi[h a n~isilic’l~tificati~>n,

1[the llOD technician chimgcs an input selection m value, just as in the biological
neuron, the artificial neurons excitation lCWC1will dcmy over time. The decay will bc faslw in
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isolated neurons or neurons with weak interaction with other neurons. Those neurons that
are in stronger resonant patterns will continue to be stimulated by the other members of the
pattern. The loss of the outside stimulation will, however, over time, have an effect and lessen
the pattern resonance strength.

Within the artificial neural net, time is created by computational cycles through the
net. The ne[ can be cycled whenever an attribute is input or can wait until a set of attributes
has been selected and then initiate the neural net cycle. Each neuron is visited, at which time
the analysis of its inputs takes place. During the first cycle, few neurons will have any
interneuron signals since the other neurons have not yet been visited for processing.
However, the presence of outside stimulus (the EOD technician selecting this attribute) will
determine if any signal is sent from this neuron. On the second pass, many neurons will have
in[emeuron signals. These will be processed and the resulting neuron stimulation level will
determine if a signal is propagated. Depending on the quantity and quality (correctness) of
the attributes input, only a minority of the total neurons will be stimulated and require some
sort of processing. This selective processing, coupled with the independent (parallel)
processing of each neuron, makes the searching of the data very quick. The search time is not
directly proportional to the size of the database.

At least three cycles are needed to estabiish any harmonic resonance. Five cycles will
most likely result in the final precedence list of most likely publications, with ten cycles
providing finer detail of their relative strengths.

Analog Data. The input of numeric data is handled differently than that for a set list
of possible values. While there is a neuron to represent a specific value, such as plastic, it
would not be possible, or wise, to have separate neurons for each possible numeric value.

Each axon modifies the value of the signal sent out by the soma; this weighted value is
what the receiving neuron use, as input. The modification provides a means of weighting
the relative importance of a signal. As an example, the diameter of a device is more
important than the color of paint that may or may not still be on the ordnance. At the end of
each axon is the synapse filter. For mo~t axons, this synapse is wide open and does not alter
the signal strength. For those axons transmitting measurement values, the synapse filter is
individually configurd to alter the strength of the signal. The closer the signal is to the
design specifications, the stronger the signal that passes through to the receiving
neuron—thereby influencing the strength of the resonance. The further the signal is from the
specified measurement, the weaker the transmitted signal is until it finally becomes
negative-’ ;~erebydampening the resonance for a pattern. Theses ynapse filters can be
dynamically adjus[cd to give the ability to alter the range of closeness. When mecsuring the
length of a guided missile, it is probably all right to be off by a foot or two, while ineasuring a
fuze will require a tolerance of a few millimeters.

Fuzzy Word Searching. Thc same ability 10 ask the systwn to give information about
an ordnance when its measurcmcmts arc imprecise is the foundation used to find rclcvilnt
words. The AI-EOD system uses the neural net to allow an I;()[I leclmician to usc any word
from the title or a commonly used nickname to find a publication.
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Word information is gathered by the expert system when it collects the technical
specification about the ordnance. Since the neural net will retrieve the publications relevant
to something with a diameter of three inches and those that are about three inches, it will also
find those publications that have a particular wmd or close to that word. Looking for a
publication with the word missile in the title, the EOD technician may enter nlissleor missel.
This approach also finds many acronyms or abbreviations, such as mssl for rnis~ile. Now,
when looking for missile, the system will return entries for missile, missle, mssl, missel, and
variations of nlissiksm

SUMMARY

The AI-EOD has proven itself by meeting the goals established for i[. Using the system
augments the abilities of both the less experienced and seasoned technician. The AI-EOD
does not require new training of veteran units and can be used in the training of new recruits.
The maintenance ease and portability of the CD-ROM overcomes the problems with
microfiche and paper,

Testing and evaluation have shown that using the microfiche/ paper-based
identification system requires approximately 9.6 minutes to make a correct identification,
while the AI-EOD system takes an average of only 5 minutes. The AI-EOD system has
overcome the inconsistencies, contradictions, and errors during the search for a particular
publication. This is shown in the most important statistic: using the microfiche/paper
system, experienced EOD technicians have a 98%correct ordnance identification; using the
AI-EOD system, the correct identification rate is 100%. Considering the 20,000+ yearly calls,
that 2% difference can mean saved lives.
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