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ABSTRACT 

Inspectors are required to analyze the impact of instances of non
compliance with physical security requirements at licensed nuclear 
facilities. A scoring procedure for components and a method for evaluating 
the effectiveness of the subsystems involved are proposed to reinforce an 
inspector's judgment about the remaining level of safeguards. 
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INTRODUCTION 

Inspectors from regional offices of the Nuclear Regulatory Commission 
(NRC) carry out a program of inspecting licensed nuclear facilities. The 
inspection process for physical security is based primarily upon the 
regulatory requirements in 10 CFR 73, "Physical Protection of Plants and 
Materials."' However, the inspector will actually be examining a physical 
protection system (PPS) with major attributes which were authorized during a 
licensing process which reviewed a physical security plan (PSP) proposed by 
the applicant for the license. Thus, in determining whether an inspection 
result represents a noncompliance with regulatory requirements, an inspector 
can identify a deviation from the PSP (which may or may not be directly linked 
with a 10 CFR requirement more specific than high assurance of protection), or 
he can identify a condition which results in noncompliance with a specific 
requirement in 10 CFR (which may or may not be specifically addressed by the 
PSP). 

Additionally, with an effective date of July 1, 1981 after an earlier 
trial period, an NRC directive^ requires that the inspector analyze the 
impact of noncompliances discovered during an inspection. The directive 
explains how the analysis is to be conducted in a qualitative manner, but the 
inspector is forced to make quantitative judgments, at least implicitly, about 
the remaining effectiveness of some elements in the PPS concerning which he 
has discovered a deficiency which is labeled a noncompliance (In this paper 
we will not treat the formal definitions of levels of severity, such as 
violations, infractions, and deficiencies.) Computational methods have been 
developed to evaluate the effectiveness of PPSs against various threats, and 
an inspector, faced with the problem of analyzing the impact of a 
noncompliance, might welcome the opportunity to see how his inspection results 
would modify the conclusions reached by an evaluation team using a 
sophisticated computer model. 

Unfortunately, with the time and tools available, it would be very 
difficult with most of the models for the inspector to form a quantitative 
estimate of how effectiveness would be perturbed by the deficiencies 
uncovered. In this paper with that problem in mind, we point out how one 
model particularly lends itself to that purpose. First we examine what is 
involved in the inspection process itself. 

INSPECTION PROCESS 

The inspection process is conceptually indicated in Fig. 1. The top 
rectangular box and the one below it indicate that the licensee prepares 
documentation which describes a PPS. Part of that documentation will be a PSP 
and safeguards contingency plan. (The latter deals with response to threats 
and incidents, and in some cases may be apart of the PSP. This paper will 
speak in general of the PSP including both plans.) Since the PSP is 
documentation approved by the NRC, it becomes a license condition and is 
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therefore also part of the requirements box on the right. The PPS is 
considered to be made up of structures and equipment, personnel, and operating 
procedures and other directives which prescribe how the system is designed to 
operate. During an inspection shown in the lower box the inspector is 
observing the actual PPS and how it really operates as compared to the PPS as 
described by the documentation (and which was approved in the licensing 
process based on extensive analyses). As a preinspection activity the well 
prepared inspector would have carried out the documentation evaluation 
indicated in the upper right of Fig. 1. In doing this he would identify the 
elements of the PPS which carry out required functions, and he will 
undoubtedly form some professional judgments about hjw well the designed 
system will perform (which may or may not agree with detailed analyses done by 
a pre-licensing evaluation team). 

Inspection requirements are placed upon the inspectors in a series of 
pamphlets called inspection procedures, which are incorporated in the NRC 
Office of Inspection and Enforcement (IE) Manual. A project team at Lawrence 
Livermore National Laboratory (LLNL) has recently developed revised procedures 
for various activities^ - for example, an 81100 series for nuclear power 
reactors and 81200 series for fixed sites with a formula quantity of 
nonself-protecting strategic special nuclear material (SSNM). The inspection 
requirements are correlated with 10 CFR requirements, but for a specific site 
the inspector must plan his own detailed inspection based on the existing 
PPS. A complete method of comparing the PPS as described by documentation 
with the requirements is also left as a task for inspectors. A workbook 
method is prescribed in the 81700 series of inspection procedures developed at 
LLNL, entitled "Licensee Implementing Procedures Evaluation-" Although 
designed to assist in identifying and evaluating procedures written by the 
licensee to "implement" a PSP as required by 10 CFR, the methodology can 
easily be extended to aligning functions and capabilities called for in 10 CFR 
with elements of the PPS as called for in the licensee's complete 
documentation. 

It is important to note that during the inspection itself the inspector 
is examining what the model will call components - for example, equipment, 
people who operate equipment, and procedures which tell operators how to use 
the equipment. The evaluation problem is to assign a score to each component 
based on how well it performs a task and carry that score up to its effect on 
how well required functions of the PPS are performed. 

VULNERABILITY CHARTS 

IE MC1016^ requires that the inspector analyze the impact of 
noncompliances by the use of safeguards vulnerability charts provided for 
power reactors and Group 1 fuel facilities, corresponding respectively to the 
inspection procedures of the 81100 and 81200 series mentioned above. The 
charts are in the nature of a fault tree flow where noncompliances found can 
cause a function to become ineffective. Since the protective scheme is a 
defense-in-depth arrangement, where for a fuel facility a protective area 
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barrier with isolation zones surrounds a material access area (MAA) which 
contains an SSNM storage vault, rules in MC1016 for assessing the level of 
assurance of protection are based on how many effective barriers remain to 
thwart a given threat after the inspector determines that some of the barriers 
are not effective. A portion of the safeguards vulnerability chart for a fuel 
facility is shown in Fig. 2 for blocks immediately below the MAA barrier for 
that part of the perimeter not a regular entry control port. The charts in 
MC1016 are annotated with applicable portions of 10 CFR below each block. The 
problem for the inspector is in determining when a noncompliance renders a 
function ineffective and what effect the deficiency has on higher level 
functions and system performance. MC1016 acknowledges that the effectiveness 
of the system (as analyzed) is largely dependent on the applicability of sound 
technical judgment by the inspector. It also notes that compliance with the 
PSP is indicative that the licensee's security program is providing an 
acceptable level of high assurance that the general performance requirement is 
being satisfied. If this confidence in adequacy of the PSP is based on 
detailed analyses completed during the licensing process, it would be very 
helpful to an inspector to be able to determine how his findings would affect 
conclusions reached in those earlier evaluations. 

MODELS FOR ANALYSIS 

Quite a number of techniques have been developed by LLNL, Sandia National 
Laboratories (SNL), and others for analyzing nuclear safeguards systems. 
Several of the more popular ones developed by SNL specifically for PPSs are 
briefly described in Ref. 4. SNL categorizes their models into those using 
global techniques for comprehensive system evaluation and scenario-oriented 
models for representing individual threat scenarios to virtually any level of 
detail. It is suggested (Ref. 4) that the scenario-oriented models might be 
more practical to assist in conducting inspections. Indeed, these models do 
vulnerability analyses, which could be used to examine the threat situations 
involving a path through the facility which includes the box on the 
vulnerability chart the inspector is required to analyze. However, the 
inspector normally could not afford to spend the time nor would he have the 
resources necessary to examine in detail a part of the composite system of 
such limited scope, and when grading or scoring components, it would be 
difficult to directly relate those scores to vulnerability analyses of this 
nature, whether done by him or by an evaluation team. In Ref. 4 it is 
indicated that two of the global models have direct utility for inspection, 
and one of those was developed for the primary purpose of evaluation of 
compliance with regulations. The latter model has other attributes which make 
it desirable for use by inspectors. Although computer based for ease of 
handling data and making calculations, all the computations could be done by 
hand, and it would be practicable for an inspector to locate exactly in the' 
model where his observations cause the results to change when comparing his 
inspection findings with a previous evaluation. This feature is a distinct 
advantage for the inspector over models that make extensive use of computer 
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search routines, Boolean equation manipulation, or simulation techniques. 
Where previous evaluations have not been done using the model, the inspector 
could construct portions of the model, or given time he could even do a 
complete analysis of the PPS, using data from his own observations. 

SURE METHODOLOGY 

The method for evaluating compliance with regulations is called 
Safeguards Upgrade Rule Evaluation (SURE). This title, which suggests a more 
restrictive applicability than is appropriate, came about from the development 
history of SURE. The NRC in 1979 issued new regulations for the physical 
protection of fixed sites with SSNM, called the Safegurds Upgrade Rule. As 
described in Ref. 5, SNL assisted the NRC by developing design guidance 
products and an evaluation methodology which employs the products to measure 
PPS performance. The three design guidance products are: 

(1) Evaluation Structure 
A separate functional hierarchy was composed for each of five major 

performance capabilities specified in the upgrade rule. Work done by 
Woodward-Clyde Consultants for SNL is described in Ref. 6. In Fig. 3 
herein, taken from Ref. 6, a logic tree used for evaluating compliance 
with 10 CFR 73.45(b) is shown. Note the encircled portion of the tree 
corresponds functionally to the portion of the vulnerability chart shown 
in Fig. 2. Thus an inspector analyzing a deficiency in the area of 
Fig. 2 can use this part of SURE for assistance. 

The tree itself is roughly analogous to the dual of a fault tree in 
that the blocks contain statements for success as opposed to failure. A 
common theme in SURE is that the evaluator always thinks in terms of 
probability of success corresponding to a high score for accomplishment 
of a function or operation of a component. 
(2) Component Selection Matrices 

Matrices for component selection are more important for the designer 
of a PPS than for an inspector in that they provide feasible component 
options for performing low-level tasks. The concept of low-level tasks, 
below which no further decomposition is shown on the tree, is illustrated 
in Fig. 3 by blocks which are terminated with an inverted tee. 
(3) Component Effectiveness Test Questionnaires 

Quest j'"j:,-es were prepared for each potential component in the 
selection matrices. The questions address performance factors, and the 
answers reflect the evaluator's estimates of how well a component is 
likely to perform its task under various conditions. All quantitative 
estimates are made in the range of 0 to 1, and the aggregation method 
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gives each component's performance capability for the task a score from 0 
to 1, which corresponds conceptually with the probability of successful 
component operation averaged over all conditions. 
The theory and rationale for the aggregation procedures are given in 

considerable detail in Refs. 5 and 6. Briefly, the procedure calls for 
arriving at a component score, combining component scores for a low-level task 
score, and then combining on up the tree to arrive at. scores for higher level 
functions. A score for an individual factor is calculated by 

Si = 1 - Wi (1 - Xi) 
where k'i is an (importance) weight given to the factor, and Xj is the 
estimated grade for the factor. 

The component score is then calculated by using a scoring formula 
selected from Table 1. Selection of a formula is also made from Table 1 for 
combining component scores for a lower-level task score, and for aggregating 
scores for functions on up the tree. An example taken from Ref, 6 
(see Fig. 4) shows an aggregation starting with two lower-level tasks below 
"Report Alarm". Cn the bottom line the figures followed by "Q" indicate the 
number of questions (factors) scored for the components. A component is 
indicated by an index number in parentheses below the name of the component. 
The symbols in Fig. 4 show which scoring formulas are used for aggregation -
in this example: Soft AND, Soft 0R_, and Hard AND_. The 1.000 component scores 
are arbitrary, for simpTkity of the example. 

INTERACTION WITH SURE 

Given that an analysis using SURE has been completed for a facility and 
well documented, an inspector then has available a quantitative model which he 
can use in assessing the impact of his inspection results. Several 
characteristics of the method make it feasible for an inspector to have a 
useful interaction with SURE: 

(1) The method is based on technical factors concerning components which 
are a basic concern of the inspection process. A complete 
inspection would reevaluate all the input data, but a complete 
inspection is not necessary to assess impact on performance of the 
PPS. 

(2) The logic trees and organization of data allow traceability of 
results of changed component scores to the scores for tasks and 
higher level functions. The structure is also tied to regulatory, 
requirements. 

(3) The aggregation rules are flexible and can be changed, based on the 
inspector's intuition and judgment. The theoretical justification 
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for the scoring rules as presented in Refs. 5 and 6 is based on 
multiattribute utility theory and probability theory related to 
fault tree methodology, but there are fairly straightforward 
intuitive justifications for the choices to be made, allowing an 
inspector to exercise judgment and benefit from experience in 
applying the rules. 

Looking back at the vulnerability chart in Fig. 2, suppose an inspector 
found a problem with the maintenance of radio equipment such that he must 
consider whether a path exists through the "inadequate communications" block. 
Maintenance will be one of the factors used in scoring the component "radio", 
and this would cause changed scores up the tree in Fig. 4. Thus, the 
inspector can quickly see a relative change in quantitative estimates of 
performance which helps him decide on assigning a level of impact for the 
deficiency. 

CONCLUSIONS 

By the time an inspector has gone through the entire inspection process 
for the PPS at a facility, he will have considered, at least implicitly, all 
the judgmental decisions related to factors necessary to establish a complete 
data base for the SURE model. Even if the inspector feels no need for the 
quantitative results to buttress his judgment in assessing impact of 
deficiencies uncovered, the organization and format of the SURE method should 
be beneficial in steering the inspector to consideration of important 
factors. It also seems likely that the quantitative measures would make 
evaluations more consistent and help remove biases about the importance of 
certain functions to the overall objectives of the PPS. SURE has had limited 
testing, mostly from the designer's point of view. Consideration for use by 
regional inspectors of the NRC seems warranted. 
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