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INTRUIKT Im

—-——
%rh su~rtd bv ttw US Ds~rtmnt of Em I~y,
Off ico of tif~umds ard Security,

diffomncos ir shipper’~ md racaivor’ a values
for ttm trarmformd ~ ●d to dotomlnm tha r@-
coiwar’ 9 inventory VSIUO for tha mtorial that
U111 b uwd in mbmqutint fac i 1 ity inventory dif -
fomrm datoruirutiont . This mcoivor’s ~suro-
-t . +ich n akll rofcr to Fmmaftor ● s ●n

?C -tirer mnur~nt, is Vid ● s glvjrq ●

waluabla chsck on ~ssibl~ mtorlal loss; conse-
quently, ttw Ordoro mquim thmt ufd~r mmml
circmmtamas tha rsc9iwor’9 mawr~nt mst ba
~rfo~ within ton calodm days of mcoipt of
th mtarial. Thi9 tor+ay r~uim~nt cm h
-mum in 9- casas, ● s -n ● mltiply-canned
it- centainirq plutomim onido that is to h
●assy@d by *mlytical cklstry ~st k placad in
m S1OV9 km, opgnad, blordd, ● s-lo takm, ●d
ttw mtwial plmcd An ● w doublo or triple cm
for ctorqm in tha uault kcw~a it IS not yet
mdd for procamslrq Tha Orders otatc thmt Aen
tha rmcaiuor’s mawrnnt cannot h ~rfomad
uithin ton days, tlmn con fi-tory mo-suromnts
my h uod m M int-rim bsis to ●ccapt the
tr4nmf@r; bt thin caoc io mgwdod ● s ●ICQP

tlwn I, ud “confi-t~,ry msurammt” is do flnod
oflly in M to-s

It uill k ok ham, h~vor, thut uhm

ttw mml~ of “confimtory masuromnts” is
●ppropriatcly dofind, ●d -n thaso mmsuro~nts
am cwrld out by hth shippsr ●rd mcoiuar, thm
it is c~lotmly ●coptablo from ● saf~gu~rdu
st.adpoint to cloco trmsfor transactions SOIUIY
on tha bsis of such usu~nts ●@ to d~for
th rocoiwor’s ●ccountirq masurmnt to the tire,
ttw mtarial is noodod for procossirq In fact,
uith ●ppropI iatm cam this ●ltartio proc~dum can
s-tlms prow ido ~mator safoqumds ●ffoctivonrpa
tkn cm tiw p?~codum currently mndatQd by r~u
latlon. ~ right thomfom consider th? PUSSI,
bllity of ~,atmy ck~- to pamlt shippers

●rd mco Ium9 ths optim of u91mj appropri~tc con
firmtory masu~nta to closa trmsfgr trm-

actlono on ● ~ular, mtlwr tbn ●arcptiotul,
ksis!

P_rrmd Oaflnltiorn of “~nfi~tory *m9urg~_nt9°

In odor tkt “conf irMtory naouromnt s“
havo tha safaqttwd~ ●ffmctlvawss roquirod fur



us- in tmnsfar transactions it Is rncossmry tkt

thmy kua the foll~irq charactari9tict:
(1) th Corlfirmmtory na9u~nts mot comiat

of ● ~t of W u.m.u~nts tkt 9111 be
~rfoti in tha sw fo-t by both chipper
ad recoiuar;

(Z) coll~ctiwly th9 sot of r- KM -ou-nt

results wst b sufficiently rmpruducibla
for each item ●d sufficiently chmrmctorio-

tic of the _torlal in the Itma tkt subtti–
tution of ● -us item without datoction i~
rmt technically cmdiblo,

(3) tha ~ ●9Say Of aach ita9 ~ot h •~li-

mmtaly dotaruinabl~pe~s with 5 to IOZ
●ccuracy (lo)—f- the confirmatory xs-
ur~nt results for the item, ●ssmifq tho
cmpositlon of th~ ~tarial in thm item to
b as Statd

In (1) the requimnnt tbt tha ohipper ●d ro-

ceiuor uso the o- rnasursmant formt nmno, for
●mmmpla, that if tha shipper does ● neutron coin-

cidanc~ count on itams in their shippiq cow

tainars then the mcoiucr mot perforu ● rnutron
coincidanca count on the itams in their shippinq
containers ●lto In (2) the requirement that tha
wa9uroMnt* be charmctorictic of tlw wtcrial
Mans, among othor thirqs, that s- of tk Mas–

urornnts wit datcrmina propmrtios pmculiar to

S-such ● s foaturoc of tha rmdi~ctiua ●mis-

oiont--mrd thmt some of tha rnmouro~nts w-t

chmmctorizo properties of the ~tmrial throughout
the item ●d not juot of the mmtorial naar tho
murface Finally, the r-producibility mquimmmnt

mans thmt for ●ach it-m ●ed ●ach of tk MOR MaB-
uraments ocloctad tha shipper ●d mcaiuar should

be ●ble to obtain r- -asuroment msuits uhose

diffomncc is tmell-pmrhmps of tho odor of IX

For ●nample, for cans of plutonium omida one

might chooee the sat of confl-tory maasuraments
to b th~ ~ight, total nautron count rata, ●rd
nmutron coincldenco count rate f~r ●ach can, All
of thasa quantities chmractorize tha MtQriml

thro@out the cmn. Furthenwm , the wight is
mprcduciblo to about 0,05z; aid tha total ●d
coincidence nuutron count rotas ● m reproducibl~
to ●pproximately 1X ●rd 2-3%, res~ctively, with

mdQOt count timas. In sddition, the totml and

coincidanc.~ neutr9n count rotas “akon togethar
● ro characteristic of both ttm total remount of

rmdioactlva Mt@rial ●nd th~ ~unt of Fissila

material in th~ item, ●nd tllm ● ●ssay of th~
plutonium in thm can with 5-1OZ ●ccumcy or bttor

when impurjtist in thm mmtoriml ● m reasonably
-11 kn-. FiMlly, substitution of ● &us item
thmt could mimic tho weight, totml radioactive
Mterlal content ●nd fissila Mtcrial contant of
tha true item to uithin the roprducibility limito

of the thrae mmasure~nts is not ● technically
crmdlbl] scenario,

●vontually ●ntom the prOCQJ9 ●t tk ●aced facil-
ity. W covort diueralon thramts tlut ●mist

durirq this perid ● m lietod bl- in order of
d-craaslq 9atiNtA iikoliw.

(1) Thmrm -y •~ist o~rtunltias for theft of
ite99, possibly uith substitution Of ~US
i tams,
(a) durirq transfer of it-s from th~ vault

to tk trano~rt voh]cle at th ohipper’s
facility, or

(b) durirq transf~r of item. from tha trans-

pmt vohiclo to the vmult at the re–
coiwer’s facility

(2) Thrc NY lM opportunlti~c for diuerslon of
part or ●ll of ttw ~terial in ● n itmm, pos-

oibly with substitution of -us -terial,
(a) htwon the ship~r’s ●ccountimj ~asuro-

rnnt for the itam ●rd Its canning ●nd
semlirq, or

(b) be~-r thm rocsiv~r’o openirq ● canned

item for ●mlytical .mmpli~ mrd tlwl

item’s subs~quant recanni~ or intrAuc-

tion into the procoss.

(3) Rn it- My h stol~n or tampered uith, pmr-
haps with sub~titution of ● bqun item or
-us mtorial.
(a) durirq itm rooidenc~ Perid in tht

shipper’s vault, or
(b) durirmj it- moidance ~rjod in the r,-

ceiuar’s vault,

(4) An itam ~y bm covertly aiwartm.d or tampmred

with, Poosibly with substitution of ● bogus
itQm or bogus -tcrial, durirq transit bo-

twven faciliticl.

This likelihood ordcri~ is nonquantitative, but

●pmaro to b ●ccept-d by mmny safquardu pmrson–
nal, TFw criterja used in determ!nirq it ● re th~

~ssibility of mccass to material or itmms without

breaking mmls or openirq contmirwrs, ●d th~
po-sibility of performing unauthorized actiont
Wi thout d~toctirm--presu~bly maximized during
Perids of high ●ctivity such ● s pecking/loadinq

●nd unpachirq/unlcmding Note thmt th~ period of
●ctual tran~it, ulcn the SW to in ● lockQd ●nd
smled 6af@ .%cur~ lrail~r ●nd under constant
surueillanco by oeuaral wll–a~ ccurlers, is
ranb~d ● s the least lik~ly timm for covort divor-

oion

U regulations mndato ● numb.r of physical
protection, Mterial control, mrmi Mt*rial ac-
counting -asuros—so~ of them just ●Iluded *.u---

to protect against th~ diu~rsion throats list~d
mbua Th@ mmttsr of printipml intaraot horz is
the hffectivenoss of ohippmr ●d mcoiv.r mmaiure-

ments in respndl~ to thes~ thra~ts, ●nd tlw
●nalysis balcu is mstrlctod to this subject lt

mist be ~hm-ird, ~ver, that ~hippor and
rscolvsr mmmsumments mrw only ono fmc~t of the

total safeguards ●ntQrprlaa, ●nd that tha othor
physicml prot~ctlon, ~tsriml control, ●d Mto
rial ●ccounting waguros rglnforca tha g~factiwo-

ne~s of ship~r/recaiuer mmmsurume,)tc in ● mas



(5) ● rmcoiwor’0 snmlytical ●ccounting maasure-
nmnt i~iatoly aftw racoipt, foll~ by
rocmninq;

(6) ● mcciwsr’. ●ccounti~ wsur~nt itii-
●ttly bforo thm utarial ●tars the procoss,

Ths MDP mmasur~nts idicatod ●ight b @ithor

●ccounti~ or confit-tory masur~nts; ~uor,

if thay ● re confi-tory mmaourarnnto the, ) it ii
●ssumed thmt thay satisfy tk criteria prmvlou91y
stated Bocmu9e of tlw ●ccurmcy of ●ccounti~
-Ssurxnts and tha roprducibility of MM cow
fi~tory nasur~monts, a c~rison of chi~r’s

●nd rncoivar’s ●ccountiq rnasu~nto or of
shi~r’s ●rd rocaiuor’s confi~tory moasurmmtn
-ill hava h vory high probability uf dotocti~
“trickl~” div~rsion or oubatitution of -us itams

occurrirq in tha intorual bmtwaon tha mma9urG-

-nts A c~rison of an NDA confi~tory was-
Lr-nt ●nd ● n ●ccounti~ wasu~nt is 1099
oonoitlu~ to tl.ickla divarsion, but still hms 9
high probmb]lity of dotoctirq substitution of ●

bgus Jtom Furthgrmoro, tricklo divarsion wst

ba Porfonu’j on a -r of it~n to yiald m sig-
nificant quantity of S~, ●nd the probability of
th.a divartor’o sscmpirq datoction om ●ll such

diuorsions io ttm prduct of ttw prokbilitias
for ●scaping dattction on tha individual diuor-
sions. Bacauso it Is roquirod thmt tha NDR con-
fi~tory ~sur~nts ●now d~tormlnmtlon of SM

~nts with an ●ccuracy of ordor 5 tc 1~, tha
product of thosa probbilitiac uill b ● smmll
nutir-thnt 1s, tlw prchmbility of datattirq ●

trickl~ diuoroion of a ai+nificant quantity of
S~ by ● compmrlson of an NDA mmaotlro~nt mrd an
●ccwnti~ maouramnt is ●lso high, - can u.~
ttim idoao to co~ttrurt thm ●cc~nyimg Tmbla
of divarsion thrsat sconmrios mrd tha ohippmr/
racoiuar masuramnts that datgct thmm, EnSmina-
tion of tt-m Tabla yioldm tha foil-irq conclu-
sions

(1) In no casa doos rocoivar ~msuromant 5 (r~-
coiwor’a amlytical ●ccounti~ mam9uramsnt
i~imtgly ●ftar racaipt Amn tho _t@rial

is not y-t Msdacl for proccosing) yimld ●

“vary high” dotaction probbillty for diver-
sion Am m cthor rscsivor mamsuromant doos,
●d in only om caoa (divmr~ion thr-t 2a)
doa- it prouid~ most timly dotoction mmong

moasura~nts thmt prowido uory high dat~ction
prob.mblliticm, Furtha-ru, its Uoa ●n@sos

1. a
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mt~rial to diversion thraat 2b, which is
than not dotectsd by g ohlpper/racaiuor

mammurmment It tharofore oooms d~sirable

tbt diversion thraat 2s should ba (as it
is!) protected mqainst by procedural ●nd
other mmthcds rather thmn by shippar/r@coivo.

rnmsurmonts MaaIurmw7t 5 might be o?

aaf~umrda valua if tha ●ntiro can-openirq,
sampl!rq, ●d racannirq proc~ss could be per-
fo- by mut~tmd ●qui~nt opqratlq In
*n lmrt •tm~phoro, but ● ven in this casa

it uould ba rwccssary to ●valuata its cosL-
●ffactiuonass r-latlve to other smfoquaros
actions providing similar protsct,ion,

(2) fihipp~r mmasurmnt 2 (NDA conflxtory mea~-

urcmsnt i~dimtaly ●ftar csnnirq) is morw
sffociivo in dotoctirq diumrsinn thmn chipper

maasura-nt 3 (ND~ confi-tory rna.uromont
just bofora mhi~nt), ●d on tha bmmis of
thlc considormtion is thm proforrsd memsuro-
rnnt H~vQr, in tha cmso wlmro tho can~
of product rntcrial a~t bm storwd in the
vault boforo shi~nt ttw c4ns utually would
mt ba placed in mhipplrq containers unl.il
thair r-val from tha vault for chipping
Thm ship~r’o NDA ~msuromantt would thcra-

form bu -a on tlw individual cans, ●d tho

rocoivor would %mum to MSBUrO ths can~ tho
9mm9 Winy. This procmdurs ~uld lmprov~ the



●ccumcy of ttw confimtory measu~nts
&ct wld incroasa personnel rdiation ●xpo-
aura. The bmlancs ~~an saf~umrds ●d

health consid.rationm ●iqht mquiro tkt

shi~r ND~ -asurant 2 ba udo for some
rntorials ●d chipper WA =masur~nt 3 for
others In some C*SOC, ,ard mt some facil–

itiam, it ●lso ●ight b ~ssiblo for tha

ohiwer to place the cans in thippi~ Con-

tainers i~iatoly ●ftar Canni-, *rform

tho MM measuromnts on the shipping cm-
tainors, ●d ctorm tha contminara them.lues
in the wwlt for ● .Iwrt tiae befor~ shi~
mant.

(3) Diversion scmnmrio 4 is datacted uith high
or uary high probability by ●ny combi~tion
cf one fihip~r measurornnt ●d OM racaivor

measurement For the reasunu qiv.n marl iar,
this is ●n improbable diuorsion ocom?io

Mv conclude that if confirmatory meamuroments ● ra
to m u?ed ● s ● oafoqumrds -amura in tranmfers
of meter ial. then the qroatomt saf~uafls protac–
tion is usually provided by ● combination of nas-
uraments 1, 2. 4, and 6. If reduction of parson-

nal radiation anposure roquiras graater ●mpharnis,
● combination of measurements 1, 3. 4, and 6 is

the best choice. Finally, whan KM ~asuroments
can ba used for the ohippor’s ●nd receiver’s
●ccounting measurement, then ● combination of
.hippor/raceiver measurements 2, 4. ●d 6 wuld
give vary good protection ●gainst ●ll div~rsion

scenarios that cm ba dotocted by shippr/roceivar

measurements Furthermore, ●ny of these thre~

mem~uremant combinations normmlly could ba ● n-
,pactad to giv~ safeguard~ coverage compmrmble to
or greater than thrt prouidad by ●ny measurewnt

coquonce t-mirtatiry with roceivor masuromen: 5.
Only in unusual circ-stancac ●iqht use of meas-
urement 5 be umrrmnted on safeguards grounds.

~LUSIC4

The procodirq SMlysis In. considered diver-
●ion throats in the ~rid btmon raaval of Sm
from tha procass ●t s shippr’s facility ●nd ●ntry
of tha H into the procos- ●t ● subsequent re-

coiwor’s facility, ●d hms ●vmluotod tha ●bility
of wmrious ~s:ibl~ shi~r/receiver ~gure~nts

to datoct much diversion. The conclusion dr~

fra the ●nalysis is that ● cbinmtion of ●

ohipper’m ●ccountirq -asuroment ●t the time the
SM is renoved from the proc~ss, ● n ●ppropriate

shipper’s NLM confirmatory measureawnt (prefer-
●bly) itiiataly ●fter cannirq or itiiately
before shipment, a similar receiuer’s NW ccm-
fimtory measurement ibiately after rocoipt
of the *, ●nd ● recoiwer’s ●ccounting measurG-

-nt of the M uhon it iB placed in process giv~
high to very high probability of detecting ●ny
divcl.sion scenario that cm be detected by

shipper/recaivor noasurmments When the ~terial
is not nodded for processing ●t the time of re-
caipt, thit ~asurement sequence ●ctually giues
httOr 89fOgUmdB covorage than that currently
required by regulation bcause it provides ● check

on diwrsion durirq the perid of rasidence ]n

the receiver’s vault. Thus there ●ppears to be

● -l ad9quata 9mf~Jad9 justification i-or pormit-
tinq the optional uoe of confimmtory measurements
(as dofinod Fwre) to close ● transfer transaction,

with the receiwer’s ●ccounting measurement ihen

deferred to the time the material is needed for
processing


