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ZigBee is a substandard of IEEE 802.15 family that is specially designed to take care of 

factors such as power, data rate and area that primarily affect network performance.  This has 

controlling and monitoring capability, which finds potential applications in different sectors. 

ZigBee allows the concept of hybrid networks and mobility. A comprehensive analysis of ZigBee 

networks was carried out by constructing and simulating the networks to evaluate the 

performance in terms of throughput, delay, network load, and packets dropped. This research is 

aimed at evaluating the effect of network topology on the system performance. A careful review 

of simulation platforms brought the conclusion of using OPNET Modeler which has the required 

frame work.  Different network topologies of simple and hybrid were built and simulated. 

Throughout the simulations, the best-case scenarios were drawn to the conclusion by the 

graphical analysis of parameters of evaluation. Mobile networks were constructed and simulated 

to investigate the effect of mobility on communication. 
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CHAPTER 1 

INTRODUCTION 

1.1 IEEE 802 Family 

Institute of Electrical and Electronics Engineers (IEEE) 802 is a group of standards that 

deals with different kinds of Networks. These standards restrict the networks carrying the 

packets of different sizes. The data transmitted in various networks will be in units. The basic unit 

of propagation in cell relay network is cell and in isochronous networks is octet. These units are 

with respective time interval. These standards generally include a seven-layered protocol stack. 

Delay, Traffic received, transmitted and power consumption are some of the factors to be 

considered for Efficient network evaluation. Among the different sub-standards of the 802 family 

802.15 is the standard defined for low data rate applications. 

1.2 ZigBee 

This substandard developed to enable the low power usage and low cost. Technically, this 

is the hybrid standard that is evolved from the different standards and requirements. ZigBee 

products were developed over time along with the ability to exchange and usage of the 

information. Communication among the network devices could be the point to point or mesh 

type. ZigBee supports the mesh type of communication while some of the other sub-standards 

of 802 family like WIFI (IEEE 802.11 x) support the point to point. ZigBee communication 

standards suit the networks with low-power, low-bandwidth and less scalability. 

1.3 Specifications 

This substandard of the IEEE 802 is specifically built for controlling and networking as a 

part of the wireless personal area networks (WPAN). The operating frequencies include 2.4 GHz, 
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900 MHz, and 868 Mhz. The important aspect of the network is security. The network and 

security layers were added by ZigBee Alliance, which maintains and updates the 802.15.4 

standard. Operators can develop their own addons.   

1.4 ZigBee Alliance 

ZigBee Alliance is the group of companies formed together to develop the specifications 

like higher data rate and power consumption and add new standards for the product 

development. This is organized by committees, study groups, forces and special interest people 

groups.  

1.5 Objective 

This thesis focuses on topological construction of ZigBee network. ZigBee networks can 

be constructed in different ways depending on the specifications. There are three basic 

topologies that becomes part of every network. Different factors like device types and 

communication standards affect the system performance. Topology is one of main factor that 

primarily effects the system performance. Different network topologies were constructed and 

analyzed with limited number of nodes. Mobile devices can also become the part of network. 

The networks are evaluated by evaluation parameters like delay, traffic received, power 

efficiency and packets dropped.  

1.6 Proposed System 

Network topology is one of the primary factors that influences the result of the network. 

The advantage of ZigBee is scalability. A large number of nodes can be used in the construction 

of ZigBee network. Various networks of different topologies were constructed and analyzed with 

respect to the parameters of evaluation. Riverbed OPNET Modeler Academic Edition 17.5 
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software is used for simulations. Networks with a limited number of nodes can only be simulated 

in this simulator. The devices used in static network and mobile networks were different. 

Networks with a fewer nodes were simulated as part of this thesis work.  

1.7 Organization 

ZigBee is a substandard of IEEE 802 family. Chapter 1 briefly discusses about the ZigBee. 

As a part of literature survey, Chapter 2 discusses the similarities and differences of the remaining 

sub standards that show close resemblance with IEEE 802.15.4. The simulation platforms that 

enables the ZigBee simulations were also discussed with their advantages and disadvantages. 

Chapter 3 reviews the wireless sensor networks properties and their applications. The 

importance of topology for a network was introduced in this chapter. Chapter 4 brings up the 

complete discussion of the ZigBee, and its devices and the mobility models. And finally, Chapter 

5 provides the simulation results and conclusion.  
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CHAPTER 2 

LITERATURE REVIEW 

2.1 Introduction 

ZigBee Standard is a substandard of IEEE 802 family. Each substandard in this family is 

evaluated from its parent standard for different applications and purposes. Some of the main 

standards that look close to ZigBee standard are discussed. 

2.2 Network Standards 

2.2.1 Bluetooth/ 802.15.1 [1] 

There is a lot of increment in the use of personal and consumer electronics. So, it is 

essential to transfer the data among them. In the past, cables were used to transfer the data. At 

times, it created discomfort. Any personal area network covering the limited area and able to 

communicate while the devices are synchronized would be more helpful than the wired 

networks. This desired network was evolved as the subtask of IEEE 802.15.  

2.2.2 WPAN vs WLAN 

Both of these were subtasks of 802.15 standard and resemble almost the same kind of 

structure and operational modes. However, the difference between these two technologies can 

be shown in energy usage, controlling, and lifetime of the networks. WPAN allows devices to be 

more mobile. WLAN (wireless local area network) is specifically developed for computers, laptops 

etc., which include the higher-level activities. The range is up to 100 meters with the transmission 

power of 100 mW. 

The life span of these networks is another important aspect. These networks form the 

connection for only certain periods depending on the application. That is sufficient for the 
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transfer of the file or information. It has only a certain coverage, the devices beyond that distance 

will no longer be in the personal area network (PAN). 

2.2.3 IEEE 802.15.2 [2] 

This standard mainly deals with the coexistence mechanisms. In this standard, the device 

of the same network will have the ability to perform the task of the other network device. The 

two main networks including WLAN and WPAN are generally operated in the unlicensed bands. 

This standard can be practiced for 802.15 WPAN. This helps to Concept of Coexistence (CoC) to 

the devices that are being operated under the unlicensed bands of 802.15. It works in both the 

WLAN and WPAN with the data rates of 1 to 11 Mbps. The standard facilitates the collaborative 

mechanisms of the both above standards. Mutual interference may occur because of the 

coexistence. This is one of the important problem to deal with in this standard. Here is the list of 

the coexistence mechanisms. 

 
Table 2.1: Coexistence Mechanisms 

 
2.2.4 IEEE 802.15.3/ Piconet [3] 

This network standard forms the wireless ad hoc network. This network supports the 

applications of larger bandwidth with a limited area coverage up to 10 meters. This standard is 
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developed for the high data rate applications with the 802.15.2 like network structure. This 

standard serves with low energy usage and simple mechanisms. This supports both the 

communication between the devices of the same level, and the whole network of industrial size. 

This network allows moving devices to communicate. The figure shows the formation of the 

piconet from the set of devices. 

 

Figure 2.1: Formation of Piconet 

The whole network consisted of network devices and piconet coordinator. Here we can 

see the formation of the sub network from the parent network. The parent piconet is developed 

and then the devices of it are requested to form a connection with other devices in order to form 

the sub piconets. These are dependent on the parent piconet.  

2.2.5 IEEE 802.15.4q [6] 

The electronics are growing smaller in size day by day. Energy will be the important factor 

besides the communication with other devices. For many years, there were lot of standards 

introduced in the 15th task group of the 802 concerning about the type of the communication, 

structure and energy usage. This standard resembles almost the same kind of the structure as 
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802.15.4. The physical layer is modified with the addition of TASK. Supporting the modified 

physical layer, the other two layers are also modified to establish a network and communication. 

The physical layer communicates based on Amplitude shift keying. In this standard, the devices 

can be operated in a synchronous and non-synchronous way. It reduces the complexity of the 

task by various mechanisms, which ultimately reduces the power consumption. This supports the 

multiple channels with the data rates up to 1 Mbps of 2.4 Hz frequency.  

2.2.6 IEEE 802.15.5 [5] 

This standard mainly deals with the mesh networking. Multiple WPAN can be connected 

in Mesh format. This standard allows to build a scalable mesh network of multiple PANs with 

better battery backup. Depending on the number of devices connected the network can be 

increased.  

 

Figure 2.2: Mesh Network 

The routing algorithms and mechanisms make the devices communicate in multiple ways. 

This communication guarantees the transfer of the data. This allows the mobile devices. The 

devices can still communicate whether they are synchronized or not. The devices of same level 

or multiple levels can be connected at same instant or different instances. 
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2.3 Simulation Model 

A simulation is a practical approach to modify the model or reconfigure the model and 

check for the results. The system performance can be evaluated under different conditions. That 

can be studied and analyzed for the improvement of that model. It basically helps to reduce the 

over utilization of resources. It increases the accuracy and system performance by checking in 

different specifications and conditions.  

2.4 Simulation Tools [7] 

Different simulation tools were available for ZigBee network simulation. Some may 

include the structural frame work for protocol stack layers. Some require formulating the 

reference frame work separately. Some of the simulation tools that allow the ZigBee network 

simulations were reviewed. 

2.4.1 MATLAB 

MATLAB is another tool that can be useful to build a ZigBee system. The Simulink part of 

MATLAB tool is quite useful for the simulations with predesigned wireless sensor network 

systems. However, we can model our own systems and simulate them with our required 

conditions. This tool is highly useful for the purpose of mapping and Various modulating schemes 

like BPSK. This tool is also useful for analysis purposes. We can design the system with 

predesigned blocks or by coding.  In the 2017 version of MATLAB, the Communication system 

tool box in the library includes ZigBee protocol. This section also includes various features that 

can be useful for developing physical layers according to IEEE 802.15.4. We can design the 

receiver and transmitter parts separately. We can check the values and simulations through 

scopes for a different range of desired frequencies. This tool has an advantage of generating code 
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automatically according to the given requirements for the predesigned blocks. The MATLAB can 

also be integrated with other software packages like Arduino for more advancements.   

 

Figure 2.3:Simulink/MATLAB 
2.4.2 OMNeT++ 

 This is an object based simulator. The designs involving traffic exchange can be done. The 

protocol stack layers can be modelled and designed. This simulator can be used for the various 

conceptual domains. Design of Hardware level implementation is an added advantage. Various 

models of Microprocessors can also be modeled with queuing and parallel processing. Different 

libraries are available that are coded in C++. The user interface is easily understandable. ZigBee 

network can be implemented. The Network Description is the language that is used in this 

simulator. Simple modules can be first be designed and then they can be reconfigured into 

complex modules. This simulator can be used on different platforms like windows and MAC.  
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Figure 2.4:OMNET++ Simulator [9] 

2.4.3 NS-2 [8] 

This software is most commonly known for wireless network simulations. It is easy to 

operate this software in a LINUX environment. There are also some versions to install this in 

windows environment with some support. There are different versions in the network 

simulators. NS-3 is the most recent version of this software. The model library and protocol are 

usually developed with c, C++, Java etc. The network simulator run-time speed and iteration time 

is very important. There are many concepts involving change of bytes, sockets and data. 

 
Figure 2.5:Ns-2 Simulator [10] 
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For these speeds, the run-time is very important than running simulation and fixing errors. 

Some networks may involve many simulation models and programs designed. Iteration time is 

very important running all of these models and changing the parameters. NS-2 makes use of two 

languages including c++ and Tcl.  C++ language is flexible to use for the implementation of 

protocol stack layers and network models. Programming using this language is fast but it takes a 

lot of effort to modify the written script. Tcl is hard in programming comparatively with C++. It is 

easy to modify the modelled scripts. So, it is used in scripting for general network designs. A 

support file has to be installed to work on this simulator.  

2.4.4 True Time [11] 

True time is a control system based simulator that requires MATLAB/Simulink support. 

Microsoft visual studio has been installed in support to this. Co-simulation of tasks is possible. 

This can be used in multiple environments like Windows and MAC. True time 2.0 is the latest 

version of this simulator. The Simulink blocks can be used from the MATLAB support. The script 

can be written using c++ functions. It has a separate wireless network block specifically for ZigBee 

according to IEEE 802.15.4 specifications. It has several separate blocks including LAN, TDMA, 

Robin, etc. It can be used for battery powered devices. Not having a facility of clear 

documentation unlike any other simulator tools in the designing is one of the main disadvantage 

of this simulator. 

2.4.5 OPNET Modeler [12] 

The OPNET modeler is a computational platform to simulate networks conceptually. It 

has a great advantage of modelling and simulating the communication networks. It is basically a 

computational software. No need for installing separate graphic interface and taking the support 
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of patch files. Graphic interface is already installed. There will be some predesigned blocks in the 

object pallet. We can find details and models for substantial set of networks. The projects can be 

designed based on distance and environment. The process of designing the networks as follows. 

First, the desired topology needs to be constructed. The nodes should be designed according to 

the required specifications. The protocols have to be employed in the desired way. These 

protocols are modeled as FSMs that are coded in c++ in the OPNET modeler. It has MAC model, 

application model and CSMA CA model. MAC model implements the physical layer specifications 

and error recovery process.  The application layer model deals with information flow and traffic 

parameters while CSMA/CA model concentrates on implementation of MAC layer.  

 
Figure 2.6:Riverbed Modeler Academic Edition 17.5 
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2.5 ZigBee Alliance [13] 

A desired network standard made up from an open standard that utilizes low power and 

allows to continuously monitor and control all the devices in the network is promoted by a group 

of companies. That group is called as ZigBee Alliance. It has grown large in number. There was a 

group of companies that promoted and developed the WIFI standard to be more usable. At first, 

the security, connectivity and other transmission features of 802.15 standard were not good. 

They were all later developed by that alliance.  

Similarly, the ZigBee alliance making an effort to develop the 802.15.4 standard to more 

usable in both industrial and personal standards. This alliance is making sure that the wireless 

standard is making advancements in the desired fields. This maintains an online website that 

includes all the information, advancements, achievements and applications of that standard. This 

alliance makes events that promotes the advantages of these standards. It is offering 

membership into alliance in three different ways including promoter, participant and adopter. 

This is offering a certification too. It is developing some variety of applications including ZigBee-

Eco system, ZigBee communication devices to increase its potentiality in market place.  
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CHAPTER 3 

WIRELESS SENSOR NETWORKS 

3.1 Networks [14] 

Wireless sensor networks (WSNs) became the emerging area by the growing applications 

like health monitoring and industrial control. It can be deployed as a huge network with large 

number of sensor nodes connected. WSN may contains minuscule devices to large database. 

These sensor devices of different types gather, analyze, and forward the data. These networks 

often powered with DC (Direct current) sources like batteries or to a continuous Alternating 

current source with power converter attached to it.  

 
   

Figure 3.1: Wireless Sensor Network [28] 
 
As the network consists of sensor field, communication link, nodes, and Central 

processing unit. Sensor field is the limited region in which the sensors are deployed as a part of 

network. Communication link is often a wireless standard or substandard like WIFI or ZigBee.  

Nodes may include end devices, routers and Coordinators. These collect the entire data 

and forwards it to the central processing unit which does the mining process and analysis. 
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Depending upon the application the sensor nodes could be Temperature, pressure, moisture, 

Noise detection, and motion detection sensors.  

3.2 Wireless Networking Standards 

As discussed earlier, the communication among the network devices could happen by 

specific network standard. The distance between nodes, data-rate, power efficiency, and number 

of nodes are the main factors that effects to change the wireless standard used. As an example, 

Bluetooth is a wireless standard that suits to the short-range transmissions and can be an 

effective replacement to short distance cables with low data rates.  

3.3 Wireless Sensor Network Characteristics 

3.3.1 Sensor Density 

Network may consist number of devices including sensors, routers, and coordinators. 

Specially, the number of sensors deployed certainly effects the performance of the network. That 

number is called sensor density.  

3.3.2 Power  

It is very important to correlate battery power and the number of devices to optimize the 

network performance. The life time of the network depends on the Power source provided. 

Therefore, the optimum usage of power is necessary to elongate network lifetime. 

3.3.3 Data 

The data gathered changes with sensor density and time. The data gathered over the 

space and time correlate each other.  
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3.3.4 Standards  

Depending upon the area the sensor networks will deploy the number of devices. Densely 

vegetated areas or flood areas may not be convenient for often visits. Hence, appropriate 

wireless standards should be developed to maintain the network in different situations.  

3.3.5 Network Topology 

The important aspect of the wireless sensor networks is mobility. The network with 

mobile devices changes its topology depending on the mobility of the devices in it.  

3.3.6 Sensor Anonymity 

A network may include a very large number of devices. Some of the devices may not be 

anonymously set to the changed specifications depending on situations. Therefore, these 

networks should have good communication standards. 

3.4 Wireless Sensor Network Design Challenges  

3.4.1 Area of Coverage 

This is one of the primary factors the effects the performance of network. It should be 

taken care to cover the area of the interest while covering the remaining region.  

3.4.2 Limitation of Resources  

Network may be limited in resources and the number of devices that involves gathering 

and mining of data. The computational process in the mining of data consumes majority of the 

resources. Effective measures should be taken to minimize latency while having optimum results. 



17 

3.4.3 Reliability  

Unattended areas of network may prone to damage which results in malicious output.  

Only the careful planning and engineering of the network guarantees the reliability of the 

network.  

3.4.4 Network Load  

It is important to make sure that the network load is distributed among the network 

devices in an approximately equal proportion. Some of the nodes might be involved in a task 

while other nodes resting. The usage of techniques like Clustered head rotation or Multi hop 

network topologies are useful to make all the nodes involve in operations.   

3.4.5 Network Lifetime 

This is effected by the energy efficiency of the network. An efficient strategy should be 

developed to elongate the network lifetime while providing optimum results.   

3.5 WSN Data Propagation  

Data propagates along the hops of the network as routing or flooding. Routing is an 

approach in which the nodes try find the path and then send the information along the network. 

Flooding is a simple approach of passing the available data to the neighboring nodes. Flooding 

has its own disadvantages of creating the duplicate packets that leads to wastage of resource.   

 
Figure 3.2:Flooding at Nodes 
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Figure 3.3: Routing 

 

3.6 Wireless Sensor Network Architectures [22] 

 
Figure 3.4: Distributed Hierarchical and Clustered Network Images 

 
The extreme left architecture is distributed architecture where the nodes are all 

distributed and interconnected. Hierarchical network has a node on top, which is known as a 

gateway that connects to another node of different hops. There are no closed paths and it is a 

tree like structure. On to the right we observe the clustered architecture. To get optimum 

performance in these networks, some nodes are clustered. Each cluster has a cluster head as 

representative of the cluster. Clustered architecture is more efficient than the other two 

architectures. The performance of the network meets the desired needs, even with more number 

of nodes.  
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3.7 WSN Protocol Stack 

 
Figure 3.5: Complete WSN Protocol Stack [16] 

 
In Figure 3.5, each layer performs its own functionalities in a hierarchical manner. The 

bottom four layers include physical, datalink, network and transport layers, which are crucial in 

transferring data from one node to another. Physical converts any data into signals that travel 

across the medium. The data link layer is responsible for the transfer of these signals across the 

link. The network layer helps an efficient transfer of data along the network and the transport 

layer provides end to end data connectivity. Each layer should perform according to its 

functionality for communication purposes. There are management protocols in another 

dimension include power, mobility and task management protocol planes. We have limited 

resources that needs to be managed in a proper way. The power management plane in the 

network performs that task. Mobility management plane performs the mobility of the nodes and 

keeps track of the information. Task management plane supervises the task assignment and 

schedule of task that assigned to specific area of network. 
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3.8 WSN Applications 

 
Figure 3.6:WSN Applications [17] 

 
3.8.1 Forest Microclimate Monitoring  

If we want to observe the climate in particular region of a forest, we deploy certain a 

number of sensors over that region and record the temperature variation with time. Humidity, 

atmospheric pressure, chemical compositions will also be recorded by sensors. That data 

collected by the sensors will be transferred to sink node and then to base station. 

3.8.2 Land Slide Detection  

The Geo sensors like piezo meter, stain gauge, and moisture sensors are located at 

different depths to detect the related readings, including the slight moments and moisture of 

landslides. 

3.8.3 Medical Applications  

Different sensors will be attached to the human body like coronary care units, heart rate 

sensors and sugar level detection sensors. In this way, the health conditions of the human body 

can be monitored from the remote distances through the internet connectivity. 
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3.8.4 Volcano Eruption Detection  

The network of sensors is spread out on the whole body of the volcano and surrounding 

areas. Each node senses seismic activity, temperature, and acoustic activity and sends it to sink 

node. This way the situation is continuously monitored by the WSN.  

3.9 Effective Parameters in Network Topology [13] 

3.9.1 Coverage  

Network that built should be in the range with in the field from the starting point. The 

network nodes should be constructed in such a way that covers the all the field without any blind 

spots. Those can be caused by atmospheric conditions. The range and the coverage depicts the 

quality of the physical layer of the Network standard.  

3.9.2 Size  

The network size should change along with the number of the nodes. It should be 

adaptable to any increasing shape of short range or long-range communications. 

3.9.3 Depth  

Depth of the network is denoted by the number of the sub nodes of the network. The 

highest depth of the network should be selected before the construction of topology therefore, 

it will satisfy all kinds of less depth communication. 

3.9.4 Energy Efficiency  

Network life time is the very important optimization factor of the network. The energy or 

the power consumed is effected by the many factors including the hop count, topological 

structure, area, and number of users. If the users are Non-uniformly distributed that may lead to 
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the traffic delay, un-balanced information exchange. The energy used by the nodes that are 

nearer to the base station may vary from the nodes that are longer.  

3.9.5 Transmission Count  

The number of transmissions that may require to successfully transmit the data 

depending on the environmental conditions and failure rate. 
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CHAPTER 4 

ZIGBEE 

4.1 Introduction 

 
Figure 4.1:IEEE 802 Family Organization [18] 

 
The American Institute of Electrical Engineers(AIEE) is the first organization formed in 

1884. In the first decade of the 20th century, the radio arose.  That was the major catalyst to the 

birth of the Institute of Electrical and Electronic Engineers (IEEE) on January 1st, 1963. IEEE 802 

belongs to the IEEE family. It specially deals with LAN ad MAN. Each restricts networks carrying 

the specific sizes of packets. 

The communication could be in three types of modes. That are residential, fixed and 

mobile communications. We will have wireless LAN and Bluetooth as residential technologies. 

The fixed communication includes MMDS and LMDS types. The mobile communication includes 

2G and 3G technologies.  
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Wireless LAN is standardized in the 802.11 group. More than IEEE 802, there are other 

working groups including 802.15 that deals with wireless personal area networking. 802.16 deals 

with broadband wireless access ‘WiMAX’. 802.20 is for mobile or broad band access.  

In 1997, IEEE developed the first wireless technology that only supports 2 Megabits. In 

1999 IEEE developed the 802.11g standard which is comparable with the general ethernet 

connection with bandwidth of 11 MBPS. In 2007, IEEE developed the 802.11 technology which 

supports the bandwidth of 2.4 GHz. Interference is a prominent issue in this standard. So, IEEE 

developed an extended version of 802.11 that is 802.11a, which supported the bandwidth up to 

5 GHz. These extended versions are incompatible with each other. IEEE updated the 802.11a to 

802.11b. which mainly supported business networks, unlike the 802.11a that supports the home 

network. 

 
Figure 4.2:WLAN Organization [19] 

 
4.2 IEEE 802.11 Architecture  

The architecture of 802.11 standard wireless network could be either infrastructure based 

or Ad-hoc based.  In infrastructure based wireless network, the access point would be to 

communicate all other end devices in the network. It will also be used as sink node. In Ad-hoc 
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based networks, no access point is used and the communication happens among the networks 

between any two devices.  

4.3 Advantages of 802.11 

4.3.1 Easy Deployment  

It is flexible to deploy the devices of the network in any given area with 802.11 standard 

configuration. 

4.3.2 Less Traffic Jam  

Although it uses the CSMA CD mechanism, it does not always support the bottle neck 

passing of traffic. Therefore, the flow of traffic would be easy and no jamming would occur.  

4.3.3 Robust  

Its construction at the protocol stack level and the other standards make the 802.11 

standard more robust than the other standards in that working group.  

4.4 Disadvantages 

4.4.1 Low Bandwidth  

The communication media affects the information exchange between the nodes. It is 

obvious that wireless standard 802.11 will provide the less bandwidth, compared to wired 

networks. 

4.4.2 Regulations      

The spectrum provider and accessor both have to follow the regulations formed by 

Government authority.   
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4.5 ZigBee Overview 

An 802.11 workgroup wireless sensor network protocol standard is mainly designed for 

Industrial automation and controlling applications that have less than one percent duty cycle, 

e.g. electricity control, health monitoring. 

4.6 Device Types 

4.6.1 Trust Center 

The wired or wireless node that keeps the security keys for authentication purposes. 

Gateway: Node as the part of the network that can connect to the other network.  

4.6.2 Full Functional Device (FFD) 

Any device that is part of the network and performs the major functionalities. In general, 

the coordinator is full functional device. 

4.6.3 Reduced Functional Device (RFD) 

A device that is enabled to operate within limited specifications. Router or end device in 

a network generally acts as the reduced functional devices.  

Depending upon the network, the number of FFD and RFD may vary. FFD can only be 

connected to another FFD. RFD can be connected either to FFD or RFD. 
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4.7 ZigBee Applications [20] [21] 

 
Figure 4.3:Some Applications of ZigBee 

 
4.7.1 Home Automation  

ZigBee is perfect for the low-cost remote controlling of the lighting, temperature, safety 

equipment and for surveillance. 

4.7.2 Industrial Automation  

In recent years, there is a significant increase of the smart monitoring in the industrial 

areas.  ZigBee helps to remotely monitor and control the equipment with low cost and low data 

rates. We generally have a lot of smoke detectors in some commercialized buildings. These large 

number can be handled by the ZigBee automation.  

4.7.3 Smart Tracking  

Tracking could be done by using the cellular technology GPS. That requires lot of power 

for the limited area requirement. ZigBee is the best substituent for tracking with low power 

consumption. 
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4.7.4 Grid Monitoring  

ZigBee sensor devices located at the required fields of the grid to control the operations 

mainly for fault locating, reactive power monitoring. 

4.7.5 Remote Control  

To remotely control the consumer electronics like television, radio etc. over the limited 

region of space. 

4.8 ZigBee Protocol Architecture [13] [4] 

It is similar to the TCP/IP 5 layered protocol stack. It has the physical, Media access control 

and Network layers are in common. The Transport layer in the TCP/IP model is replaced by the 

Application Support Sublayer (APS). It has the security and management services that are not 

formed as layers. In the top, Application layer has the Application objects. If we have an ZigBee 

application as remote control, then we have a remote-control object in application layer. This 

application object is called the end-point. Taking an example as the remote controlling of light, 

light is an end-point, switch is another end-point. The end-points are mostly connected. One 

device or application may have many end points. End node varies from the end-points in the 

applications. End node simply refers to the any end device.  ZigBee device object controls the 

application device objects. We have the Application support layer in the place of transport layer 

that helps all the applications in finding port just like transport layer. It also initializes coordinator 

operations. Application layer is composed of cluster that is collection of the attributes 

represented by the 16-bit ID.  
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Application support layer has Data, Management and Information layers as sub layers. 

Data part format and forms the frame and send it to the network. We can see the actual APS 

Frame format in the figure.  

 
Figure 4.4: APS Layer Frame Format 

 
If bit 1 is present then ACK frame will have ID and profile. When security is enabled the 

bit is 1. If the extended header is present then it changes to 1. If Ack is 1 then it acknowledges 

the fragmented frame. Here the profile ID denotes the destination.  

4.8.1 ZigBee Network Layer  

Network layer has the same sub layered entities like Application support layer. It has Data, 

Management and information entities. Network data layer entity takes the fragments and then 

put the network layer header on it. In that way, it makes Protocol data units from the lower level 

layer packets. Network layer management entity will have the command for route discovery, 

merging the network and neighbor search. Information base will have the security level 

capabilities.  

 
Figure 4.5:Network Layer Frame Format 
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Figure 4.6: Mac Layer Frame Format 

 
4.8.1.1 Address Assignment 

We have two-way of 16-bit unique address allocation. We can either let the computer 

decide by some mathematical calculations and priorities for assigning address or we can 

randomly allocate the address. Random allocation is the new way of addressing allocation. Each 

node will be assigned with unique 16-bit address. And the child node will be allocated in the sub 

range of the node address.  

 

Lm is the maximum depth. Rm is the number of child nodes of the router. C is the number 

of the child nodes for each router. Cm is the maximum number of child nodes to the parent node. 

This address assignment is the distributed address assignment.  

4.8.1.2 Stochastic Assignment 

Any random address can be assigned between the 1 and 216-1 to the new child. If a node 

is assigned with already existing address then parent node changes the address.  
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4.9 ZigBee Routing  

4.9.1 Ad-hoc On-demand Distance Vector Routing (AODV)  

In this routing, the address request will be flooded to all the neighboring nodes in the 

network. If the finding sequence finds the destination then the route comes back to the source 

address as unicast address sequence.  

4.9.2 Multi Cast Route Discovery  

Similar to the AODV, the source node broad cast the address sequence to all the nodes. 

If the address sequence is forwarded to the node that is not the member of the group of the 

nodes that have destination, then it reverses back to the source saying to broad cast message to 

other neighbors.  

4.9.3 Hierarchical Routing  

All the child nodes in one network send packet to the higher-level nodes. That higher-

level nodes check the packets if the required address is present in the subrange addresses of that 

node. If the address present, it then forwards to appropriate child node of the parent. 

4.10 Super-Frame [13] [4] 

Super frames are formed by beacons. Beacons are for the identification and 

synchronization of the network devices. The beacon frame transmission based on the 

coordinator. If the coordinator device is not in low power mode, then the inactive period of the 

beacons gets activated.  
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Figure 4.7: Super Frame with Active and Inactive Portions of Time Period 

 
Coordinators make use of either CSMA/CA or ALOHA mechanisms depending on the 

contention access period usage. Active portion of the super frame will be used when the 

coordinator is in use for application. These are guaranteed time slots (GTS). They appear at the 

end of the contention access period. There can be up to seven contention base periods. However, 

there will always be sufficient contention access periods for new devices to join into network.  

4.10.1 Deterministic and Synchronous Multi-Channel Extension  

The personal area network with multi-channel extension use this DSME structure. This is 

defined by the coordinators that transmit the extended multi-frame structure. This is basically 

the repetition of the contention free period, contention access period and beacon frames.  

4.11 Communication Methodologies [4] 

The communication between the network devices may happen in these types: 

4.11.1 Communication from Other Devices to the Coordinator  

The frames acknowledge the information depending upon the type of the request it gets 

in the frame that was received by the device. Since the device is already connected to 

coordinator, those both are synchronized. The devices wanting to communicate to the 
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coordinator look for the beacons that are enabled. Then the devices that are synchronized will 

transfer data in super frame format.  

4.11.2 Communication from Coordinator to Other Devices  

The information transfer from the coordinator depends upon synchronization of devices. 

The coordinator first looks for the devices that are beacon enabled and not enabled. If the 

coordinator finds that the data has to exchange to the beacon enabled device then it simply let 

the device known by the super frame structure synchronization. It also sends data periodically in 

the super frame format. If the device is non-beacon enabled then the coordinator will first store 

the information and then sends an acknowledgement to synchronize in the super frame format. 

If the device responds back by synchronizing then the communication occurs as the first way.  

4.11.3 Coordination between Two Devices in the Network  

 The side by side devices or the devices of the same level that have to transfer the data 

will generally be constantly synchronized. Then they transfer data continuously with the 

contention access time periods. If these are not synchronized, they first attempt to synchronize 

and then forward to communicate.  

4.12 Power  

In many applications majority of the devices of 802.15.4 standard use battery power as 

the primary source. There might be some sink nodes or network coordinators that might be 

powered up continuously. The power consumption is an important concern that these devices 

have to deal with.  This standard is primarily concerned with power unlike the other 802.15 

standards. According to the application usage devices consume power in different ways. The 

many end devices that might be working as sensors or any such devices spend most of their life 
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time in a sleep state. However, they will always be communicating with some major devices for 

being in network. The devices that works for latency purposes will consume large amounts of 

power. This protocol is developed in such a way to reduce the power consumption over the 

limited area. It depends upon the application that to find the balance in between the power and 

the activity purposes. 

4.13 Power Saving Mechanisms  

There is another mechanism involved in reducing the power consumption including the 

sampled listening and the transmissions initiated by the receiver. In the first method, whatever 

the devices that are connected to the coordinator will send the data that has low duty cycled 

formation. That sampled data will then be forwarded to the coordinator. Because of the low duty 

cycled data, less energy will be consumed to decode the data.  In the other mechanism, the 

devices that are connected will forward data periodical. Communication happens upon the 

request. This mechanism is mainly used for the low data rate and latency applications.  

4.14 Security  

It is true that wireless networks are also vulnerable to attack. In wired networks, the 

presence of the wire makes the whole network more vulnerable to attacks. Security is one of the 

constraints of cost. The type of the devices that we are using in building the network will affect 

security. Low cost devices may not serve the security purposes up to the limits may be because 

of the less architecture. The installment of the other devices in the network beyond the network 

devices that incorporates new security mechanisms like error checking algorithms protocols can 

also be the good way for the security. 
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Now a day, many security mechanisms involves the usage of the security keys. Security 

keys like symmetric key will be encrypted along with the data in communication. The other 

symmetric key at the other end will decrypt the data. This security key mechanism can assure the 

security to the network communication. The formation of the keys and the logic involved in it is 

beyond the scope of this standard. This security mechanism will make sure the encrypted data is 

only being decrypted at the desired party. It makes the entire data authentic through the 

involvement of the keys.  

The process of the encryption and decryption also consumes the energy of the devices. 

Hence, depending upon the request and the specifications devices can encrypt and forward data 

along with security keys. The devices check the usage of the security head for the certain period 

of time and then decides the length of the frame and data rate.   

This cryptographic protection depends on the number of the devices that security keys 

shared among. If the keys were shared among the devices of the same level then the protection 

is from the other devices of the same network. If the keys were shared among the all devices of 

the network, then the security is from the outside devices of the network.  

4.15 Structure of Service [4] 

Two independent devices that starts service first establish some random steps to start 

the service among themselves. The service can be among the two side by side device or layers. 

The services offered by all of these is primarily for the purpose of the communication.  
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Figure 4.8: Process of Communication 

 
All of this happens in simultaneous steps as shown in Figure 4.8: 

Step 1: The request is being initiated by one of the devices or the layer to another. 

Step 2: Then the internal events inside the main device may trigger the reaction for the 

request and then respond according to it. 

Step 3: The other device may respond depending on request for the completion of the 

procedure and then communication begins.  

Step 4: It is the final step. It involves the acknowledging the reception of the data to the 

corresponding device and ending the communication.  

4.16 Hybrid Network  

Topology is a combination of different basic network topologies. This has its own 

advantages and disadvantages. It is flexible and can with stand the faults occurred. There are 3 

ways to build a hybrid networks from the basic network topologies including Star, Tree and Mesh 

topologies. These topologies will have a different characteristic from the basic topologies. 
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Figure 4.9:Star-Tree Hybrid Network Built with 50 Nodes 

 

 
Figure 4.10: Star-Mesh Hybrid Network Built with 50 Nodes 

 
4.17 Advantages 

4.17.1 Troubleshooting  

It is easy to detect fault effected part of this topology and to trouble shoot. This part can 

be isolated from the network since a node can have multiple paths.  

4.17.2 Size  

The size of this type of topology could be high, comparatively. It can add a number of 

nodes that makes the network bigger without effecting the existing one.  
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4.17.3 Design  

The network could be designed according to required specifications. The network should 

be designed in such a way that the traffic is distributed among the nodes. The congestion of traffic 

at nodes may cause faults.  

4.17.4 Characteristics  

It is a combination of two or more basic topologies that have their own advantages and 

disadvantages. We can design hybrid network optimizing the advantages and neutralizing the 

disadvantages of the network.  

4.18 Disadvantages 

4.18.1 Cost  

This is the main constraint. Although these are advantageous after designed, it is costly 

to meet the necessary design requirements. The hubs that being used in this is different from the 

normal ones. These are expensive.  

4.18.2 Architecture  

In general, these networks will have a very large number of components. This may 

demand a lot of infrastructure and time for architect these networks.  

4.18.3 Complicated Design  

It takes a lot of careful observation and attention to design this topology. It should satisfy 

the needs while giving the optimum results.  

4.19 Mobility Models [22] 

4.19.1 Random Way Point  

This is one of the general models where the speeds vary with the position. There may be 
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pauses in between. It starts with some pauses and then moves in a random direction. Then, it 

will have a pause in the destination. The disadvantage of this model is the distribution of speeds. 

If speeds are wrongly distributed, then one of the speed may become completely zero. That leads 

to steady state performance.  

4.19.2 Random Walk  

This model is proposed by Einstein in 1926 to simulate an erratic environment. This 

random walk is highly observable in nature. The nodes may first choose the random speed and 

direction. A predefined range of speed will be set to the nodes. If that moving node in a limited 

area reaches to the extreme end, it bounces back in to the simulation model with a preset 

inbound angle.  

4.19.3 Random Direction  

This model will be tested upon the group of nodes that are centered in the area of the 

simulation. The nodes start moving in all the directions. Because of the density, each node will 

always have some nodes as neighbors. This model evaluates the average number of nodes as 

neighbors. The nodes first move away from the center and then converges to the center.  The 

individual nodes behave like in the random walk model. Once it reaches to the simulation limit, 

it will select a new direction with speed. 
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CHAPTER 5 

SIMULATION AND RESULTS 

5.1 Simple Network 

The basic networks of ZigBee were simulated. These were constructed with coordinator 

and end devices. A network of coordinator and end devices were constructed and then that 

network was simulated in Star, Mesh, and Tree topologies.  

5.1.1 Star Topology [23] 

Coordinator is the primary device in this topology. The child nodes connect around the 

coordinator to form a star network. It is easiest and IEEE 802.15.4 specified topology. The 

coordinator itself communicates to all the other devices in the network being the center of the 

network. The child nodes could be end devices or routers. A router without child device will act 

as an end device. If the coordinator fails the whole network shuts down. 

5.1.2 Tree Topology [23] 

The structure of tree topology resembles a tree. The coordinator is the primary node. The 

child nodes that forms after the coordinator node will forms leaves of the network. Those child 

nodes could be routers and end devices. The routers can also form similar structure from the 

coordinator node. Here the information flow only happens from parent to child. It reverses back 

in reverse flow of packets. Here coordinator controls the whole network. It functions as per the 

requirements and with the specifications of IEEE. The advantage of network is it can have multiple 

routes to a router. However, the end device will only be connected to one router. The router can 

extend the network by adding more child devices to itself. The coordinator PAN ID will be shared 

to all the network.  
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5.1.3 Mesh Topology [23] 

Any Router can connect any other coordinator in the network within the range. This 

structure resembles a mesh of devices. Routers and coordinators can connect others as well as 

themselves. There will be different routes available from one router to another router. This is 

also called self-healing structure. This can contain many coordinators.  A router or a coordinator 

failure doesn’t affect the whole network. This structure has an advantage of finding the best 

route of the available routes. 

 
Figure 5.1: Three Types of Simple Networks [29] 

 
5.2 Parameters of Evaluation  

The three types of simple network topologies are mainly evaluated with respect to delay, 

packets dropped and traffic received.  

The same number of fixed nodes are used for different network scenarios. Those can be 

viewed in Figure 5.2.  
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Figure 5.2:Simple Network Construction 

5.2.1 Delay 

 
Figure 5.3:Graph of Delay for Three Topologies 

 
From the above figure, the delay of star networks is higher compared to mesh and tree 

topology structures. This is mainly because the structure and the way the coordinator is fixed in 

the network. The coordinator in star network may be connected to the more child nodes 

comparatively than mesh and tree networks  
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A delay in ZigBee networks can be caused by super frame period and sleeping interval 

time. Packets may initially get delayed because of the sleeping interval time. During sleep time, 

packets will not be transmitted. The packet may be buffered for an extended period of super 

frame time- period duration.   

5.2.2 Traffic Received 

 
Figure 5.4: Graph of Traffic Received for Three Topologies 

 
The above figure compares the packets received at mac layer primarily for different 

network topologies. As shown in the figure, the number varies initially and then makes a constant 

reading. For mesh network, the packets that are received initially will be higher comparatively in 

this scenario.  

Traffic received effects throughput. Traffic in network depends on delay, collisions and 

environmental conditions between nodes. Low delay in network yields high throughput. 

Throughput in the network evaluated for specified interval of time. The above network simulated 

for 3600 seconds.  
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5.2.3 Packets Dropped and Mac Load 

 
Figure 5.5: Graph of Packets Dropped and Mac Load for Three Networks 

 
The above figure shows the simulation results of Mac load and packets dropped for three 

different network topologies. It is observable from the diagram that the initial MAC load for mesh 

network is higher.  

5.3 Clustered Networks 

This simulator supports the construction and simulation of clustered networks. These 

networks could be built with any number of coordinators, routers, and end devices, depending 

on the type of the network. As the names suggests, this is formed as clusters. Reduced functional 

devices like routers generally manage their local networks that are attached to the coordinator. 

It all depends on the type of the routing.  
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5.3.1 Cluster Tree Topology 

 
Figure 5.6:Clustered Tree Network with Routing 

 
In the above picture, tree routing in the network is clearly seen in the network. Here, 

coordinator as a full functional device connects to other routers and end devices. Router 1 acts 

as a parent node for the end device 4 & 6. Router 2 acts as a parent node for end device 2 & 1. 

The coordinator is a parent node for both end device 6 and Router 1.  

Connecting the neighboring clusters, this topology enables to communication in a 

hierarchical manner. It makes an advantage of connecting a wide range of network in an area 

under the supervision of single full functional device. This device adds Cluster Head to address. 

It allows the tree based routing in hierarchical manner.   
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5.3.2 Mesh Topology 

 
Figure 5.7: Mesh Network 

 
In the Figure 5.7, Router 1 forwards traffic randomly to Router 3. We can observe that 

those two networks are identical. In the first network, the routing will be done in hierarchical 

manner but in the second network the Router 1 will be routed to Router 3.  

5.3.3 Simulation Results  

5.3.3.1 Media Access Delay 

 
Figure 5.8: Media Access Delay for Mesh Network 
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Figure 5.9: Media Access Delay for Clustered Tree Network 

 
Clustered tree network is simulated for 1800 sec and 100 values per static. Here the delay 

difference is clearly shown in the graphs. The initial delay is lower in cluster tree networks 

comparatively with mesh networks. It is easy to route packets to the predetermined nodes than 

the random nodes like in the mesh network. This effect made the clustered tree graph to a 

steeper slope initially.  

5.3.3.2 MAC Load 

 
Figure 5.10: MAC Load for Mesh and Tree Routing 
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MAC load for the mesh routing is lower compared to the clustered tree. It is because Mesh 

network had less hops compared to the tree network. That large amount of difference is because 

mesh network has only two nodes communicated. The traffic is forward to all the nodes in the 

clustered tree network.   

5.4 Mobile Network 

It is very important to note that the mobile network will have mobile nodes at every level 

of its hierarchy. It includes mobile coordinators, routers and end devices. OPNET simulation tool 

also includes mobile subnet. This speed variation and mobility of network will certainly effect the 

flow of packets. Mobile router is an important stage of this flow. Slight movement in router may 

lead to lot of variation in packet flow as it leads the subnetwork. The disappearance of it from 

the network causes permanent data loss that cannot be recovered. Since we are considering the 

tree topology, the effect of variations that might be caused by the mobility is even worse. The 

throughput may be effected when the moving end device that is connected to parent node comes 

to rest. If the parent node is also transmitting data, it should also stop to initiate the device 

discovery and routing mechanisms. This may take some time that causes interruption to the data 

flow in the network. If the number of nodes under the end device is bigger, that may even 

degrade the performance. The effect of mobility may change from the network depending on its 

topology, number of devices, and speed of the devices. 

Consider two mobile networks each with an individual PAN ID. All the nodes in both the 

networks are mobile nodes. A random node in one of the network exhibits the Random walk 

mobility and travels towards another network of another PAN ID.  The second network gets 
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simulated during the pause period of the random node exhibiting mobility. This effects the total 

simulation results. 

 
Figure 5.11: Personal Area Mobile Networks 

 
5.4.1 Simulation and Results 

In the Figure 5.11, the mobile_node_8 of PAN 0 moves towards PAN with ID 1. The PAN 

1 graph can be seen in Figure 5.12.  

 
Figure 5.12: Network Connections at Corresponding Depth 

 

 
Table 5.1: Throughput of Networks 
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When the mobile node moves to second network the network finds this node as a random 

node and then assigns it to PAN ID. Once the node becomes the part of that network, the network 

get simulated and then traffic flows through that network.     

 
Figure 5.13: Discrete Time Simulation 

 
The above graph depicts the steep changes in slope in the simulation.  For the first few 

minutes, the mobile node joins the network one and then simulated with that network. After, it 

moves and combines with second network then establishes connection and is simulated.  

5.5 Conclusion 

From the simple network scenario, among the star, mesh, and tree networks it was 

observed that the initial delay for star network is higher, which results in low data dropped. Mesh 

network had the high initial traffic causing high network load. For the second scenario, the delay 

of the cluster tree topology is initially low. This is because tree based routing was more efficient 

in some paths of cluster tree network. After certain duration, the delay for the mesh routing was 

lower. This was because, mesh network finds higher efficient paths over the time. Mesh routing 

load is relatively lower than the cluster tree routing because of the limited hops. In the last 

scenario, from the graph it is clear that the random node effects the network performance.   
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