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ABSTRACT 
Nuclear facility personnel expend considerable efforts to ensure that their facilities can maintain 
continuity of operations against both natural and man-made threats.  Historically, most attention has 
been placed on physical security.  Recently however, the threat of cyber-related attacks has become 
a recognized and growing worldwide concern.  Much attention has focused on the vulnerability of 
the electric grid and chemical industries to cyber attacks, in part, because of their use of Supervisory 
Control and Data Acquisition (SCADA) systems.  Lessons learned from work in these sectors 
indicate that the cyber threat may extend to other critical infrastructures including sites where 
nuclear and radiological materials are now stored.  In this context, this white paper presents a 
hypothetical scenario by which a determined adversary launches a cyber attack that compromises 
the physical protection system and results in a reduced security posture at such a site.  The 
compromised security posture might then be malevolently exploited in a variety of ways.  The 
authors conclude that the cyber threat should be carefully considered for all nuclear infrastructures, 
and that new facilities should be designed for cyber-resilience from the ground up. 

INTRODUCTION
Exploitation of vulnerabilities to cyber-related attacks is becoming increasingly common among 
critical infrastructure and key resources.  As noted in the most recent United States (US) National 
Intelligence Threat Assessmenti, one of the large-scale threats to fundamental US interests was 
specifically highlighted, namely the cyber threat.  In that assessment, it was stated that the US 
confronts a dangerous combination of known and unknown vulnerabilities with strong and rapidly 
expanding adversary capabilities. Malicious cyber activity is occurring on an unprecedented scale 
with extraordinary sophistication and is likely to continue to do so for the foreseeable future. 

With the design of microprocessor-based systems dating back more than 20 years still in operation 
at nuclear facilities, it is critical that these systems be assessed for not only physical deficiencies, 
but also for cyber vulnerabilities that can be exploited causing financial instability, equipment 
damage, or worse, personal harm.  Most control systems were not designed with security in mind 
and a majority of traditional device protocols had no security provisions.  Components were 
designed assuming either a trusted environment (for example, isolation) or an environment where 
other components implement various protections.  Increasing sophistication of threats, including 
insider threats, constantly challenge these assumptions.ii  Several key systems, including monitoring 
and process control systems (PCS), supervisory control and data acquisition (SCADA), distributed 
control systems (DCS), and physical protection systems (PPS), are all subject to poor software 
coding practices that allow an adversary to take advantage of vulnerabilities using these systems in 
ways not previously considered.  With cyber threats constantly increasing, a hypothetical scenario 
was written about the security posture of a notional PPS.  The scenario is intended to illuminate a 
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portion of typical hacking methods used by adversaries and allow extrapolation of these methods to 
include a discussion of current cyber security practices and protections that may need additional 
analysis.  With a compromised security posture, access of an unauthorized person with explosives 
or a weapon to secure hands-on access to critical nuclear infrastructures that are then damaged, 
destroyed, or otherwise used for malevolent purposes may result.  In this context, this paper 
includes:

� A description of PPS used to protect critical infrastructures at a notional nuclear site 
� A description of the types of cyber vulnerabilities that could be present and exploited in 

these PPS 
� A notional scenario outlining how a cyber attack could aid in compromising the security of a 

nuclear site by defeating the performance of installed PPS and decreasing the site’s security 
posture.

NOTIONAL SITE 
A notional set of PPS used to protect a hypothetical nuclear site is described.  This description 
neither explains the complete range of PPS available for the physical protection of nuclear 
infrastructures, the internal security policies adopted by any particular facility, nor the complex 
redundancies that may exist.  Per these constraints, the simplified security system in place to protect 
the nuclear site may consist of: 

1. Entry control point card readers (biometric sensor with PIN). 
2. Redundant field sensors in vital areas including: 

a. Card readers – biometric with PIN 
b. Door alarms 
c. Area radiation monitoring 
d. CCTV monitoring 
e. Motion detectors 
f. Volumetric detectors. 

3. Data panels in the field that communicate between the sensors and the Central Alarm 
System (CAS). 

4. Power supplied offsite, while emergency uninterrupted power supplies and diesel generator 
backup systems are provided onsite for key equipment, but only for short durations (a few 
hours).

5. CAS with a backup system (Secondary Alarm Station) onsite but not fully redundant. 
6. Main control room manned by a minimum of two personnel. 
7. Transmission Control Protocol (TCP)/Internet Protocol (IP) (Ethernet) CAS communication 

protocols.
8. Supervised (copper lines) data panel communications. 
9. CCTV, security lighting, and protective force communications systems (RF radio and 

telephone as backup) are in place for the CAS. 
10. A protective force housed offsite, a few minutes from the site and mobilized via alarms 

communicated both by landlines and mobile communication systems. 
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CYBER VULNERABILITIES 
Common cyber vulnerabilities across many systems may include, but are not limited to: 

1. Insufficient password management. 
2. Communications sent un-encrypted. 
3. Ability to load and install executable programs by outside or unauthorized users. 
4. Ability to use poor coding structures to inject unintended data (fuzzing1) that renders the 

system in an indeterminate state, ultimately shutting down the system—Denial of Service 
(DoS).

5. Database injections that can intercept or change data on the fly and rewrite to a historian 
6. No authentication—any user can execute commands. 
7. Poor patch management. 
8. Network port security not implemented. 
9. Firewall rules not configured to inhibit seldom used commands. 
10. Open industry standard protocols replacing vendor-specific proprietary communication 

protocols.
11. Reliance on public information systems. 
12. Increasing use of public telecommunication systems and the Internet for portions of the 

control system. 
13. Available connections to business and administrative networks to obtain productivity 

improvements and mandated open access information sharing. 

Given any combination of the above and others not mentioned, an adversary can exploit these 
vulnerabilities to accomplish some of the following events: 

1. DoS. Render the system or component(s) inoperable. 
2. Unauthorized Control. Allows the adversary to take control of process, applications, or other 

functions that produce the same results as an authorized operator. 
3. Spoofing. Taking control of the inputs and outputs without the operator’s knowledge or 

indication.
4. False Alarms. Inject false alarms to steer attention away from the area of activity or to 

reduce the confidence in the system. 
5. Mode of Attack. The attack can be direct using brute force or indirect and surreptitious 

causing gradual degradation of the PPS. 

These attacks can result in a compromised security posture at a notional site and an increased 
probability that an attack could be successful. 

CYBER ATTACK SCENARIO 
Cyber vulnerabilities can be exploited either directly requiring local physical access (inserting a 
flash drive or connecting a laptop to the system communications port) and/or remotely via 

�
1 Fuzzing: Fuzz testing or fuzzing is a black box software testing technique, which basically consists in finding 
implementation bugs using malformed/semi-malformed data injection in an automated fashion. Ref: The Open Web 
Application Security Project at http://www.owasp.org/index.php/Fuzzing
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connections to an engineering workstation, Web server, data historian, or local control panel. These 
remote connections could be made just outside of the facility via physical access to panels, dialup 
modems or wireless access points, or could be made half way around the world via the Internet.  At 
the heart of any successful cyber attack the system itself is used in a manner not intended by its 
creator to degrade, deter, deceive, deny, or destroy the functioning of the installed PPS.  Exploits 
can render a system or component completely useless or can be manipulated to provide false 
indication and control such that the users are unaware of events or activities that may be harmful to 
the end product or mission.  In the scenario outlined below, the following assumptions are made: 

1. A sophisticated adversary who has gathered intelligence on the site and its PPS and is well 
versed in computer hacking technology. 

2. The PPS has been acquired by the adversary and has been analyzed for vulnerabilities and 
exploits for several months.  This system also provides a great simulator to perfect the final 
scenario. 

3. The PPS at the site is networked, both internally and externally. 
4. Electric power is supplied by an offsite local utility. 
5. Attacks on the PPS are conducted remotely via a remote maintenance connection through 

the Internet. 
6. The goal of this scenario is to damage, disrupt, or destroy physical facilities at a nuclear 

infrastructure site.  To help accomplish this task, cyber attacks can be implemented to allow 
an adversary access to physical protection areas with the intent to cause harm. 

It is the intent of this scenario to illustrate how an adversary can take remote control of the PPS, 
manipulate the system to create or disable alarms, and allow or deny access depending upon certain 
conditions, thereby reducing the security posture to allow hands-on access to critical infrastructures. 

Many operational control systems provide remote maintenance virtual private network (VPN) 
access support from the vendor to either maintain the system on a regular basis or provide support 
during infrequent upgrades or troubles with the system.  These connections are typically initiated 
from the vendor facility hundreds of kilometers away by utilizing the Internet.  An adversary could 
obtain specific information about this connection through social engineering techniques that would 
enable him to obtain the basic cyber addresses and typical vendor VPN encryption software 
required for remote access into the system.  These techniques are well known, but are not the 
subject of this example. 

To reduce the security posture of a PPS, the adversary must take control of the system and use it for 
his/her objectives.  With the VPN software and specific system addresses obtained, authenticating 
themselves as a technician for maintenance is trivial because most vendors provide a standard ID 
and password for their systems, which remain in their default configuration.  This is not to be 
confused with normal operations or system administration accounts that are rigorously password 
protected.  Usually, the “maintenance” account grants elevated privileges to the user to execute any 
system administrator applications to allow upgrades or troubleshooting tools.  In this case, it is the 
adversary’s goal to use the system against itself to obstruct the protective forces from easy entry or 
exit, but allow easy access for them. 
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All monitoring and control systems use some form of a database to store real-time system data in 
local memory.  As the database is quickly and constantly being updated by real-time field data, the 
values are archived off to a historian for archival purposes including reports, trends, alarms, etc.  
This database also houses the data received from the operator station to send out to the field devices 
(door latches, enable/disable commands to sensors, pan/tilt/zoom camera commands, setpoint 
changes, etc.)  It is the real-time database that can be compromised by a Structured Query Language 
(SQL) injection or a buffer overflow exploit that reads the real-time database and replaces those 
values with any data the attacker decides.  Since the real-time database is maintained in memory, 
several other vulnerabilities may exist as well, including server service flaws, missing permissions, 
string format problems, null pointer dereferences, etc.  Once the real-time database has been 
compromised, it can be used to spoof the operator’s view of real events, change setpoints thereby 
creating abnormal alarms, turn devices on or off, redirect data from one workstation to another, in 
addition to a host of other typical control system functions.  Hijacking the real-time database has 
been accomplished many times during vendor vulnerability testing performed at Idaho National 
Laboratory (INL).  With full control of the real-time database, the options are limitless as to what 
can be done to suit any given scenario.  In this scenario, it is desired that entry and exit points be 
manipulated so that the adversary is allowed to physically enter without system detection while 
disallowing the protective force from entering behind them.  Alarms would be deactivated 
depending upon the desired effect. 

The following sequence could be envisioned to aid in a successful attack: 

1. The attacker obtains vendor VPN software and IP addresses of desired remote system 
through social engineering techniques widely described in open source media. 

2. From some remote area of the world, the attacker connects to the CAS engineering station 
using the default maintenance user ID and password. 

3. With a connection established on the engineering station, the attacker remotely logs into the 
real-time server.  This connection essentially provides system administrator rights. 

4. The attacker executes exploits that perform the following functions: 
a. At time 0, physical access portal card reader allows any card swipe as valid regardless of 

PIN entered for a short period.  This allows the attacker(s) onsite dressed as normal site 
workers to swipe with any access card obtained without requiring a PIN. 

b. In parallel with time 0, all alarms are locked into their current state with no updates from 
the field allowed. 

c. After a few minutes, the access portal does not allow any further personnel entry using 
card access regardless of a valid card swipe and PIN. 

d. CCTV is a separate system, but connected by the same CAS network.  The attacker 
establishes a remote connection to the video system, which uses standard IP-based 
cameras.  Then, the attacker disables the “live update” feature effectively rendering the 
monitors with static information. 

e. A short time later, a door lock is remotely opened for a period of seconds, allowing the 
attacker(s) to proceed undetected (no alarms).  After a few more seconds, the door’s card 
reader is disabled (does not allow access). 

f. The Attacker proceeds to a protected area to engage in an illicit/malevolent act. 
g. At a predetermined time shortly after retrieval, all exit gates and doors are set to open 

without any alarms.  This provides a quick exit for the attacker(s) to leave the facility. 
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h. The attackers may also leave facsimile items in the protected area to engage the 
protective forces in a delaying tactic. 

DISCUSSION 
The successful breaching of security at nuclear sites remains to be determined, but the cyber attack 
scenario described above suggests that PPS at a site could be compromised or defeated, resulting in 
a decrease in the site’s overall security posture, and an increase in the likelihood of a successful 
attack.  Not only PPS, but many other computer-based systems at nuclear facilities may be at risk, 
including safeguards monitoring and detection systems.  Per this conclusion, a few well-known and 
verified security incidents by both authorized insiders and outsiders that illustrate the credibility of a 
cyber-based attack include: 

� March 1997.  A teenager in Worcester, Massachusetts, remotely disabled part of the public 
switched telephone network, which disrupted telephone service to residents and the fire 
department and caused a malfunction at the local airport.  
http://www.fas.org/irp/congress/1999_hr/nipc10-6.htm

� April 2000.  A former employee of an Australian industrial software company used a radio 
transmitter to remotely hack into the controls of a sewage treatment system at Maroochy 
Shire, Queensland, and release approximately 264,000 gallons of raw sewage into nearby 
rivers. http://www.surfacetransportationisac.org/news/CyberTerror.asp

� August 2003.  The infamous SQL server worm, Slammer, infected a private computer 
network at the Davis-Besse nuclear power plant in Oak Harbor, Ohio, disabling a safety 
monitoring system for nearly five hours.  The worm also affected communications on the 
control networks of at least five other utilities by propagating so quickly that control system 
traffic was effectively blocked. http://www.securityfocus.com/news/6767

� July 2008.  A disgruntled employee hacked into the San Francisco FiberWAN computer 
system and held it hostage, which holds details of city payroll files and confidential law 
enforcement documents.  This employee made changes to the system, which hosts 60% of 
the city government’s data, after a run-in with the head of security.
http://www.wired.com/threatlevel/2008/07/insider-tech-at/

� November 2008.  Two Los Angeles traffic engineers have pleaded guilty to charges that 
they hacked into the city’s traffic control computer as part of a union dispute over wages.  
Gabriel Murillo and Kartik Patel both admitted that they broke into the Los Angeles 
Automated Traffic Surveillance Center, which controls traffic lights in a city with one of the 
highest rates of car ownership in the world.  The pair accessed the system illegally and shut 
down traffic signals at four critical points in the road network, causing crippling delays.  It 
took four days to sort out the system and get it working again.  
http://www.v3.co.uk/vnunet/news/2230263/los-angeles-engineers-pled

CONCLUSIONS 
We believe a successful cyber attack by a determined adversary is plausible.  Based on INL’s 
existing cyber assessment programs and the analyses of a notional nuclear site, there are many ways 
in which an adversary can compromise a site’s PPS (or other computer-based systems), which 
would result in a degraded or compromised security posture.  Because of the large risk associated 
with any successful attack on a nuclear infrastructure site, further analysis is warranted. 
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