
This is a preprint of a paper intended for publication in a journal or 
proceedings. Since changes may be made before publication, this 
preprint should not be cited or reproduced without permission of the 
author. This document was prepared as an account of work 
sponsored by an agency of the United States Government. Neither 
the United States Government nor any agency thereof, or any of 
their employees, makes any warranty, expressed or implied, or 
assumes any legal liability or responsibility for any third party’s use, 
or the results of such use, of any information, apparatus, product or 
process disclosed in this report, or represents that its use by such 
third party would not infringe privately owned rights. The views 
expressed in this paper are not necessarily those of the United 
States Government or the sponsoring agency. 

INL/CON-10-17670
PREPRINT

A Transferable Belief 
Model Representation for 
Physical Security of 
Nuclear Materials 

INMM 2010 

David Gerts 

July 2010 



 

 

A Transferrable Belief Model 
Representation for Physical Security 

of Nuclear Materials 
 

David Gerts 
Idaho National Laboratory 

P.O. Box 1625, Idaho Falls, ID  83415 
 

Abstract:   

This work analyzed various probabilistic methods such as classic statistics, Bayesian inference, 
possibility theory, and Dempster-Shafer theory of belief functions for the potential insight offered into 
the physical security of nuclear materials as well as more broad application to nuclear non-proliferation 
automated decision making theory. A review of the fundamental heuristic and basic limitations of each 
of these methods suggested that the Dempster-Shafer theory of belief functions may offer significant 
capability.  Further examination of the various interpretations of Dempster-Shafer theory, such as 
random set, generalized Bayesian, and upper/lower probability demonstrate some limitations.  
Compared to the other heuristics, the transferrable belief model (TBM), one of the leading 
interpretations of Dempster-Shafer theory, can improve the automated detection of the violation of 
physical security using sensors and human judgment.  The improvement is shown to give a significant 
heuristic advantage over other probabilistic options by demonstrating significant successes for several 
gedanken experiments. 

Introduction:  

This research focused on addressing systems in nuclear facility monitoring.  To set the stage, a 
variety of statistical theories were reviewed and presented.  A clear heuristic advantage was found in 
the case of using the statistical theory called Transferrable Belief Model (TBM).  TBM offers the greatest 
flexibility in its underlying mathematics in addition to its interpretation of this mathematical approach. 

Fundamentally, physical security of nuclear materials can be broken down into several major 
components—external facility monitoring, internal materials monitoring, and anomaly response.  
Because of the necessity to have very low probability of failed response when an anomaly is occurring, 
higher false alarm rates are tolerated, and are even expected.   And yet with years of only false alarms, 
operator fatigue can become a significant human factor in the security of a facility. 

With this backdrop of difficulties, the question arises, “How do we make it better?”  One approach is 
to add more sensors, more cameras, and more modalities of sensing.  In short, more monitoring is 
hoped to improve the probability of detection and thereby instigate an anomaly response.  As a 
community, we have an intuitive sense that adding these different detectors will improve the likelihood 
of an intruder or insider tripping an alarm, which would presumably lead to an appropriate response.  
But in practice, these extra sensors are often added ad hoc with the practical result of more monitors 
placed in a control room, some type of automated switching between displays on a single monitor, or 



 

 

some arbitrary combination of both practices [1].  And again the human factors of sensory overload, 
monitoring fatigue, and attention tunneling can all play an important role in reducing the probability of 
detection of an anomaly. 

This work is not focused on the implementation of various sensor modalities regardless of whether 
they are video cameras, portal monitors, infrared cameras, or pressure sensors.  Instead, this work 
focuses on how to analyze a system that aids the operator in making informed decisions based on the 
sensor data instead of overloading the operator and expecting the human factor to be minimized 
through hope and training [1].  This work specifically analyzed a gedanken example of taking input from 
multiple two complementary sensors and monitoring those sensors. 

Background and Comparison of Probabilistic Methods: 

Because most scientists and engineers are trained in classical statistics, I present an overview of 
several related, but non-traditional statistics.  The focus is primarily on Bayesian inference and 
Dempster-Shafer theory of belief functions.  Possibility theory is presented primarily to indicate that 
other potentially powerful methods exist that might be used to describe the situation of 
unknown/uncertain information. 

Classical Statistics 

Classical statistics, in the context of this research, may be understood as a standard description of 
probability.  Therefore, the common definition of probability distributions applies along with common 
methods for estimating uncertainty, error, and convolving probability distributions.  Classical statistics 
can be a very powerful method for describing well understood and appropriately chosen statistical 
problems.  As a trivial example, standard probability theory describes card game statistical distributions 
in an excellent manner.  These types of heuristic methods have extended very well to a large variety of 
applications. 

There are several problems with classical statistics, however, that have been addressed by other 
probability theories.  For example, classical statistics either cannot handle or handles with great 
difficulty unknown distributions. 

Bayesian Inference 

The Bayesian inference theory is fundamentally based on Bayes theorem to provide a probability 
measure or likelihood of a particular outcome. It provides a mathematical method for relating 
probability distributions such that a measurement can be paired with a prior distribution to determine 
the probability that a particular hypothesis is true. In many cases, Bayesian inference can be an excellent 
choice for fusing data, given sufficient knowledge of the underlying distribution. Bayes theorem says 
that  
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And in this way, relates the prior distribution to the probability of some hypothesis, Bi. Using Bayes 
theorem for combining data is straightforward and can be written as 
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Bayesian inference can be a potent tool for handling uncertain distributions. However, it suffers 
from several drawbacks, the most important is that assigning probability to a particular hypothesis is 
equivalent to assigning a probability to contra positive hypothesis (probability p for hypothesis H, 
implies (1-p) for hypothesis not-H).  Another drawback of Bayesian inference is the requirement to 
determine prior probability distributions.  This can be a very serious drawback in the context of physical 
security protection due to unknowns and uncertainties. 

Possibility Theory 

According to Dubois and Prade[2], possibility theory is “an uncertainty theory devoted to the 
handling of incomplete information.” Two major directions have been developed—qualitative and 
quantitative. Qualitative theory, while useful, can apply in many contexts. The quantitative theory of 
possibility has been used quite successfully by Milisavljevic and Bloch in the application of finding buried 
antipersonnel mines using a variety of sensors [3]. Milisavljevic and Bloch compared possibility theory 
with a number of other techniques. They conclude that “statistical approaches lead to good results for a 
particular scenario… but… the data is highly variable depending on the context and conditions.” In their 
paper, they explicitly compare quantitative possibility theory with belief function theory and reach the 
conclusion that quantitative possibility theory is superior because it allows for a choice in combination 
operators.  However, theoretical development of possibility theory is still progressing.  This theory has a 
potential to provide an alternate framework to Dempster-Shafer theory when more developed. 

Dempster-Shafer Theory of Evidence 

DS theory begins with a “question of interest.”[4]  It is important that this question be sufficiently 
broad. So, let �  be the finite set of possible answers or hypotheses, called a frame of discernment; then 

let �2  be the set of all possible subsets of �  and where that the frame of discernment is a set and is 
contained within itself: 

 � 	2 .A A� � 
 �  (3) 

The belief function, Bel, satisfy the following axioms: 
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where �  is the null set.  In the case where n = 2 and 1 2A A �� � , then Axiom 3 reduces to 

� � � � � �1 2 1 2Bel A A Bel A Bel A� � � .  When this is set to equality, these axioms are similar to those for 

probability functions.  Thus, a probability function is additive, whereas a belief function is not, in 
general.  These generalized axioms, then, demonstrate that probability functions are special cases of 
belief functions. 

The key to the concept of belief functions is the limited division of belief.  Whereas probability 
functions assume that belief is apportioned to the points in the frame, � , belief functions allow basic 
probability numbers to be assigned to whole sets of points in �  without further subdivision.  The basic 
ideas is that a whole belief is divided into one or more basic probability numbers, b(A) and allocated to 
one or more subsets A, called focal elements such that 
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The basic probability number b(A) allocated to a focal element A is not further divided into smaller 
chunks allocated to proper subsets of A.  These basic probability numbers are related to belief functions 
by 
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where B represents proper subsets of A and the summation is over all sets, B. 
Given two pieces of evidence with basic probability numbers assigned to them, DS theory of belief 

functions combines the two (or more) pieces of evidence with the symbol, � ,using Dempster’s 
orthogonal rule (sometimes also referred to as the Dempster’s normalized orthogonal rule because of 
the denominator defined in a later section), 
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Given these calculus mechanics, it is possible to combine any number of pieces of evidence in 
support of a particular answer within the frame of discernment (noting that answers can be combined 
into supersets within the frame of discernment). 

In short, using the Dempster-Shafer theory of evidence for sensor fusion reduces to a problem of 
determining basic probability numbers for the data to be evaluated, and then, interpreting the results.  
In this example of data fusion, the particular interpretation of DS theory is random theory.  Random 
theory is a specific interpretation of DS theory which has the most in common with Bayesian probability 
theory.  It is appropriate for an application that fundamentally relies on a random distribution of 
photons to arrive at a detector to specify the interaction density. 

An Example Application: Non-Destructive Examination 

Kaftandjian, Zhu, and Babot [5] used DS theory for a weld inspection application, starting with a 
pixel-level fusion for weld inspection with two different x-ray images for which excellent results were 
obtained. They also found significant improvement in the dynamic range of the images and in finding 
defects. They further applied DS theory in fusing pixel-level inspections using both ultrasound and x-ray 
images, achieving promising results.  Their literature does not specify how they initially generated their 
basic probability numbers.  However, we assume that Kaftandjian et al used pixel intensity levels and 
prior experimental evidence to arrive at their values for basic probability numbers. 

Kaftandjian presents an example of using DS pixel-level data fusion in x-ray and ultrasonic inspection 
pixel data examining aluminum. The question of interest is “does the pixel contain a defect?” Zhu 
identifies three hypotheses: H1 (no defect), H2 (linear defect), and H3 (porosity defect). The frame of 
discernment is � = {H1, H2, H3}. If the x-ray (with subscript rx) and ultrasonic (with subscript ut) 
inspections are given the following basic probability numbers, brx(H3) = 0.6, brx(� ) = 0.4, but(H2) = 0.95, 
but(� ) = 0.05, the combined basic probability numbers can be fused using Dempster’s orthogonal rule 
of combination. To simplify the calculations, standard DS theory introduces a term called the measure of 
conflict, with K defined as 
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which can be easily recognized as a portion of the denominator in Dempster’s rule of combination (7). A 
summary of the fused data is 
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Following data fusion using DS theory, the evidence committed to each of the single hypotheses (H2 
or H3) is significantly reduced. However, the reduction is much more important for the porosity 
hypothesis than for the linear defect hypothesis. Furthermore, the measure of conflict, K, is not close to 
1, but is probably higher than desired. One of the key features is that the evidence committed to any of 
the hypotheses does not imply evidence of the negated hypothesis. Thus, in this example, the basic 
probability number for the x-ray evidence for porosity is 0.6. However, the remaining degree of 
ignorance, 0.4, is given as evidence of all of the hypotheses in the frame of discernment, including the 
possibility of porosity. 

Various Interpretations of Dempster-Shafer Theory of Evidence 

The history of Dempster-Shafer theory begins in the late 1960s with Arthur Dempster publishing 
journal articles on upper and lower probabilities.  In the last 30 years since Glenn Shafer of the 
University of London expanded significantly on Dempster’s work, these pioneering mathematical 
theories have been applied to a wide range of scientific areas.  The collective theory of Dempster and 
Shafer (here called DS theory) has, as its central mathematical approach, the “ability to model 
imprecision as well as randomness.” [6] It is this central tenet that makes it ideal for this application. 

Random Set 

The random set interpretation of DS theory proposes that basic belief masses are probability 

densities on 2�  [7-8].  In addition, random set interpretation proposes a mapping in the space from 
belief functions to probability assignments.  Therefore, if the basic belief masses are not normalized, 
they must be normalized.  Furthermore, the random set heuristic approaches the Dempster rule of 
combination with a slightly different formulation based on the random set approach.  Heuristically, the 
random set approach is significantly different from the other interpretations because the relationship to 
probability functions becomes encoded in the theory. 

Generalized Bayesian 

There are several Bayesian-like features and also extensions that can be extracted from DS theory.  
A major difficulty in Bayesian analysis is how to handle vacuous beliefs (beliefs where no information is 
present).  The Bayesian solution is to use “noninformative” priors [9].  This generalizes the Bayesian 
interpretation and does not have to use this approach to vacuous belief functions.  Rather, it has the 
properties that would be expected of a representation of ignorance.  Similar to Bayesian, however, 
when a large amount of prior evidence is available, DS theory reduces essentially to Bayesian theory.  A 
pragmatic approach is to expect that the amount of evidence will exist between these two extremes.  
Thereby, generalized Bayesian makes use of the Bayesian mindset, but extends the application to more 
extreme representations.  In this sense then, generalized Bayesian theory takes a view of the belief 
function that is a generalized probability function.  In other words, it is an inner measure induced by a 
probability function.   



 

 

Upper/Lower Probability 

In the upper/lower probability interpretation, the belief function is a function whose lower bound is 
defined as the degree of belief that an agent has in a set.  The upper bound is provided by a plausibility 
function.  In this view, belief is considered to be representation of evidence in support of a hypothesis or 
proposition.  A conclusion can be reached by examining the bounding set of {belief, plausibility}. 

Combining two belief functions, then, makes sense if belief functions are viewed as encoding 
evidence.  In contrast, the theory of probability (“classic statistics”) provides no straightforward answer 
to the problem of how to combine two probability functions [9].  For example, if one person examines a 
coin and declares it fair while another person declares it slightly biased with a probability of heads being 
0.4; there does not seem to be an obvious method to combine these two observations. 

In general, it seems to make sense to update probability, but to combine evidence.  These 
differences form a fundamental difference between the generalized Bayesian interpretation and 
upper/lower probability interpretation. 

Transferrable Belief Model 

The transferrable belief model (TBM) has several key unique features within the DS theory [8, 10]. 
1. Quantified beliefs are point-valued 
2. Any connection with randomization has been explicitly eliminated 
3. Two levels of beliefs are used 

a. Credal level where beliefs are entertained and belief functions are used 
b. Pignistic level where beliefs are used to make decisions and probability functions can be 

used 
4. Further evidence that implies a truth is in a subset B of A, then the mass m(A)  initially allocated 

to A, is transferred to B—hence, a model of transferable belief 
5. When a decision must be made, beliefs at the credal level induce a probability measure at the 

pignistic level 
TBM is designed to model subjective and objective evidence in support of a particular hypothesis.  

Beliefs are entertained by a rational agent are given a certain weight of evidence, and, when decision is 
forced this evidence is combined in favor of hypotheses.  It is crucial that the combination is delayed 
until the forced decision due to the difference between the pignistic and credal levels.  This delay allows 
information gathered later in time to have a significant influence on the final decision. 

Human-Influenced Sensor Detection 

In this gedanken experiment, two detector suites are hypothesized for an operator.  These two 
detector suites have a chance to detect a given intrusion.  The first detector suite is hypothesized to 
have two sensors (e.g. two video cameras).  The second detector suite is hypothesized to have one 
sensor (e.g. a pressure sensor). 

Assume that the first suite has a 70% chance of reporting the correct state of a given intrusion.  The 
second detector suite has a 40% chance of reporting the correct state a given intrusion.  For example, 
this is equivalent to saying that a negative report from sensor suite one has only a 70% chance of being 
correct. 

Furthermore, the operator has a chance to notice the detector and a decision will be made to take a 
specific action based on the operator’s belief whether an intrusion is occurring.  Because it is not known 
how a specific operator operates his sensors, the chance that the operator is examining a specific sensor 
is arbitrary.  However, if an operator detects an intrusion, then the operator takes the appropriate 
action. 

Several questions arise concerning analyzing this gedanken example. 



 

 

1. What is the degree of belief that an intrusion will be detected by the system (operator + 
sensors)? 

2. If the operator happens to know (by watching) that one of the sensors in suite one are not 
reporting an intrusion, what is the degree of belief that an intrusion is not being sensed in 
another monitor? 

Assessing Degree of Belief in Detecting an Intrusion: 

In TBM, the Principle of Least Commitment [10] is used to allocate the degree of belief.  This 
principle means that no more to a proposition should be given than is justified.  Given the above 
assumptions and defining the sets as: 

 
m1 Suite 1, detector A, operator attending to 1A detector, and detector reporting 

truthfully 
1A|T,Op 

 Suite 1, detector B, operator attending to 1B detector, and detector reporting 
truthfully 

1B|T, Op 

 Suite 1, detector A, operator not attending to 1A, and detector reporting 
truthfully 

1A|T, no Op 

 Suite 1, detector B, operator not attending to 1B, and detector reporting 
truthfully 

1B|T, no Op 

m1 Suite 1, detector A, operator attending to 1A detector, and detector reporting 
false 

1A|F,Op 

 Suite 1, detector B, operator attending to 1B detector, and detector reporting 
false 

1B|F, Op 

 Suite 1, detector A, operator not attending to 1A, and detector reporting false 1A|F, no Op 
 Suite 1, detector B, operator not attending to 1B, and detector reporting false 1B|F, no Op 

 
A similar set of definitions can be created for detector suite 2.  TBM would postulate the following 

set of masses, 
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Using Dempster’s rule of combination presented in equation (7) to add these two pieces of evidence 
together, 
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This means that the most belief that can be invested in this system is just over 60%.  Shockingly, the 
addition of the second sensor suite (pressure) did not increase the degree of belief in detecting an 



 

 

intrusion.  This occurs even if the amount of time invested in monitoring the second sensor suite is 
unknown or arbitrary. 

Assessing Degree of Belief in Detecting an Intrusion with an Additional Assumption: 

Assume that the operator is specifically examining one of the sensors and that sensor reports no 
intrusion.  “How confident should that operator be that an intrusion is not occurring?”  Rephrasing this 
question, “How much evidential weight should be attributed that any detector is reporting an intrusion 
and the operator does not notice or cannot know due to failure of that sensor?”  Without loss of 
generality, select sensor A in sensor suite 1 as the sensor to be monitored by the operator.  The 
operator knows that sensor A is not reporting an intruder.    Using the same notation as above, new 
probability masses are allocated as: 
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Using Dempster’s rule of combination presented in equation (7) to add these two pieces of evidence 
together, 

 
1 2
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Even when it is known that the operator is watching a specific monitor regardless of what is 
detected in that monitor, then it is completely unknown whether an intrusion is occurring because full 
belief has been allocated to the proposition an intrusion could be occurring undetected.   This result 
should satisfy an obvious criterion—you don’t know what you don’t know.  However, this result is 
different than what would be arrived at using a Bayesian method.  Some sort of prior probability 
distribution (most likely some sort of equal probability) would have been used to distribute probability 
to each sensor being monitored.  In the case of TBM, the belief is held at the credal level and only that 
which is valid belief is transferred to the pignistic level after more information is given (when it is known 
that the operator is monitoring a specific sensor).  This almost completely obviates the need to have a 
prior probability distribution. 

Conclusions 

This research covers a large variety of topics in the area of statistical reasoning methods.  These are 
important to consider because they can bring a large variety of tools to analysis of expert systems and 
understanding the impact of future sensors for physical security. 

In addition, the gedanken examples that were considered have some broader impacts.  In the first 
example, the analysis of adding sensors is problematic because of the difficulty in understanding the 
human impacts.  In this author’s experience, determining a prior probability distribution for operators 
examining a sensor suite is difficult to obtain in practice.  Nevertheless, this has been pursued because 
of a strong attachment to Bayesian and classical statistical approaches.  I believe that the lesson of the 
first gedanken experiment is that adding sensors may not have the intuitive rationale that is typically 
provided and one should be very cautious in believing that “more is better”. 

When I first considered the second gedanken experiment, I was concerned that the result would be 
a tautology—offering no insight at all.  Instead, this example is an ideal example of the difference 
between TBM and Bayesian analysis.  In Bayesian, because of the need to assign prior probability 



 

 

distributions when the problem is posed, the result will not be the same as for TBM.  The TBM dual 
levels of credal and pignistic delay the assignment of probability until the further information is 
provided.  This leads to the fairly obvious conclusion that when you don’t watch a monitor, you don’t 
know what is happening in that sensor. 

In final summation, this research primarily explored the potential for incorporating some rather 
esoteric statistical techniques to providing physical security sensors and their potential for data fusion.  
Although only the transferable belief model has been demonstrated in this research, there is clearly 
some place for considering either possibilistic theory or upper/lower probability distribution. 
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