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ABSTRACT 
 

For the past two years, the U.S. National Nuclear Security Administration (NNSA), Office of NA-243 
has sponsored the Safeguards-by-Design Project, through which it is hoped new nuclear facilities will be 
designed and constructed worldwide that are more amenable to nuclear safeguards. In the course of this 
project it was recognized that designers and builders of commercial nuclear facilities are not always 
cognizant of the relevant domestic and international safeguards requirements, especially the latter as 
implemented by the International Atomic Energy Agency (IAEA). To help designers better understand 
these requirements, a report was prepared by the Safeguards-by-Design Project Team that simplified and 
interpreted the international nuclear safeguards requirements for the case of uranium enrichment plants. 
This paper summarizes the subject report, the specific safeguards requirements, their origin, and the 
implications for design and construction. It also briefly summarizes the established best design and 
operating practices that designers, builders, and operators have implemented for currently meeting these 
requirements.  In preparing the subject report, it is recognized that the best practices are continually 
evolving as designers, builders, operators, and the IAEA consider even more effective and efficient means 
for meeting the safeguards requirements and objectives. 
 

INTRODUCTION  
 

The following paper summarizes the international requirements for safeguarding enrichment 
plants, as implemented by the International Atomic Energy Agency (IAEA). It was prepared under 
the Safeguards-by-Design project, funded by the U.S. Department of Energy (DOE) National Nuclear 
Security Administration (NNSA), and in support of the NNSA Next Generation Safeguards Initiative. 
1, 2 The purpose of the guidance document is to provide designers of commercial nuclear facilities 
around the world with a simplified set of design requirements and the most common practices for 
meeting them. These requirements need to be understood and considered at the earliest stages of 
facility design as part of a new process called “Safeguards-by-Design.” The authors believe that this 
new process and methodology will help eliminate the costly retrofit of facilities that has occurred in 
the past to accommodate nuclear safeguards instruments and activities, and will help the IAEA 
implement nuclear safeguards more effectively and efficiently. The implementation of Safeguards-by-
Design could also mutually benefit the facility operator and the IAEA, by identifying instruments 
used by the plant operator, which could potentially be used jointly with the IAEA for international 
safeguards. The implementation of Safeguards-by-Design is described in more detail in the reference 
noted.3  
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The foundation for the relevant safeguards requirements is the international safeguards agreement 
between the country and the IAEA, typically concluded pursuant to the Treaty on the Non-proliferation of 
Nuclear Weapons (NPT) and based on the model agreement IAEA INFCIRC/153.4 Relevant safeguards 
requirements are also cited from the Safeguards Criteria for inspecting enrichment plants, found in the 
IAEA Safeguards Manual, Part SMC-8. a, 5  While the former is an internal IAEA document, knowledge of 
the specific requirements contained therein is valuable to the designers of enrichment plants, so that plants 
can be constructed with the verification goals and measures of the IAEA in mind. 

IAEA definitions and terms are based on the IAEA Safeguards Glossary – 2001 Edition.6  The most 
current specification for safeguards instrument and measurement accuracy is found in the IAEA 
document STR-327, International Target Values 2000 for Measurement Uncertainties in Safeguarding 
Nuclear Materials, published in 2001, and hereafter referred to as the ITV.7 

If the country has implemented an Additional Protocol to their safeguards agreement with the IAEA, 
additional safeguards measures can be utilized by the IAEA to detect potential undeclared nuclear 
material and activities. The model additional protocol is IAEA INFCIRC/540, and is hereafter referred to 
as the AP. 8 

For this paper and the subject guidance document to be easier for designers to use, the requirements 
have been restated in plainer language per expert interpretation, using the source documents noted. The 
safeguards agreement is fundamentally a legal document. As such, it is written in a legalese that is 
understood by specialists in international law and treaties, but not by most outside of this field, including 
designers of nuclear facilities. For this reason, many of the requirements have been simplified and 
restated. However, in all cases, the relevant source document and passage is noted in the guidance 
document so that readers may trace the requirement to the source. It is intended that the guidance 
document be a living document, since the requirements may be updated or change over time. More 
importantly, the practices by which the requirements are met are continuously modernized by the IAEA 
and nuclear facility operators to improve not only effectiveness, but also the efficiency of implementing 
safeguards. As these improvements are made, the subject guidance document should be updated and 
revised, accordingly. 

BENEFITS OF SAFEGUARDS-BY-DESIGN 

The expected benefits from implementing the Safeguards-by-Design process and methodology have 
been succinctly summarized by Mr. Jeremy Whitlock of Atomic Energy of Canada Limited, the company 
that designed and supplies the new Advanced CANDU Reactor, model-1000 (ACR-1000), as paraphrased 
below:9 

� Benefit to the Designer: minimize construction cost and schedule risk, while meeting safeguards 
requirements. 

� Benefit to the IAEA: minimize the cost of implementing safeguards, while improving safeguards 
effectiveness and efficiency. 

� Benefit to the International Community: reduce the risk of nuclear weapons proliferation – as 
the number and variety of nuclear facilities expands worldwide. [Our emphasis added for words 
shown in italics.] 

Apart from the clarity regarding the benefits of Safeguards-by-Design, what is also noteworthy is that 
AECL is a commercial designer and supplier of nuclear facilities. The referenced presentation denotes a 

                                                 
a NOTE: The noted IAEA Safeguards Criteria applies generically to the safeguarding of enrichment plants using gas centrifuge 
and other dynamic gas processes (i.e. gaseous diffusion and the aerodynamic process), but has also been historically applied to 
other processes as well, including laser-based processes. 



Page 3 of 10 
 

major milestone event in which the benefits of the Safeguards-by-Design process and methodology have 
been recognized and are being promoted by a manufacturer in the industry. 

IMPLEMENTING SAFEGUARDS BY DESIGN 

The implementation and institutionalization of Safeguards-by-Design as a global standard has been 
graphically depicted by Dr. Trond Bjornard of the U.S. DOE Idaho National Laboratory (INL) as shown 
in Figure 1, below: 

 
Figure 1: Implementing Safeguards-by-Design as a Global Standard  

(Source – Idaho National Laboratory Report, INL/EXT-09-17085, February, 2010) 

This paper addresses the relevant requirements for implementing international nuclear safeguards in 
the design of uranium enrichment plants, depicted as the pillar on the left. The paper also summarizes the 
best practices for meeting these requirements, which is part of the “design toolkit,” including practices, 
methodology, and design options, in addition to the other design tools noted in the pillar on the right. 
Hence, this paper addresses two of the three foundational pillars in support of implementing Safeguards-
by-Design in the design of uranium enrichment plants. 

SAFEGUARDS REQUIREMENTS FOR ENRICHMENT PLANTS 

Because of space limitations, the relevant international safeguards requirements for enrichment plants 
have been summarized in Table 1, together with the best practices for meeting those requirements. Out of 
necessity, the requirements have been simplified and paraphrased for ease of understanding. Where a 
question exists regarding the requirement, the reader should seek clarification in the subject guidance 
document, or the source documents noted above. In addition, notes are made regarding the impact of 
these requirements on the nuclear facility designer and owner/operator, in connection with the facility 
design and construction project and schedule.  The overarching message is that early dialog and 
engagement between the facility owner/operator, designer, national regulator (SSAC)b, and the IAEA will 
ensure that the needs of all parties are met. 

                                                 
b State System of Accounting for and Control of Nuclear Material 
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Table 1: Summary of Safeguards Requirements and Best Practices for    
Uranium Enrichment Plants 

Item International Safeguards 
Requirements 

Best Practices for 
Meeting Requirement 

 Design/Construction 
Project 

Requirements and 
Impact 

Notes 

1 Early Provision of Design 
Information:  Design 
Information shall be provided 
by the State to the IAEA for 
nuclear facilities planned, or to 
be constructed, at as early a 
stage as possible.10 

Preliminary Design 
Information is submitted 
from the State (SSAC) to 
the IAEA as soon as the 
decision is made to 
construct the facility. 

The facility 
owner/operator 
prepares the 
preliminary DIQ and 
submits to the State 
(SSAC) during the 
Conceptual Design 
Stage. 

Model DIQ 
responses have 
been prepared for 
a variety of 
nuclear facilities 
and are available 
as guides for 
preparing new 
DIQs.11 

2 Definition of MBAs and 
KMPs: Nuclear Material 
Balance Areas (MBAs) and 
Key Measurement Points 
(KMPs) shall be defined for the 
purpose of nuclear material 
accounting and control. 

The layout of MBAs and 
KMPs follow established 
models for similar 
facility types.  For 
enrichment plants, 
typically the cylinder 
storage area is assigned 
as one MBA and the 
enrichment process as 
another. 

The facility 
owner/operator defines 
the facility layout, 
including MBAs and 
KMPs in the DIQ 
during the Conceptual 
Design Stage. 

The MBA and 
KMP layout are 
defined in the 
DIQ and 
transmitted to the 
SSAC and IAEA 
during the 
Conceptual 
Design Stage. 

3 Safeguards Objectives: 
Timely detection of the 
diversion of a Significant 
Quantity (SQ) of nuclear 
material from the facility, i.e.:  

� 75 kg of U-235 in the form 
of natural, depleted, or low 
enriched uranium (LEU), 
within one year 

� 25 kg of U-235 in the form 
of HEU (U-235 > 20%), 
within one month 

Timely detection of facility 
misuse – including cross 
connection of the headers to 
produce HEU and direct 
removal of UF6 from the 
cascade hall.  

Nuclear material 
accountancy, 
supplemented by the use 
of containment and 
surveillance (C/S) 
devices, and other 
safeguards measures. 

Nuclear material 
accountancy and 
containment and 
surveillance 
safeguards measures 
are planned during the 
Conceptual Design 
Stage. 

They are defined in 
the proposed 
Safeguards 
Effectiveness Report 
(SGER) for the 
Project, which is 
recommended for 
gathering all of the 
safeguards information 
pertaining to the 
Project. 

See Items 4, 6, 
and 7. 
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4 Fundamental Safeguards 
Measures:  Fundamental 
safeguards measures shall be 
implemented by the IAEA to 
detect the timely diversion of 
significant quantities of nuclear 
material. 

 IAEA verification 
measures for feed, 
product, and tails 
cylinders, and UF6 pipe 
headers: 12, 13 

Non-destructive assay 
(MMCN, MMCG, HM-
5) of cylinders & 
operator’s scale or IAEA 
load cell (LCBS) to 
verify gross weight. 

Verified cylinders are 
sealed. 

UF6 streams are sampled 
for destructive analysis 
(DA). 

Verification of pipe 
headers by header 
monitors (CHEM and/or 
CEMO). 

 

 

The facility designer 
makes provisions for 
IAEA safeguards 
equipment during the 
Conceptual Design 
Stage:   

Space and utilities are 
allocated to 
accommodate IAEA 
verification of UF6 
cylinders. 

The designer should 
consider provisions for 
group containment/ 
sealing of large 
numbers of tails 
cylinders. 

Space and utilities are 
provided for header 
monitors (CHEM 
and/or CEMO). 

 

The IAEA 
specifies the 
equipment, 
location, and 
space and utility 
requirements for 
NDA and 
containment and 
surveillance 
systems.  

The group 
sealing or 
containment of 
large numbers of 
tails cylinders 
should be 
addressed with 
the IAEA. 

 

 

5 Facility Attachments (FA): 
Subsidiary Arrangements, 
including Facility Attachments, 
shall be prepared by the State 
and IAEA for implementing the 
specific safeguards measures at 
the facility. 

The facility 
owner/operator and 
IAEA prepare a draft 
FA, using models 
established for similar 
facilities. 

The facility 
owner/operator and 
IAEA prepare the draft 
FA before the end of 
the Preliminary 
Design Stage. 

The IAEA can 
provide 
electronic 
templates and 
model Facility 
Attachments, 
upon request. 

6 Verification of Nuclear 
Material and Inventory: UF6 
cylinder receipts, transfers, 
shipments, inventory, and 
process flows shall be verified 
in accordance with the IAEA 
Safeguards Criteria. 

The IAEA uses the 
fundamental safeguards 
measures noted above 
for item #4. 

NDA equipment is 
generally portable and 
of low impact to 
design and 
construction project, 
except for the CEMO 
header monitor. 

The stacking of tails 
cylinders complicates 
access for verification. 

The IAEA can 
provide estimates 
in advance of the 
number of 
cylinders to be 
randomly 
verified and 
verification 
frequency. 
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7 Nuclear Material Verification 
Practices: UF6 cylinders and 
pipe headers shall be verified 
using IAEA approved 
safeguards measures and 
instruments.  

The IAEA uses the 
following:             

Portable NDA of UF6 
Cylinders – MMCN, 
MMCG and HM-5 (for 
heels) and ULTG (wall 
thickness). 

Cylinder gross weight – 
operator’s checked scale 
or IAEA LCBS. 

Sampling of UF6 stream 
for DA. 

Containment (Seals) -  e-
cap, VACOSS, COBRA, 
and EOSS  

Surveillance – ALIS and  
NGSS 

Pipe Header Monitors – 
portable CHEM or 
installed CEMO. 

Most of the NDA 
equipment is portable 
and generally has a 
low impact on facility 
design. 

Space and utilities 
need to be provided 
for the CEMO header 
monitor (if used). 

Stacking of tails 
cylinders complicates 
random verification. 

Facility designer needs 
to make provisions for 
permanently installed 
C/S systems. 

The NDA, C/S, and 
other safeguards 
systems and measures 
should be specified in 
the proposed SGER. 

The IAEA can 
specify the 
equipment, 
location, and 
space and utility 
requirements for 
NDA and 
containment and 
surveillance 
systems.  

The joint use of 
operator’s 
instruments for 
UF6 verification 
is possible, but 
must comply 
with IAEA 
SGTS Policy 
#20.14 

8 Nuclear Material Balance 
Evaluation:  The nuclear 
material balance shall be 
evaluated by the IAEA over a 
prescribed material balance 
period to verify that the 
material-unaccounted-for 
(MUF) and cumulative MUF 
(CUMUF) are within allowable 
limits. 

The IAEA evaluates the 
nuclear material balance 
over the material balance 
period to determine that 
the MUF, CUMUF, and 
associated statistics are 
within allowed limits. 

As a facility handling 
nuclear material in 
bulk form, the 
CUMUF for an 
enrichment plant may 
increase over time. If 
this occurs, the IAEA 
may additionally 
verify UF6 held up in 
the cascade halls, as 
well as in chem and 
cold traps. 

The results of the 
IAEA MUF, 
CUMUF, and 
shipper/receiver 
difference (SRD) 
evaluations are 
discussed with 
the national 
regulator/SSAC 
if these approach 
unacceptable 
limits.   

9 Design Information 
Evaluation and Verification 
(DIE/DIV):  Information 
pertaining to the design, 
construction, and operation of 
the nuclear facility shall be 
periodically examined and 
verified by the IAEA over the 
life cycle of the facility to 
detect safeguards relevant 
changes.   

The IAEA performs 
DIE/DIV over the life 
cycle of the facility.  

The IAEA inspects the 
facility, using visual 
observation, handheld 
instruments, and 
operator provided 
facility drawings to 
detect changes.  

The IAEA may also use 
the 3D Laser Range 
Finder (3DLR), if 
permitted. 

DIE/DIV typically 
begins during the 
facility Construction 
Stage. The facility 
builder must 
coordinate the 
scheduling of the 
DIE/DIV during 
construction to 
minimize disruptions 
to the Project. The 
owner/operator must 
ensure that the data 
collected by the IAEA 
is secured and 
protected. 

For an 
enrichment plant, 
the DIE/DIV is 
typically done 
once per year, 
from the start of 
construction, 
through plant 
operation, until 
the facility is 
officially 
shutdown. 
During 
construction, the 
DIE/DIV is often 
extensive. 
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10 Confirming the Absence of 
Facility Misuse and HEU 
Production: Safeguards 
measures shall be used by the 
IAEA to detect possible misuse 
of the enrichment plant for 
undeclared production of LEU 
and HEU. 

 

The CHEM and CEMO 
header monitors are used 
to detect the undeclared 
production of HEU. 
Limited Frequency 
Unannounced Access 
(LFUA) is used to detect 
reconfiguration of the 
cascade hall. 

Environmental swipe 
sampling (ES) may also 
be used to detect HEU. 

The facility national 
regulator/SSAC 
should discuss with 
the IAEA the 
safeguards measures 
that will be used to 
detect facility misuse. 
In some cases, the 
State may impose 
restrictions on what is 
allowable. 

IAEA installed 
header monitors 
(CEMO) should 
be on a plant 
emergency 
electrical power 
circuit or have an 
UPS, to prevent 
accidental 
shutdown. 

11 Nuclear Material Accounting 
and Operating Records:  The 
facility operator shall maintain 
records regarding the operation 
of the nuclear facility and 
accounting of the nuclear 
material therein, as specified in 
the safeguards agreement. 

Operating records 
include: mass of UF6 fed 
to the process, product 
and tails generated, 
source documents for the 
receipt and shipment of 
UF6 cylinders, cylinder 
inventory, cylinders 
transferred to the 
process, cylinder assay, 
UF6 transferred to waste, 
etc. 

The operating and 
accounting records 
noted are also needed 
by the facility operator 
and national regulator 
to ensure that the 
nuclear material is 
being handled in 
accordance with 
national regulations 
and nuclear safety 
requirements.  

It is possible to 
give the IAEA 
broader access to 
the enrichment 
plant control 
room instruments 
to confirm the 
origin of the 
operating 
records. This has 
not been widely 
implemented. 

12 State Reports for the IAEA:  
The SSAC shall regularly 
submit reports to the IAEA 
regarding the nuclear material 
balance, physical inventory, 
and inventory changes, as 
specified in the safeguards 
agreement. 

The SSAC regularly 
submits official reports 
to the IAEA regarding: 
nuclear material balance 
(MBR), inventory 
changes (ICR), and the 
physical inventory (PIL), 
as specified in the 
safeguards agreement. 

The state reports are 
based on nuclear 
material accounting 
reports and inventory 
lists prepared by the 
facility 
owner/operator. These 
in turn are traceable to 
the operating records, 
which are based on the 
plant instruments. 

The plant needs 
to be 
instrumented to 
the highest 
international 
standard. These 
instruments need 
to meet the ITV 
for measurement 
accuracy. 

13 Verification under the 
Additional Protocol (AP):  
The state shall make 
declarations to the IAEA, as per 
the Additional Protocol, and 
permit the use of the specified 
additional measures, if the state 
has implemented an AP to the 
safeguards agreement with the 
IAEA. 

The SSAC submits a 
state-wide declaration to 
the IAEA, as per the AP. 
The IAEA performs 
Complementary Access 
(CA), on a limited basis, 
and uses additional 
measures to detect any 
undeclared nuclear 
material and/or 
activities. 

Generally, the 
application of the AP 
does not affect the 
design and 
construction project. 
The facility (and 
ancillary facilities) 
should be constructed 
so that proprietary and 
sensitive nuclear or 
operating data are not 
revealed during the 
CA. 

The SSAC is 
notified 24 hours 
in advance of site 
access. The 
specific facility 
may not be 
identified until 2 
hours before 
access. The 
facility operator 
needs to prepare 
for this possible 
activity. 
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14 Advanced Safeguards 
Concepts:  As benefits both 
parties, the safeguards 
agreement should be 
implemented in the most 
effective and efficient manner 
possible. 

Advanced concepts may 
be implemented to 
minimize the use of field 
inspections and improve 
the efficiency and 
effectiveness of nuclear 
safeguards. These 
include the use of: short 
notice random 
inspections (SNRI), 
remote monitoring of 
safeguards instruments 
(RM), state level 
safeguards approach 
(SLA), and integrated 
safeguards (IS). 

As a prerequisite to 
conducting SNRI, the 
use of a secured 
electronic mailbox by 
the operator to declare 
cylinder receipts, 
transfers, and 
shipments would be 
required. 

In the future, the 
IAEA may 
systematically 
remotely monitor 
header monitors 
(CEMO) and 
electronic seals 
(VACOSS and 
EOSS). If this is 
done, the facility 
owner/operator 
must ensure that 
the safeguards 
data 
transmissions are 
suitably 
protected and 
encrypted. The 
use of remote 
monitoring and 
SNRI allows the 
IAEA to 
dramatically 
reduce the field 
inspection effort. 

 

ADDITIONAL NOTES RELEVANT TO PLANT DESIGN AND CONSTRUCTION 

While the foregoing table is useful for summarizing the relevant international nuclear safeguards 
requirements, and practices for meeting those requirements, there are a number of other points relevant to 
the design of modern uranium enrichment plants. Although the design of the enrichment plant is the 
purview of the facility designer, the following tips and recommendations are provided for the sake of 
making future plants easier to safeguard, based on years of experience implementing international nuclear 
safeguards at enrichment plants. These points are as follows: 

� Architecture: The enrichment plant should be designed without subbasements and concealed 
spaces, and should permit the IAEA the ability to walk through and confirm the equipment 
layout, capacity, and inventory of UF6 cylinders. 

� Design Information Examination and Verification (DIE/DIV): The facility owner/operator 
and designer/builder must coordinate the IAEA DIE/DIV activities during construction to 
minimize disruptions to the project. 

� Design Information Security: The facility designer, owner/operator, and national regulator 
(SSAC) must ensure that facility design information is suitably protected and secured. 

� Non-Destructive Assay: The facility designer needs to provide space and utilities to 
accommodate the IAEA verification of UF6 cylinders and feed, product, and tails header pipes, by 
non-destructive assay (NDA). 

� Load Cells: The design of the operator’s accountancy scales and UF6 feed and withdrawal station 
load cells should permit independent verification by the IAEA. 
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� Pipe Header Design: Access hatches and clear space should be provided to allow the IAEA the 
ability to confirm the absence of cross connections. Headers should be color coded and clearly 
labeled to permit tracing. 

� Header Monitors: The design of the feed, product, and tails headers must accommodate the 
IAEA header monitors (CEMO and/or CHEM). 

� Sampling for Destructive Analysis (DA): The tubing from the UF6 sample stations to the source 
should be color coded and clearly labeled to permit tracing. 

� Process Flow Verification: UF6 Cylinder Portal Monitors and Mass/Enrichment Flow Monitors 
(FEMO) are being considered for enhanced verification of UF6 process flows. 

� Feed and Withdrawal Cylinder ID: UF6 feed and withdrawal stations can be fitted with view 
ports to facilitate identification of the cylinders within. 

� UF6 Chemical and Cold Traps: The design of UF6 chemical and cold traps should accommodate 
NDA verification by the IAEA. 

� Surveillance Cameras: IAEA Surveillance cameras are not typically required, but may be used 
in some cases for enhanced monitoring of cylinder flow paths. 

� Accountancy Scales: The operator’s accountancy scales are typically placed near the cylinder 
traffic route between the cylinder storage area and the UF6 feed and withdrawal stations, for ease 
of use. 

� Sealing of Tails Cylinders: The designer should discuss containment measures and options with 
the IAEA for the group containment and/or sealing of large numbers of tails cylinders that will be 
produced. 

 
SUMMARY AND CONCLUSIONS 
 
The international nuclear safeguards requirements for implementing safeguards by the International 

Atomic Energy Agency (IAEA) were summarized for the case of enrichment plants, to help facility 
designers become cognizant of these requirements and implement Safeguards-by-Design. By considering 
these requirements early in the design process, the needs of the facility designer, owner/operator, national 
regulator (SSAC), and the IAEA can be mutually met. In addition, the best practices for meeting these 
requirements were summarized based on operating and inspection experience.  Additional points relevant 
to the design of enrichment plants were also noted for the sake of making future enrichment plants easier 
to safeguard. In noting these practices, it is important to recognize that they are continuously evolving as 
the facility operators, designers, builders, and the IAEA consider even more effective and efficient means 
for meeting the nuclear safeguards requirements and objectives.  

The final word can be summarized as “Know before you build.” Early engagement and discussion 
between the facility owner/operator, designer, national regulator (SSAC), and the IAEA will ensure that 
the needs of all parties are met, with the result that the new enrichment plant can be effectively and 
efficiently safeguarded. This becomes even more important with the expansion in the number and variety 
of nuclear facilities worldwide as a consequence of the Nuclear Renaissance. 
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