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An increasingly promising and widespread topic of research in distributed computing is the

mobile agent paradigm: code travelling and performing computations on remote hosts in an au-

tonomous manner. One of the biggest challenges faced by this new paradigm is security. The

issue of protecting sensitive code and data carried by a mobile agent against tampering from a

malicious host is particularly hard but important. Based on secure multi-party computation, a re-

cent research direction shows the feasibility of a software-only solution to this problem, which had

been deemed impossible by some researchers previously. The best result prior to this dissertation

is a single-agent protocol which requires the participation of a trusted third party. Our research

employs multi-agent protocols to eliminate the trusted third party, resulting in a protocol with

minimum trust assumptions.

This dissertation presents one of the first formal definitions of secure mobile agent computation,

in which the privacy and integrity of the agent code and data as well as the data provided by the

host are all protected. We present secure protocols for mobile agent computation against static,

semi-honest or malicious adversaries without relying on any third party or trusting any specific

participant in the system. The security of our protocols is formally proven through standard proof

technique and according to our formal definition of security.

Our second result is a more practical agent protocol with strong security against most real-

world host attacks. The security features are carefully analyzed, and the practicality is demon-

strated through implementation and experimental study on a real-world mobile agent platform.

All these protocols rely heavily on well-established cryptographic primitives, such as encrypted

circuits, threshold decryption, and oblivious transfer. Our study of these tools yields new contri-

butions to the general field of cryptography. Particularly, we correct a well-known construction of

the encrypted circuit and give one of the first provably secure implementations of the encrypted

circuit.
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CHAPTER 1

INTRODUCTION

Mobile agents are goal-directed, autonomous programs capable of migrating from host to host dur-

ing their execution, using a combination of agent technology and mobile code. Working as an agent

for its user, a mobile agent can execute the user’s authority and work autonomously toward a goal.

It is also mobile in that the agent program can suspend its execution at one host, transfer itself—its

code, data, and execution state—to another host, and resume execution there. The combination

of autonomy and mobility provides mobile agents enormous potential for application in today’s

Internet-based, distributed computing environment. Typical application areas, to name a few, in-

clude E-commerce, information retrieval, software distribution and administration, and network

management. The mobile agent paradigm offers several advantages over traditional network appli-

cations. First, mobile agents work independently from their users. The only interaction occurs at

the beginning of the agent’s lifetime, when it is created and sent out to remote hosts by the user,

and in the end when the agent returns back to the user. This makes mobile agents an attractive

paradigm for applications such as mobile computing where the communication bandwidth is lim-

ited or the user cannot or is not always connected to the network. Second, through migrating to

remote hosts, mobile agents are able to bring their execution close to the resource, therefore could

potentially save a large amount of communication overhead. Furthermore, compared to the client-

server paradigm, the mobile agent paradigm is more adaptive to the outside world. For example,

the agent can adjust its itinerary according to its current status.

Along with these notable properties and the bright prospect of a wide range of applications, the

mobile agent technology also faces some serious challenges. Like many other new technologies, mo-

bile agents suffer the lack of necessary infrastructure and widely-deployed applications. There are
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mobile agent systems developed in both academia and industry, such as Telescript [66], Aglets [5],

Agent Tcl [44], Concordia [67], Mole [8], etc, but none of them has achieved commercial success.

Yet another even more serious hurdle for mobile agents is security. Awoken by the recent, seemly

endless and ever changing security attacks on the Internet, people have realized that security is

an inherent requirement for computer software, especially network-based applications. Hence, the

mobile agent technology cannot achieve all its promised success without a sound security mecha-

nism. Unfortunately, due to the unique executing scenario of mobile agents, security issues in this

paradigm are mostly brand-new, as illustrated in the following section.

1.1 Mobile Agent Security

From the security perspective, a mobile agent system consists of three basic components: the agent,

the originator (also known as the home host) from which the agent originates, and the remote hosts1

that the agent visits. The distinctive feature of the mobile agent paradigm, as far as security is

concerned, is that there is little trust among these basic components, except for the agent and

its originator. The originator worries about hosts tampering with its agents, while the hosts are

concerned about potential damage an agent could do. And for many e-commerce applications such

as bidding, the hosts are competing with each other, so fair play is essential in such situation.

Considering all these issues, security threats in the mobile agent paradigm can be divided into

three categories [40].

• Agents attacking hosts. A malicious agent could try to gain unauthorized access to a host’s

resources or secrets, through exploiting the security holes in the host system or masquerading

as an authorized agent. The agent can also launch denial-of-service attacks by consuming

excessive amount of resource. So far, threats in this category have been the most studied

1From now on, we’ll simply use “hosts” when talking about the remote hosts.
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security issues in the research community. The main solution is to confine the execution

of the agent in a sandbox, where fine-grained access control and safe code interpretation

are enforced [65, 50]. In addition, code signing is employed for confirming the authenticity,

origin, and integrity of the agent code [61, 38, 42, 43]. New techniques are also emerging. For

example, state appraisal [33] is an advanced scheme for detecting a malicious agent, while

proof carrying code [49] goes even further by allowing the producer of mobile code to attach

to the code a formal proof of its safety.

• Hosts attacking agents. While not so obvious at the first glance, mobile agents are suscep-

tible to attacks from malicious hosts, too. Protecting mobile agents is equally as important

as protecting hosts, but much harder to deal with. First, all the attacks from the agent to

the host can be done in the reverse direction. In addition, because the host provides the exe-

cuting environment for the agent, it has full control of the agent’s code, data, and execution.

Hence eavesdropping and alteration can be easily done to the agent. For example, the host

can analyze the agent’s behavior by statically inspecting its code, dynamically monitoring its

execution, and even running the agent repeatedly with different inputs. It can also modify

the agent’s code or data to its favor.

Due to the complete control the host has over the agent, it is not clear at first that

anything can be done to prevent attacks against an agent. In fact, some people have gone

so far as to say that it is impossible to prevent tampering unless a secure, trusted hardware

environment is available at the host [26] (the trusted hardware solution is pursued by, among

others, Yee in his Sanctuary project [69]). While this statement may be true when taken

literally, we have seen that cryptography can make meaningful tampering impossible even in

a software-only setting.
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Turning to a software-only environment, the difficulty of protecting agents has focused

most research on the problem of detecting rather than preventing the host’s attacks. Tech-

niques for this purpose include mutual itinerary recording [55], itinerary recording with repli-

cation and voting [59], execution tracing [64], and partial result encapsulation [41, 69]. Code

obfuscating [39] has been proposed as a solution for protecting the agent’s code against anal-

ysis or modification by the host. The main drawback, however, is the lack of complexity

measures for its strength and algorithms for generating obfuscated code. In fact, recently

Barak et al. has proved the impossibility of perfectly obfuscating code in theory [7].

A new direction of research came out around 1998 which applies protocols from secure

multi-party computation to the mobile agent paradigm. Such protocols enable multiple par-

ticipants to jointly compute a function without revealing to each other their secrets, such as

each player’s input data. The mobile agent paradigm can be treated as multi-party compu-

tation. The participants are the originator and the remote hosts. Collaboratively they carry

out a computation represented by the mobile code. That said, there are significant differ-

ences between the settings of a typical secure multi-party computation and the mobile agent

scenario. Also, secure multi-party computation has traditionally been studied as a theoreti-

cal problem, resulting many protocols only of theoretical interest. Therefore, much research

needs to be done before this approach achieves a fruitful result in the practice-oriented mobile

agent paradigm. This dissertation intends to make contributions to this new area.

• Agents attacking agents. Many components in a mobile agent platform are also agents

themselves, providing directory services, communication services, etc. Some applications

require interactions between agents too, such as the negotiation between a buying agent and

a selling agent in an E-commerce application. As a result, an agent is also faced with attacks

from other, malicious agents. Again, one effective countermeasure is restricting the agent’s

4



behavior by a sandbox. But the sandbox is enforced by the agent platform, not the individual

hosts.

1.1.1 Protecting Agents with Secure Multi-Party Computation Protocols

Sander and Tschudin [56] were the first to point out a new direction that protocols for secure

multi-party computation could be useful in the design of a software-only solution to protect mobile

agents against malicious hosts. After all, the purpose of agent computation is for the originator

and the hosts together to compute some function. Secure multi-party computation [53, 68, 36] has

been studied in the theoretical research community for more than two decades. There are three

basic types of secure computation problems.

• Computing with encrypted functions (CEF). Suppose user Alice has a function f and

user Bob has some data x. Alice would like Bob to compute f(x) for her, but does not want

Bob to learn anything substantial about f .

• Computing with encrypted data (CED). Alice has some private input x and Bob has a

function f . Bob computes f(x) for Alice, but learns nothing substantial about x.

• Secure function evaluation (SFE). Alice and Bob both have some private inputs, x and

y respectively. Jointly they evaluate a common function g on x and y and learn the output of

g(x, y). Neither party should learn anything substantial about the other party’s input except

for what g(x, y) reveals.

The basic problems can be easily extended to n participants. Of the three, SFE is the most

widely studied problem, with general results for evaluating any polynomial-time function. Limited

results of CEF are available, such as computing polynomial and rational functions. In most cases,

the code of a mobile agent is public. In fact, from the aspect of a host’s protection, it is desirable
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to have the agent code known and verifiable by the host. On the other hand, the data of the agent

requires serious protection. (In this work, we use “agent state” to refer to all the private data of

an agent, reflecting the usually dynamic nature of agent data.) Thus, SFE is a promising basis for

tackling the agent security problem. Furthermore, notice that SFE protocols protect the privacy

of all the participants. This means the data provided by the host to the agent computation is also

treated as an object for protection. This important feature gives us the possibility of a complete

security solution that protects both the agent and the host, which is a significant advantage over

previous approaches in the agent area.

Since there already exist general protocols for securely evaluating any polynomial function, it

seems directly applying such a protocol would solve the agent security problem once and for all.

However, one big hurdle makes this impossible: in SFE, there is no limit on the rounds of com-

munication among the participants (although protocols with constant round complexity where the

constant is greater than one do exist in some situations); while the mobile agent paradigm restricts

the communication between the originator and the hosts to exactly one round — sending out the

agent and receiving the agent back. Currently, no SFE protocol (such as [36, 15, 25, 11]) satisfies

this restriction. As this research shows, non-trivial work is needed to reconcile this difference,

and our work is one of the first that seriously investigates this problem. Before introducing our

approach, we first review the prior work that leads to the starting point of our work.

1.1.2 Prior Work

In an inspiring paper [56], Sander and Tschudin provided a non-interactive CEF protocol for com-

puting polynomials and rational functions, using a homomorphic encryption scheme. Following

work toward a more general function hiding scheme has varied results. Domingo-Ferrer and Herrera-

Joancomart̀ı developed a different homomorphic encryption scheme [31], which allowed full field
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operations, but is unfortunately not secure against known-plaintext attacks. Loureiro and Molva

presented a different function hiding scheme based on error-correcting codes, which is applicable

to hiding linear functions [45].

A subsequent paper by Sander et al. [57] gave a non-interactive CED protocol for all NC1

functions. Based on that, a non-interactive CEF protocol can be implemented by letting Alice’s

private input be her function f and Bob’s function be a universal circuit. However, due to the

logarithmic limitation on the depth of the circuit being evaluated, its application is still very

limited.

Research by a group of IBM [16, 6] researchers took another approach based on Yao’s SFE

protocol [68]. Like the previous two, this work is able to protect the agent’s code, data, as well as

the host’s data, but is more powerful in terms of the type of functions it can compute. Cachin et

al. [16] presented a non-interactive protocol for securely evaluating any polynomial-time function.

Following work by Algesheimer, Cachin, Camenisch, and Karjoth [6] gave a protocol specifically

designed for the mobile agent paradigm. We refer to this last protocol as the ACCK protocol,

naming it after the authors. Table 1.1 gives a comparison of these three approaches.

Related theoretical Functions that can Protecting agent’s Protecting
problem be computed code and/or data host’s input

Sander & Polynomials and
Tschudin [56] CEF rational functions Code & Data Yes

Sander et al. [57] CED NC1 functions Code & Data Yes

IBM papers Polynomial-time
[16, 6] SFE functions Code & Data Yes

Table 1.1: Comparison of the three secure computation-based approaches

1.1.3 Basic Idea and Drawbacks of The ACCK Protocol

Providing secure agent computation for any polynomial-time function, the ACCK protocol [6] is

based on Yao’s encrypted circuit and two-party SFE protocol [68]. Transformed from a normal
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boolean circuit, an encrypted circuit (also known as garbled circuit in some literature) hides the

signals on the wires of the “plaintext” circuit. Informally speaking, for each gate in the plaintext

circuit, there is a corresponding encrypted gate. While the signals on the input and output wires of

the plaintext gate are 0s and 1s, the signals on the wires of the encrypted gate are some encrypted

forms of 0s and 1s, typically random binary strings. We use signals to specifically refer to such

random strings, and semantics or values to talk about the normal boolean signals 0 and 1. The

decryption keys are simply a mapping of the random strings to their corresponding semantics. In

addition, for each wire in the encrypted circuit, there is a different encryption (that is, a different

pair of random strings). Each encrypted gate has an associated truth table. With one set of input

signals (in the form of random strings), one can evaluate the gate with the help of the truth table

and get the correct output signal, which is also a binary string. More details of Yao’s encrypted

circuit are discussed in Chapter 2.

The strength of encrypted circuits is that they can be evaluated by an outsider without leaking

any information about the inputs, the outputs, and the internal logic of the circuits. This overcomes

the drawback of conventional encryption schemes whose ciphertexts are not executable unless being

decrypted first. The tradeoff is that the encryption is done at the gate level, which is inefficient,

in terms of time and the size of the result. Therefore, the encryption should only be done to the

privacy-critical part of the mobile agent, which in many applications is fairly small and hence makes

this approach practical. The rest of the agent should still be in the plaintext form.

On a high level, the ACCK protocol can be described as follows: Suppose there are ` remote

hosts to be visited by an mobile agent. For each remote host, the originator of the mobile agent

constructs an encrypted circuit for computing its function f , resulting in ` encrypted circuits,

namely C1, · · · , C`. The originator’s private input x0 is encrypted as the input to C1 — each bit of

x0 is translated into a signal on the input wires. Then a single mobile agent carries these encrypted

8



circuits and the encrypted x0 to the first remote host, and executes C1 there with the encrypted x0

as well as the host’s input y1. The outputs are a new state of the agent, x1, and an output to the

host, z1, both in the form of signals. Given the decryption keys for z1, the host is able to decrypt

z1, while x1 is forwarded to the next host along with the agent. At the next host, the mobile agent

executes C2 with the input being x1 and the input from that host. This process repeats until C` is

executed at host `, and the encrypted output x` is returned to the originator, where the signals are

decrypted to get the final result. Of course, the hosts’ inputs also need to be in the form of signals

in order to be fed into the encrypted circuits. However, the signals are selected by the creator of

the encrypted circuits, which is the originator. Obviously, a host cannot directly request the signals

for its input from the originator, if it wants to protect its private input from the originator. The

ACCK protocol uses a trusted third party T to transfer to each host the signals for its input in an

oblivious transfer manner. The idea is simple: the originator encrypts all the signals (for both 0

and 1) of the wires for host input, using conventional public-key encryption with T ’s public key.

The agent carries these encrypted signals to the hosts. Each host selects one signal for each of its

input bit, and asks T to decrypt and return the plain-form signal, i.e., the binary string. Then the

host can evaluate the circuit, and the originator, which is not allowed to talk to T , does not learn

about the host’s input2.

Under standard cryptographic assumptions, it is computationally intractable for the host,

through evaluating the encrypted circuit, to figure out any useful information about the agent’s

input x and the encrypted output, unless the host also knows the signals for both 0 and 1 for some

wires in the circuit. For example, if the host has acquired both signals (for 0 and 1) of all the input

wires, nothing can prevent it from evaluating the circuit repeatedly with different inputs to dig out

secret information, such as the internal logic of the circuit, and gain unfair advantage. Therefore,

2More accurately, the originator learns nothing more about the hosts’ inputs than what the final result reveals.
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the security of the encrypted circuit relies on the assumption that the host holds only (or at most)

one signal for every wire in the circuit, which in turn depends on the security of the signals on the

input wires. Based on the description above, the third party T plays the central role in maintaining

this security. T is trusted to not collude with any host and decrypt the encrypted signals for both

0 and 1 of any input wire. Meanwhile, for the host’s privacy, T would not inform the originator of

which signals the host has selected for decryption. This is a fairly strong assumption and makes the

protocol less applicable to the real world. First, T is the single point of failure in this protocol. If T

is compromised, the whole security will fall apart. Therefore, a significant amount of effort has to

be spent in protecting T , and there is no room for error. Second, T is the bottleneck of the system.

The designers of this protocol suggests that “the service of T may be offered as a public service

for ‘secure mobile agent computation’ on the Internet” [6], which, unfortunately, could make it a

perfect target for denial-of-service attacks. Third, if T is provided as a service, it may require a fee,

which restricts its application. Finally, trusting sensitive or private information to a third party is

an idea that will always make some people uncomfortable.

1.2 Our Research — Secure Computation with Multi-Agents

We believe the ACCK protocol is in the right direction toward achieving agent security. Particularly,

notice that both the agent and the host’s privacy concerns are addressed. But it suffers the

drawbacks discussed above due to the use of a trusted party. Multi-agent systems3 have been

attracting much attention and been applied to many applications because of their advantages of

providing parallelism, scalability, and fault-tolerance. In the security area, it provides the possibility

of distributing trust over multiple entities, therefore removing the inevitable disadvantages with

centralized trust assumption. This turns out to be the underlying theme of our new approach.

3We will use the term “multi-agents” to refer to multi-agent systems.
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Based on the ACCK protocol, the primary purpose of this dissertation is to design a multi-agent

protocol for secure mobile agent computation, which overcomes the shortcomings of prior work and

achieves higher security.

For a higher sense of security, nothing can replace the theoretical approach of proving security.

People are all too aware of old security measures fallen to new attacks. Only security that is

formally proven, based on widely-accepted mathematical assumptions and according to well-defined

models, can hope to stand against attacks for the many years to come. Basing on secure multi-party

computation gives us a big jump start in this perspective. As an example, most of the cryptographic

tools used by the prior work as well as our research have already been well studied and proved in

theory. Of course, much theoretical work still needs to be done when applying these tools to a new

paradigm like mobile agents. None of the prior work on mobile agents gave thorough treatment

of their results from a theoretical point of view. The first major goal of this research is obtaining

a provably secure agent computation protocol. We will show that such a protocol does exist with

proven protection for all participants in the agent computation.

Unfortunately, a theoretically sound result usually lacks appealing efficiency in practice. Our

protocol is no exception. The current state of the art in cryptography does not provide many

provably secure primitives and methodologies that are also efficient. Therefore, the second part of

this research aims at studying the practicality of secure agent protocols. A more efficient protocol

is designed and its security properties is carefully analyzed. We argue that many security features

of the theoretical protocol are maintained even after this improvement in efficiency. Next, we

implement this protocol on top of a multi-agent platform, and measure the performance with a

simple agent application. We also implement and study the ACCK protocol on the same platform.

To our knowledge, currently there is no published experimental study on any of the prior work.

We summarize the contributions of this dissertation as follows.

11



• Definition of secure mobile agent computation. One of our theoretical contribution is the

definition of security for mobile agent computation. The definition follows the framework of

universally composable security [20], which harvests the results of over a decade’s work on

security definition in theory, and has been widely accepted as a model for today’s loosely-

coupled, distributed network environment, such as the Internet. Another notable feature of

our definition is the consideration of security for every participant in agent computation: the

originator, the agents, and the hosts.

• A provably secure, software-only mobile agent protocol with minimum trust assumption. The

ultimate goal of cryptographic protocols is to enable secure computation in an insecure en-

vironment. The weaker the trust assumption a protocol has, the more valuable it is. Our

result is a protocol that assumes minimum trust. First of all, it does not make use of any

special-purpose, trusted hardware, which also makes the protocol ready to be applied to any

existing computing environment. Second, we have shown the use of a trusted third party

brings quite a few drawbacks that undermines the applicability of the ACCK protocol. Our

protocol makes explicit use of multi-agents and eliminates the role of the trusted party. In

our protocol, no particular trust is assumed on any participants, and security is preserved as

long as enough players, not necessarily any particular ones, are honest. Finally, our protocol

is formally proved to achieve the defined security.

• A practical mobile agent protocol with arguable security against most common attacks. A

practice-oriented variant of our theoretical result preserves the same framework, especially the

minimum trust assumption, but improves on the efficiency. This result can be implemented on

real-world agent platforms as demonstrated by our experimental study. Meanwhile, it offers

effective protection against most real-world attacks, particularly attacks from the hosts.
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• Implementation and experimentation. Both our practical secure agent protocol and the ACCK

protocol have been implemented on the multi-agent system JADE. This involves also one of

the first implementations of the encrypted circuit, a newly published threshold decryption

scheme, and a widely used oblivious transfer protocol. The experimental results demonstrate

the practicality of our research as well as the ACCK protocol, and suggests directions for

future improvements.

• Contribution to cryptography in general. As part of our work, we have studied some funda-

mental cryptographic primitives extensively. From our study, we identified and corrected a

flaw in a well-known construction for the encrypted circuit. As a result, we have obtained the

first provably secure implementation of Yao’s encrypted circuit. Our exploration of oblivious

transfer and threshold decryption also bring out some new insights, both theoretically and

experimentally.

We believe applying cryptographic protocols to mobile agent computation is a promising di-

rection, with solid theoretical foundation and acceptable efficiency. Still, this is a relatively new

approach, and interesting research problems exist for further exploration. We list some open prob-

lems at the end of this dissertation.

1.2.1 Related Work

Independent from our research, recently Endsuleit and Mie [32] proposed another approach of using

multi-agents to protect agent security. From their paper, we can conclude the following differences

between their result and ours.

• Endsuleit and Mie treat mobile agent computation as a standard multi-party SFE among the

hosts, while we view the process as evaluating a sequence of two-party functions. In [32], at
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any moment, a group of agents conduct joint evaluation of a function with the inputs from

their current hosts. It is unclear, however, how the input from the originator is treated.

• Protecting the agents from host tampering is the main threat addressed by Endsuleit and

Mie. It is not clear how attacks from the agents to the hosts are dealt with. In particular,

as the agents take the hosts’ inputs and conduct SFE on these inputs, preventing private

information being taken away as the agents migrate is a valid concern. In contrast, our

results also offer strong privacy protection to the hosts.

• Probably the biggest difference between [32] and the work of this dissertation is the SFE

protocol each is based on. While we extend Yao’s two-party protocol with encrypted circuits,

Endsuleit and Mie use the multi-party protocol of [15]. Like Yao’s, the protocol works on a

boolean circuit that implement the desired function. Instead of using random strings to hide

the boolean values of the signals in the circuit, these values are distributed among the parties

through secret sharing. As a result, without enough parties together, these values cannot

be uncovered. As the evaluation propagates through a gate, all the parties jointly compute

the shares of the output value of the gate, and eventually everyone obtains only its share

of this value. Thus, evaluating each gate in the circuit requires interaction among all the

participants. This is in sharp contrast with Yao’s encrypted circuits whose evaluation incurs

no communication at all. Consequently, the communication rounds of [32] is proportional to

the size of the agent function. The round complexity of the protocols we present only depends

on the number of hosts, the security parameter, and the bit size of the host input.

1.2.2 Organization of This Dissertation

The rest of this Chapter introduces the ACCK protocol in details. Chapter 2 deals with the

efforts toward obtaining a theoretically proven secure mobile agent protocol. We begin with the
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definition of secure mobile agent computation. Then, we discuss the three building blocks of our

protocol: encrypted circuits, oblivious threshold decryption, and public-key encryption. Following

that is our first protocol which is proved to be secure against semi-honest adversaries, adversaries

that strictly follow the protocol instructions. We then move on to enhance this protocol to stand

against malicious adversaries, which may deviate arbitrarily from the prescribed behavior. We

introduce a “compiler” that fortifies the original protocol with protections against cheating, and

our adjustments to it when it is applied to the mobile agent scenario. Finally, the security of the

enhanced protocol is proved. We also analyzed the communication complexity of both results.

Chapter 3 presents our work in the practical front. We discuss the issues that prevent the direct

implementation of our theoretical results, followed by our work-arounds. The practical mobile agent

protocol is presented next. Although some security are forfeited, our analysis demonstrates that

the practical protocol still offers sound protection against most attacks. In Chapter 4, we report the

implementation and experimental study of our practical protocol and the ACCK protocol. Chapter

5 summarizes this dissertation and discusses some interesting problems for future research.

1.3 The ACCK Protocol for Secure Mobile Agent Computation

Mobile agent computation can be treated as a special case of multi-party computation. The user,

represented by the originator, uses a mobile agent to compute some function at one or more remote

hosts. A unique and also appealing feature of mobile agents is that the originator interacts with

the remote hosts only at the beginning and the end of the process. Once the agent is sent out,

the originator can go offline, leaving all the work to the agent. In essence, the ACCK protocol [6]

implements mobile agent computation as secure function evaluation process with only one-round

of communication. We review this protocol with some details.
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1.3.1 The Computational Model

A key contribution of the work of Algesheimer, Cachin, Camenisch, and Karjoth [6] is a clear

definition of the mobile agent model, and the security goals of this model. We review this model

here, with notations and definitions taken from the original paper, and a few minor additions and

changes that will allow easier transition to our own definition of security. Notice that this model is

aimed at capturing the basic scenario, without including methods for protecting its security.

• Participants: There are an originator O, a mobile agentMA, and ` remote hosts H1, ..., H`.

All participants are distrustful of each other, except the originator and the mobile agent. The

agentMA consists of both static code and dynamic data (also called the “state” of the agent),

and travels from host to host. At each host,MA executes the code, taking input from both

its own dynamic state and the private input supplied by the host, and producing output for

the current host (optional) and an updated state to be brought to the next host. In the end,

MA returns to O, which obtains its intended result from the final state ofMA.

• One round of communication: Starting from O, the mobile agentMA visits the ` hosts

one by one and finally returns to O from H`. The migration is the only communication among

the players. In other words, the only message host Hj receives is from its predecessor Hj−1,

which deliversMA to Hj . Similarly, Hj sends out only one message to deliverMA to Hj+1.

The originator, it sends a single message to H1 and receives a single message from H`.

• Computation: Let X be the set of possible states of the agent, Y be the set of possible

inputs from the host, and Z be the set of all outputs that are given to the host. The agent,

executing on host Hj , computes two functions

gj : X × Y → X and hj : X × Y → Z ,
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where gj is the “state update” function that produces the state for input to the next host

the agent visits, and hj is the function that provides output for Hj . The original state, set

by the originator, is denoted by x0, and xj is the state that results from the computation at

host Hj . Additionally, we let yj denote the private input of host j, and zj denote the output

produced for host Hj . The functions then satisfy the following requirements:

xj = gj(xj−1, yj) and zj = hj(xj−1, yj) .

For secure computation with encrypted circuit, we replace the state set X with an en-

crypted state set M, and supply algorithms for working directly with this encrypted data.

The two basic functions are E : X → M and D : M → X , for encryption and decryption,

respectively. We let mj denote the encrypted version of xj for all j = 0, 1, · · · , `, and let

Aj and Bj denote the encrypted versions of the gj and hj functions, respectively, where the

output of Aj is encrypted, and the output of Bj is plaintext. The functions then operate as

follows, where mj ∈M for all j = 0, 1, · · · `:

m0 = E(x0) and mj = Aj(mj−1, yj) and zj = Bj(mj−1, yj).

The originator can retrieve the final output by computing ξ = x` = D(m`).

Algesheimer et al. listed two basic requirements that a secure computation should meet: cor-

rectness and privacy. Their requirement on correctness does not reflect the encrypted functions,

and so we modify the correctness requirement here to require that the Aj functions correctly track

the changes that the unencrypted gj functions would produce:

xj = D(mj) for all j = 0, 1, · · · , `.
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Note that by the definition of the zj values, and that the same zj values must be produced by the

Bj and hj functions, the correctness of the local host outputs is also ensured.

For privacy, we require that no principal (originator or host) can learn anything from the

protocol other than what follows from its own input and its own computed output. So for instance,

host Hj learns nothing other than what follows from knowing yj and zj . The originator O should

only learn ξ but nothing else about any yj other than what follows from ξ and x0.

1.3.2 The Protocol

The above privacy requirement protects the inputs to gj and hj , such that both host Hj and the

agent learn nothing more about the other’s input than what the outputs reveal. Theoretically, this

is the secure function evaluation problem introduced by Yao [68], and the ACCK protocol is based

on Yao’s two-party SFE protocol. Building around an encrypted circuit4, Yao’s protocol can be

described as follows. Assume Alice and Bob, with inputs x and y respectively, want to evaluate

a function g(·, ·) such that in the end Bob learns the output z = g(x, y) and Alice learns nothing.

Let C denote a polynomial-sized circuit computing g. Let (x1, . . . , xnx), (y1, . . . , yny), (z1, . . . , znz)

denote the binary representations of x, y, and z. Yao’s protocol consists of three steps.

(1) Using a probabilistic algorithm construct(C), Alice constructs an encrypted circuit C for

C. Each wire in C has two signals with semantics 0 and 1, respectively. Suppose the

pairs of signals for the input and output wires are, presented in the order according to

the signals’ semantics, L = (L1,0, L1,1, . . . , Lnx,0, Lnx,1), K = (K1,0,K1,1, . . . ,Kny ,0,Kny ,1),

U = (U1,0, U1,1, . . . , Unz ,0, Unz ,1), corresponding to x, y, and z respectively. To evaluate C

with a particular input, one needs the corresponding signals for each bit of the particular x

and y. Alice sends to Bob the encrypted circuit C, the signals corresponding to the particular

4See Section1.1.3 for a brief introduction, and more detailed description is given later in Chapter 2.
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x value, and U which will be used later for recover z. Without knowing the semantics of the

signals, Bob cannot deduce x from the signals.

(2) Alice and Bob engage in an oblivious transfer protocol5 in order to transfer to Bob the signals

corresponding to hiss input y. As a result, Bob receives only the signals for his particular

input y and Alice does not know any bit of y.

(3) Bob evaluates C with the input signals for x and y, and obtains output signals U ′
1, . . . , U

′
nz .

By looking up U , Bob recovers z.

In addition, Bob can send z to Alice so that she also learns the output. Doing so does not affect

the privacy of x and y. Applying Yao’s scheme to the mobile agent scenario, the originator plays

Alice, the hosts play Bob, and C is the mobile code. Conventional encryption and a trusted third

party T is used to indirectly implement step (2), the oblivious transfer.

Let C(j) be the circuit computing (xj , zj) = (gj(xj−1, yj), hj(xj−1, yj)), for 1 ≤ j ≤ l, with nx+

ny input bits xj−1,1, . . . , xj−1,nx , yj,1, . . . , yj,ny , and nz+nx output bits zj,1, . . ., zj,nz , xj,1, . . . , xj,nx .

Assume T has a public-key encryption scheme with the encryption and decryption operations

denoted by ET (·) and DT (·). Also assume there is a symmetric cryptosystem whose encryption

and decryption operations are E ′
κ(·) and D′

κ(·) under key κ. Suppose that all parties communicate

over authenticated links.

1. O chooses a string id that uniquely identifies the computation. O invokes construct(C (j))

and obtains (C(j),L(j),K(j),U (j)) as described above for each host Hj , j = 1, . . . , `, with U (j)

consisting of nz + nx pairs of signals in total. Let U
(j)
z denote the pairs in U (j) with indices

1, . . . , nz and U
(j)
x denoting those with indices nz + 1, . . . , nz + nx. For i = 1, . . . , ny and

b ∈ {0, 1}, O computes

K
(j)
i,b = ET (id‖j‖i‖K

(j)
i,b ).

5See Chapter 2 for details of oblivious transfer.
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Let K
(j)

denote the list of pairs of all such K
(j)
i,b ’s. Using U

(j−1)
i,0 and U

(j−1)
i,1 as encryption

keys, O also prepares two encryptions

E′

U
(j−1)
nz+i,0

(L
(j)
i,0 ) and E′

U
(j−1)
i,1

(L
(j)
nz+i,1

)

for each j ≥ 2 and i = 1, . . . , nx and permutes them before assigning them to V
(j)
i,0 and V

(j)
i,1 ,

so that the order does not give away the semantics. Call the list of such pairs V (j). Then O

let L
′(1)
i = L

(1)
i,x0,i

for i = 1, . . . , nx, and sends

id, L
′(1)
1 , . . . , L

′(1)
nx , C

(1),K
(1)
,U

(1)
z , and C(j),K

(j)
,U

(j)
z ,V(j) for j = 2, . . . , `

to H1 in a single message. This message is the mobile agentMA.

2. Each host Hj , for j = 1, . . . , `, executes this step after receiving the message from its prede-

cessor. Hj selects K
′(j)
i = K

(j)
i,yj,i

, for i = 1, . . . , ny, as the signals representing its input yj ,

and sends them to T along with id‖j. T decrypts K
′(j)
i , for i = 1, . . . , ny, and verifies that the

ith decrypted signal contains the identifier id‖j and index i, as well as no other decryption

request has been received for id||j||i. If all checks are successful, T returns the decrypted

signals K
′(j)
1 , . . . ,K

′(j)
ny to Hj .

3. The first host H1 evaluates C(1), with input L
′(1)
1 , . . . , L

′(1)
nx ,K

′(1)
1 , . . . ,K

′(1)
ny and obtains U

′(1)
1 ,

. . . , U
′(1)
nz+nx . H1 determines the value of output z1 = (z1,1, . . . , z1,nz) such that z1,i ∈ {0, 1}

and U
′(1)
i = U

(1)
i,z1,i

for i = 1, . . . , nz, and forwards the remaining U
′(1)
nz+1, . . . , U

′(1)
nz+nx as well as

C(j), K
(j)

, U
(j)
z , V(j) for j = 2, . . . , ` to H2.

4. Every other host Hj , for j = 2, . . . , `, interprets each of the U
′(j−1)
1 , . . . , U

′(j−1)
nx it has received

from Hj−1 as a symmetric key to E ′, determines which one of the ciphertext V
(j)
i,0 and V

(j)
i,1

the key can decrypt, and decrypts it. This yields L
′(j)
i for i = 1, . . . , nx. Then Hj evaluates
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C(j), gets the output zj , and forwards U
′(j)
nz+1, . . . , U

′(j)
nz+nx and all the other data it received

from Hj−1 to Hj+1. The last host H` returns U
′(`)
nz+1, . . . , U

′(`)
nz+nx to O.

5. O determines the result ξ = (ξ1, . . . , ξnx) such that ξi ∈ {0, 1} and U
′(`)
i = U

(`)
nz+i,ξi

for

i = 1, . . . , nx.

Notice that E ′ is not necessary. The signals outputed by the circuit C(j), U
′(j)
nz+1, . . . , U

′(j)
nz+nx , can

be directly feed into C(j+1), if during the circuit construction, L(j+1) = (L
(j+1)
1,0 , L

(j+1)
1,1 , . . . , L

(j+1)
nx,0 ,

L
(j+1)
nx,1 ) is set equal to U

(j)
x = (U

(j)
nz+1,0, U

(j)
nz+1,1, . . . , U

(j)
nz+nx,0, U

(j)
nz+nx,1).

In a nutshell, our new secure mobile agent protocol keeps a similar framework as the ACCK

protocol. But the service provided by the trusted party is replaced by distributed, threshold

decryption, which is carried out by a group of mobile agents. Additional measures such as oblivious

transfer are used so that no trust is assumed on any particular agent.
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CHAPTER 2

PROVABLY SECURE MOBILE AGENT COMPUTATION

The appeal of provable security is obvious. The resulting guarantee of safety is not based on heuris-

tics, which often turns out to be faulty in the security business, but on well-thought mathematical

definitions and rigorous proving. Nor is security proved because all known attacks can be defeated,

but because no successful attack including unforeseeable future attacks is feasible unless some fun-

damental complexity assumptions are broken. We intend to bring provable security to the mobile

agent paradigm, and instead of tackling isolated threats, we set out for a complete solution that

protects all facets of the mobile agent computation.

2.1 Introduction

Traditionally, research in secure agent computation has been done in two separate areas — pro-

tecting the hosts against malicious agents or vice versa. Consequently, the results usually address

only one type of security threat with (negative) implications on the other. For instance, any tech-

nique that helps the host monitor the mobile agent’s behavior is certainly beneficial to the host’s

security. But it also could aid a dishonest host in invading the agent’s privacy. Our approach has

the potential of addressing both categories of security issues at the same time. Generally speaking,

we treat mobile agent computing as multi-party secure function evaluation (SFE), which has been

well studied in theory. In multi-party SFE, there are n participants, collaboratively computing

a function f that takes private input from every party. It is assumed that any particular party

may become malicious and launch arbitrary attacks, and malicious parties may collude with each

other. The goal of multi-party SFE is to protect privacy and integrity for the honest participants.

Specifically, an SFE protocol tries to emulate an ideal process where all parties simply send their
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inputs securely to a trusted third party who then secretly and honestly evaluates the function on

these inputs and returns back to each party only its entitled output. In the ideal model, these

secrecy and honest will never be compromised. In summary, treating mobile agent computation as

an SFE problem incorporates all possible security threats, as no particular entity in the system is

trusted; and achieves the best security possible, as the goal is to mimic the ideal model.

There may be malicious parties in the ideal model, too. However, this does affect the desired

privacy and integrity. By definition, a malicious party in the ideal model is not able to peep into

the internal data of any honest party or the trusted party no matter what, nor is it able to see

the communication between them. Having malicious parties in the ideal model reflects the fact

that some dishonest behaviors are impossible to prevent in the real world. But these behaviors

are all known and their impact is so limited that they may not necessarily be regarded as attacks.

First, a malicious party can substitute its original input with something else, but only before the

protocol starts. Second, a party can refuse to participant in the computation, or it can abort the

process at any time. Since the only job for every party is sending its input to the trusted party

and then waiting for the output, aborting does little harm to others except causing the process to

be incomplete and others not to receive their outputs. Third, nothing can prevent a party from

analyzing the output it receives. This is incorporated in the concept that privacy means no party

can learn anything more than their outputs reflect.

2.1.1 Definition of Security for Secure Function Evaluation

The first step toward addressing a security problem is, obviously, defining what security means. And

from the above discussion, security definition is actually defining the desired ideal model and the

meaning of emulating that model. Over the years, satisfactory security definitions for stand-alone

secure function evaluation have been developed, mainly due to the work of Micali and Rogaway [46],
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Beaver [9, 10], and Canetti [19]. However, all these results assume the real-world SFE protocol to

be executed in an isolated environment, where there is no other computations going on. In 2001,

a new paradigm was introduced aimed at studying security in a more complex environment with

many different protocols (identical, related, or unrelated) being executed concurrently1 This so-

called universally composable (UC) security [20] is strictly stronger than the previous notions of

security and it better reflects today’s Internet-based computing environment2. The most important

result is a composition theorem that allows studying a protocol in isolation but guarantees security

when it is executed with others.

Our work considers security under the UC framework. The goal is to obtain secure, UC protocols

for mobile agent computation against various kinds of adversaries. In the following, we informally

summarize the UC security paradigm.

• Participants in the UC framework. First, there are the parties that want to jointly

evaluate a function. Since multiple parties can become malicious and malicious parties may

also collude with each other, it is instructive to imagine a new entity in the system called

the adversary who can corrupts any party and so make that party malicious, and coordinates

the behavior of the corrupted parties. In fact, the corrupted parties can be thought of as

dummy parties that simply carry out instructions from the adversary. So in the following

we describe the behaviors of corrupted parties through the description of the adversary, and

ignore mentioning the corrupted parties unless necessary. Unlike the stand-alone model, in the

UC scenario, there is another (adversarial) entity Z called the environment, that represents

everything outside of the protocol in question, such as the upper layer that invokes the

protocol as a subprocess, or another irrelevant protocol which is concurrently going on. The

1There are some other works on sequential or concurrent composition of protocols. The notion introduced here
seems to be the most comprehensive one and has been widely accepted.

2Works have shown that protocols that are secure by itself may be vulnerable to attacks when executed with other
protocols, known as protocol composition, with parallel composition the most troublesome [52, 19].
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environment provides the inputs to all the parties and the adversary, and reads their outputs3.

However, Z does not see the “internals” of the protocol execution; i.e. the internal states

of the parties as well as the communication between the parties. On the other hand, Z can

freely communicate with the adversary during the whole process. All the parties including

the adversary and the environment are formalized as interactive Turing machines, which is a

Turing machine with multiple tapes: an identity tape, a security parameter tape, a random

tape, an input tape and an output tape, an incoming and an outgoing communication tape,

a work tape, and an activation tape. In the following, we use party to refer to a participant

in the system other than the adversary, the environment, and the later introduced ideal

functionality.

• The communication model. To better reflect the real world, communication channels

in the UC framework are open and asynchronous without guaranteed delivery of messages.

Thus, everybody including the adversary is given the power to see the contents of all the

messages in the system. More important, the adversary controls the message delivery. The

only exception is the communication in the ideal model between the ideal functionality and

the parties. On the other hand, we do assume authenticated communication lines, meaning

the adversary cannot modify or forge messages sent by honest parties, nor can it deliver such

a message more than once. (This is a simplification adopted from [24] as the basic model

in [20] actually considers unauthenticated communication channels. See the discussion of

FAUTH in [20] for details.)

• The ideal process. For each SFE problem, an ideal model is defined that captures the

desired security goals for that problem. In this model, there is yet one more entity F known

as the ideal functionality, who receives the private input from every party in the computation,

3The input and output of the adversary can be anything.
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computes the function on the inputs, and returns to each party its corresponding output.

The ideal functionality is assumed incorruptible, and since it does all the work, the parties

in the ideal model are dummy parties that only forward their inputs and outputs between

the environment and the ideal functionality. The communication between a party and the

ideal functionality is ideally authenticated and is kept perfectly secret from other players in

the system including the adversary, denoted by S in the ideal model. However, the adversary

still controls the delivery of messages from F to the parties. That is, although S cannot

see the contents of the message, it does know the destination (i.e., which party to receive

this message) and it may opt to not deliver the message to that party. We stress S has no

control on the messages from a party to F unless it has corrupted that party. Since the

ideal functionality is incorruptible, the impact of the adversary is very limited. Indeed, the

only effective adversarial behaviors are substituting the original inputs of corrupted parties

with arbitrary inputs, letting the corrupted parties abort the computation prematurely, not

delivering a message from F to a party, or in the case of an adaptive adversary, corrupting

an honest party and obtaining its history of inputs and outputs. As said before, these are the

behaviors that are impossible to protect from in the real world. Therefore, the ideal process

captures the best security one can hope for.

• The real model. The real model is where the cryptographic protocol for secure function eval-

uation is executed. The communication channels are point-to-point, open, asynchronous,

and authenticated for simplicity, without guarantee of message delivery. The adversary,

denoted by A in the real model, can be either semi-honest (also called passive or honest-but-

curious in some literature) who follows the protocol but may try to deduce more from the

information it collects, or malicious (or active) who can deviate arbitrarily from the protocol.

A can statically corrupt a fixed set of parties before the protocol starts or adaptively corrupts
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honest parties as the protocol execution proceeds. Both the adversary and the environment

are assumed to be polynomial-time and so are the parties. There may be an upper bound on

the number of corrupted parties as well as some set-up assumptions such as the availability

of a common reference string.

• The execution. In both the ideal model and the real model, the execution consists of a

sequence of activations. The sequence always begins with the activation of the environment

and ends with an environment activation in which Z does not provide input to any party in

the system and the adversary. If Z writes an input on some party’s or the adversary’s input

tape, that entity is activated next and will proceed as its program specifies. Communication

between the parties, the adversary, and the ideal functionality may lead to further activations

of the receiving entities. Eventually, activation comes back to Z which may start another

round by providing a new input. Therefore, the UC model also captures the scenario of

reactive systems. Note that at any time, only one party is activated.

• The security definition. After the execution is over, Z outputs a single bit. A protocol is

deemed secure or referred to as securely realizing an ideal functionality if for every real-model

adversary A, there exists a corresponding ideal-model adversary S such that the running time

of S is polynomially related to the running time of A and the ensembles of the outputs of Z in

these two models are indistinguishable. In other words, no environment can tell whether it is

interacting with the ideal model and adversary S or the real model and adversary A. Because

the ideal-model adversary’s behavior is restricted to only those that are impossible to protect,

by showing the ideal adversary can simulate the real model computation, it is proved that at

the very best, what the real-model adversary can do to the SFE protocol execution amounts

to the attacks its corresponding ideal-model adversary is able to do. Hence, the security of
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the protocol follows4.

• The impact of no guarantee of message delivery. In both the ideal and the real model,

if a message is not delivered, a party could wait for that message forever and never generates

an output. Therefore, the security definition concerns only the case when a protocol generates

output. If in the real model a party P hangs and never generates output, as long as in the

ideal model P also hangs (because the ideal adversary does not deliver the message from F

to P ), it is considered secure. As a corollary, a protocol that sends no messages and generates

no output, securely realizes any ideal functionality. A non-trivial protocol has the property

that if the real-life adversary delivers all messages and does not corrupt any party, the ideal

adversary has to deliver all messages in order to simulate the real-model execution. We only

consider non-trivial protocols in our work.

• Synchronization in obtaining inputs. In traditional multi-party computation, every

party is assumed to have its input ready when the protocol starts. In the UC framework, the

environment provides input to one party at a time. As later shown in the security proof, it

is important to have all hosts receive their inputs before the originator sends out the agents.

To this end, in our real-model protocol every host notifies the originator after it has received

input.

2.1.2 Computational Indistinguishability

In essence, the environment Z serves as an (interactive) distinguisher to the real model execution

of a UC protocol and its ideal model simulation. However, Z is much more powerful (and hence

much less likely to be fooled) than the distinguisher in the traditional, stand-alone notion of security.

Rather than being a passive bystander, Z takes an active part in the protocol execution by providing

4In the previous introduction, security is described as for a protocol to emulate the ideal model. The two concepts
are equivalent.
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inputs to the protocol and exchanging information freely with the adversary. In fact, one can think

of Z as the actual adversary while adversary A does nothing other than carrying out Z’s commands.

However, due to Z’s role as the distinguisher, the ideal adversary S which tries to simulate the real

model has only limited access to Z. In particular, two crucial points are 1) S has only black-box

access to Z and 2) Z cannot be rewound5. Intuitively, this stronger notion of indistinguishably

ensures the security in a complex, concurrent execution environment. With this in mind, we

formally define the notion of computational indistinguishability.

Definition 2.1.1 Probability Ensemble (Definition 3.2.1 of [35])

Let I be a countable index set. An ensemble indexed by I is a sequence of random variables

indexed by I. Namely, any X = {Xi}i∈I , where each X(i) is a random variable, is an ensemble

indexed by I.

In this paper, we consider random variables of binary strings. A random variable Xn ranges

over strings of length poly(n)6, for an integer n.

Definition 2.1.2 Polynomial-Time Indistinguishability (Definition 3.2.2 of [35])

Two ensembles, X
def
= {Xn}n∈N and Y

def
= {Yn}n∈N, are indistinguishable in polynomial time

if for every probabilistic polynomial-time algorithm D, every positive polynomial p(·), and all suffi-

ciently large n’s,

|Pr[D(Xn, 1
n) = 1]− Pr[D(Yn, 1

n) = 1]| <
1

p(n)

5A powerful technique in security proof is for a simulator to rewind its simulation back to a previous point and
try another way. Traditionally, rewinding is allowed in black-box simulation, and has been widely used in problems
such as zero-knowledge proofs (e.g., [52]). However, the use of rewinding may cause problems in proving a general
composition theorem [18, 21].

6poly(x) refers to some polynomial of x.
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Definition 2.1.3 Indistinguishability by Repeated Sampling (Definition 3.2.4 of [35])

Two ensembles, X
def
= {Xn}n∈N and Y

def
= {Yn}n∈N are indistinguishable by polynomial-time

sampling if for every probabilistic polynomial-time algorithm D, every two positive polynomials

m(·) and p(·), and all sufficiently large n’s,

|Pr[D(X(1)
n , . . . , X(m(n))

n ) = 1]− Pr[D(Y (1)
n , . . . , Y (m(n))

n ) = 1]| <
1

p(n)

where X
(1)
n through X

(m(n))
n and Y

(1)
n through Y

(m(n))
n are independent random variables, with each

X
(i)
n identical to Xn and each Y

(i)
n identical to Yn.

An ensemble is efficiently constructible if its sampling can be done within polynomial time. The

following theorem asserts that for two efficiently constructible ensembles, indistinguishability by a

single sample implies indistinguishability by repeated sampling.

Theorem 2.1.4 (Theorem 3.2.6 of [35])

Let X
def
= {Xn}n∈N and Y

def
= {Yn}n∈N be two polynomial-time-constructible ensembles, and suppose

X and Y are indistinguishable in polynomial time (as in Definition 2.1.2). Then X and Y are

indistinguishable by polynomial-time sampling (as in Definition 2.1.3).

As a special case, the distributions of the outputs of the environment constitute a binary distri-

bution ensemble, X = {X(k,a)}k∈N,a∈{0,1}∗ , which only consists of distributions over {0, 1}. In the

index (k, a), k corresponds to the security parameter, and a represents the input.

Definition 2.1.5 Indistinguishability of Two Binary Distribution Ensembles [20]

Two binary distribution ensembles X and Y are indistinguishable (written X
c
≈ Y ) if for any

c ∈ N there exists k0 ∈ N such that for all k > k0 and for all a we have

|Pr(X(k,a) = 1)− Pr(Y(k,a) = 1)| <
1

kc
.
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In this work, we consider static, semi-honest and malicious adversaries as our threat model.

We begin with defining the ideal agent computation, as well as the real model with either a static,

semi-honest adversary or a static, malicious adversary. Then security in these two cases are defined.

After laying down the ground, the rest of this chapter presents and proves a secure protocol for

agent computation in each of the two cases.

2.2 Secure Mobile Agent Computation — The Definitions

The purpose of a mobile agent’s visit to a host is to perform some computation on the input provided

by the host. The result is taken by the agent to the next hop and so on, eventually back to the

originator. In many applications, the computation also takes as input the result(s) from previous

host(s). For example, at each host, a shopping agent compares the lowest price it has collected so

far with the price offer from the current host, and result is a new best offer. In such cases, the

originator usually sets an initial value for this input. Furthermore, the host may receive output

from the agent computation, too. As an example, a shopping agent may even make buying decisions

on behalf of the originator. Accounting for all these situations, we model the agent computation

as the process of computing a set of two-party (i.e., two-inputs) functions, one function per host.

The two inputs are the one from the host and the one from the agent which we refer to as the

agent’s current state. Likewise, there are two outputs, one to the host and one to the agent which

will be its updated state. The agent functions can be any polynomial-time computable functions

(with regard to some security parameter). We impose an additional requirement that the agent

function can be implemented in multi-agents. That is, the overall task can be accomplished by the

collaboration of multiple mobile agents, each computing a sequence of polynomial-time two-party

functions. In practice, this usually means there is a way for the originator to combine the results of

31



the multiple agents into one final result. In order to achieve the desired security, the protocols we

are going to present require static number of agents. Each agent’s itinerary is determined before

the protocols start, which implies all the hosts are predetermined, and there should be no overlap

between any two agent’s itineraries. We believe these restrictions can be easily accommodated by

many mobile agent applications, especially e-commerce applications. (For instance, one can execute

a setup process to locate and partition the hosts.) Assuming all the above conditions are met, we

have the following notations regarding the identities of the hosts and the functions to be computed

at each host.

Definition 2.2.1 Host Identities

Assume there are a total of ` hosts and n agents in the system, where n ≤ `. The hosts are

partitioned into n disjoint subgroups, each group to be visited by exactly one agent. We use the

combination of the group id i, for i = 1, . . . , n, and the host id j within that group, for j = 1, . . . ,mi

and
∑n

i=1mi = `, to identify a particular host H(i,j).

The agent functions are two-party polynomial-time functions whose output is also divided into

two parts. The inputs are the current agent state and input from the current host. The function

outputs a new agent state and an output to the current host. Furthermore, as implied by the

interactive Turing machine model, there are two additional inputs to the agent functions. One is

the security parameter, and the other is a random input (i.e., a random binary string) to be used

by the randomized operations in the computation. In practice, the security parameter is fixed and

reflected in the choice of key size, etc.; and the random input is included in the input from the

agent and the host. They are singled out here for the purpose of analysis.

Definition 2.2.2 Agent Functions

Let f (i,j) : 1∗ × {0, 1}∗ × {0, 1}∗ × {0, 1}∗ → {0, 1}∗ × {0, 1}∗, for i = 1, . . . , n and j = 1, . . . ,mi

as defined above, denote the agent function for host H(i,j). The first parameter is the security
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parameter and is represented in unary, while the last parameter is the random input. The second

parameter is the current agent state, and the third parameter is the input from the host. The

function outputs an updated agent state as well as a local output to the host. We are interested

in functions that are computable in time polynomial to the length of the security parameter. Also,

the lengths of the inputs and outputs are polynomially bounded by the security parameter. Let

f
(i,j)
1 (1k, x, y, r) and f

(i,j)
2 (1k, x, y, r) denote the first (i.e., to the agent) and the second outputs of

function f (i,j) on inputs 1k, x, y, r. Furthermore, let x(i,0) for i = 1, . . . , n denote the initial state

of agent MAi, y(i,j) be the input from host H(i,j), and r(i,j) be the random input. Agent MAi,

visiting hosts H(i,1), . . . , H(i,mi), computes function f (i,j) at host H(i,j) (for j = 1, . . . ,mi) on the

current agent state and the host’s input, and obtains the following outputs.

x(i,j) = f
(i,j)
1 (1k, x(i,j−1), y(i,j), r(i,j)) for 1 ≤ j ≤ mi

z(i,j) = f
(i,j)
2 (1k, x(i,j−1), y(i,j), r(i,j)) for 1 ≤ j ≤ mi

x(i,j) is the updated agent state, and z(i,j) is the local output to host H(i,j).

Finally, all ` agents return to the originator O with final states x(i,mi), for i = 1, . . . , n, which

are combined to the final output to O, denoted by ξ = g(1k, x(1,m1), . . . , x(n,mn), r), where g(· · ·) is

the combination function.

2.2.1 The Ideal Model

The participants in the ideal-model agent computation are an originator O, ` hosts, the ideal

functionality FMA, an adversary S, and the environment Z. We assume as a pre-stage, the hosts

are partitioned into n disjoint subsets. The partition is reflected by the hosts’ ids. All participants

are modeled as interactive Turing machines as introduced before. It is the ideal functionality

that computes the desired functions which are defined in Definition 2.2.2. The originator and the
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hosts do nothing other than forwarding inputs and outputs between the environment and the ideal

functionality. S controls the delivery of the messages from FMA to O and the hosts, and can corrupt

any party including O at its will. A corrupted party essentially becomes silent and is no longer

activated, while the adversary takes part in the process on behalf of it. Our work assumes a static

S, which corrupts a pre-determined set of parties before the protocol starts and no more thereafter.

After controlling some parties, S can substitute their inputs from the environment with arbitrary

inputs. S can also not forward the inputs to the ideal functionality. Furthermore, S has its own

communication with both Z and FMA. The behavior of the ideal functionality is defined as follows.

Definition 2.2.3 Ideal Functionality FMA

FMA proceeds as follows, interacting with originator O, ` hosts H(i,j), with i and j as in Defini-

tion 2.2.1, and adversary S.

1. Upon receiving the initial agent states x(1,0), . . . , x(n,0) with session id sid from O, store them

in a buffer. Send a notification (O− input, sid) to S, where “O− input” is just a text message

containing no information about the input value. From now on, only respond to messages with

the same session id as sid.

2. Upon receiving input y(i,j) from host H(i,j), send notification (H(i,j)− input, sid) to S. If there

does not exist x(i,j−1), buffer y(i,j). Otherwise, compute x(i,j) and z(i,j) with uniformly chosen

random input r(i,j), store x(i,j) and return z(i,j) to H(i,j). In addition, if there are buffered

y(i,k) for k = j+1, j+2, . . ., continue computing the corresponding x(i,k) and z(i,k), and return

z(i,k) to host H(i,k), until either the computation cannot proceed or there are no more buffered

inputs.

3. Upon receiving a request to reveal intermediate result x(i,j−1) from both O and host H(i,j),

send x(i,j−1) to S.
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4. Finally, combine the final agent states x(1,m1), x(2,m2), . . . , x(n,mn) with uniformly random in-

put r as defined in Definition 2.2.2, and return the result ξ to O. If having received a request

from O to reveal the final agent states, send all the final agent states to S. Halt after this

step is done.

5. Each host H(i,j) outputs z(i,j), and O outputs ξ.

Recall that the environment Z provides inputs to all the parties and reads every party’s out-

put. It may also exchange information with S. Eventually, Z outputs a single bit (potentially

based on all the information it has collected, which is referred to as its view of the process). Let

IDEALFMA,S,Z(k, a) denote the binary distribution of Z’s output induced by the random choices

of FMA, S, and Z and indexed by k the security parameter and a the inputs. Let IDEALFMA,S,Z

denote the ensemble {IDEALFMA,S,Z(k, a)}k∈N,a∈{0,1}∗ .

A few comments about the ideal functionality. We stress that the communication channels are

ideally authenticated. As a result, unless corrupting a party, S cannot send messages to FMA on

behalf of that party. The UC framework assumes potentially multiple agent computations as well

as other unrelated computations going on concurrently. It is the session id that identifies each

computation. FMA ignores all incoming messages other than those defined. Furthermore, because

it halts after the session is completed, a new instance of FMA must be invoked for another agent

computation. The returning of some intermediate agent states to the adversary reflects the fact

that currently the best agent protocol cannot hide the intermediate agent states from an adversary

if it corrupts both the originator and the next host the agent is going to visit. Similar reason for

returning the final states of all the agents to the adversary. We leave as an interesting open problem

to come up with an agent protocol that removes both shortcomings.
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2.2.2 The Real Model and The Definition of Security

In the real model, there is no ideal functionality available. Rather, the originator and the hosts

execute an agent protocol π (to be presented later), with the goal to mimic the ideal-model process.

Like before, we assume the hosts are partitioned into n disjoint subgroups and the partition is known

by everyone. In addition to the standard communication model of the UC framework, we stress

the unique communication restriction of the mobile agent paradigm. Unlike a typical SFE problem

in which every party may communicate with others at any time during the protocol, the mobile

agent paradigm restricts the originator to communicate with the hosts only at the beginning and

the end of the process.

The adversary in the real model, denoted by A, controls all corrupted parties and coordinates

their behaviors. We distinguish two types of adversaries. A semi-honest adversary let the corrupted

parties follow the instructions of protocol π, while a malicious adversary may have the parties

deviate arbitrarily from the protocol. Again, we consider only the static variants of both types of

adversaries. That is, A only corrupts parties before π starts. As a consequence, A’s decision of

whom to corrupt does not depends on the protocol execution. The behavior of the environment

is exactly the same as in the ideal model. Furthermore, both the adversary and the environment

are polynomial-time bounded with regard to the security parameter. Let REALπ,A,Z denote the

binary distribution ensemble of Z’s output in the real model.

Definition 2.2.4 Secure Mobile Agent Computation against Static Adversaries

Mobile agent protocol π is said to be secure against static, semi-honest (or malicious)

adversaries under condition t, if for any such adversary A interacting with the real-model

execution of π and corrupting parties subject to condition t, there exists a corresponding adversary

S corrupting the same set of parties in the ideal model, such that the running time of S is polynomial
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in the running time of A and for all environment Z we have

REALπ,A,Z
c
≈ IDEALFMA,S,Z . (2.1)

In the following, we present a secure mobile agent protocol in each of the two adversarial cases

and prove their security according the above definitions. Our protocols rely heavily on several

fundamental cryptographic primitives, and the proofs utilize an important universal composition

theorem that enables us to consider the security of the primitives individually and then prove the

security of the whole protocol on top of them. We introduce this composition in the next section.

2.3 The Universal Composition Theorem

The virtue of the notion of universally composable security is that the obtained security is main-

tained when the single protocol instance is composed, sequentially or concurrently, with arbitrarily

many other protocol executions. This is guaranteed by a universal composition theorem [20], and

consequently we can have a divide-and-conquer approach to the design of the secure mobile agent

protocols. For easy reference, we summarize the universal composition theorem of [20] as follows,

tailored to suit the agent scenario.

Definition 2.3.1 Real-Model Execution with Concurrent Subprotocols

The real-model execution of protocol π with a set of concurrent subprotocols ρ̂ is defined the same as

the standard real model. During the process there can be multiple instances of protocols in ρ̂ executed

concurrently by subsets of the parties as required by π. Denote by REALπρ̂,A,Z the ensemble of the

environment’s output.

37



Definition 2.3.2 Hybrid-Model Execution with Ideal Functionalities

In the hybrid-model execution of protocol π with access to a set of ideal functionalities F̂ that

computes a group of subfunctions f̂ , the parties and the adversary (denoted by H in the hybrid

model) behaves the same as in the real model with the following exception. When a subset of parties

need to evaluate a function in f̂ , the parties start an ideal-model evaluation with a copy of the

corresponding ideal functionality from F̂ . We stress there can be multiple ideal processes going on

concurrently. Denote by HYBF̂
π,H,Z the ensemble of the environment’s output.

Theorem 2.3.3 The Universal Composition Theorem [20]

Let C be a class of real-model adversaries. Let π be an n-party protocol with calls to a set of

subfunctions f̂ . Let F̂ be the corresponding group of ideal functionalities that computes f̂ , and ρ̂ be

the set of universally composable protocols that securely realizes the ideal functionalities in F̂ with

respect to C in the real model. Then for any real-model adversary A ∈ C there exists a hybrid-model

adversary H ∈ C such that for all environment Z it holds that

REALπρ̂,A,Z
c
≈ HYBF̂

π,H,Z . (2.2)

Due to the composition theorem, our first agent protocol, in the case with static, semi-honest

adversaries, is presented in three steps. We begin with three building blocks: Yao’s encrypted

circuit, a UC subprotocol for Concurrent Oblivious Threshold Decryption (COTD), and a UC

subprotocol for public key encryption (PKE). Next, we present an agent protocol in a hybrid

model where calls to COTD and PKE are directed to their respective ideal functionalities, FCOTD

and FPKE, and prove its security by showing that for any hybrid-model adversary H, there exists
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an ideal-model adversary S such that for all environment we have

HYBFCOTD,FPKE
π,H,Z

c
≈ IDEALFMA,S,Z . (2.3)

Finally, applying the composition theorem and combining equations (2.2) and (2.3), we prove the

security of the real-model agent protocol.

2.4 Basic Tool 1: Encrypted Circuits

Encrypted circuits7 were introduced by Yao [68] as the core component of his classic two-party

SFE protocol. Simply put, an encrypted circuit can be obliviously evaluated without revealing

any information — the input, the internal state, and the output — to the evaluator. This nice

property makes it a natural choice as the form of mobile agents, which are to be evaluated in

untrusted environment. Yao’s paper contains no details on how such circuits are constructed, and

subsequent authors have given concrete constructions of encrypted circuits. The representative

work include those of Goldreich, Micali, and Wigderson [36], Naor, Pinkas, and Sumner [47], and

Beaver, Micali, and Rogaway [11]. All these work achieve the same security goal (but with different

assumptions). We adopt the construction of Beaver, Micali, and Rogaway, which we’ll refer to as

the BMR construction, because of its simplicity. Furthermore, Rogaway has formally proved the

security of the BMR construction in his dissertation [54]. However, we have discovered a flaw in

the BMR construction which could seriously undermine its security in some cases. In the following,

we describe the original BMR construction, our correction of the flaw, and prove the security of

the corrected construction.

7Also known as garbled circuits or scrambled circuits in some literature.
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2.4.1 The Beaver-Micali-Rogaway Construction of Encrypted Circuits

The main result of the Beaver-Micali-Rogaway paper [11] is a constant round protocol for multi-

party secure function evaluation. The encrypted circuit plays an important role in this protocol.

The setting of the BMR paper is quite different from the mobile agent scenario (but the construction

is general for our use). Hence, details relating to their setting are discarded in our description of the

BMR construction. Furthermore, the original construction was designed as an n-party protocol,

where the encrypted circuit is constructed based on the contribution from all parties, and no single

party has more impact on the circuit construction than others. In contrast, the encrypted circuit

in our mobile agent protocol is created solely by the originator. Therefore, we tailor the original

construction so as to suit our case. For simplicity, we assume that every gate in the circuit has

at most two inputs but may have unbounded fan-out. Gates with more inputs can be easily

transformed into these types.

As summarized in [34], the basic idea behind all the aforementioned constructions for encrypted

circuits is to hide the boolean semantics (i.e., 0 or 1) of the signals on the circuit wires. Instead

of letting the signals be 0 or 1 directly, random binary strings are used as the signals, and the

strings are also the keys to some kind of encryption. Accordingly the truth table of an encrypted

gate consists of encryptions of the string signals on the output wire, presented at random order,

such that holding a pair of input signals one can decrypt exactly one entry in the truth table and

obtain the correct output signal. For example, suppose the two input string signals to an OR gate

correspond to the boolean values 0 and 1, respectively. Then, through decrypting one entry in

the truth table, one will obtain the output signal corresponding to boolean value 1. Each wire in

an encrypted circuit has a unique pair of string signals corresponding to the two possible boolean

values. The correspondence, which we’ll refer to as the semantics of the string signals, is hidden

from the evaluator of the circuit. However, holding a set of input signals and even without knowing
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their semantics, one is able to correctly propagate through the circuit with the help of the truth

table at each gate. Meanwhile, without directly knowing the semantics of the string signals, there

is no way for the evaluator to figure out the value of either the input or the output, because 1) the

strings are randomly chosen and so is their correspondence to the boolean values; 2) the process

of decrypting an entry in the truth table does not reveal any information on the semantics of the

input strings and the output string; 3) the security of the encryption scheme ensures only one entry

can be decrypted with a given pair of input strings. In the following, we use signals to refer to the

random strings.

In the BMR construction, the signals are random binary strings whose lengths depend on the

security parameter. For each wire, the semantics of the two signals on that wire is also randomly

determined. We adopt the convention from [54] as to append a tag bit to a signal. So for the two

signals of a wire, one has tag ‘0’ and the other has tag ‘1’. We stress a signal’s tag has no connection

with its semantics. The only purpose of the tags is for locating the corresponding entry in the truth

table. Suppose the security parameter is k. Then each signal is a k-bit string plus the tag bit.

Furthermore, the BMR construction makes use of a pseudorandom generator G that stretches k

bits to 2k + 2 bits. Let s be a k-bit seed, and define G0(s) and G1(s) by G(s) = G0(s)G1(s), for

|G0(s)| = |G1(s)| = k + 1. In other words, G0(s) and G1(s) are the first and the second half of

the pseudorandom string generated by G with seed s. For an encrypted gate g, let the left input

wire be α, and let the two possible signals on α be sα0 with tag bit ‘0’ and sα1 with tag bit ‘1’.

The semantics of sα0 and sα1 are λα and λα, respectively, where λα ∈ {0, 1}. Similarly, define

the right input wire as β, the two possible signals as sβ0 and sβ1, whose semantics are λβ and λβ ,

respectively. The output wire is γ, with signals sγ0 and sγ1, and semantics λγ and λγ . The function

that g computes is denoted by ⊗, and ⊕ denotes bit-wise XOR. In addition, let s′α0 denote the part

of sα0 without the tag bit, and likewise for the other signals. Then the truth table of g is defined
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as follows.

Ag
00 = G0(s

′
α0)⊕G0(s

′
β0)⊕



















sγ0 if λα ⊗ λβ = λγ ,

sγ1 otherwise;

Ag
01 = G1(s

′
α0)⊕G0(s

′
β1)⊕



















sγ0 if λα ⊗ λβ = λγ ,

sγ1 otherwise;

Ag
10 = G0(s

′
α1)⊕G1(s

′
β0)⊕



















sγ0 if λα ⊗ λβ = λγ ,

sγ1 otherwise;

Ag
11 = G1(s

′
α1)⊕G1(s

′
β1)⊕



















sγ0 if λα ⊗ λβ = λγ ,

sγ1 otherwise.

(2.4)

An evaluator, holding input signals sαa and sβb where a, b ∈ {0, 1}, computes the output signal as

Gb(s
′
αa)⊕Ga(s

′
βb)⊕A

g
ab. It’s easy to verify that this evaluation produces the correct output signal

and does not reveal any information about the semantics of all the signals involved8. This fact can

be extended straightforwardly to evaluating the whole circuit. To recover the value of the output,

one needs to know the semantics of the output signals. If the output can be made public, then the

semantics of the output signals can simply be defined the same as their tags. Creating an encrypted

circuit by a single party, as is the case for the agent protocol, is just a matter of choosing random

strings as the signals, defining the semantics, and computing the truth tables for each gate.

2.4.2 The Security Flaw of The BMR Construction

The BMR construction has a clean and simple design (Equation (2.4)) which leads to efficient

implementation and clear analysis of its security. Unfortunately, for circuits with certain topologies,

the security may be compromised. Specifically, any circuit that contains gates with fan-out greater

than one may be vulnerable to attacks, as illustrated by the following example.

8Looking ahead, we remark that this original construction has a flaw that could, in some cases, let the evaluator
find out the semantics of the signals.
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Figure 2.1: A circuit that computes z = max(x1, x2).

Suppose two players Alice and Bob each hold `-bit numbers, x1 and x2 respectively, and want

to find out the larger number of the two. After joint computation, the two players should learn

the larger number, but no information about the smaller number should be revealed. Hence,

for the player that has the larger number, he should essentially gain no new information after

the computation. This is a typical application of Yao’s two party SFE protocol (introduced in the

Section 1.3.2 of Chapter 1). Assume Alice creates an encrypted circuit for comparing and outputting

the larger one of two input numbers, using the BMR construction. The circuit is evaluated by Bob.

Suppose x1 < x2. As a result, the output of the encrypted circuit is Bob’s number and the assumed

security prevents Bob from finding out anything Alice’s number other than the fact that it’s less

than his own number. However, we show that even a semi-honest Bob is able to learn Alice’s

number x1 with high probability, as long as x1 has a nontrivial number of zero bits.

Figure 2.1 shows a circuit that computes z = max(x1, x2). Each rectangle represents a sub-

circuit. If x1 ≥ x2, the comparator outputs 1, otherwise 0. This bit serves as a selector to the

mask circuits M1 and M2, so that if the bit is 1, then y1 = x1 and y2 = 0; otherwise, y1 = 0 and

y2 = x2. The “combiner” subcircuit is just a bitwise OR of y1 and y2. Let’s focus on subcircuit

M1. M1 simply ANDs each bit from x1 with the selector bit (the output from the comparator),

43



�� ���
�
�� ���� �� � �

�
�� � �� �� ���

�
�� ���� �� � �

�
�� � �� �� ���

�
�� ���� �� � �

�
�� � ��

	 
	 �	 �

� � � � � 


������ �
�

� �
�

� �
�

�

Figure 2.2: The encrypted subcircuitM1. Wires αk get the input bits from x1, and output wires
γk provide the bits of y1.

and the encrypted version of this subcircuit is shown in Figure 2.2. Suppose the input wires of M1

are α1, . . . , α` for x1 and β for the selector bit, the output wires are γ1, . . . , γ` for y1.

According to equation (2.4), the truth table of gate gi inM1, for 1 ≤ i ≤ `, is

Agi
00 = G0(s

′
αi0

)⊕G0(s
′
β0)⊕



















sγi0 if λαi ∧ λβ = λγi ,

sγi1 otherwise;

Agi
01 = G1(s

′
αi0

)⊕G0(s
′
β1)⊕



















sγi0 if λαi ∧ λβ = λγi ,

sγi1 otherwise;

Agi
10 = G0(s

′
αi1

)⊕G1(s
′
β0)⊕



















sγi0 if λαi ∧ λβ = λγi ,

sγi1 otherwise;

Agi
11 = G1(s

′
αi1

)⊕G1(s
′
β1)⊕



















sγi0 if λαi ∧ λβ = λγi ,

sγi1 otherwise.

(2.5)

Refer the pseudorandom strings generated by G as the “contribution” of the corresponding input
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wire to the truth table. Therefore, the contribution of wire β to the truth tables of all the gates

g1, . . . , g` comes from a limited set of four possible values consisting of G0(s
′
β0), G0(s

′
β1), G1(s

′
β0),

and G1(s
′
β1). This can be exploited by an adversary as follows.

Let bβ denote the plaintext bit on wire β, that is, the semantics of the signal on β. Assume

x1 < x2, so that bβ = 0 which in turn makes all the output wires of M1 0 and so masks out x1.

However, this does not prevent the evaluator Bob from learning x1. Essentially Bob is able to

deduce what the output of M1 would be if bβ were 1, from analyzing its encrypted version M1.

Let σαi denote the signal on input wire αi. In the following, we play as Bob. First, observe that

these α signals do not change when bβ changes from 0 to 1. So we can locate the correct truth

table entry at each gate when bβ is 1, by simply flipping the second bit of the index to the truth

table when bβ = 0 (which we know legally from the evaluation of the circuit). Second, since the

signals on the α wires is known, we can compute their contributions to the output value of each

gate after β is changed. (Again, this requires only flipping the pseudorandom generator from G0

to G1 or vice versa.) Next, we make a (likely wrong) guess that all bits of x1 are 0. If this were

true, evaluating the gates with bβ = 1 would give the same result as when bβ = 0, so we in fact

already know the output signals because we computed them when the circuit was evaluated with

the legally obtained inputs, x1 and x2 in the form of signals (which led to bβ = 0). Let σγi , for

1 ≤ i ≤ `, denote the output signal of gate gi when bβ = 0. Therefore, of the four basic parts of

Equation (2.5) we know what three of them would be when bβ = 1: the proper truth table entry,

the contribution of the input σαi , and the output signal σγi . Without loss of generality, suppose

that λβ = 1, then the tag of the signal on β is 0 when bβ = 1. For gate gi,

• If the tag of the signal on wire αi is also 0, (in other words, the signal is sαi0,) then Agi
00

is the correct truth table entry to use when bβ = 1. Compute µi = σγi ⊕ G0(s
′
αi0

) ⊕ Agi
00.

If our guess was right, which means the ith bit of x1 is actually 0, (not to be confused
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with the tag 0) then σγi is the correct output signal, and so according to equation (2.5)

Agi
00 = G0(s

′
αi0

)⊕G0(s
′
β0)⊕σγi . Thus µi = G0(s

′
β0). Otherwise (if our guess was not correct),

then following the equations we see that µi = sγi0 ⊕ sγi1 ⊕G0(s
′
β0), and since the signals are

chosen randomly and independently, µi is a random value in this case.

• If the signal on αi is sαi1, compute µi = σγi ⊕ G0(s
′
αi1

) ⊕ Agi
10. If our guess was right, then

µi = G1(s
′
β0). Otherwise, like before it is just a random string.

Therefore, all the resulting µi’s can be divided into 3 groups. In each of the first 2 groups, the µi’s

are equal to each other, since they are equal to either G0(s
′
β0) or G1(s

′
β0). These µi’s correspond to

correct guesses of the output bit, or in other words the 0 bits of x1. Note that we have no way of

knowing these values ahead of time, since we do not know the proper signal on β for boolean value

1, but we can recognize subsets with equal µi values. The third group will be just some random

strings, corresponding to the wrong guesses or in other word the 1 bits of x1, and the probability

that these values are equal to the values produced by the first two sets, or any other µi value, is

very small. Thus by identifying repeated values produced by this computation we have determined

x1 with high probability. We summarize this attack in the following theorem.

Theorem 2.4.1 LetM be the encrypted version of the mask circuit as in the previous discussion

that correctly masks out an `-bit value x that has z zero bits, for z ≥ 3. If the wire signals each has

k bits, then the attack described above correctly recovers x with probability at least 1− z
2z−1 − ε, for

any constant ε > 0 and sufficiently large k.

Proof : Consider the cases where this attack could fail. There could be two types of failure — either

the adversary misses identifying a 0 bit in x or it mistakes a 1 bit in x as a 0 bit. For the first case

to happen, it must be the case that of the α wires in our example corresponding to the 0 bits, all

except one have the same semantic definition for their signals. As a result, the signals for all the 0
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bits have the same tag except the one with different definition. Hence, the µi of that special “0”

signal won’t equal to the µi’s of any other “0” signals, and so that bit cannot be identified. Since

the semantic definition of each wire is chosen randomly and independently, the probability for z−1

wires to have the same semantics definition is 2 ·
(

z
z−1

)

· (12)
(z−1) · 12 = z

2z−1 .

For the adversary to misinterpret a 1 bit in x as a 0 bit, either the µi of that “1” signal happens

to equal to the µi of the group of “0” signals with the same tag, or there are at least two “1” signals

which have the same tag and the same µi’s. Let z0 and z1 denote the number of 0 bits in x whose

signals’ tags are 0 and 1 respectively. So z0+z1 = z. Similarly, let z̄0 and z̄1 denote the number of 1

bits with tags 0 and 1 respectively. An equivalent way to consider these two cases of mistaking a 1

bit as a 0 bit is that there is a conflict within the z̄0 µi values corresponding to the z̄0 1 bits plus the

common µi value of the z0 0 bits, or a conflict within the z̄1 µi’s of the z̄1 1 bits plus the common µi

value of the z1 0 bits. Observe that for any “1 bit” wire αi, its µi is the result of XORing together

the two possible signals on the output wire and three pseudorandom strings. A wire signal is a truly

random string. It follows that for a “1 bit” wire αi, the corresponding µi is a truly random string,

too. The probability of a conflict in the (z̄0+1) µi’s is 1− (2
k−1
2k

)(2
k−2
2k

) · · · (2
k−z̄0
2k

) < 1− (2
k−z̄0
2k

)z̄0 .

Similarly, the probability of a conflict in the (z̄1 +1) µi’s is less than 1− ( 2
k−z̄1
2k

)z̄1 . For sufficiently

large k, the sum of these two probabilities can be upper bounded by any constant ε > 0.

Combining all these cases and assuming sufficiently large k, the probability for a failed attack

is less than z
2z−1 + ε. Hence, the probability for a successful attack is at least 1 − z

2z−1 − ε for

sufficiently large k.

2.4.3 Using Splitters to Correct The Problem

While our example attacks specific masking circuits, it’s obvious that the same strategy could apply

to many other situations where multiple gates share a common input. The source of this security
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flaw is the correlation in the entries of the truth tables of any gates that share a common input

wire. Hence, the correction is straightforward: wherever a wire drives two or more gates, we split it

into multiple wires each having its own signals and semantic definition. Each of these new spawned

wire is fed into a gate that previously shared the “root” wire with other gates. As a result, no two

gates will share an input wire. For this purpose, we add a “splitter” gate which has a single input

and two outputs. The two outputs will have independent pairs of signals, effectively decorrelating

the gates which use these output signals. We build up trees of splitters to accommodate arbitrary

fanout.

Logically, a splitter simply copies the value from the input to each output. In the encrypted

version, the truth table has four entries just as other gates. Let the input wire be α, the two output

wires be γ and δ. Then the truth table of a “splitter” g is defined as follows:

Ag
00 = G0(s

′
α0)⊕



















sγ0 if λα = λγ ,

sγ1 otherwise;

Ag
01 = G0(s

′
α1)⊕



















sγ0 if λα = λγ ,

sγ1 otherwise;

Ag
10 = G1(s

′
α0)⊕



















sδ0 if λα = λδ,

sδ1 otherwise;

Ag
11 = G1(s

′
α1)⊕



















sδ0 if λα = λδ,

sδ1 otherwise.

(2.6)

Then in the evaluation phase, for input signal sαa where a ∈ {0, 1}, the two output signals are

calculated as follows:

σγ = G0(s
′
αa)⊕Ag

0a
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and

σδ = G1(s
′
αa)⊕Ag

1a

It is not difficult to see that this properly reflects the logic of splitting the input wire, and results

in two independent codings of the input value as signals on the output wires. We refer to the BMR

construction with splitters added to break all shared wires as the enhanced BMR construction.

Lemma 2.4.2 There are no two gates in an encrypted circuit constructed according to the enhanced

BMR construction that share a common input wire.

2.4.4 Proving Security for The Enhanced BMR Construction

With the correction described in the last section, we now have a provably secure construction of

encrypted circuits. This section proves the security formally. To our knowledge, this is the only

correct security proof of an encrypted circuit construction currently available, and it can be used

generally in any protocol that utilizes encrypted circuits. Notice that encrypted circuits are always

used as a component in a larger protocol, but we only concentrate on the security property provided

by the encrypted circuit, which is only concerned with the evaluation of the circuit. Thus we assume

an encrypted circuit created according to the enhance BMR construction and exactly one set of

input signals are obtained by the evaluator. Depending on the larger protocol, the evaluator may

be entitled to learn the output or part of it. In such cases, it is assumed that the evaluator has

also obtained the semantic definitions of the output wires that he is entitled to but nothing else.

These assumptions should be guaranteed by the outer protocol. Our goal is to show that under

these assumptions, evaluating a polynomial-size encrypted circuit does not reveal any information

to a polynomial-time bounded evaluator about the input and the output, or if the output is made

public, then the information revealed is restricted to whatever can be deduced from the output.

Following the standard technique, this is demonstrated by showing that the evaluator, with only
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the knowledge he is entitled to after a particular evaluation, is able to create a fake circuit which is

computationally distinguishable from the real encrypted circuit. Hence, the information revealed

by the real circuit is no more than the information that is embodied in the fake circuit.

Our proof is extracted from the proof presented in [54]. The original proof is concerned with a

multi-party SFE protocol. We extract out the part of the proof that is relevant to the encrypted

circuit evaluation, and make changes to accommodate the splitters9.

2.4.4.1 Fake Encrypted Circuits

The evaluator of a polynomial-size encrypted circuit can create a fake encrypted circuit and a set of

fake input signals with only the knowledge of the “plaintext” circuit and (the part of) the output he

is entitled to learn from the given evaluation. Like in a real encrypted circuit, random signals with

tags are assigned to all wires, but only one signal per wire instead of two. If (part of) the output

is known, define the semantics of the signals assigned to the corresponding output wires to match

the known output. All non-output signals have unknown semantics (that is, they are not defined).

For any gate, the truth table is constructed by finding the one entry that corresponds to the tags

of the input signals to this gate10 and correctly setting that entry to produce the already assigned

output signal. In other words, the entry is the result of XORing altogether the pseudorandom

strings generated from the two input signals as well as the output signal. The other three entries

are set to random values. The correct gate entries are called the on-path entries, and other than

making a consistent path through the circuit they have no real meaning (notice that the definition

does not even depend on the functionality of the gate or the semantics of the signals). Slightly

abusing the term, we use “circuit” to refer to its gates plus an instance of input signals. It is

clear that this fake circuit reveals no information about private inputs or intermediate values of the

9The original proof is in fact invalid with the flawed construction. Although the proving strategy is correct, the
flawed construction does not satisfy the claims made by the proof.

10Since the tags are randomly chosen, the gate entry selected will also be random.
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computation (since none exist!). Next, we show that the ensemble of the distributions of these fake

encrypted circuits, induced by the random choices of signals and indexed by the security parameter,

the plaintext circuit, and the output known to the evaluator, is computationally indistinguishable

from the ensemble of real encrypted circuits, as long as the circuit size is polynomially bounded.

Theorem 2.4.3 Real encrypted circuits constructed according to the enhanced BMR construction

are computationally indistinguishable from fake encrypted circuits described above by an polynomial-

time evaluator, who knows signals for at most one instance of input and the semantics of the signals

for the output it is entitled to learn (if any).

2.4.4.2 Proving Indistinguishability

Denote the ensembles of fake encrypted circuits and the real encrypted circuits as C̃ and C respec-

tively. To prove their indistinguishability, first notice the signals (input, output, and internal) and

the semantic definitions in both circuits are identically distributed, as they are all truly random.

Furthermore, both circuits produce the same output value to the evaluator in the case that the

evaluator learns part of or the whole output. The only difference is the truth tables of the gates.

We make a sequence of hybrid encrypted circuit distributions as

C̃ = C0 ⇒ C1 ⇒ · · · ⇒ CΓ−1 ⇒ CΓ = C.

where Γ is the total number of gates in the circuit. Because the size of the circuit is polynomially

bounded, so is Γ. Suppose the gates are ordered according to a valid topological sorting, so the gates

providing input always precede the gates receiving that input. For Ci, gates numbered 1, . . . ,Γ−i are

fake gates (only the one on-path entry in the truth table is correctly computed from pseudorandom

strings, while the remaining entries are truly random strings), and the remaining gates are real
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encrypted gates (all 4 entries are correctly computed11). It is obvious that at the endpoints of this

sequence, C0 = C̃ and CΓ = C.

Assume for the sake of contradiction that C̃ and C are distinguishable by a probabilistic

polynomial-time algorithm D. Since Γ is bounded by a polynomial, it immediately follows that

somewhere in the above sequence there exists a non-negligible “jump” in the distinguishing prob-

abilities, and so D is also able to distinguish the neighboring hybrid circuits. Intuitively, we can

think of the distinguishing probability of C̃ and C as the “sum” of the distinguishing probabilities of

the neighboring circuits. Since there are only Γ pairs of neighboring circuits and Γ is polynomially

bounded, without a non-negligible “jump”, the distinguish probability of the two ends would not

be non-negligible, either. So we can make use of this distinguisher to construct another polynomial-

time distinguisher which is able to distinguish a truly random string from a pseudorandom string.

This contradicts the assumption that the pseudorandom generator G is secure.

Definition 2.4.4 We define two probability distributions:

• U2k+2 is the uniform distribution on length 2k + 2 binary strings;

• G(Uk) is the distribution of length 2k + 2 binary strings that are produced by pseudorandom

generator G on uniformly selected seeds of length k.

Based on the definition of pseudorandom generator [35] and Theorem 2.1.4, we immediately get

the following lemma.

Lemma 2.4.5 Assuming the existence of a secure pseudorandom generator, the ensembles of dis-

tributions U2k+2 and G(Uk), indexed by k, are computationally indistinguishable, even by repeated

sampling.

11This, of course, requires defining two signals and their semantics for each wire involved.
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Consider two independent (2k+2)-bit strings, X and Y , which either both come from U2k+2 or

both come from G(Uk). Our goal is to create a distinguisher for the ensembles of these distributions.

Define four substrings X0 = X[1 : k + 1], X1 = X[k + 2 : 2k + 2], Y0 = Y [1 : k + 1], and

Y1 = Y [k+2 : 2k+2] — note that if X and Y are pseudorandom these correspond to precisely the

pseudorandom substrings produced by the G0 and G1 functions, which were defined earlier.

For i ∈ [1..Γ] and let j = Γ − i + 1, we use X and Y to define a new circuit distribution CX,Yi

which involves constructing as in Ci (in which gates gj , . . . , gΓ are real), but using strings X and

Y for the contributions of the input wires to the truth table of gate gj and other gates that share

an input wire with gj if any. Like before, suppose the two input wires to gj are α and β, and the

output wire is γ. Without loss of generality, suppose the on-path entry is A
gj
00, which means the

on-path input signals are sα0 and sβ0. We substitute the pseudorandom strings in the truth table

due to the off-path signals of α and β with X0, X1, Y0, Y1 as follows.

A
gj
00 = G0(s

′
α0)⊕G0(s

′
β0) ⊕



















sγ0 if λα ⊗ λβ = λγ ,

sγ1 otherwise;

A
gj
01 = G1(s

′
α0)⊕ Y0 ⊕



















sγ0 if λα ⊗ λβ = λγ,

sγ1 otherwise;

A
gj
10 = X0 ⊕G1(s

′
β0) ⊕



















sγ0 if λα ⊗ λβ = λγ ,

sγ1 otherwise;

A
gj
11 = X1 ⊕ Y1 ⊕



















sγ0 if λα ⊗ λβ = λγ ,

sγ1 otherwise.

(2.7)

In summary, we substitute the pseudorandom strings G0(s
′
α1), G1(s

′
α1), G0(s

′
β1), G1(s

′
β1) with

X0, X1, Y0, Y1. If X and Y are G(Uk)-distributed, then off-path entries in the truth table of gate

gj are made from pseudorandom strings just as they would be in a real gate. On the other hand, if
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X and Y are U2k+2-distributed then each of the off-path entries is made by XORing a truly random

string from X or Y with some other strings, so the off-path entries should be random just as they

would be in a fake gate. This leads to the following two claims.

Claim 2.4.6 If X and Y are G(Uk)-distributed, then C
X,Y
i = Ci, for any i ∈ [1..Γ].

Claim 2.4.7 If X and Y are U2k+2-distributed, then C
X,Y
i = Ci−1, for any i ∈ [1..Γ].

Proof : It’s obvious that gate gj where j = Γ− i+1 is a real gate if X and Y are G(Uk)-distributed,

and a fake gate if X and Y are U2k+2-distributed. Furthermore, no other gate in the circuit needs

to be changed. If X and Y are pseudorandom, the substitution means the off-path signals on α

and β are changed (to the seeds that generate X and Y , respectively). In a real encrypted circuit,

this incurs two types of corresponding update in other gates.

First, there should be changes in the two gates that output α and β respectively. For the gate

that outputs α, the entry or entries in the truth table that produce the off-path signal sα1 should

be modified so that they produce the seed of X plus tag 1. The same change is required for the

gate that outputs β. However, in the hybrid circuit Ci, all gates preceding gate gj in the topological

sort order are fake gates. So the off-path entries in the truth table of these gates are simply random

strings with no connection with the output signals they are supposed to produce. Therefore, no

change is required for the gates that precede gj . Second, if there are any other gates that also use

α or β as input wire, then the truth tables of those gates should also be modified. According to

Lemma 2.4.2, there is no wire sharing in the whole circuit. So no update is needed for this reason,

either. Thus, according to the definition of hybrid circuits, Claims 2.4.6 and 2.4.7 are correct12.

Now we construct another probabilistic polynomial-time algorithm D′ based on D to distinguish

samples taken from U2k+2 and G(Uk). All the information needed for constructing a fake circuit

12In contrast, for the original BMR construction, updating other gates is required due to these two reasons, and
the updating makes the two claims invalid. See our paper [62].
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(i.e., the “plaintext” circuit, the output known to the evaluator, and the security parameter) is

supplied to D′ as an auxiliary input. D′ randomly picks i ∈ [1..Γ] and constructs hybrid circuit

CX,Yi . Then it outputs the output of D on CX,Yi .

Lemma 2.4.8 If ensembles C̃ and C are distinguishable by a probabilistic polynomial-time algo-

rithm D, then the ensembles of distributions U2k+2 and G(Uk) are distinguishable by probabilistic

polynomial-time algorithm D′.

Proof : By definition, if D can distinguish C̃ and C, then there exists a polynomial p(·) such that,

for infinitely many n’s where n is the index of the ensembles, it holds that

4(n)
def
= |Pr[D(C̃n, 1n) = 1]− Pr[D(Cn, 1n) = 1]| >

1

p(n)

Slightly abusing the terms, let U2k+2 and G(Uk) also denote the ensembles of the corresponding

distributions, indexed by k which equals the security parameter encoded in n. Then we have

Pr[D′(U2k+2, 1
k) = 1] =

1

Γ

Γ
∑

i=1

Pr[D(Cni−1, 1
n) = 1]

and

Pr[D′(G(Uk), 1
k) = 1] =

1

Γ

Γ
∑

i=1

Pr[D(Cni , 1
n) = 1]

Therefore,

|Pr[D′(U2k+2, 1
k) = 1]− Pr[D′(G(Uk), 1

k) = 1]| =
1

Γ
· |Pr[D(Cn0 , 1

n) = 1]− Pr[D(CnΓ , 1
n) = 1]|

=
1

Γ
· |Pr[D(C̃n, 1n) = 1]− Pr[D(Cn, 1n) = 1]|

=
4(n)

Γ
>

1

Γ · p(n)
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Hence, D′ distinguishes U2k+2 and G(Uk).

Lemma 2.4.5 and Lemma 2.4.8 together lead to Theorem 2.4.3.

2.5 Basic Tool 2: (Concurrent) Oblivious Threshold Decryption

Oblivious Threshold Decryption (OTD) combines the functionalities of threshold decryption with

oblivious transfer. This new cryptographic primitive plays an essential role in our efforts to remove

the trusted third party required by the prior work. This section presents a universally composable

protocol for OTD whose instances can be executed concurrently.

2.5.1 1-out-of-2 Oblivious Transfer

Through 1-out-of-2 oblivious transfer, the sender Alice transfers exactly one out of the two values

she possesses to the receiver Bob, such that Alice does not learn which value Bob receives and

Bob does not learn anything about the other value. This functionality is captured by the following

definition of ideal functionality FOT.

Definition 2.5.1 Ideal Functionality FOT
13

FOT proceeds as follows, running with an oblivious transfer sender T , a receiver R and an adversary

S.

1. Upon receiving a message (Sender, sid, x1, x2) from T , where each xi ∈ {0, 1}
n and sid is the

session identifier, record the pair (x1, x2).

2. Upon receiving a message (Receiver, sid, i) from R, where i ∈ {0, 1}, send (sid, xi) to R and

(sid) to S, and halt. (If no (sender, . . .) message was previously sent, then send nothing to

R.)

13Adjusted from a more general definition in [24].
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For realizing 1-out-of-2 OT in the real model, the basic idea is to transfer the two n-bit strings,

where n could be arbitrary polynomially-bounded number, through an “OT-channel” [13]. This is

done in two stages. First, a shorter `-bit seed, where n ≤ p(`) for some polynomial p(·), is transfered

to the receiver through ` instances of bit-wise oblivious transfer. Then both n-bit strings are sent

to the receiver in an encrypted form, and the seed received in the previous stage is fed into a

pseudorandom generator to obtain the key for decrypting one of the two n-bit strings.

Protocol 2.5.2 Bit-Wise OT

(The following bit-wise 1-out-of-2 OT is taken from [24], which in turn is due to [36, 34].)

1. Given input (Sender, sid, x0, x1), where x0, x1 ∈ {0, 1}, the sender T chooses a trapdoor per-

mutation f over {0, 1}k, for security parameter k, together with its inverse f−1, and sends

(sid, f) to the receiver R. (The permutation f is chosen uniformly from a given family of

trapdoor permutations.)

2. Given input (Receiver, sid, i) where i ∈ {0, 1}, and having received (sid, f) from T , receiver

R randomly chooses y1−i, r ∈ {0, 1}
k, computes yi = f(r), and sends (sid, y0, y1) to T .

3. Having received (sid, y0, y1) from R, T sends (sid, x0 ⊕ B(f−1(y0)), x1 ⊕ B(f−1(y1))) to R,

where B(·) is a hard-core predicate for f .

4. Having received (sid, b0, b1) from T , R outputs (sid, bi ⊕B(r)).

The following lemma about the security of Protocol 2.5.2 is proved in [24].

Lemma 2.5.3 Assuming that f is a trapdoor permutation, Protocol 2.5.2 securely realizes FOT for

the case of n = 1 and in the presence of static, semi-honest adversaries.

Protocol 2.5.4 String OT

To transfer an n-bit string through OT,
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1. Given input (Sender, sid, x0, x1), the sender T randomly chooses two `-bit strings s0 and s1,

where n ≤ p(`) for some polynomial p(·).

2. Given input (Receiver, sid, i) and through ` (concurrent) copies of bit-wise OT (Protocol 2.5.2),

the receiver R receives si.

3. T computes y0 = G(s0)⊕x0 and y1 = G(s1)⊕x1, where G is a pseudorandom generator that

generates an n-bit string from an `-bit seed. T sends (sid, y0, y1) to R.

4. R outputs (sid,G(si)⊕ yi).

Lemma 2.5.5 Assuming that f is a trapdoor permutation and G is a pseudorandom generator

(which can be constructed based on an one-way permutation), Protocol 2.5.4 securely realizes FOT

for an arbitrary polynomially-bounded n and in the presence of static, semi-honest adversaries.

Proof (Sketch): Due to the UC composition theorem 2.3.3 and Lemma 2.5.3, execution of Pro-

tocol 2.5.4 in the real model is computationally indistinguishable from the hybrid model where

bit-wise OT is implemented by the ideal functionality FOT. Hence, what’s left is to prove that

the hybrid model with ideal bit-wise OT is indistinguishable from the ideal string OT by any

environment.

For any static, semi-honest adversary H in the hybrid model, we construct a corresponding

static, semi-honest adversary S in the ideal model. Basically, S runs a copy of H and forwards the

communication between the environment and H. Steps 1 and 2 of Protocol 2.5.4 are just calls to

the ideal bit-wise OT functionality. If the sender T is the only party corrupted, no simulation is

required for these two steps, as T receives nothing from the ideal functionality. If the receiver R

is the only party corrupted, S randomly generates and feeds the internally-run H an `-bit string

s. For steps 3 and 4, if T is the only party corrupted, again no simulation is needed. If R is the
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only party corrupted, S, knowing R’s input i and output xi from the ideal string OT functionality,

feeds H with y′i = G(s) ⊕ xi and y′1−i = r, where r is a random n-bit string. y′i is distributed

identically as yi in the hybrid model, while y′1−i is computationally indistinguishable from y1−i due

to the security of the pseudorandom generator. Finally, if neither party is corrupted, in the hybrid

model H only sees the messages sent in step 3. Thus, S simply generates two messages each with

a random n-bit string. Again, they are indistinguishable from the real messages y0 and y1 due to

the security of the pseudorandom generator. If both parties are corrupted, everything is controlled

by H and no simulation is required. In summary, S is able to simulate all the information H may

collect in the hybrid model. Hence, the internally-run H behaves exactly the same as the actual H

in the hybrid model. We conclude that no environment can tell between the hybrid model execution

and its simulation in the ideal model with non-negligible probability14.

2.5.2 Threshold Decryption

A threshold public-key cryptosystem [29] is a scheme whose encryption is the same as a conven-

tional public-key encryption, but the decryption key is shared by a number of decryption servers

and decryption cannot be successfully performed unless m (the threshold value) or more servers

participate. To avoid unnecessary confusion, we still use “threshold decryption scheme” to refer to

a threshold public-key cryptosystem. A threshold decryption scheme is t-secure if ciphertexts of

different messages are indistinguishable to a coalition of up to t semi-honest servers. In other words,

the decryption reveals no knowledge to any group of up to t servers. It is t-robust if the same is true

for up to t malicious servers, plus the malicious servers cannot disrupt a legal decryption process.

Obviously, t < m. What we are interested in is a universally composable, non-interactive threshold

decryption. That is, the decryption process consists of only one round of communication between

the client and the m servers. Unlike the other basic tools used in this work, to our knowledge

14More formal argument can be found in the proof of Claim 4.1 in [24].
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currently there is no threshold decryption scheme that is proven to be universally composable. The

best candidate is the scheme of Canetti and Goldwasser [22]. Proving the universal composability

of the CG scheme or some other scheme is left as an open question for future research. In light

of this lack of provable realization, we only present the ideal functionality of a threshold decryp-

tion scheme, and summarize the Canetti-Goldwasser scheme as a potential real-model realization

without a proof.

In addition to the threshold properties, a threshold decryption scheme should meet the same

security measures for conventional public-key encryptions, such as CCA (Chosen Ciphertext At-

tack) security, non-malleability, and plaintext awareness. Hence, the ideal functionality is defined

accordingly as a trusted encryption/decryption server that also provides these security properties.

Notice that the ideal adversary S is given enough power as to choosing the public key, the value of

each ciphertext, and the output of decryptions on ciphertexts that were not legitimately generated

by using the ideal functionality. The purpose is to ensure security of the legitimately encrypted

plaintexts even with such a powerful adversary.

Definition 2.5.6 Ideal Functionality FTD
15

FTD proceeds as follows, parameterized with a threshold m, a security parameter k, and a message

domain ensemble D = {Dk}k∈N, and running with encryption user E, decryption user D, decryp-

tion servers P1, . . . , Pn for n ≥ m, and an adversary S.

Key Generation: In the first activation, expect to receive a message (KeyGen, sid) from E. Then

do:

1. Hand (KeyGen, sid) to the adversary.

2. Receive a value e from S and record e.

3. Hand e to E.
15Definition based on a similar notion in [22] with slight improvement from [23].
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Encryption: Upon receiving a message (Encrypt, sid, e′, w) from E (and E only), proceed as

follows:

1. If w /∈ Dk then return an error message to E.

2. If w ∈ Dk then hand (Encrypt, sid, e′) to S. (If e′ 6= e or e is not yet defined then hand also

the entire value w to S.)

3. Receive a tag c from S and hand c to E. If e′ = e then record the pair (c, w). (If c already

appears in a previously recorded pair then return an error message to E.)

Decryption: Upon receiving a message (Decrypt, sid, c) from D, record c and proceed as follows:

1. Upon receiving a message (Decrypt, sid, c′) from decryption server Pi and c
′ = c, record this

request as (Decrypt, c, Pi) if there is no same request from Pi previously recorded for this

session.

2. Once there are at least m requests with the same tag c as requested by D, and there is a

recorded pair (c, w), then hand w to D.

3. If there arem or more requests, but there does not exist a recorded pair (c, w), hand (Decrypt, sid, c)

to S. When receiving a value w from S, hand w to D.

In a nutshell, the Canetti-Goldwasser threshold decryption scheme [22] is based on the public-

key encryption scheme of Cramer and Shoup [28] and transforms the CS scheme into a distributed,

threshold scheme. The CS scheme is secure against adaptive CCA. The transformation maintains

this property and is geared toward security in a UC-like framework16. Unfortunately, the security

of the CG scheme under the UC model has yet to be formally proved. Both schemes attained

their security goals assuming the Decisional Diffie-Hellman (DDH) problem is intractable. The

16This was actually one of the motivations for the development of the UC paradigm [17].
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DDH problem is: Given a tuple that is either of the form (gx, gy, gxy) or (gx, gy, gz), where g is

the generator of a cyclic group G of prime order q and x, y, z ∈ Zq are random, determine which is

the case. In the following we summarize the basic CG scheme that is (presumably) t-secure (i.e.,

secure against up to t semi-honest decryption servers) under the UC notion, but leave the proof

of its security as an open question. The scheme requires m = 2t + 1 correct shares to complete a

decryption operation. Furthermore, the public/private key pair have to be refreshed after a certain

number of decryptions.

Algorithm 2.5.7 The Canetti-Goldwasser Threshold Decryption Scheme

Given security parameter k, let p be a k-bit prime, and g1, g2 the generators of a subgroup of Zp

of a large prime order q. H is a hash function chosen from a collision-resistant hash function

family. Also, let L denote the number of decryptions after which the public/private key pair has to

be refreshed, and let t be the maximum number of servers that the adversary can corrupt.

Key Generation: Suppose a trusted dealer for this stage, which can be implemented by a

multi-party SFE protocol by the decryption servers. Call a polynomial P (ξ) =
∑d

i=0 aiξ
i(mod q)

a random degree d polynomial for a if a0 = a and a1, . . . , ad
R
← Zq, where

R
← means randomly

choosing. The dealer generates:

• x1, x2, y1, y2, z
R
← Zq, and random degree t polynomials P

x1(), P x2(), P y1(), P y2(), P z() for x1, x2, y1,

y2, z, respectively.

• L values of s1, . . . , sL
R
← Zq and random degree t polynomials P

s1(), . . . , P sL() for them.

• L random degree 2t polynomials P o1(), . . . , P oL() for the value 0.

Let xj,i = P xj (i), and define yj,i, zi, sl,i, ol,i similarly. The public key pk = (p, q, g1, g2, c, d, h)

where c = gx1
1 gx2

2 , d = gy11 gy22 , and h = gz1. Decryption server Pi holds secret key share ski =

(p, q, g1, g2, x1,i, x2,i, y1,i, y2,i, zi, s1,i, . . . , sL.i, o1,i, . . . , oL,i).

Encryption: To encrypt a message w encoded as an element in Zq, E chooses r
R
← Zq, and
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computes ENCpk(w, r) = (gr1, g
r
2, h

rw, crdrα), where α = H(gr1, g
r
2, h

rw).

Decryption: To decrypt the lth ciphertext (u1, u2, e, v), l ≤ L, each server Pi first computes a

share v′i of v, as v
′
i = u

x1,i+y1,iα
1 u

x2,i+y2,iα
2 . Then it computes a share uzi1 of u

z
1 and a share g

ol,i
1 of

value 1. Next Pi computes the partial decryption fi = uzi1 · (v/v
′
i)
sl,i · g

ol,i
1 . The user D collects (at

least) m = 2t+1 partial decryptions f0, . . . , fm and computes f0 =
∏m
i=1 f

λi
i , where the λi’s are the

appropriate Lagrange interpolation coefficients that satisfy for any degree 2t polynomial P () over

Zq it holds that P (0) =
∑m

i=1 λiP (i). D recovers the message as w = e/f0.

The scheme intentionally avoids specifying how the user D “collects” the partial decryptions.

This is left to the outer protocol. However, one obvious requirement is that the collecting process

does not leak the shares to the adversary. For example, in the UC framework, the communication

channels are public. Therefore, secure message transmission [20] must be employed if the servers

directly send the shares to D.

2.5.3 Oblivious Threshold Decryption

Combining non-interactive threshold decryption and 1-out-of-2 oblivious transfer, we get oblivi-

ous threshold decryption (OTD) in which a user requests decrypting two ciphertexts but receives

only one decryption, while the decryption servers do not learn which decryption the user actu-

ally receives. Again, since currently there is no provable realization of UC threshold decryption, we

present only an “abstract” realization of OTD. In particular, we assume a non-interactive threshold

decryption scheme TD which consists of four operations:

• Key Generation: This is done by a trusted dealer or through a multi-party protocol by the

decryption servers. As a result, the public key is made known to the encryption user, and

each server gets its share of the decryption key secretly.
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• Encryption: The encryption user runs the encryption algorithm on the plaintext and the

encryption key. This is a process involving only the encryption user.

• Decryption: A decryption server applies the decryption algorithm with its share of the de-

cryption key on a ciphertext. The result is a decryption share. Obtaining a decryption share

involves only the current server and requires no interaction with the decryption user or any

other server.

• Share Combination: After collecting m decryption shares, the decryption user combines them

using the combination algorithm and obtains the plaintext. We require no interaction with

the servers in this stage.

Thus, if we leave the part of getting inputs — distributing the keys, obtaining a plaintext or

a ciphertext, and collecting decryption shares — to the upper layer, then no communication is

required to perform the core functionalities of the threshold decryption scheme. This is essential

for the implementation of OTD. It’s easy to verify that the Canetti-Goldwasser cryptosystem has

all these properties.

Definition 2.5.8 Ideal Functionality FOTD

Running with: encryption user E, decryption user D, decryption servers P1, . . . , Pn, adversary S.

Parameters: threshold m, security parameter k, message domain ensemble D = {Dk}k∈N.

Key Generation: In the first activation, expect to receive a message (KeyGen, sid) from E. Then

do:

1. Hand (KeyGen, sid) to the adversary.

2. Receive a value e from S and record e.

3. Hand e to E.
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Encryption: Upon receiving a message (Encrypt, sid, e′, w) from E (and E only), proceed as

follows:

1. If w /∈ Dk then return an error message to E.

2. If w ∈ Dk then hand (Encrypt, sid, e′) to S. (If e′ 6= e or e is not yet defined then hand also

the entire value w to S.)

3. Receive a tag c from S and hand c to E. If e′ = e then record the pair (c, w). (If c already

appears in a previously recorded pair then return an error message to E.)

Oblivious Decryption: Upon receiving a message (Decrypt, sid, c1, c2, b, ID) from D, where b ∈

{0, 1} and ID is a set identities of at least m decryption server, record (c1, c2, b, ID) and proceed

as follows:

1. Upon receiving a value (Decrypt, sid, c′1, c
′
2) from decryption server Pi, and c

′
1 = c1, c

′
1 = c1,

and Pi ∈ ID, record this request as (Decrypt, (c1, c2), Pi) if there is no same request from Pi

previously recorded.

2. Once there are at least m requests from the servers in ID with the same pair (c1, c2) as

requested by D, and there are recorded pairs (c1, w1) and (c2, w2), hand wb to D.

3. If there are m or more requests from the server and a corresponding request from D, but there

does not exist either a recorded (c1, w1) or (c2, w2), hand the value (Decrypt, sid, c1, c2) to S.

When receiving two value w1, w2 from S, hand wb to D.

The key point of OTD is that the user receives exactly one plaintext from a pair of ciphertexts,

and the decryption servers do not learn which that plaintext is. Meanwhile, the definition also

maintains the standard features of a threshold decryption scheme. Notice we do not specify any
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requirements on the pair of ciphertexts requested, this is left to the upper layer of the outer

protocol. (For example, a decryption server can impose some rules on which ciphertext pairs it

agrees to decrypt.)

Assuming the existence of a UC non-interactive threshold decryption scheme whose opera-

tions can be abstracted as described above, implementing FOTD is basically a combination of the

threshold decryption scheme and string-wise OT, where the decryption shares are returned to the

user through oblivious transfer. Due to the composition theorem 2.3.3, we first describe a hybrid

protocol assuming the existence of ideal functionality FOT.

Protocol 2.5.9 Oblivious Threshold Decryption in The FOT-Hybrid Model

1. Key Generation: run the Key Generation phase of TD.

2. Encryption: run the Encryption operation of TD.

3. Oblivious Decryption: the decryption user D receives a bit b, a pair of ciphertexts (c0, c1),

and the identities of (at least) m decryption servers from the environment; while the same m

servers receive the pair of ciphertexts (c0, c1). Each of the m servers Pi obtains its decryption

shares (ci0, c
i
1) through the Decryption operation of TD. Then D and each Pi calls FOT such

that D receives cib. Applying Share Combination of TD, D combines the m shares it has

received to obtain the plaintext of cb.

Lemma 2.5.10 If non-interactive threshold decryption scheme TD securely realizes ideal function-

ality FTD in the presence of a static, semi-honest adversary that corrupts up to t decryption servers,

then Protocol 2.5.9 securely realizes FOTD against a static, semi-honest adversary that corrupts up

to t servers.

Proof (Sketch): The goal is to prove for any environment, the ensembles HYBFOT
π,H,Z

c
≈ IDEALFOTD,S,Z ,

where π refers to Protocol 2.5.9. Due to the assumption, there exists an ideal adversary STD running
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with FTD that simulates protocol TD. Since the Key Generation and Encryption of Protocol 2.5.9

are the same as TD, and their counterparts in the corresponding ideal functionalities, FTD and

FOTD respectively, are also the same, STD can be directly used to simulate these two operations.

For Oblivious Decryption, first notice share collecting is done through ideal oblivious transfer.

Hence, it does not reveal to the adversary, which has no access to the user D, any information

about the shares from the honest servers. The difference from TD is each server decrypt two ci-

phertexts and the user only receives one plaintext. Because of the semantic security of TD, there is

no distinguishable relation between the two ciphertexts even if their corresponding plaintexts are

related. Thus, the simulation is basically run the corresponding part of STD twice to simulate two

separate ciphertexts.

Replacing each of the ideal-model oblivious transfers occurred in Protocol 2.5.9 with the real-

model realization — Protocol 2.5.4, we get the real-model OTD protocol.

Protocol 2.5.11 Oblivious Threshold Decryption in The Real Model

Run Protocol 2.5.9 with the exception that whenever a call to FOT is required, the involved parties

execute Protocol 2.5.4.

With Lemmas 2.5.10 and 2.5.5, applying the composition theorem (Theorem 2.3.3) leads to:

Theorem 2.5.12 Protocol 2.5.11 securely realizes FOTD in the real model against a static, semi-

honest adversary that corrupts up to t decryption servers, where t is the maximum number of

corrupted servers the underlying non-interactive threshold decryption scheme can stand against.

2.5.4 Concurrent OTD

The definition of OTD in the last section does not fully capture the requirements of the agent

protocol. Specifically, multiple decryption operations are executed concurrently in the agent proto-

col. At first glance, this is easily dealt with by applying the UC composition theorem to compose
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concurrently multiple OTD instances together. However, there is a subtle difference between the

composition provided by the UC theorem and the one needed by the agent case. The UC composi-

tion theorem works at the ideal functionality level. That is, the theorem guarantees security when

composing protocol instances each realizing a separate copy of the corresponding ideal functional-

ity. Referring to Definition 2.5.8, this means the concurrent decryptions must each have a different

set of encryption/decryption keys. Obviously, what’s going on in the agent protocol is concurrent

decryptions of ciphertexts encrypted by the same key17.

Notice that Definition 2.5.8 does allow multiple encryptions and decryptions with the same keys.

Hence, the issue lies mainly in the realization. We formalize this notion of concurrent decryptions

with the same key as another ideal functionality.

Definition 2.5.13 Ideal Functionality FCOTD

FCOTD behaves exactly like FOTD, but there could be multiple decryption users running with FCOTD.

We are interested in a realization of FCOTD where some or all of decryptions are done concurrently

by possibly different groups of user+servers.

Protocol 2.5.14 OTD with Concurrent Decryptions

Run Protocol 2.5.11 with concurrent executions of Oblivious Decryption by the appropriate groups

of parties.

Proof of the security of Protocol 2.5.14 can be sketched as follows. The Oblivious Decryption

of Protocol 2.5.11 consists of three phases. The servers each independently obtain two decryption

shares and obliviously transfer one share to the user, then the user combines the shares into the

decryption result. The first and the last phases are both non-interactive, involving no communica-

tion, and therefore cause no problem when executed concurrently. The only interactive phase is the

17Different keys are possible but certainly incur undesired overhead.
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oblivious transfer. Due to its universal composability, this phase is also concurrently executable.

Theorem 2.5.15 Protocol 2.5.14 securely realizes ideal functionality FCOTD in the real model

against a static, semi-honest adversary that corrupts up to t decryption servers, where t is the

maximum number of corrupted servers the underlying non-interactive threshold decryption scheme

can stand against.

2.6 Secure Mobile Agent Computation against Static, Semi-Honest Adversaries

In this section, we present a protocol for executing mobile agent applications with universally com-

posable security when the adversary is static and semi-honest. We assume the agent application is

implemented in a multi-agent setting with the restrictions discussed at the beginning of Section 2.2.

For the sake of the security proof, like before we first present the protocol in a hybrid model where

the participants have access to the ideal functionality of concurrent oblivious threshold decryption

and public-key encryption (PKE) (to be introduced below). A proof of security for this hybrid

version of the agent protocol follows. The real-model protocol is obtained by replacing the ideal

functionality of OTD and PKE with their real-model realizations, and the security follows due to

the composition theorem.

2.6.1 Basic Tool 3: Public-Key Encryption

The last primitive used in the agent protocol is public-key encryption (PKE). PKE is a well-studied

cryptographic primitive, and as a result, there are ready-to-use PKE solutions [28, 30, 12, 48, 51].

This section summarizes the results that are used by our protocol, beginning with the definition of

the ideal functionality for PKE.
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Definition 2.6.1 Ideal Functionality FPKE [23]
18

FPKE proceeds as follows, when parameterized by message domain ensemble D = {Dk}k∈N and

security parameter k, and interacting with an adversary S, and parties P1, . . . , Pn.

Key Generation: In the first activation, expect to receive a message (KeyGen, sid) from some

party Pi. Then do:

1. Hand (KeyGen, sid) to the adversary.

2. Receive a value e from S and record e and the identity of Pi.

3. Hand e to Pi.

Encryption: Upon receiving a message (Encrypt, sid, e′,m) from some party Pj, proceed as follows:

1. If m /∈ Dk then return an error message to Pj.

2. If m ∈ Dk then hand (Encrypt, sid, e′, Pj) to S. (If e
′ 6= e or e is not yet defined then hand

also the entire value m to S.)

3. Receive a tag c from S and hand c to Pj. If e
′ = e then record the pair (c,m). (If c already

appears in a previously recorded pair then return an error message to Pj.)

Decryption: Upon receiving a message (Decrypt, sid, c) from Pi, the party which initiated Key

Generation, (and Pi only), proceed as follows:

1. If there is a recorded pair (c,m) then hand m to Pi.

2. Otherwise, hand the value (Decrypt, sid, c) to the adversary. When receiving a value m from

the adversary, hand m to Pi.

18With slight modification from the original definition.
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Canetti et. al. [23] showed that the above definition of ideal functionality for PKE is equivalent

to CCA security when the adversary is non-adaptive. As an important corollary, a CCA-secure

PKE scheme [28, 30] can be trivially turned into a realization of FPKE, with the three operations

of the PKE scheme (Key Generation, Encryption, and Decryption) each mapped to its counterpart

in FPKE.

2.6.2 Secure Mobile Agent Protocol in The Hybrid Model

Some notations are in order. Host identities and the agent functions are defined in Definitions 2.2.1

and 2.2.2. Without loss of generality, assume the agent state x is nx bits, the host input y is

always ny bits, and the output to the host is nz bits. The agent code is a collection of en-

crypted circuits that compute the agent functions, each to be evaluated at a host the agent visits.

The encrypted circuits are each represented by a tuple (C,L,K,U), where C is the encrypted

form of the circuit, L = ((L1,0, L1,1), . . . , (Lnx,0, Lnx,1)) and K = ((K1,0,K1,1), . . . , (Kny ,0,Kny ,1))

are the lists of the input signals for the agent state and the host input, respectively, and U =

((U1,0, U1,1), . . . , (Unz+nx,0, Unz+nx,1)) is the list of the output signals to the host as well as the

signals for the updated agent state. Each pair of signals are associated with one bit of input or

output, with the first one of the pair encoding 0 and the second one encoding 1. Therefore, the po-

sition of each signal in its pair indicates the semantics of that signal. (Notice this correspondence is

purely for the simplicity of notation. Alternatively, there could be a table that maps each signal to

its semantics.) Notice that the updated agent state, ((Unz+1,0, Unz+1,1), . . . , (Unz+nx,0, Unz+nx,1)),

equals the L of the encrypted circuit for the next host. If there is also random input to the agent

function, both L and K include random coins that will be independently provided by the originator

and the hosts, and the random input is the XORs of these coins.
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Protocol 2.6.2 Mobile Agent Computation in The FCOTD, FPKE-Hybrid Model

All messages sent are attached with the session id which is provided by the environment as part

of the input to every party. As a setup stage, the hosts are partitioned into n subgroups, and the

partition is known by every party.

1. Each host, upon receiving its input from the environment, sends a notification of this event

to the originator O.

2. Every host invokes a copy of ideal functionality FPKE to generate a public key e, and broadcasts

this key to all other hosts and O19. Later, we use the host id (i, j) to identify its corresponding

copy of FPKE.

3. Having received its input (x(1,0), . . . , x(n,0)) from the environment, as well as the input noti-

fications and the public keys from all hosts, O first invokes the Key Generation operation of

ideal functionality FCOTD.

4. For each host H(i,j), using the enhanced BMR construction, O creates an encrypted circuit

(C(i,j),L(i,j),K(i,j),U (i,j)) to compute function f (i,j). In addition, O invokes ideal functionality

FCOTD to encrypt K
(i,j), the signals for the host’s input. Denote the encrypted signals as

K
(i,j)

= ((K
(i,j)
1,0 ,K

(i,j)
1,1 ), . . . , (K

(i,j)
ny ,0,K

(i,j)
ny ,1)).

5. Next, O creates n mobile agents. For agentMAi, i = 1, . . . , n, its code includes the encrypted

circuits C(i,j), the encrypted signals K
(i,j)
, and U

(i,j)
z = ((U

(i,j)
1,0 , U

(i,j)
1,1 ), . . ., (U

(i,j)
nz ,0 , U

(i,j)
nz ,1 )), the

signals of the output wires corresponding to the local output to the host, for all the hosts in

subset i. O also sets L
′(i,1)
k = L

(i,1)
k,x(i,0),k

where x(i,0),k is the kth bit of x(i,0), for k = 1, . . . , nx,

as the initial state of MAi. Following our convention, denote this list of signals by L
′(i,1).

19Since the UC framework does not assume the existence of a broadcast channel, broadcasting is implemented as
sending the message separately to each party. Meanwhile, an authenticated broadcasting protocol such as the one
introduced later is not necessary in the semi-honest adversarial model.
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Then O invokes ideal functionality F
(i,1)
PKE to encrypt the initial agent state. Denote by L

′(i,1)

the encrypted agent state.

6. Finally, O sends out MAi with its encrypted state to H(i,1), the first host of subset i, for

i = 1, . . . , n.

7. Every host H(i,j), upon receiving agentMAi, sends the encrypted agent state L
′(i,j)

to F
(i,j)
PKE

and receives the decryption L′(i,j).

8. Next, H(i,j) sends the encrypted input signals K
(i,j)

to m agents includingMAi. Then H(i,j)

and the m agents engage with FCOTD to obliviously decrypt one signal from each pair in

K
(i,j)
. Specifically, H(i,j) is the decryption user and the m agents are the m servers. For each

Oblivious Decryption, the pair of ciphertexts is (K
(i,j)
k,0 ,K

(i,j)
k,1 ), for k = 1, . . . , ny, and H(i,j)’s

input bit, the selection bit that determines which ciphertext H(i,j) will actually decrypt, is

y(i,j),k.

9. From FCOTD, H(i,j) receives the signals corresponding to its input y(i,j). Denote this list of

host input signals as K′(i,j).

10. H(i,j) evaluates the encrypted circuit C
(i,j) using the input signals L′(i,j) and K′(i,j), recovers

the value of its own private output using the corresponding U
(i,j)
z vector, and sends the agent

(consisting of the encrypted circuits and signals for the following hosts, as well as its updated

state, which is in the form of signals and encrypted by F
(i,j+1)
PKE using host H(i,j+1)’s public

key) to the next host in the subset. If this is the last host in the subset, then the agent is

returned back to the originator with its state not encrypted. If the transfer was to a different

host, that host repeats steps 7 – 10.

11. After all n agents return back to O with their final states. O recovers the values they represent
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and uses function g to combine the results into the final result.

12. Every host outputs its local output from the circuit evaluation, and O outputs the result from

function g.

2.6.3 Proof of Security

Recall that for now we are considering only security against a static and semi-honest adversary.

Consequently the analysis is relatively simple, as one can observe that the only damage such an

adversary can do is analyzing the information it sees (known as the adversary’s view) when strictly

following the protocol instructions. While the adversary can apply all kinds of computation on its

view, the computation has to be polynomial-time bounded, and it cannot involve any honest party.

Hence, the best the adversary can hope for is extracting as much knowledge as possible from the

view, where by knowledge we mean anything that the polynomial-time adversary is not able to

produce by itself. The strategy of the security proof is to show that the adversary’s view does not

contain any knowledge it should not learn, and this is done by presenting an simulator that can

generate a view indistinguishable from the real view using only what the adversary is entitled to

get. Put into the UC context, this amounts to demonstrate an ideal adversary that can simulate

the execution of Protocol 2.6.2 in the hybrid model.

Lemma 2.6.3 For any static, semi-honest adversary H interacting with Protocol 2.6.2 in the hy-

brid model with access to ideal functionality FCOTD and FPKE, and corrupting parties subject to the

following restrictions: if H corrupts hosts only, then it is limited to corrupt hosts from up to m− 1

out of the n subsets of hosts where m is the threshold parameter of FCOTD, or the adversary can

corrupt the originator and any number of hosts; there exists an ideal-model adversary S such that

no environment can distinguish the ideal-model computation from the hybrid-model computation.
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Proof : First, in the UC framework, the environment Z has very limited access to the parties in all

three models (ideal, hybrid, and real). That is, Z only provides inputs to and reads outputs from

the parties. It’s easy to verify that Protocol 2.6.2 correctly realizes the functionality of FMA when

everyone follows the instructions, which is the case with a semi-honest adversary. Hence, Z cannot

tell the difference based on its interaction with the parties.

As a result, the main task of this proof is to construct such a S that mimics H in its interaction

with Z. Since Z can interact with H freely, it is impossible to predict what information they

would exchange. Rather, given a particular H, S can be constructed as follows. S runs a copy of H

internally and forwards the communication from Z to this internalH. In the meantime, S simulates

to H its view in the hybrid model. Thus, the internal H produces the same communication to Z

as it does in the hybrid model, which S forwards back to Z. However, S only has black box access

to H. Therefore, the centerpiece is the simulation of H’s view.

The UC framework assumes open but authorized communication channels between the parties.

Therefore, the view of H consists of the inputs and outputs of the corrupted parties and all the

messages sent in the system except those between the ideal functionalities and the honest parties.

By corrupting the same set of parties in the ideal model, it’s trivial for S to provide the corrupted

parties’ inputs and outputs. The messages seen by H are the hosts’ input notifications and public

keys, all the agents travelling from one host to another, the encrypted input signals K
(i,j)

sent by

a host to m agents for decryption which are already included in the agents, and the messages from

the ideal PKE and OTD to the corrupted parties. Simulating these messages depends on what

parties H corrupts.

• First of all, no matter what parties H corrupts, the input notifications from the hosts to the

originator (Step 1 of Protocol 2.6.2) is trivial to simulate. S simulates a notification to the

originator which does not contain any private information, once a “H(i,j)− input” notification
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is received from FMA. S simulates the hosts’ public keys by playing as the ideal functionality

FPKE and interacting with H to generate the keys.

• If only the hosts are corrupted, in the ideal model S first submits inputs of the corrupted hosts

to FMA, and receives the outputs to these hosts. This is possible because the honest parties

automatically forward their inputs to the ideal functionality. Thus FMA is guaranteed to be

ready to process the inputs from the corrupted parties. In fact, the ideal-model computation

can be completely over before S begins to simulate Step 3 of Protocol 2.6.2. However, S can

hold the results from FMA and only delivers them to a party in the ideal model at a time when

the same party obtains output in Protocol 2.6.2. Because H only corrupts hosts from up to

m−1 different subsets, H is not able to hold enough agents for it to invoke FCOTD to decrypt

the encrypted input signals. Hence, in the hybrid model, for any encrypted circuit contained

in an agent, adversary H knows only one instance of input to that circuit if the circuit is for a

corrupted host, and no input at all if the circuit is for an honest host. Furthermore, only the

semantics of the output signals to the hosts are known to H, and the agent state, encrypted

or not, makes no sense to H. Therefore, applying Theorem 2.4.3, S can construct fake agents

indistinguishable to H based on the outputs of the corrupted hosts.

At any time travelling among the hosts, an agent can be divided into four parts. The encrypted

circuits C for the hosts yet to be visited by this agent, the encrypted current agent state L
′
,

the encrypted input signals K for the following hosts, and the signals of the host output

Uz which provides the semantic definitions of the output wires to the host. Beginning with

the encrypted circuits, basically for a corrupted host, S constructs a fake encrypted circuit

based on the host’s output in the way described in Section 2.4.4. For an uncorrupted host,

S constructs a totally random encrypted circuit, in which the truth tables of all the gates

contain truly random strings without any meaning. For the current agent state, since it’s
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encrypted by the ideal PKE, it is simply a group of truly random strings. Likewise, the

encrypted input signals K are set to be any truly random strings. And finally, for corrupted

hosts, the output signals Uz are the ones determined by the fake circuit construction which

would result in the correct outputs to those hosts, and for uncorrupted hosts they are just

random strings with no meaning.

The last issue is the messages from the ideal functionalities (FCOTD and FPKE) to the cor-

rupted hosts. Essentially, S simulates the behavior of the ideal functionalities and interacts

with H. The requests to various copies of FPKE to encrypt the current agent state are an-

swered with random strings. The decrypted input signals returned by FCOTD are set to be

the ones determined by the fake circuit construction, which are the on-path signals selected

for the fake circuit. The decrypted agent state returned by a copy of FPKE is still in the form

of signals, and without knowing their semantics, H cannot tell them from any group of truly

random strings. The only consistency requirement is, if the previous host is also corrupted,

the decrypted state should agree with the one encrypted by the previous host. Fortunately,

S already knows that when the previous host asks a copy of FPKE to encrypt the state. Simi-

larly, the final agent state, which is not encrypted when sent back to O, is perfectly simulated

by truly random strings with the consistency problem taken care of if necessary.

• If the originator is corrupted, then the agent construction is done by H itself, and no simula-

tion with fake circuits is necessary. Furthermore, it is meaningless to impose a restriction on

corrupted hosts in order to maintain the threshold condition, because the adversary already

controls O which generates and distributes the secret keys for threshold decryption. Instead,

S plays the role of FPKE and FCOTD, interacting with the corrupted O. The job is basically

recording the plaintexts from O and returning random strings as the ciphertexts. Next, S

simulates the agents being sent from one host to another. The static part of the agents (i.e.,
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the circuits and the lists of encrypted signals and output signals) is already created by H, so

no real work is needed. For the agent state, again, since it’s encrypted with the next host’s

public key, it’s a set of random strings.

The decrypted input signals returned to a corrupted host is just the plaintexts recorded by S

when O sends the signals to FCOTD for encryption. On the other hand, since it was H that

selected the semantics for all the signals, the decrypted agent state returned to a corrupted

host, although in the form of signals, cannot simply be any random signals. The signals

have to represent the correct agent state. This is done in two steps. First, by corrupting

O in the ideal model, S can send requests to FMA on behalf of O. Taking this advantage,

in the name of O as well as the corrupted host, S requests to FMA and receives the current

state of the agent when it visits the corrupted host. Next, S translates the agent state into

signals. This turns out to be a non-trivial work, as the signals for representing agent states

(i.e., the L lists) are never explicitly carried by the agents. Therefore, S has to build exactly

the same encrypted circuits (not fake ones) as H did in order to learn the signals on those

wires corresponding to the agent states. This is possible because of two facts. First, H is a

semi-honest adversary and always follows the protocol. Second, running H as a subroutine,

it is S that provides the inputs including the random input to H. Thus, S knows every step

of H in its building of the encrypted circuits and every input bit H used. Therefore, S can

build the same encrypted circuits and in turn obtain the correct signals to represent the agent

state.

For the rest of the simulation issues, S plays like FPKE and returns random strings to the

corrupted hosts’ requests of encrypting the updated agent state. When simulating the agents

coming back to O, S uses the final states it received from FMA and translates them into

signals just like the cases of intermediate agent states.
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2.6.4 Secure Mobile Agent Protocol in The Real Model

By replacing ideal functionalities FCOTD and FPKE with their real-model realizations in Proto-

col 2.6.2, we obtain an agent computation protocol for the real model.

Protocol 2.6.4 Secure Mobile Agent Computation (I)

Run Protocol 2.6.2 with every call to an ideal functionality replaced by executing the corresponding

real-model protocol that securely realizes the ideal functionality.

The security of Protocol 2.6.4 is obvious by combining Lemma 2.6.3 and Theorem 2.3.3. How-

ever, if the threshold decryption on which the realization of COTD is based is t-secure, the adversary

is allowed to corrupt up to t subsets of hosts instead of m−1 if it does not corrupt the originator20.

The last issue to clarify is the security assumption of this protocol. This is the common denomi-

nator of the assumptions of the the basic tools as shown in figure 2.3. The security of encrypted

circuits is based on the existence of pseudorandom generators, which is equivalent to the existence

of one-way functions [35]. Our implementation of secure 1-out-of-2 oblivious transfer is based on a

trapdoor permutation and a pseudorandom generator. The Canetti-Goldwasser scheme, the can-

didate cryptosystem to implement threshold decryption, is based on the Decisional Diffie-Hellman

(DDH) problem, whose intractability implies that the discrete logarithm problem is an one-way

function. Lastly, DDH is the direct basis for one of the CCA-secure PKE schemes [28]. Hence, we

have the following theorem.

Theorem 2.6.5 Assuming that the Decisional Diffie-Hellman problem is intractable, that trapdoor

permutations exist, and that there exists a non-interactive threshold decryption scheme such as the

Canetti-Goldwasser scheme which securely realizes ideal functionality FTD, Protocol 2.6.4 is secure

against static, semi-honest adversaries under the condition that the adversary corrupts hosts from

20Therefore, the optimal relation between the two is t = m− 1.
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up to t out of the n subsets of hosts due to the underlying t-secure threshold decryption scheme but

not the originator, or any number of hosts and the originator.

Oblivious Transfer

(trapdoor permutation)
(one−way function)

Threshold Decryption

(DDH)

Concurrent Oblivious Threshold Decryption

Secure Mobile Agent Computation

Public−Key Encryption

(one−way function) (DDH)

Encrypted Circuits

Figure 2.3: Basic cryptographic tools for secure mobile agent computation.

2.6.5 Communication Complexity

One crucial measurement of performance for distributed computing is the round complexity of

the communication. This is particularly important in a loosely coupled environment such as the

Internet. For Protocol 2.6.4, assume ` hosts and n agents in total, where n ≤ `. There are basically

four types of communications. The protocol begins with each host notifying the originator that

its input is ready, which are ` messages. Next, each host broadcasts its public key, resulting in

O(`2) messages in a point-to-point network. The agents travelling from one host to another, that

is another O(`) messages. Finally, for each host, the number of messages for oblivious threshold

decryption is (m − 1) + (m − 1) × (2k + 1) per input bit, where m ≤ n is the minimum number

of decryption servers required, and k is the number of bit-wise OT in the string OT that transfers

a decryption share, which is the length of the seeds of the pseudorandom strings that mask the

decryption shares, and so is equal to the security parameter. Thus, the total number of OTD-

related messages is O(nykm`). So the round complexity of Protocol 2.6.4 is O(nykm` + `2). In

other words, the number of communication rounds is not affected by the size of the agent function,
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but is rather determined by the host input size, the number of hosts, and the strength of security

we want to achieve.

Furthermore, there is a noticeable property about the communication pattern of Protocol 2.6.4.

Other than exchanging public keys with others, each host participates in the computation and

communicates with other hosts (who also are currently hosting agents) only when an agent is on-

site. In practice, locating other agents is a service provided by underlying multi-agent platform,

and the agent itinerary is included in the agent itself so the host does not need to know who is

the next host in advance. Furthermore, the hosts’ public keys can be broadcasted in a separate,

general-purpose operation. Thus, each host does not have to be aware of the whereabouts of other

hosts before the protocol execution.

2.7 Protecting Universally Composable Protocols against Malicious Adversaries

Strictly more powerful than its semi-honest counterpart, a malicious adversary can instruct the

corrupted parties to deviate arbitrarily from the protocol. The protocols we have presented so far

may no longer be secure if the adversary is not restricted to follow the protocol. For example, in

bit-wise oblivious transfer (Protocol 2.5.2), a corrupted receiver T can set y1−i = f(r′) for a random

r′ chosen by T . Thus, T can easily discover the other value x1−i. As the malicious adversary may

attack a protocol in any way it wants, the defense strategy is for the honest parties to detect such

attacks and refuse to play along once an attack is detected. Messages are the only interaction

between the parties. So the detection concentrates on verifying the validity of a message received

from another party.

A valid message sent by a party is the one that is generated following the protocol instructions.

More precisely, each message specified in a protocol can be viewed as the result of a function whose

code is the protocol instructions. Depending on the message, the input to this function may include
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the party’s input to the protocol, some random bits, and the messages the party has received so

far. Hence, a message is deemed valid if it was generated from exactly the corresponding protocol

instructions and with the genuine data it should depend on.

2.7.1 The Goldreich-Micali-Wigderson Compiler

Given a secure protocol with regard to semi-honest adversaries, Goldreich, Micali, and Wigder-

son [36, 34] have described a so called compiler that transforms such a protocol into one secure

against malicious attackers. Basically, what the GMW compiler does is adding a verification on

every message received. The GMW compiler assumes the communication model to consist of only

a single authenticated broadcast channel (emulatable by a point-to-point network via an authen-

ticated Byzantine Agreement protocol). As a result, every message is received by all the parties

regardless of the intended receiver. Each message is verified by all the honest parties. If the ver-

ification by any honest party fails, that party refuses to go on with the protocol and notifies all

other parties about the rejection, which leads to aborting by all honest parties. The whole protocol

instructions are known to all parties, but the data used to generate a message are not public. In

fact, they should not be since they are the private data and state of the parties that the protocol

intends to protect. To work around this, the GMW compiler consists of three phases. The first

two are setup phases before the actual protocol starts. Each party begins with committing its

input, and as a result everyone holds the commitments of all other parties’ inputs. Second, an

augmented coin-tossing protocol is executed so that every party receives as its random tape a dis-

tinct, uniformly distributed random string jointly generated by all parties, and everyone else holds

a commitment of that string. Note the random string itself is known only to its user.

After these two steps, the parties execute the protocol which is secure against semi-honest

adversaries, with the following additional steps. Whenever a party sends out a message, it also
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gives an zero-knowledge (ZK) proof about the message’s validity. As explained before, a message is

the result of applying some protocol instructions probably on the party’s input, its random input,

and/or the messages it received so far. As the whole protocol is polynomial-time bounded, so is this

message generation. Therefore, the assertion of the message’s validity is an NP statement, and so a

zero-knowledge proof of this assertion exists ([35] Theorem 4.4.11). As an example, define all valid

ones of a particular message sent by party Pi as an NP language L
def
= {m : ∃α, such that m = f(α)},

where f is the protocol instructions for generating this message and α is the union of the party’s

input, random input, and all received messages. Knowing α, a polynomial-time Pi is able to give

a ZK proof showing its message m ∈ L. However, this only answers half of the question, because

what we want to ensure is the honesty of the witness α — Pi’s input and random input are the

ones it has committed to, and the messages are the real messages it has received. To this end,

the NP language L is augmented to L′ def= {(m,u) : ∃α, such that m = f(α) and u = h(α)}, where

h(α)
de{
= (u1, u2, u3), and u1 is the commitment of Pi’s input, u2 is the commitment of Pi’s random

input, and u3 is the messages so far received by Pi. Recall that every party holds the commitments

of all other parties’ inputs and random inputs. Furthermore, all the messages sent in the system

are known to everyone due to the single broadcast channel. Hence, all other parties already know

the correct h(α), denoted by β. Pi sends out (m,u) followed by a zero-knowledge strong-proof-

of-knowledge ([35] Section 4.7.6 and Theorem 4.7.15 for existence of such ZK proof of knowledge

for any NP language) showing (m,u) ∈ L′ and Pi knows the witness α. Every party verifies the

validity of the proof as well as if u = β. If either fails, that party catches Pi’s cheating.

Assuming trapdoor permutations exist, the three components of the GMW compiler — input

commitment, augmented coin-tossing, and message validation (or authenticated computation as

called in [34]) — can all be securely implemented in the presence of a static and malicious ad-

versary [34]. Essentially, the effect of the compiler is forcing a malicious adversary to follow the
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protocol, or it is bound to be detected by the honest parties. However, all the results are obtained

under the traditional, stand-alone context.

2.7.2 A Universally Composable Compiler

Canetti et. al. [24] presents a universally composable compiler analogous to the GMW compiler.

Deriving a UC compiler turned out to be not as simple as just replacing each of the three components

of the GMW compiler with its UC version, as the receiver of a UC commitment learns only a

formal “receipt” assuring a value was committed to, but no information that uniquely determines

the committed value is received. Hence, later the receiver has no information against which it can

check to ensure the witness of the ZK proof is the one that an honest party should use. As a result,

the UC compiler takes a slightly different strategy and combines all three components in the GMW

compiler into one ideal functionality known as Commit and Prove (FCP ). Naturally, the commit

phase of FCP is called upon to execute input and random tape commitment, while the prove phase

is used to verify each message received.

The basic idea of FCP, which also describes how it can be realized, is as follows. Assume the

existence of ideal zero-knowledge proof FZK, which receives a statement x and a witness w from the

prover, and if relation R(x,w) holds then forwards x to the verifier, for some predetermined relation

R. In the commit phase, a committer commits its value w with some perfectly (or computationally)

binding, non-UC commitment scheme C. Denote the result by c. Then the committer proves to the

receiver using FZK that c is a valid commitment, in which c is the statement, w is the witness, and

the relation is the scheme C. This results in the receiver learning the commitment c but not w. In

the prove phase, where the committer wishes to prove that some value x stands in an appropriate

relation R with the committed value w, the committer sends (x, c) as the statement and w as

witness to another FZK which verifies c is the commitment of w and R(x,w) holds. Consequently
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the receiver gets (x, c). The receiver accepts x if c is the one it previously received in the commit

phase. In the UC compiler, the committer is the sender of a message. x is the message and is

generated from w — the combination of the sender’s private inputs, random inputs, and all the

messages it received so far.

Following the notations in [24], realizing the commit-and-prove functionality in a multi-party

scenario, denoted as F1:M
CP for one-to-many commit and prove, requires a common (random) refer-

ence string shared by all parties formalized as FCRS, and an authenticated broadcast channel for

any party to send the same message to all others, formalized as FBC and realized by Goldwasser

and Lindell [37] on top of authenticated point-to-point channels. Assuming that both exist as well

as a trapdoor permutation, realization of the one-to-many UC zero-knowledge proof formalized as

F1:M
ZK is given in [24]. In particular, in the case with a static adversary, F 1:M

ZK is simply one-to-many

extension of the non-interactive ZK proof of De Santis el. al. [58]. Finally, F 1:M
CP is realized in the

F1:M
ZK -hybrid model with the basic idea outlined above.

What happens when cheating is caught? Obviously, when an honest party detects the adversary’s

cheating in a message, it should at least not respond to that message as if it were an honest message.

The GMW compiler lets the honest party treat a cheating message as the indication that the sender

has aborted the protocol. The UC compiler is a little more relaxing, letting the honest party to

simply ignore the cheating message. Therefore, the protocol may end up hanging. As discussed

before, the case when there is no output produced is regarded as secure. In summary, the UC

compiler forces a malicious adversary to behave semi-honestly or one or more honest parties will

not generate output.

We conclude this section with the following theorem concerning the UC compiler.

Theorem 2.7.1 Let Π be a non-trivial multi-party protocol that securely realizes a well-formed

ideal functionality F which does not utilize its knowledge of the identities of corrupted parties, in
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the presence of static, semi-honest adversaries. Let Comp(Π) be the protocol obtained by applying

the multi-party compiler described in [24]. Then Comp(Π) securely realizes F in the presence of

static, malicious adversaries. The necessary assumptions are that trapdoor permutations exist and

the parties shared a common reference string.

The theorem is essentially the combination of multiple results from [24], including Proposition

9.6, the results concerning the realization of F 1:M
CP in the the static adversarial model, and the

universal composition with joint state state theorem (Theorem 3.4).

2.8 Secure Mobile Agent Computation against Static, Malicious Adversaries

Implied in the UC compiler is the requirement that all (honest) participants in the protocol receive

and check every message sent in the system, regardless of who is the intended receiver. Otherwise,

a party won’t have a global view of the protocol execution when it wants to check the message

intended for itself. This is in conflict with the unique setting of the mobile agent paradigm, where

the originator is not required to be online after the agents are sent out. Observe that the compiler

is a general technique that can be applied to any protocol. Consequently, it does not utilize any

specific features of the protocol, which fortunately in the agent case already provides some degree

of protection against malicious behaviors and can indeed free the originator from the always-online

restriction.

The key observation is that the encrypted circuit provides strong resistance against tampering.

Intuitively, without a valid set of input signals, it is infeasible to obtain a valid set of output signals

for an encrypted circuit. Since the only messages sent to the originator are the agents returning

home with their final states, and the agent states are just a bunch of output signals, by comparing

these signals against the valid signals, O is able to catch any tampering with the agents. We begin

with formally proving an important security property of the encrypted circuit.
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2.8.1 The Infeasibility of Effectively Predicting Off-Path Signals

Let’s first look at a single encrypted gate. Referring to the introduction in Section 2.4.1, consider a

two-input encrypted gate g whose input and output wires are denoted α, β, and γ, respectively, and

whose truth table is defined by Equation (2.4). Suppose one holds a pair of input signals sαa and sβb,

where a and b ∈ {0, 1}. Thus, one can evaluate gate g by computing Gb(s
′
αa)⊕Ga(s

′
βb)⊕A

g
ab. (Recall

that s′αa is the binary string sαa without the last tag bit a.) Let sγc denote the resulting output

signal. We call sαa, sβb, sγc, and Ag
ab as the on-path signals and truth table entry. Accordingly, all

the other signals and entries in the truth table are off-path.

Lemma 2.8.1 Given a two-input encrypted gate as described above in which the length of the wire

signals is k, excluding the last tag bit, for every probabilistic polynomial-time algorithm A, every

positive polynomial p(·), and sufficiently large k’s, the probability that A outputs a correct off-path

signal is strictly less than 1
2k

+ 1
p(k) .

Proof : Recall that a wire signal is a binary string uniformly selected by the constructor of the

encrypted gate. Knowing its length k, one can guess any wire signal with probability at least 1
2k
.

This claim basically says random guessing is the best one can do to an off-path input or output

signal. To prove it, first imagine the case where instead of defining the truth table of the gate

according to Equation (2.4), the constructor simply filled in the off-path entries in the truth table

with truly random strings. This way, holding an encrypted gate and a pair of input signals gives

absolutely no information at all regarding the off-path input and output signals. Therefore, no

algorithm can guess the off-line signals better than uniformly random guessing, no matter how

powerful it is. Although in fact the truth table of an encrypted gate is not constructed like that,

the pseudorandom generator G effectively hide the information of the off-path signals such that

to a polynomial-time algorithm the off-path entries in the truth table are just like truly random
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strings. Otherwise, we can distinguish a pseudorandom distribution ensemble from a corresponding

truly random distribution ensemble in polynomial time.

More formally, assume for some positive polynomial p(·) and infinite many k’s, there is a

polynomial time algorithm A that outputs a correct off-path signal with probability ≥ 1
2k

+ 1
p(k) .

We construct a distinguisher D that distinguishes pseudorandom binary strings of length 2k + 2

from truly random strings of the same length. The proof is analogous to the proof in Section 2.4.4.

Define pseudorandom distribution G(Uk) and truly random distribution U2k+2 as in Definition 2.4.4.

We construct a polynomial-time distinguisher D for the ensembles of G(Uk) and U2k+2 by repeated

sampling. Consider two independent (2k+2)-bit strings X and Y , both of which come from either

G(Uk) or U2k+2. Without loss of generality, D creates a gate g and selects input signal sα0 for wire

α and sβ0 for β, as well as output signals sγ0 and sγ1. D defines randomly the semantics of these

signals and constructs a truth table for g as the one defined by Equation (2.7). As argued before,

if X and Y are G(Uk)-distributed, then g is an encrypted gate. If X and Y are U2k+2 distributed,

then g is a fake gate which contains no information in its truth table about the off-path input

and output signals. D feeds A with gate g and the two input signals sα0, sβ0. Then it checks the

correctness of A’s guesses of the off-path signals. In particular, D runs the pseudorandom generator

G on A’s guesses of the offline input signals and compare the results against the corresponding parts

of X and Y . For A’s guess of the off-path output signal, D simply compares against its selection

of that signal. If any of these checkings passes, D outputs 1. Otherwise, D outputs 0. Obviously,

if A runs in polynomial time, so does D.

If g is a fake gate (i.e., X and Y are U2k+2-distributed), no algorithm can do better than

uniformly randomly guessing any of the off-path signals, because there is simply no information

about those signals. In fact, verifying A’s guesses of the off-path input signals are bound to fail

since X and Y are not pseudorandom. So D outputs 1 on a fake gate with probability at most 1
2k
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for correctly guessing the output signal. (Notice the tag bit is deducible.) If g is a real encrypted

gate, by our hypothesis, A can do better than random guessing, and so D outputs 1 on a real

encrypted gate with probability ≥ 3( 1
2k

+ 1
p(k)). Hence, the gap of the probabilities that D outputs

1 in these two cases is at least 2
2k

+ 3
p(k) . In other words, D distinguishes the ensembles of G(Uk)

and U2k+2, which is in contradiction with Lemma 2.4.5.

Recall that besides encrypted gates with two inputs and a single output, secure encrypted

circuits require a special kind of gate called the splitter to eliminate the correlations due to a single

wire’s driving multiple gates. A splitter is an one-input, two-output gate whose truth table is

defined by Equation (2.6). The same unpredictability can be said about the off-path signals of a

splitter gate.

Lemma 2.8.2 Given a splitter gate as described in Section 2.4.3 in which the length of the wire

signals is k, excluding the last tag bit, for every probabilistic polynomial-time algorithm A, every

positive polynomial p(·), and sufficiently large k’s, the probability that A outputs a correct off-path

signal is strictly less than 1
2k

+ 1
p(k) .

Proof (Sketch): The proof is analogous to the one above. However, we only need a single sample

string X. Assuming sα0 is the on-path input signal, X0 is used in the place of G0(s
′
α1) and X1 is

used in the place of G1(s
′
α1). The rest of the proof is the same as the proof of Lemma 2.8.1.

According to Lemma 2.4.2, an encrypted circuit generated by the enhanced BMR construction

does not have any wire shared by multiple gates. Based on the two lemmas we just proved, a simple

induction from the input gates to the output gates leads to the following property of encrypted

circuits.

Theorem 2.8.3 Given an encrypted circuit generated according to the enhanced BMR construc-

tion in which the length of every wire signal is k, excluding the last tag bit, for every probabilistic

89



polynomial-time algorithm A, every positive polynomial p(·), and sufficiently large k’s, the proba-

bility that A outputs a correct off-path signal for any given wire in the circuit is strictly less than

1
2k

+ 1
p(k) .

2.8.2 Secure Mobile Agent Protocol against Static, Malicious Adversaries

In this section, we apply the UC compiler to Protocol 2.6.4, which is secure in the semi-honest

adversarial model, with the exception that the originator only receives and verifies the messages

intended for itself. For simplicity, we only give an outline of the resulting protocol in the real model.

Detailed description of how the compiler is applied to a protocol can be found in Figure 17 of [24].

Protocol 2.8.4 Secure Mobile Agent Computation (II)

Assuming the originator and all the hosts share a common reference string, apply the universally

composable compiler of [24] to Protocol 2.6.4, as depicted in Figure 17 of [24], with the following

notes and exceptions.

1. Replace the calls to each instance of ideal functionality F 1:M
CP with invocations of its real-model

realization.

2. All message transmission is done through the broadcasting protocol of [37], which realizes an

authenticated broadcast channel to all players in the protocol on top of authenticated point-to-

point channels.

3. All participants including the originator O carry out the random tape generation phase. Then

everyone starts the execution of Protocol 2.6.4 with additional steps required by the compiler.

Notice that every message is broadcasted to all parties.

4. After sending out the agents (i.e., step 6 of Protocol 2.6.4), O only participates in the protocol

when an agent returns home. Specifically, O drops out of the broadcasting of any messages
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other than the agent’s coming back. All the hosts continue to behave according to Protocol 2.6.4

and the compiler.

5. When O receives an agent back from the hosts, it checks the validity of the agent’s final state.

That is, if the strings that represent the agent state are valid output signals. If not, O ignores

this message. Otherwise, it treats the agent according to Protocol 2.6.4.

2.8.3 Proof of Security

This section proves the following theorem.

Theorem 2.8.5 Assume that the Decisional Diffie-Hellman problem is intractable, that trapdoor

permutations exist, that there exists a non-interactive threshold decryption scheme such as the

Canetti-Goldwasser scheme which securely realizes ideal functionality FTD, and that all parties

share a common reference string. Then Protocol 2.8.4 is secure against static, malicious adversaries

under the condition that the adversary corrupts hosts from up to t out of the n subsets of hosts

due to the underlying t-secure threshold decryption scheme but not the originator, or any number

of hosts and the originator.

Proof (Sketch): Intuitively, this protocol emulates Protocol 2.6.4 despite interacting with a ma-

licious adversary. Thus the security (or the simulatability) of this protocol by an ideal-model

execution follows due to the security of Protocol 2.6.4.

We give a sketch of the proof that Protocol 2.8.4 emulates Protocol 2.6.4, since the bulk of the

proof is identical to the proof of Proposition 9.6 of [24]. For a malicious adversary A interacting

with Protocol 2.8.4, we construct a semi-honest adversary A′ interacting with Protocol 2.6.4 such

that the two executions are indistinguishable to the environment. Like before, A′ runs A internally,

receiving the messages A sends and simulating the messages it expects. The simulation is identical
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to the one in [24]. Basically, A′ plays the role of the honest parties in Protocol 2.8.4. Whenever

externally A′ sees a message from an honest party in Protocol 2.6.4 (since it has control over the

communication channels), it simulates the corresponding messages A expects to see from the same

honest party in Protocol 2.8.4. This is possible due to the security (i.e., simulatability) of the

commit-and-prove functionality. Whenever A broadcasts a message intended for an honest party,

A′ checks the validity of this message just as every honest party would do. If the message is honest,

externally A′ sends out a corresponding message in Protocol 2.6.4 to the intended honest party. If

cheating is detected, A′ simply ignores the message.

This simulation assumes that every honest party follows the compiler. In Protocol 2.8.4, the

originator O is an exception, which does not participate in the broadcasting of messages sent

between the hosts. Since O does not respond to any of those messages in Protocol 2.6.4 and the

compiler instructs a party to ignore any cheating messages, if O participated in the broadcasting

of those messages, it would do nothing more than quietly listening to the broadcasting channel21.

So its absence does not make any difference to the system. The only difference this causes is that

internally O does not maintain a history of all the honest messages sent by all the players so far,

which will be needed later by the compiler to check the messages intended for O, i.e., the agents

returned. However, A′ can still use the above simulation, particularly the message verification

based on knowing all the previously sent messages, as A′ sees all the messages anyway, which are

either simulated by A′ itself or are received from the internal A. The question is “does this simulate

what happens in the execution of Protocol 2.8.4?”.

Observe that A′’s simulation would catch all cheatings by A, because a message is uniquely

determined by the sender’s private input, random input, and the messages it sees so far, which are

all verified by the simulation through the commit-and-prove functionality. Thus, the proof turns

21The broadcast protocol [37] does require messages from every participants. But these messages are only for
implementing the broadcasting and so can be treated as transparent to the upper layers.
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to showing in Protocol 2.8.4 O can catch all cheatings, too. First, notice that up to the point

right before an agent is returned to O, adversary A has to behave honestly due to the compiler.

Otherwise, the cheating would have been caught and the protocol would not have moved on. Hence,

the only cheating A can do is deviate from evaluating the last encrypted circuit of the agent with

the input signals it obtained honestly. Since A cannot get help from any honest party (because of

the compiler) and by itself A cannot discover any input signals (because of the security of COTD

against semi-honest adversary), the input signalsA obtained honestly are the only signals it possibly

has. Therefore, to obtain any output signals (which will be the final agent state) other than the

ones from the honest input amounts to predicting the off-path signals of the encrypted circuit.

Theorem 2.8.3 asserts no polynomial-time bounded adversary can do that effectively better than

probability 1
2k

for signals of length k + 1. In other words, the probability that O misses catching

a cheating agent state (and hence the simulation fails) is essentially 1
2k
. Thus the simulation is

indistinguishable to a polynomial-time environment.

2.8.4 Communication Complexity

Obviously, the UC compiler incurs large communication overhead. Specifically, implementing au-

thenticated broadcasting in a point-to-point network requires message exchanges among all the

parties. In our case, that is O(`2) messages for ` hosts. Since the underlying ZK proof for realiz-

ing F1:M
ZK is non-interactive, both the commit and the prove operations of FCP involves only one

broadcasting message. The random tape generation of the UC compiler requires ` × (2 × (` − 1))

broadcasting messages. Likewise, the input commitments add another (` + 1) broadcasting mes-

sages. Finally, all the messages in Protocol 2.6.4 are broadcasted, each with a non-interactive ZK

proof attached. Altogether, there are O(3`4 + nykm`3) messages in Protocol 2.8.4, and again the

round complexity is not affected by the size of the encrypted circuit. Furthermore, this protocol
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is more tightly coupled than the previous one in that every host has to know the locations of all

other hosts.
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CHAPTER 3

A PRACTICAL MOBILE AGENT PROTOCOL

Powerful as it is, the UC compiler achieves its security through extensive communications among

the participants of the protocol. The purpose is to enable every party to maintain an honest, global

view of the execution so that any cheating by the adversary will be immediately detected. Although

Protocol 2.8.4 fits in the basic agent communication model, it incurs large communication overhead

among all the hosts throughout the whole protocol execution. In addition, every player must have

the knowledge about all the other players. This requirement of tightly coupled environment does

not comply with the scenario of some mobile agent applications, such as e-commerce applications

over the Internet. In the second part of this research, we turn our attention to obtaining a more

efficient protocol.

3.1 Introduction

We would like the mobile agent protocol to work the following communication model. The only

messages from the originator are the mobile agents, sent to the first groups of hosts. From then on,

the originator is only allowed to receive the agents back from the hosts. Each host is “activated”

when an agent arrives and finishes its job once the agent left. An active host may communicate

freely with other “active” hosts, but there is no communication to an inactive host other than

sending the agent to that host. The only possible message to an inactive host is the migration of

an mobile agent. Under this model, a host is purely an execution environment for mobile agents.

No preparation or aftermath processing is needed from the host. It also may have no idea about

other hosts, as long as the multi-agent system provides some kind of directory service for agents
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to locate each other. The communication from and to the originator is the minimum possible. We

call this model the restricted agent communication model.

This model certainly prevents the use of the UC compiler. In fact, based on the current state

of the art, it seems that we are not able to achieve equivalent level of security as Protocol 2.8.4

does, due to the limitation that a host cannot exchange messages with others whenever the agent

is not on site. Simply put, an honest host is totally unaware of what has happened before an agent

arrives. Although one can ask for a zero-knowledge proof of no wrong doing from the previous host,

there is no way to verify the honesty of the witness on which the proof is based. Not surprisingly,

this is exactly the core issue that the compiler addresses.

Zero-knowledge proofs are themselves another fundamental primitive which turn out to be

unaffordable most of the time in practice. The current knowledge about constructing a zero-

knowledge proof is based on a general but inefficient theorem. Theorem 4.4.11 of [35] asserts

that given an NP language, a zero-knowledge proof can be constructed by reducing the language

to an NP-complete language which has a direct ZK proof, such as the graph-3-coloring problem.

The same philosophy lies under the construction of a non-interactive ZK proof [58]. Reducing an

NP language to an NP-complete language is mostly of theoretic interest. In practice, it usually

involves multiple reductions, each an inefficient process by itself, in order to reach the targeted

NP complete language (A tree depiction of typical reduction paths appears in [27]). On the other

hand, ZK proofs are indispensable in almost all provably secure protocols1. For example, suppose

a real-model malicious adversary can modify the inputs of corrupted hosts. For an ideal-model

adversary to simulate the case when a host’s actual input is modified from the original one, it must

find out what the actual input is and change the input in the ideal model accordingly. Currently

this can only be done through requiring a zero-knowledge proof of knowledge from the host about

1In our protocol above, ZK proofs are enclosed in the UC compiler.
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its input. The zero-knowledge property is necessary as otherwise the proof leaks the host’s private

input.

In the following, we study a protocol which runs in the restricted agent communication model

and does not use the UC compiler and zero-knowledge proofs. We analyze the security of this

protocol. In light of the trade-offs made for the sake of efficiency, we do not rigorously prove the

security but only give reasonable arguments. In Chapter 4, we implement this protocol as well as

the ACCK protocol, and compare their performance through experiments.

3.2 Security against Malicious Adversaries

It is easy to verify that Protocol 2.6.4 satisfies the restrictions on communication introduced for

practicality. However, security against only semi-honest adversaries is not enough in practice. Thus,

we enhance this protocol with defense against malicious attacks while preserving its other practical

properties. Deprived of the use of a compiler and zero-knowledge proofs, our defense lies in the

security of each building block of Protocol 2.6.4. As shown in the following, most practical attacks

can be protected against without sacrificing the efficiency of the resulting protocol.

3.2.1 Secure Oblivious Threshold Decryption

Our construction of oblivious threshold decryption is a combination of non-interactive threshold

decryption and oblivious transfer with little overlap. This enables us to consider each of the two

separately against malicious attacks.

A threshold cryptosystem is a public key encryption scheme in the first place. In an isolated

view, the security of a public key encryption scheme against a malicious adversary considers the

ultimate attack in which the adversary has the assistance of an oracle to decrypt encryptions of

its choice, except for the ciphertext that it is about to attack (i.e., finding out information about
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this particular ciphertext). This is generally referred to as the Chosen Ciphertext Attack (CCA).

Furthermore, in threshold decryption, the adversary sees the decryption shares of its chosen cipher-

texts too. The desired security is that even with CCA attacks, the adversary cannot distinguish

the target encryption from any valid encryption.

The threshold decryption scheme of Canetti and Goldwasser [22] is CCA-secure. A more ef-

ficient, non-interactive scheme was later devised by Shoup and Gennaro [60]. Under the random

oracle model [14], where cryptographic hash functions are replaced with accesses to an oracle which

returns truly random bits, this scheme is proved to be CCA-secure. With this additional assump-

tion, the Shoup-Gennaro scheme has a few advantages over the Canetti-Goldwasser scheme. First,

the SG scheme does not require any pre-shared secrets among the decryption servers other than

the decryption key, while in the CG scheme, decrypting L ciphertexts requires L pre-computed

secrets shared by the servers, which restricts the total number of decryptions by a pre-determined

limit. Second, the SG scheme provides a handy way for the user to check the validity of a de-

cryption share, an efficient defense against denial-of-service attacks by the adversary. Third, in the

SG scheme, the minimum number of shares necessary for a successful decryption, denoted by m

in our previous discussion, is optimal — one more than t the total number of corrupted servers.

There are two variants of the Shoup-Gennaro scheme. TDH1 is based on the intractability of the

Computational Diffie-Hellman problem, where the more efficient TDH2 is based on the Decisional

Diffie-Hellman problem.

Once a malicious adversary controls some decryption servers, it can instruct these servers to

deviate from the prescribed behavior. Security must therefore be extended to the case when cor-

rupted servers do not follow the protocol2. This is generally referred to as the robustness of the

threshold decryption scheme [22]. For non-interactive threshold decryption, deviations of corrupted

2In contrast, these attacks do not apply to traditional public key encryption scheme as no interaction is involved.
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servers are of no help toward attacking a target encryption. The only possible damage is denial of

service. Robustness can therefore be achieved by having a verification scheme for the user to check

the validity of decryption shares and assuming enough honest servers in the system.

For easy reference, we include a description of the TDH2 variant of the Shoup-Gennaro scheme

as follows.

Algorithm 3.2.1 The Shoup-Gennaro Threshold Decryption Scheme [60]

The TDH2 system works over an arbitrary group G of prime order q, with generator g. It requires

m shares to decrypt a message, and is secure against up to m−1 malicious decryption servers. For

simplicity, assume that messages and their labels are l-bit strings. We use three hash functions:

H1 : G→ {0, 1}
l, H2 : {0, 1}

l × {0, 1}l ×G4 → Zq, H4 : G
3 → Zq

Key Generation: For an m out of n scheme, assume q > n. Choose Random points

f0, . . . , fm−1 ∈ Zq. Define a polynomial F (X) =
∑m−1

j=0 fjX
j ∈ Zq[X]. For 1 ≤ i ≤ n, set

xi = F (i) ∈ Zq and hi = gxi . Set x = F (0) and h = h0 = gx. Choose another random generator

ḡ ∈ G and ḡ 6= g.

The public key PK consists of a description of the group G, along with g, ḡ, and h. The public

verification key V K for verifying decryption shares, consists of the public key PK and the tuple

{h1, . . . , hn}. For 1 ≤ i ≤ n, the secret key SKi consists of the public key PK, the index i, and the

value xi.

Encryption: To encrypt a message z ∈ {0, 1}l with label L ∈ {0, 1}l which can be any infor-

mation associated with z, choose randomly r, s ∈ Zq, and compute

c = H1(h
r)⊕ z, u = gr, w = gs, ū = ḡr, w̄ = ḡs, e = H2(c, L, u, w, ū, w̄), f = s+ re.
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The ciphertext is (c, L, u, ū, e, f).

Label Extraction: Given a ciphertext (c, L, u, ū, e, f), anyone can extract its label by output

L3.

Decryption: Given a ciphertext (c, L, u, ū, e, f), decryption server i checks if e = H2(c, L, u, w, ū,

w̄), where w = gf/ue and w̄ = ḡf/ūe. If the condition does not hold, the ciphertext is invalid and

the server outputs (i, “?”). Otherwise, the server chooses a random si ∈ Zq and computes

ui = uxi , ûi = usi , ĥi = gsi , ei = H4(ui, ûi, ĥi), fi = si + xiei.

and outputs (i, ui, ei, fi).

Share Verification: Given the verification key V K, a ciphertext (c, L, u, ū, e, f), and a de-

cryption share of server i. The verification begins with checking if e = H2(c, L, u, w, ū, w̄), where

w = gf/ue and w̄ = ḡf/ūe. If it does not hold, an honest server should output share (i, “?”). If

the condition holds, then a valid share is of the form (i, ui, ei, fi), and ei = H4(ui, ûi, ĥi), where

ûi = ufi/ueii , ĥi = gfi/heii .

Share Combination: With m valid shares, all of which are either of the form (i, “?”) or of the

form (i, ui, ei, fi) where i ∈ S of cardinality m, the user outputs “?” in the first case, or otherwise

z = H1(
∏

i∈S

u
λS0i
i )⊕ c.

where λSij ∈ Zq are the coefficients such that F (i) =
∑

j∈S λ
S
ijxij .

As to oblivious transfer, Protocol 2.5.2 is not secure when the receiver cheats by sending to

the sender two random values both of which it can inverse. This in turn makes the string-wise

oblivious transfer insecure. Without a compiler-like mechanism, the sender has to possess some

3As an application, a decryption server can check the label of a ciphertext before proceeding to decrypt the
ciphertext.
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other information against which it can check the validity of the receiver’s message. Based on the

Computational Diffie-Hellman problem, Bellare and Micali [13] gave a non-interactive OT protocol

which has the same framework as Protocol 2.5.2.

Protocol 3.2.2 The Bellare-Micali Non-interactive Oblivious Transfer Protocol — Basic Ver-

sion [13]

Assume prime number p and generator g of Z∗
p . Suppose element C ∈ Z∗

p is public such that no

one knows its discrete log. The sender A has two strings s0 and s1. The receiver B has input bit

i ∈ {0, 1}.

1. B picks at random x ∈ {0, . . . , p − 2}. Then it computes βi = gx and β1−i = C · (βi)
−1. B

sends (β0, β1) to A.

2. A checks if β0 · β1 = C. A ignores the message if the condition does not hold. Otherwise, A

proceeds to the next step.

3. A picks at random y0, y1 ∈ {0, . . . , p− 2} and computes α0 = gy0 , α1 = gy1. A also computes

γ0 = βy00 , γ1 = βy11 , r0 = s0 ⊕ γ0, r1 = s1 ⊕ γ1. A sends (α0, α1, r0, r1) to B.

4. Upon receiving (α0, α1, r0, r1), B computes γi = αxi , and then recovers si = γi ⊕ ri.

In practice, if the non-interactive property is not required, A can choose C by itself and sends it

to B before the protocol starts. By verifying that the product of β0 and β1 is equal to C, the sender

ensures the receiver does not know the discrete log of both numbers, which would imply knowing

the discrete log of C. According to the Computational Diffie-Hellman assumption, without the

knowledge of the discrete logs of both α1−i and β1−i, it is infeasible for B to compute γ1−i, which

is necessary to recover s1−i. Thus, this protocol defeats any malicious attempt by the receiver.

On the other hand, by β0 and β1 themselves, it is impossible for the sender to find out of which
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one the receiver knows the discrete log, and there is no other message from the receiver. Hence,

no malicious sender can detect or affect which value the receiver gets. Bellare and Micali pointed

out that the security of each individual bit of s1−i is not clear. A more secure scheme is presented

in [13] that transfers one bit at a time with similar framework as Protocol 3.2.2. The obvious

tradeoff is the performance. Through our experimental study, we found the more secure version

incurs too much overhead to be practical in the mobile agent setting. Unless a specific attack on

the bit security of the basic Bellare-Micali OT protocol is identified, it is practically acceptable to

use the basic version, which is presented above.

Because the Shoup-Gennaro threshold decryption scheme (Algorithm 3.2.1) is non-interactive,

combining the SG scheme and the Bellare-Micali OT protocol (Protocol 3.2.2) the same way like we

did in Chapter 2 gives us another realization of oblivious threshold decryption. Practically speaking,

with the use of strong cryptographic hash functions, this implementation of OTD is computationally

secure against a malicious user who tries to illegally obtain decryptions, and perfectly secure against

a malicious server who tries to discover the user’s private input bit.

An implementation issue for both primitives is finding the appropriate cyclic group. Algo-

rithm 3.2.1 requires a cyclic group of prime order q. This can be done by selecting a random

prime p and finding a subgroup of Z∗
p with order q. Define the bit size of q as the key size of

Algorithm 3.2.1. Protocol 3.2.2 explicitly assumes the cyclic group Z∗
p , and the bit size of p is the

key size.

3.2.2 More Fortifications for OTD

Recall that our use of oblivious threshold decryption is for a host to obtain signals for its input bits.

The decryption servers are agents residing on other hosts. For each bit, a host sends the encrypted

signals of both 0 and 1 to enough agents, then through OTD it receives the decryption shares for
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only one signal. For each host there should be only one OTD performed per input bit. Using

the compiler certainly would detect a malicious host’s attempt to decrypt the second encrypted

signal of any of its input wires, but we want a more efficient way. Thus, we add a label to each

encrypted signal identifying the wire with which the signal is associated. An agent maintains a

record of wire ids for which it has served decryption requests. Upon receiving a new request, the

agent first extracts the label (using the Label Extraction operation) of both encrypted signals, and

only decrypts the signals if the wire that the label identifies has not been decrypted before.

The Shoup-Gennaro encryption scheme cryptographically bundles together a message and its

label. Being able to break this tie and change the label without knowing the plaintext message or the

private key means breaking the encryption scheme. Specifically, given a ciphertext (c, L, u, ū, e, f),

changing L with L′ requires replacing e = H2(c, L, u, w, ū, w̄). As a result, f = s + re also needs

to be changed, where r and s are randomly selected when the message was encrypted. Knowing

r immediately leads to the plaintext. If one can compute f ′ = s + re′, together with f = s + re

and the knowledge of e and e′, one can uniquely determine s and r. This leads to breaking the

encryption, which contradicts the proven security of the scheme. Alternatively, one may throw

away u, ū, e, and f , and pick its own r and s. However, as c = H1(h
r)⊕ z, coming up with a valid

c that is consistent with the newly selected r requires the knowledge of z.

That said, label checking itself is not enough to prevent a malicious host from decrypting both

signals of a wire. Obviously if enough agents are corrupted and collude with each other, they

can decrypt any encryption. So the maximum number of corrupted agents, which is equal to

the maximum number of host subsets that have one or more malicious hosts because each agent

visits only one subset and no two subsets overlaps, must be less than the threshold for successful

decryption. Still, a more subtle attack is possible even under this condition. The host can simply

request two sets of agents to each conduct an OTD. If there is no overlap of honest agents between
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the two sets, the host will not be caught. In light of this, we introduce safety s to be the upper

bound of the number of host subsets the agent protocol can stand against that may contain one or

more malicious hosts.

Definition 3.2.3 Safety

A mobile agent protocol is called s-safe if it is secure against up to s − 1 host subsets that may

contain one or more malicious hosts.

Theorem 3.2.4 Let m be the threshold of the Shoup-Gennaro threshold decryption scheme and n

be the total number of agents. The mobile agent protocol is s-safe, if s ≤ n and m ≥ d n+s2 e.

Proof : First, since s ≤ n and m ≥ dn+s2 e, m ≥ s and so it is impossible for the adversary to control

enough agents for threshold decryption. Next, we show that under the above conditions, for any

two agent subsets S1 and S2 of size m, S1 ∩ S2 contains at least one honest agent. S1 and S2 must

each contain m−|S1 ∩S2| unique agents, as well as |S1 ∩S2| shared agents. So the total number of

agents is at least 2(m−|S1∩S2|)+ |S1∩S2| = 2m−|S1∩S2|. Assume for the sake of contradiction

that S1 ∩ S2 contains no honest agent. Because there can be at most s − 1 “bad host subsets”,

there can be at most s− 1 bad agents. So S1 ∩ S2 ≤ s− 1. Therefore, the total number of agents

is at least

2m− |S1 ∩ S2| ≥ 2m− (s− 1)

≥ 2dn+s2 e − s+ 1

≥ n+ s− s+ 1

= n+ 1

which contradicts the fact we only have n agents. Hence, at least one agent in |S1 ∩ S2| must be

honest. As a result, at least one common honest agent is needed for performing any two OTDs.

Because an honest agent always conducts label checking before decrypting an encryption, and due
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to the security of the SG scheme, it follows that no malicious host can successfully request two

OTDs on encrypted signals of the same wire.

3.2.3 Protection against Other Attacks

Assuming secure OTD, the rest of the protocol is straightforward: The agents visit one host after

another, and eventually return to the originator. Without help from the originator, there is little

a malicious host can do to an agent due to the security of the encrypted circuit (Theorems 2.4.3,

2.8.3). It cannot analyze the circuit to find out the input from the agent (i.e., the agent state),

nor can the host arbitrarily modify the output of the circuit, either the host output or the new

agent state. As a last resort, the host can replace the whole agent with one created by itself. This

gives the host the control over the computation that will be carried out in the subsequent hosts.

Among other things, the malicious host can decode the signal output of the agent computation on

the subsequent hosts. It can go further as to modify the circuit so that the output better reveals

the inputs of the subsequent hosts. Serious as it might look, this attack turns out to be easy

to defeat. The originator signs every encrypted circuit with unforgeable signature, and each host

checks the signature before evaluating the circuit. Alternatively, the originator signs each encrypted

signal, due to the 1-1 correspondence between an encrypted circuit and its signals. A host only

sends out decryption requests with correctly signed encrypted signals, and uses share verification

to check the honesty of a decryption share. Furthermore, this gives additional protection against

chosen ciphertext attacks, as an honest agent only decrypts encrypted signals with the originator’s

signature. If the malicious host is more interested in causing a favorable final outcome from the

agent, it may “hijack” the agent. That is, instead of forwarding the agent on, the host masquerades

as subsequent hosts and evaluates the circuits on behalf of them with inputs to this host’s favor.

Like before, we add authentication in the OTD phase so that only the genuine host can decrypt its
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input signals and hence evaluate its circuit.

The real problem occurs when the originator becomes malicious. Currently, the only effective

way to defend against a malicious originator is asking for a zero-knowledge proof of the honesty

of the encrypted circuits. It has to be zero-knowledge so that no signal and its semantics will be

revealed. Currently, the inefficiency of zero-knowledge proofs prevents their use in practice. As

a result, although our practical protocol is secure against a semi-honest originator, it offers no

protection against a malicious originator.

3.3 Putting It Altogether

Combining Protocol 2.6.4 with all the enhancements discussed in the last section, we obtain a

practical agent protocol that is ready for implementation. The tradeoff is that no protection is

available against cheating from the originator, and there is no theoretic proof for the security

against malicious hosts. Still, many practical concerns are addressed, and we begin with defining

the security requirements for a real-world agent application.

3.3.1 Security Definitions

Unlike the first half of this work, in a practical setting, the desirable security may not necessarily

be as “perfect” as its formally provable, simulation-based counterpart in theory. Instead of viewing

the whole agent computation as secure function evaluation and trying to emulate an ideal process,

we concentrate on the privacy and/or integrity of the three key objects: the agent code, the agent

state, and the host input. Privacy is defined in terms of the information revealed about the object

in question, and integrity is concerned about how the object can be modified in an unauthorized

way.

As static code can be signed by the originator, and host input is handled locally by the execution
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environment, integrity for these objects is easily obtained. For the integrity of the agent state, we

would like to ensure that the state resulting from the computation on a host is the correct answer

that would be obtained if all parties acted honestly. For example, a host arbitrarily modifying an

agent’s state is a violation of the agent’s state integrity. As another example, a re-computation

attack, where the host repeatedly computes the agent function with different inputs until a favorable

outcome is obtained, is also a violation of agent state integrity.

The privacy requirements vary according to different applications. For most agent applications,

the agent code is less privacy-critical than the agent state and the host input. It may be even

desirable to have at least the purpose of the agent code public, so that the host knows what the

agent is doing. As to how the agent does its job (the algorithm), the originator may want to keep

it secret, which calls for some kind of code scrambling. We have already proved that encrypted

circuits hide both the code and the data from its evaluator. However, from the host’s point of view,

it is certainly unsafe to execute unknown code. At the first glance, a zero-knowledge proof from

the originator can help if efficiency is not concerned. But verifying that an algorithm implements

a specific functionality is not even decidable. On the other hand, proving an encrypted circuit is

correctly constructed from a given “plaintext” circuit is indeed in NP and henceforth has a ZK

proof. So generally, if the host wants to verify that the scrambled agent code in the form of an

encrypted circuit is safe, the originator has to reveal the corresponding “plaintext” circuit which

gives away the algorithm of the agent code. The agent state and the host input are both input

to the agent code. It should be noted that if an output somehow depends on the corresponding

input, then it reveals information about the input. This is inevitable even in the ideal setting, so

we cannot hope to have complete secrecy for the agent state and the host input with respect to a

party that receives output from the agent code. However, we do want the party to deduce nothing

more than the legal output implies, and for those not supposed to receive output, complete secrecy
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is a realistic goal.

In summary, we define four variations of privacy, with the amount of privacy increasing as the

list progresses.

Definition 3.3.1 The amount of privacy afforded can be characterized in one of the following four

ways.

• No Privacy: All information about the object in question is revealed.

• Limited Privacy: The amount of information revealed by some data about the object is

limited only by the size of the data.

• Verifiable Privacy: The amount and specifics of information revealed can be analyzed and

verified. Specifically, if the object in question is the input to some function, this means that

no information about the input can be learned other than what follows from the output.

• Complete Privacy: No information is revealed.

3.3.2 The Practical Protocol for Secure Mobile Agent Computation

We modify and enhance Protocol 2.6.4 as follows. First, we replace the two building blocks of

concurrent oblivious threshold decryption with the more efficient algorithms, namely the Shoup-

Gennaro threshold cryptosystem(Algorithm 3.2.1) and the Bellare-Micali oblivious transfer scheme

(Protocol 3.2.2). Next, we add protections against host attacks. Each encrypted signal is bundled

with a label uniquely identifying the wire of that signal. Given an OTD request, an agent checks

its label and makes sure only one decryption per wire. We also enforce the concept of safety

and select the appropriate threshold value according to Theorem 3.2.4. The originator signs the

encrypted signals, and each host checks the signature before decrypting them. Finally, we remove

from Protocol 2.6.4 the steps of host input notification and encrypting the agent state with the
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next host’s public key, both of whom are for security proof only. Again, this protocol assumes static

number of agents, and static agent itinerary with no overlap between any two agents.

Protocol 3.3.2 Secure Mobile Agent Computation (III)4

Assume the originator and all the hosts share the following information. For threshold decryption,

a cyclic group G of prime order q. For oblivious transfer, assume a prime number p, a generator

g, and C ∈ Z∗
p whose discrete log is unknown to everyone.

1. O determines the hosts it wants to send agents to. Suppose there are ` hosts. O divides the

hosts into n disjoint subsets, where n can be picked based on various criteria, such as the

level of parallelism. Next, O invokes Key Generation of the Shoup-Gennaro scheme (Algo-

rithm 3.2.1) to obtain a public key PK, a verification key V K, and n secret key shares SKi

for i = 1, . . . , n with threshold m ≥ dn+s2 e, where s is the desired safety of the protocol.

2. For each host H(i,j), O creates an encrypted circuit (C
(i,j),L(i,j),K(i,j),U (i,j)) using the en-

hanced BMR construction, to compute function f (i,j). Then, O invokes Encryption of the SG

scheme to encrypt K(i,j), the signals for the host’s input. For each signal K
(i,j)
k,b , where k =

1, . . . , ny and b ∈ {0, 1}, set its label to (i, j, k). O signs each encrypted signal with a publicly

verifiable signature. Denote the signed encrypted signals as K
(i,j)

= ((K
(i,j)
1,0 ,K

(i,j)
1,1 ), . . . , (K

(i,j)
ny ,0,K

(i,j)
ny ,1)).

3. Next, O creates n mobile agents. For agentMAi, i = 1, . . . , n, its code includes the encrypted

circuits C(i,j), the encrypted signals K
(i,j)
, and U

(i,j)
z = ((U

(i,j)
1,0 , U

(i,j)
1,1 ), . . ., (U

(i,j)
nz ,0 , U

(i,j)
nz ,1 )), the

signals of the output wires corresponding to the local output to the host, for all the hosts in

subset i. O also sets L
′(i,1)
k = L

(i,1)
k,x(i,0),k

where x(i,0),k is the k-th bit of x(i,0), for k = 1, . . . , nx,

as the initial state of MAi. Following our convention, denote this list of signals by L
′(i,1).

Furthermore, each agent gets a secret key SKi.

4Definitions of notations appear in Section 2.6.2.
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4. Finally, O sends out MAi with its initial state to H(i,1), the first host of subset i, for i =

1, . . . , n.

5. Every host H(i,j), upon receiving agentMAi, verifies the signatures on the encrypted signals

K
(i,j)

and aborts the execution once a verification fails.

6. If all verifications have passed, H(i,j) sends the encrypted signals K
(i,j)

to m agents including

MAi, asking for decryption. In particular, this is done through ny requests, where each

request contains a pair of encrypted signals K
(i,j)
k,0 and K

(i,j)
k,1 , for k = 1, . . . , ny. H(i,j) signs

each request with its publicly verifiable signature.

7. Once receiving a decryption request, an agent invokes Label Extraction and checks the following

conditions. First, the labels of the two encrypted signals must be the same. Second, the label

has not appeared in this agent’s decryption history. Third, the encrypted signals are correctly

signed by the originator, and for a label (i, j, k) the request bears host H(i,j)’s signature. If all

conditions are true, the agent obtains a decryption share for each of the two encrypted signals

by applying the Decryption operation of the SG scheme with its secret key share. Otherwise,

the request is ignored.

8. When an agent finishes its decryption, it signals the requesting host H(i,j). Then the two

execute the oblivious transfer protocol (Protocol 3.2.2) so that the host receives the decryption

share for either K
(i,j)
k,0 or K

(i,j)
k,1 , but not both.

9. After receiving a share, H(i,j) verifies the correctness of the share against the ciphertext with

the Share Verification algorithm. An invalid share is discarded and the host tries with another

agent. After collecting m valid shares, H(i,j) combines them into a valid decryption, which is

the signal representing its input bit. After ny successful OTDs, the host obtains the signals

for its input. Denote this list of host input signals as K′(i,j).
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10. H(i,j) evaluates encrypted circuit C
(i,j) using the input signals K′(i,j) and the current agent

state L′(i,j), recovers the value of its own private output using the corresponding U
(i,j)
z vector,

and sends the agent (consisting of the encrypted circuits and signals for the following hosts,

as well as the new agent state, in the form of signals) to the next host in the subset. If this

is the last host in the subset, then the agent is returned back to the originator. If the transfer

was to a different host, that host repeats steps 5 – 10.

11. After all n agents return back to O with their final states. O recovers the values they represent

and uses function g to combine the results into the final result.

3.3.3 Security Analysis

We argue the security — privacy and integrity — provided by Protocol 3.3.2. (The details of each

claim are discussed in the previous sections.) Suppose that the originator is honest or semi-honest,

and the total number of host subset that may contain at least one malicious host is less than s,

the safety value. Furthermore, suppose s, n, and m satisfy the conditions listed in Theorem 3.2.4

(i.e., s ≤ n and m ≥ dn+s2 e). The malicious hosts can collude arbitrarily, but all are limited to

polynomial-time algorithms.

Agent code: The encrypted circuits perfectly hides the internal details of the circuits assuming

secure OTD. As the originator is trusted, this complete privacy is acceptable. Complete privacy

makes it impossible for most meaningful attempts to modify the encrypted circuits. Unforgeable

signatures on the encrypted signals prevent replacing an entire circuit.

Agent state: Both the privacy and the integrity of the agent state depend on the security of

the encrypted circuits, which in turn depends on the security of the oblivious threshold decryptions.

As long as the OTD is secure, Theorem 2.4.3 asserts that the encrypted circuits reveal no more

information than what the output contains (i.e., verifiable privacy). We lists common attacks on
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OTD and their countermeasures.

• Corrupting enough agents to decrypt the encrypted signals. This is prevented by the fact

that each agent visits a subset of hosts not overlapping with any other agent’s itinerary. As

a result, a malicious host can control at most one agent and the number of corrupted agents

is equal to the number of host subsets containing malicious hosts, which is at most s − 1.

Because of our restriction on s, n, and m, m ≥ s. So the malicious hosts are forced to go

through OTD.

• Cheating in the requests for OTD.

– Decrypting both signals for an input wire. With the threshold set to an appropriate

value in regard to the safety, any successful decryption involves at least one honest

agent. The honest agent checks the label on each encryption which is cryptographically

bundled with the encryption, against its decryption history, and never decrypt twice for

the same wire.

– Decrypting an encryption other than the encrypted signals. This is a chosen ciphertext

attack. Because of the CCA security of the threshold scheme, it does not help attacking

any encrypted signals even if this chosen encryption is decrypted. Meanwhile, checking

the originator’s signature on a requested encryption makes this impossible.

• Cheating in the receiving with oblivious transfer. The security of the oblivious transfer

protocol ensures the host gets the decryption share for only one encryption.

• Masquerading as another host. This is an attack on the integrity of the agent state. It is

defeated by the authentication of the requesting host.

• Modifying the agent state arbitrarily. This requires guessing the signals other than those

obtained from a valid evaluation of the encrypted circuit, or in other words, the off-path
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output signals. The probability for a successful guess is only 1
2k

for a (k + 1)-bit signal

including the tag bit.

Thus, the only possible information leakage about the agent state is through the output that the

host receives from the circuit. This gives us verifiable privacy. If there is no output to the host,

then complete privacy is attained for the agent state. The integrity of the agent state is protected

except for the negligible probability that the host successfully predicts the off-path signals.

Host data: Like the agent state, since the host data is also the input to the encrypted circuit

whose output includes the updated agent state, only verifiable privacy can be and is achieved with

regard to the (semi-honest) originator and any subsequent host who also receives output from the

circuit. Notice that this is the only possible way that information may be revealed about a host’s

data. In particular, OTD does not reveal any information about the requesting host’s data, due

to the security of the OT protocol. As a corollary, no information of the host data is leaked to a

subsequent host that does not receive output from the encrypted circuit. At the first glance, since

the host data never leaves the host itself, integrity is automatically guaranteed. However, the issue

is complicated by the use of OTD. Now the definition of host data integrity extends to getting the

correct signals for the data. This is protected as share verification can detect invalid decryption

shares for an encryption.

The following table summarizes the security properties of Protocol 3.3.2 when the originator is

semi-honest but the hosts may be malicious and can collude with each other.

When the originator becomes malicious, the whole picture changes dramatically. The agent

code and data are not our objects of protection any more, but there is little effective defense for

the host data in the absence of a ZK proof enforcing the integrity of the encrypted circuits. The

circuits may perform any arbitrary function and the host has no knowledge of the actual internal

algorithm of the circuit. Therefore, only limited privacy is attainable for the host data, which is not
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Semi-honest Originator Malicious Hosts

Agent Code N/A Complete Privacy, Provable Integrity

Verifiable Privacy (if hosts receive outputs)
Agent Data N/A Complete Privacy (if hosts do not receive outputs)

Provable Integrity

Verifiable Privacy (if other hosts receive outputs)
Host Data Verifiable Privacy Complete Privacy (if other hosts do not receive outputs)

Provable Integrity Provable Integrity

Table 3.1: Privacy and integrity achieved by Protocol 3.3.2.

very satisfactory. In conclusion, Protocol 3.3.2 is not geared toward protecting against a malicious

originator.
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CHAPTER 4

EXPERIMENTAL RESULTS

This chapter presents the implementation of Protocol 3.3.2 on the mobile agent platform JADE

version 3.0b1. JADE (Java Agent Development Framework) [4] is a software platform for devel-

oping multi-agent applications conforming to FIPA standards for intelligent agents. The FIPA

standards [1] specify, among other things, the ways for “interaction of heterogeneous agents and

the services that they can represent”. The specifications can be grouped into five main categories:

Agent Communication, Agent Management, Agent Message Transport, Abstract Architecture, and

Applications. A list of agent platforms that conforms to these specifications can be found at the

FIPA web site.

Furthermore, we implemented the ACCK protocol (Protocol 5) on the same system. The

purpose is to measure and compare the performance of Protocol 3.3.2 and the ACCK protocol.

To the best of our knowledge, currently there is no other published implementation of the ACCK

protocol. Our results are the first study of the actual performance of the SFE-based, secure agent

computation protocols.

4.1 Implementation Overview

4.1.1 The JADE System

JADE is a Java-based development platform as well as execution environment for multi-agent

systems. While not designed specifically for mobile agents, the JADE platform can be distributed

across multiple hosts and does support agent mobility. An agent container provides the execution

environment on a machine. There can be multiple containers on the same physical computer,
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and each container can host multiple agents. The main container serves as the controller of the

platform. A GUI interface is provided for the main container to manage (create, delete, etc.)

all the containers and agents, locally as well as remotely in the system. JADE provides FIPA-

compliant system services such as naming, yellow-page service, message transport and passing,

agent communication, and so on.

From a programmer’s point of view [2], JADE is implemented fully in Java, and it exports a

group of Java packages for developing agent systems on the platform. We highlight the programming

features of JADE which are essential to our design and implementation of the agent protocols.

• Agents and Containers. Each agent container is a Java virtual machine, and each agent is

a Java thread. The system-provided Agent class is the base class for all agents. Specific agents

are implemented by extending the Agent class. Agents are created by containers, and both

can be created either programmatically or from the command line. An agent platform always

starts with the creation of a main container, after which more containers can be created and

joined with the main container. There can be multiple main containers and hence multiple

platforms, too. However, as of JADE version 3.0b1, inter-platform agent mobility is not

supported. Each agent is given an identifier when created. It is a concatenation of the user

specified name and the container where the agent was created. Two system agents reside in

the main container. The Agent Management System (AMS) agent provides white-page and

life-cycle service and maintains a directory of agent identifiers and agent state. The Directory

Facilitator (DF) agent provides yellow-page service in the platform.

• Agent behaviors. The activities of an agent is implemented through the class Behaviour.

An agent can have multiple behaviors, and the main function of a behavior (named action) can

be executed multiple times. There is a cooperative scheduler hidden from the programmer

that schedules the execution of the behaviors in a round-robin fashion. Since there is no
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preemption, every behavior has to explicitly yield its control by falling to the end of its

action function. Once the action function returns, the scheduler queries the done function of

the behavior. If the behavior is done, it is removed from the scheduler’s queue of available

behaviors. Otherwise, it will be rescheduled to run. A behavior can block itself. Once blocked,

the behavior will no longer be scheduled for execution until being activated again, such as by

the event of message arrival. The agent terminates when all its behaviors are done.

• Agent communication. Agent messages are defined by the ACLMessage class, which

contains a set of attributes defined by FIPA. Message transmission is mostly transparent

to the programmer. In most cases, what the sender needs to do is to specify the message

type using one of the constants defined by FIPA, the receiver’s agent ID, and the content of

the message. As a corollary, one does not have to worry about the location of the receiver.

The underlying system figures that out, even when the receiver agent may move from one

container to another. We also found it very convenient that the content of an ACLMessage can

be either an array of raw bytes or a Java object. This allows maximum flexibility about what

data can be exchanged. Each agent maintains a message queue global to all its behaviors.

Message filtering is provided for a behavior to receive specific messages. Receiving a message

can be blocking and non-blocking. However, if called within a behavior, the blocking receive

blocks the whole agent (i.e., the whole java thread), including all other behaviors. This

could potentially degrade the performance of agents with parallel behaviors, including our

application.

• Agent migration. An agent migrates from one container to another by calling the doMove

function within one of its behaviors. This function stops the scheduler, wraps up the whole

agent, which is a Java object, and sends the agent to the destination container. Once the
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agent arrives at the new container, its scheduler is resumed, and all the ready behaviors are

scheduled to run like before. Therefore, JADE supports only limited code mobility, in that

the run-time state of the behaviors are not saved and transfered with the agent. It is not

possible to stop at the middle of the behavior function and resume execution right from that

point after migration.

4.1.2 Code Design

Both the ACCK protocol and our practical result (Protocol 3.3.2) are implemented on JADE version

3.0b1 with Java 2 Standard Edition version 1.4. Notice that the only active entity in JADE is the

agent. Containers are just the run-time environment. Hence, all the players in both protocols are

implemented as agents. The originator is a static agent always staying at the home container. Once

started, the originator creates the mobile agents and sends them to the containers on remote hosts.

After returning to the home container, the mobile agents send their final states to the originator,

which then outputs the final result.

The tricky question is how the host is implemented. Throughout this work we give an active

role to the host to better reflect its ability to control the agent. In fact, the agent is treated mostly

as the carrier of code and data, except for the role in oblivious threshold decryption. On the other

hand, the JADE container is just an environment. So there has to be a host agent that receive

and evaluate the mobile agents. We simplified this by implementing all the host’s activities in the

mobile agent class. In other words, upon arriving at a new host, the mobile agent decrypts signals

for the host’s input through OTD, and then evaluates the encrypted circuit with the host’s input

and its current state. Finally, the agent calls doMove to migrate to the next host. Furthermore we

include the host’s input in the agents as another simplification. This is acceptable as the interaction

for getting host input will vary across different applications.
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For the other role of mobile agents as decryptors in OTD, we chose to separate it from the

main activity described above in order to achieve maximum possible concurrency. Ideally, serving

other hosts’ decryption requests should be running in parallel with this agent’s own computation.

Recall that the scheduler for agent behaviors is non-preemptive, and waiting for a message in the

blocking mode actually makes the whole agent stall. As a result, if an agent starts listening for

OTD requests from other hosts, its own computation, which is implemented in another behavior,

would also be blocked. Therefore, we implemented the decryptor behavior in another agent called

helper. Each helper is bundled with a mobile agent, and migrates together with the agent. Because

each agent is a separate Java thread, the helper and the agent do not interfere with each other

when one is blocked for receiving messages, and preemptive scheduling applies between these two

agents, provided by the underlying JVM. In summary, the mobile agent class is responsible for

decrypting input signals for the current host (with the help from remote helpers) and evaluating

the encrypted circuit, while the helper class is responsible for decrypting for other, remote mobile

agents. When the mobile agent migrates, it tells the associated helper to migrate, too. Figure 4.1

depicts the conceptual model of our implementation of the secure agent computation protocol.

Most of the cryptographic tools used by our protocol do not have publicly available implementa-

tions. We implemented the encrypted circuit, the Shoup-Gennaro threshold decryption scheme, and

the Bellare-Micali oblivious transfer protocol, using Java’s secure pseudorandom number generator

and the BigInteger class as well as secure hash functions provided by the Cryptix JCE package [3].

We pre-computed the underlying cyclic groups and the value C required by the threshold decryption

and the oblivious transfer protocol1. We created a general interface to transform a plaintext circuit

consisting of any gates with up to 3 inputs, into an encrypted circuit using the enhanced BMR

construction. We used SHA1 as the secure hash functions in the SG scheme, with enhancement

1In the real world, the cyclic groups and C should be generated by an honest, general-purpose third party, and
the generation can be totally independent from the protocol.
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Figure 4.1: Implementation of the secure mobile agent computation protocol

suggested by [14]. For the digital signature, we chose RSA with SHA1, provided by Cryptix.

We are not aware of a general-purpose tool to generate boolean circuits for arbitrary functions.

This could be an interesting future project and has applications of its own. For this performance

study, we hand-picked the function of finding the larger of two integers as the agent function, and

manually built a circuit for this function. Such a circuit is the basis functionality of a bidding

agent and has appeared before in the theoretical part of this work. Our circuit design is exactly

as depicted in Figure 2.1. This MAX circuit has a uniform structure even as the number of input

bits varies, so generation of circuits for different input sizes can be automated. The originator sets

the initial states of all the agents to be an integer of its choice. At each host, the mobile agent gets

another number from the host, and through the circuit computes the larger number. This number

is outputed to the host and set to be the new agent state. In the end, the originator compare the

final states of all the agents and obtains the maximum all the integers.

For the ACCK protocol, the trusted party is implemented as another agent. For simplicity,
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the trusted party resides at the home container just like the originator. There is only one mobile

agent in the system, which visits all hosts and brings back the maximum number. We used RSA

as the public-key encryption of the trusted party. Due to the fact that each signal is a short binary

string, we chose RSA with OAEP using SHA1 as the hash function. We left out the use of the

symmetric encryption, but “chained” together neighboring circuits so that the state output signals

of the previous circuit can be directly fed into the next circuit as input. The same technique is used

in our multi-agent protocol. In fact, both implementations shared the same group of Java classes

for encrypted circuits. Table 4.1 lists our choices for the cryptographic tools required by the two

protocols.

Encrypted circuits The enhanced BMR construction, our implementation

Threshold decryption Algorithm 3.2.1, our implementation

Oblivious transfer Protocol 3.2.2, our implementation

Digital signature RSA with SHA1, provided by Cryptix JCE

Public-key encryption RSA with OAEP using SHA1, provided by Cryptix JCE

Pseudorandom number generator Based on SHA1, provided by Sun JCE

Table 4.1: Cryptographic tools used by our implementation.

4.2 Test Configurations

Our test environment is a local network with 7 Pentium 4 2GHz machines, all running Red Hat

Linux 8.0. The JADE system used is version 3.0b1, and the underlying Java virtual machine is

Sun’s Java 2 SDK version 1.4.0 02. We used a snapshot version of the Cryptix JCE package dated

2003/02/17.

We measured the time taken by the various stages of the two protocols. There are two types

of timer we could use. One measures the actual elapsed time, called the real time, while the other

reports only the CPU time spent on the tested program, known as the user time. In distributed

computing, usually a significant amount of time is spent on communication, which is reflected in
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the real time. On the other hand, user time provides insight on the computational overhead of the

protocols. Also keep in mind that the real time is bound to vary as the system load changes. (Our

testing environment is a relatively quiet setting.) In order to measure the real time, all machines

had their clocks synchronized. We used Java function System.currentTimeMillis to record the real

time and the native C function getrusage to measure the user time.

Of the 7 machines, one is the home host and the other 6 are the remote hosts. As depicted

in Figure 4.1, both the main container and the home container reside on the home host. There

is one container on each of the remote host. For Protocol 3.3.2, we fixed the number of agents to

4. Two mobile agents each visits two hosts, while the other two only visit one host each. With

4 agents, according to Theorem 3.2.4 the threshold for decryption can only be either 3 or 4, with

the corresponding safety being 2 and 3 respectively. In other words, if at most 2 host subsets have

malicious hosts, the 4-agent protocol is secure.

We also fixed the length of the signals to be 256-bit excluding the tag bit. Assuming the

rest of the protocol is secure, there is no more efficient way of breaking an encrypted circuit

than brute-forcefully searching for the random signals. Thus, 256 bits is a fairly strong setting.

The other primitives (threshold decryption, oblivious transfer, public-key encryption, and digital

signature) are based on either Diffie-Hellman or RSA. With the advance of cryptanalysis, the

acceptable key size for both problems is continuously being raised higher. Currently, 1024-bit

keys are recommended as minimally sufficient for Diffie-Hellman and RSA if long-term security is

important [63]. In our experiments, the key size for of all these primitives was set to 1024 bits. For

testing purpose, we also tried 512-bit keys for the multi-agent protocol. Lastly, we had two variants

of the MAX circuits, one with 16-bit inputs and the other with 32-bit inputs. The following table

summarizes the parameters we have experimented.
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Encrypted circuit signal size 256 bits

Public key size 1024 bits, 512 bits

Threshold value 3 (for safety = 2), 4 (for safety = 3)

Circuit 16-bit MAX, 32-bit MAX

Number of agents 4 in Protocol 3.3.2, 1 in the ACCK protocol

Number of hosts 6

Table 4.2: Test parameters.

4.3 Performance Results
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Figure 4.2: Overall running time of Protocol 3.3.2 with 32-bit MAX circuit

Figure 4.2 shows the overall performance of Protocol 3.3.2 with various configurations. The

time measured is the elapsed real time. Again, the size of the signals is fixed to 256 bits, and there

are 6 hosts and 4 agents in all configurations. The total time is the sum of the initialization time

and the agent computation time. Initialization spans from the starting of the protocol up to the

point right after the agents are sent out. During this phase, only the originator is active, while all

the hosts are quietly waiting for an agent to come. Specifically, the originator locates and partitions

the hosts. It also generates the encrypted circuits, the keys for the threshold decryption scheme,
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and encrypts the host input signals. Then 4 mobile agents and 4 helper agents as discussed above

are created and dispatched out to the hosts. The agent computation time covers from the end of

initialization to the end of the protocol when the originator obtains the final result after all the

mobile agents and helpers return home.

Security improves with larger threshold values or key sizes, but this also decreases the perfor-

mance. With a moderate key size like 512 bits, increasing the threshold seems not to be expensive.

When it comes to a longer key length like 1024 bits, adjusting the threshold may cause larger

impact on performance, so real-world applications should carefully choose the smallest threshold

value that makes sense. Likewise, if long-term security is not essential, a smaller key size should be

worthwhile. Initialization time accounts for from about 1/3 to 1/4 of the total time among different

configurations. Thus, the originator does not need a high-performance communication line, but

does require a fairly large amount of computational power.
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Figure 4.3: Average time an agent spends on each host in Protocol 3.3.2 with 32-bit MAX circuit,
and the circuit evaluation time

The left hand side of Figure 4.3 shows the average time an agent spent on each host in our tests.
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This is further broken down to the time for decrypting signals for the host inputs, and the time

for evaluating the encrypted MAX circuit. Surprisingly, evaluating the MAX circuit is so fast (the

right hand side of Figure 4.3) that it is totally negligible compared to the time for decrypting the

signals. This finding actually brings out two good points about our protocol. For one thing, it takes

less than 0.1 second to evaluate a 32-bit MAX encrypted circuit, which has 488 gates including the

splitter gates. Because the evaluation of any gate in an encrypted circuit with the same number of

input wires is identical regardless of the gate functionality, the evaluation time of the whole circuit

is linear in the number of gates in the circuit. Thus, we can foresee that evaluating an encrypted

circuit of moderate size should take acceptable amount of time in practice. For another, although

in our tests, the signal decryption time is huge compared to circuit evaluation, it is the circuit

evaluation that varies according to the agent function. The communication complexity of both our

theoretical and practical results is not affected by the size of the encrypted circuit. Even better,

for each host, the communication and computation overhead of signal decryption remains the same

as long as both the bit size of the input and the threshold value do not change, no matter how

large the circuit is or how many hosts are in the system. In other words, a 100-gate circuit and

a 10000-gate both with 32-bit inputs would take exactly the same amount of OTDs in the same

threshold setting, and hence the same amount of time to decrypt their input signals. This is a

distinct feature resulting from the use of the encrypted circuit2.

There are essentially two factors that affect the performance of signal decryption. Obviously,

the larger the threshold value, the longer for decrypting a signal. Another factor in the performance

is the number of concurrent OTDs in the system. For example, consider the case of 4 agents and the

threshold being 4. This means decrypting a signal for any host requires the work of all 4 agents,

one on the host itself and three remotely. In addition, it is likely that 4 hosts are doing signal

2There are other general-purpose SFE protocols in which the number of communication rounds is proportional to
the size of the function evaluated.
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decryption simultaneously. As a result, ideally a total of 12 instances of remote decryption and

oblivious transfer are conducted concurrently in the system per host input bit. However, in our

actual implementation, restricted by the non-preemptive scheduler inside the JADE agent, each

helper (recall that the decrypting service of an agent is separated from the agent and implemented

as a helper agent) cannot serve the requests from 3 remote hosts at the same time, but has to do

it in a sequential manner3. Such amount of work and the delay due to the lack of true parallelism

caused the relatively large overhead for signal decryption at every host. Despite this, the overall

agent computation time is saved by the use of multi-agents, which does bring true parallelism to

the whole computation.
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Figure 4.4: Average computation overhead per host

Figure 4.4 compares, on average for each host, the CPU time consumed by an agent and its

associated helper versus the total real time spent by the agent. The key size is fixed to 1024 bits.

Recall that the “mobile agent” computes the agent function, while the “helper agent” serves as a

3It is possible of course to build in explicit cooperative multitasking into the helper agent, but the effort of this
may be largely offset by the complexity induced. We believe it is more of a platform issue.
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decryption server for other, remote agents. The shown user time is the sum of the time from both

the mobile agent and the helper on the same host. Approximately 2/3 of the real time is spent on

computation (for this agent and for helping other agents), while communication takes the remaining

1/3 of the time. To some extent, this reflects the importance of limiting interactions among the

agents, particularly when the underlying platform does not provide full support for parallelism.

Finally, we measured the performance of the ACCK protocol with the same agent function.

As mentioned before, in this case there is a single agent visiting 6 hosts. The trusted party

is implemented as another agent sharing the same container as the originator. We used RSA

with 1024-bit keys. The following table summarizes our findings. Unless specified otherwise, all

time shown are real time. Without doubt, the ACCK protocol is simpler and more efficient than

Protocol 3.3.2, but at the cost of much stronger trust assumptions and thus a weaker level of

security. Still, the test results show that the ACCK protocol is quite efficient. This is mainly due

to its use of a trusted party as the dedicated decryption server and a fast RSA implementation

(although the security of the implementation might be questionable in the theoretical sense). This

suggests a potential way to improve our multi-agent protocol is looking for faster implementations

of the cryptographic tools used by the protocol.

Trusted Party
Protocol Total Agent Computation Time Per Host User Time

16-bit MAX circuit 11.187 sec 5.639 sec 0.655 sec 2.163 sec

32-bit MAX circuit 17.921 sec 8.938 sec 1.149 sec 4.316 sec

Table 4.3: Performance of the ACCK protocol.

As a mobile agent carries the encrypted circuits for all the hosts it is going to visit, the size of

the mobile agent depends on the number of hosts in its itinerary. In addition, there is overhead due

to the underlying agent platform. Table 4.4 reports, under our test configurations, the initial sizes

of the 4 mobile agents in the multi-agent protocol and the single agent in the ACCK protocol. This
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is the size of each agent when it is sent out by the originator. After visiting a host, the agent (in

both protocols) discards the encrypted circuit for that host before migrating to the next one. Thus

the initial size is the maximum size of the agent during its lifetime. The choice of the threshold

does not affect the agent size, but because the size of the encryption in the Shoup-Gennaro scheme

(Algorithm 3.2.1) varies due to the random values used, there is slight difference between the sizes

of the agents with the same number of hosts to visit. Finally, all the helper agents have the same

size.

Agent 1 Agent 2 Agent 3 Agent 4 Helper
(visiting 2 hosts) (2 hosts) (1 host) (1 host)

Protocol 3.3.2 (threshold = 3) 319688 319688 165170 165173 9942

Protocol 3.3.2 (threshold = 4) 319692 319688 165177 165177 9942

ACCK protocol
(Single agent visiting 6 hosts) 638191 N/A N/A N/A N/A

Table 4.4: The initial sizes of the mobile agents in number of bytes, with 32-bit MAX circuit,
256-bit signal size, and 1024-bit keys.
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CHAPTER 5

CONCLUSION

Mobile agents is a relatively new paradigm of distributed computing. The unique combination of

autonomous agents and code mobility brings promising benefits to applications such as e-commerce.

This same feature also poses serious security issues, especially for the mobile agent. The hosting

environment’s full control over the agent makes effective protection of the agent’s privacy and

integrity difficult to achieve.

This research builds upon a new direction of protecting mobile agents through cryptographic

protocols. Prior work has obtained reasonable results but with strong trust assumptions. Our

results remove trust requirements for any particular entity, and instead base security on enough

participants being honest, a minimum and easy condition in the real world. We extend the prior

work by defining a model of secure mobile agent computation, which embodies the latest develop-

ment in the theory of cryptography such as the concept of universal composability, and addresses

security concerns for all entities in the mobile agent paradigm. Based on this model, we present a

provably secure protocol utilizing multi-agents against static, semi-honest or malicious adversaries.

To our knowledge, this is the first protocol of its kind. Our work on the practical front results in an

efficient protocol that is ready to be applied to real world applications. Although not as complete

a solution as its theoretical counterpart, this protocol still offers solid security measures against

most attacks by malicious hosts on mobile agents with the same minimum trust assumption. The

experimental study demonstrates the practicality of this protocol as well as the application of cryp-

tographic protocols to mobile agents in general. Considering the strong security offered by this

direction, our results have the potential for a significant impact on the mobile agent field.
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This work also contains intensive study of some fundamental cryptographic primitives, one of

which is Yao’s encrypted circuit. By correcting a security flaw in a former construction method, we

provide arguably the first provably secure implementation of the encrypted circuit. Our study on

oblivious transfer and threshold decryption in theory and in real systems brings new insights to these

fundamental tools, such as applying universal composability to threshold decryption, combining the

two primitives into oblivious threshold decryption, and obtaining experimental results that reflect

the performance of these primitives.

5.1 Open Problems

Quite a few interesting problems are left for future research. Protocol 2.6.4 and Protocol 2.8.4

are proven to be secure against static adversaries. Naturally the next step is moving to adaptive

adversaries. An adaptive adversary may corrupt parties at any time of its choice, including after the

protocol is over. Corrupting parties during the protocol execution gives the adversary significant

information, particularly when a party is not supposed to erase its internal state pertaining to the

protocol in question. For instance, consider the simulation of encrypted circuits by fake circuits.

As we know, if the output of the circuit is unknown, the fake circuit can be any randomly generated

circuit. But once the output is known, an evaluation path must be selected and the truth table

entries along this path have to be consistent in order to produce the known output. Suppose a real

adversary A attacking the agent protocol does not corrupt any host until after the originator sends

out all mobile agents. To simulate this case, an ideal adversary S has to construct fake circuits in

the beginning when agents are sent out. At that moment, no host is corrupted, and so S does not

have access to any host in the ideal model. Therefore, S does not know any output, and the best

S can do is to create random fake circuits with no evaluation path. But when A later corrupts

a host, it sees the host’s output, and to A a randomly generated fake circuit with no evaluation
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path leading to the same output is no longer indistinguishable from the actual encrypted circuit.

Generally, to defend against adaptive adversaries, there needs to be a way for the simulator to

generate something that is consistent with information discovered later when a party is corrupted.

One solution is the so-called “non-binding” encryption [21]. It scrambles data just like traditional

encryption, but the same ciphertext can be opened to different plaintexts as needed. As this

example shows, more investigation is certainly needed to make the current protocols secure against

adaptive adversaries.

Our theoretical result against malicious adversaries is not suitable for implementation because

of the use of the UC compiler. Currently we do not have an alternative for the compiler. Avoiding

the compiler would bring huge improvement in the round complexity and computational overhead,

and may lead to a provably secure and practical solution to mobile agent security. As mentioned

before, we restrict the itinerary of each agent not to overlap with any other agent’s itinerary. This

could undermine the fault-tolerance of the system. Consequently, an interesting topic is improving

the fault-tolerance while still maintaining the security. Another restriction we currently have is the

pre-determination of which hosts to visit. Dynamic agent itinerary is a feature we would like to see

in the future. The ideal scenario is that the agents can jointly generate an encrypted circuit just

in time for any agent to visit its next host. This would also drastically reduce each agent’s size.

The performance results of our practical variant of the secure agent protocol is promising but

with significant room for improvement. More efficient threshold decryption and oblivious transfer

is desirable. It is also a good idea to study other agent platforms which have better concurrency

support. In addition, we would like to see how security against a malicious originator can be

added without incurring large overhead. Ultimately, provable security is desirable for the practical

protocol, even with a weaker security model such as the random oracle model [14].

For many real-world applications, the whole agent code may be too complex to be implemented
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in such a primitive form as boolean circuits. However, as our performance study finds out, the

privacy-critical part such as the bid comparison of a shopping agent is indeed suitable for being

realized by encrypted circuits. Thus a long-term research topic down the road would be the interface

between the encrypted circuit and the rest of the agent code and its impact on security.
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